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SDC(Secure Device Connector)
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Deploy an On-Premises Secure Device Connector p ¢

Step 1 |
Download the SDC VM Imagedand follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPXIRPSBVOPSJ1eUpoYkdjalU9pS1INVekkxTmlJcOluljVjQBk2SNtwWFZDSjkuZX1Kc2FXNXJaV1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM

YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUek2V31KMGNuVnpk(81zSWSKbF1XUN1MOE
k1T1IRSbUBYSTRNQZFpWIW1NNUXUUTNPRGNEWWT Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T1dRMYpHSXpMVFpoTmpZdESEVTBZUZABTIRCHUxXUXhNelJr TURZeESEWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1 ¢
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j

dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN

BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK

QGRPXQRPTUFJTjainSdRLmRIZmVuEZchmNGZKNchFBh3IuY29llngRE9fVEVDQUSUPSJJaXNJhy

SA5  zip o] RE HAL FEFY T} go] EAF UL
* CDO-SDC-VM-ddd50fa.ovf
* CDO-SDC-VM-ddd50fa.mf

* CDO-SDC-VM-ddd50fa-disk1.vmdk

A6 vSphere 9 E&lo] A EE AL-8-51o] VMware A B o] &= 2191 gt}
Far ESXi ¢ Elo]AEZ AF&-31A] nlA A Q.

GA7 A A whel OVF &5 ol A E°P tulo] 2~ AUE 71 wAals 5T
dA8 Aol dRHW SDC VM A4S At}

9449 A SDC VMO &5 4 HD}.

A0 A8} o] F cdoE 2113 Th 7] b S = adm1239) Y T
AN EZEZE| sudo sdc-onboard setup= Y =Y T

[cdo@localhost ~]$ sudo sdc-onboard setup
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@A 15 Please choose the CDO domain you connect to($1 2 & CDO = 1S A B a}4] A Q) WA A 7} 32 A = ¥ Cisco
Defense Orchestrator =<1 1.5 = gt}
7116 WA A7} A EE SDC VM) thg =9l AR E
a) IP 54~/CIDR
b) Ale]E 4] 0]
c) DNSAH
d) NTP A¥ H+= FQDN
e) Docker B 2] A

= docker BE] X 7} 485 A &= - Enter 71 & T Y

J5
gt
°
2

A1 17 Are these values valid(©] gko] <151 712) (y/n) WA A 7F e y2 AFR-8Fo] 91 =S o1 g ),

9A18 S Sl

w719 "Would you like to setup the SDC now?(A| & SDCE A A4 3FA1 25U 7H?) (yin) WA A 7F YEFE 02 9 = Y
t}.

@GA20 VM ZEA As O &2 2okt

@Al 21 SDCol| Wl $k SSH A A& A F YT cdo® Z1sta v S5 =3y},

WA 22 EE X E | sudo sde-onboard bootstrape 9 &S T}

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

@123 [sudo] FIEWHEE B wA A 7F HAIEH A 14904 A3 edo MU E S )
7] 24 Please copy the bootstrap data form the Secure Connector Page of CDO(CDO2] H ¢t AW E H| o] x| of| A F-E A~
Ed] HolB & FASA A Q) WA A 7F A H W oS A AHE FE Y T

1. CDO°l Z11%Y}.
2. CDO ™57l 4 Admin(32]) > Secure Connector(}.¢t 71 U E)E A el ghyt},

3. Actions(%F%]) %ol A Deploy an On-Premises Secure Device Connector(<-3X g v] 2~ H ¢F tjujo] 2~ AV E
)& S99k

4. )3} 2=}l 2v+A ol A Copy the bootstrap data(F-E~E 3 o] g HADE Z3}aL SSH Foll ol d 5y
t}.
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Deploy an On-Premises Secure Device Connector X

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDQ Bootstrap Data

QBRPX1RPS@VOPSJleUpoYkdjaU9pSINVekkxTmlJc@lulUjVjQak2SWiwWFZDSjkuZX1Kc2FXNXJaV1
JVWlc1aGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZ ibk1pT2xzaVNWUkVMH
VUpoYzJValxDSm91VBp5YVdRAE1pNHdJaXdpYm1kbWR5SmRMQBoxYzJWeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWELlpT21KellXMXNJaXdpY285c1pYTWIPbHNpVWsSTVJW
OUJSRTFKVG1KZExDSnBjMB1pT21KcGRHUWIMQBpqYkhWemRHVN1TV1FpT21JeElpd21jSEpwY1dGeW
VWUmx1ibUZ1ZENJNmJuVNNiQ3dpYzNWaWFtVmpkR1I1YBdVaU9pSjFjM1Z5SW13awWMzQkpaQak2SWto
RVR5SXNJbUYxZEdodmNtbDBhYV1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQok2SW
prMUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWWMLJcB1tTnNRY1Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNUVNpkQ@1zSWSKbF1XUW1MQB
k1T1RSbUBVSTRNOZFDWW1NNUxUUTNPRGNGWW1 Zek 1DMW1ZVBnaWldaaE16aGhOR1 1o TENKM2NtbDBa
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvcemNoZXNBecmFBb3TuY29t IgpDREIFVEVOQUSUPSJjaXNiby
ThbWFsbG1lvIgpDREIfQk 9PVFNUUKFQX1VSTDBiaHRBcHMELY93d3cuZGVmZW5zZWIyY2hlc3Ry YXRv
ci5jb2@vc2RjL2Jvb3RzdHIhcCIjaXNjby1hbWFsbGlvL2Npc2ZNvLWF tYWxsaW8tUBRDIgo=

#1 Copy bootstrap data

7] 25 Do you want to update these setting(©] 28-S Qo] E5HA 215U 7H?) (y/n) WA A 7F YERFE 1S

A 26 Secure Device Connector(}H.SF tjulo] 2~ AW E]) 7| o] 2| 2 FolU ), A SDCY] 7 El 7T Active(Z4) =
7HA] sH S Af = L] Y T

23] UMO] 59k T vfo] 2 A W E] 5

tjulo] A 22 F S A}-8-51o] CDO £ t]vfo] 2o A A= 49, Ul E 9 Ao A SDC(Secure Device
Connector)E TF- =2 =38}l :[Lt;o}cﬂ CDO$} tjnlo] 2 7Fe] Al S 37 8} Al o] i Ald ¢l Ut
Qi o 2 o] e 3 Tlrho] 2t A7 7o 2 514 ke s g 1P 27} gLt ol UEl s o
2o sk 7iwk3E E E 7| 5 Yt ASA(Adaptive Security Appliance), FDM t U %] = %]
FMC(Firepower Management Center) 2! Secure Firewall Cloud Native T H} 0] =& E5F T] v} o] 2 x}A4
TS A8 CDO°l 2R Y 4 dFH T

SDC= WU A = tjuto] 2ol A A g sl of 5= W & ¥} v U A = T npo] ~ 2 Fa of sh+= w] A A] o]
tal CDOE U H & &t} SDC= CDOE wiAlste] W i& A dstaL, My A= tjuto] 25 w4l
sto] CDO®ll WA A& d&ataL, Wy A = tjuto] 2o A CDOE 335 WHeh g th
@ SDCell A H & = Q= "/]H}Ol*fﬂ T G Huto] 2o 73 75 2 OHG? d el A
Z1e wheh Depdy ok ey 758 Al 8 d w= 171 9] SDC7F oF 50071 o Hnfol 25 AL
2 o ek A W82 vl CDO Bl Eo] A o] SDC AHE, 22 Hl o] X & FZ3H4] A L.

o] Ax}ol| A= AHA| 71HAF M Al o] m] x| & AL-g-3)o] Y E Q] 9] SDCE A A el S Aw gkt

%

e
f

SDC—E‘ AA s 7P A AlE D 4 9= WS CDO2) SDC OVA ° WA & the 2 Edo] X6}
= AJUY AF AZ S CDOS| VM ©]| 1A & AFg-aho] K.k tjuleo] 2 A ¥ E] 45, 8 5 o] %] 9]
HE& st

[l Cisco Defense OrchestratorS AH-&- 3 &322 7| 2~ FMC 2]



I Cisco Defense Orchestrator2] 7] A} 3}
213 VMO B.oF t]nfo] 2~ AW L3 .

Al&Fs7] A el
« CDOE AA T QI5A Felo] Hastm SDCo JAE Yl 7He] /2 Hl= ZEAI S A HokA] &5
SA=
* SDCE TCP REE 4430 A4 1Ej o] tf &k A A of2nup= A2 AZS 7hA oF
« YESH 7 A H 2 v YA = tfnfo] 29 Cisco Defense Orchestrator 9172 S 7 E3H 4 Al &

s vCenter §] FEFo]AE == ESXi ¢ Ffo)| A E Q) & A 2] ¥ VMware ESXi 34~ E

%

A3 ySphere U 22 E FeOIQES AHGE A= AN A Tk

* ESXi 5.1 3fo] nfo] 4.
* CentOS 7 Al 2~E £ A A.
* SDCYF %)= VM2 A| =8l § - A1)
* VMware ESXi &2~ E o= CPU 27117} 2 & 3},
* VMware ESXi &~ E o &= 4 2GB9] W =27} 2 a3t}

« VMware ESXioll & Z 21| A A elo) wpe} 7} w218 2 Dst7] 93] 64GBY) t] A~ 3
Zrol A astc) o] e Qo el BR3 v F7HS 84 = == uE] A3 3
7 LVM(=8 4 5 #2)S AFgsta 7HA sy ok

« VM2 CPUS} M| 28] & g Hlo] Edt 3 vMe] A Y-S 7 1 Secure Connector(H.QF 71 Y E]) H o] %]
o] SDC7} "Active(ZA4)" A el &= T A 5 =X Q‘ﬂﬂ\% =3
« o] AAE 8 ob= AFE-AF= Linux 873 ol A A obar 3k A ]S 918f vi A1 244 A7) E AL

gapi o) ol el o g,

CentOS 7} ™ Alol 23Z v = SDCE “7‘43}1“ A5 A71H o2 Yum HeF H X & A X 6=
Aol 25Ut Yum A0 Wl Yum GHIO|ES 714 Q8 L E 80 @ 4430 A o} g-upL =
WA AZ Fojof st = 9JHF Ut T3l Ay ]E§ o] 2F3} 2 ™ yum-cron &= crontab= -4 3|
of gt Bt 4 i 3 Yum HHl o] EE W7] 93] WA sl of af= Bk A H o] A &=A

g
Y
B0 A gels] Aol AR §e BAbste] v Y Fol oy wan thal s A 6. A el
A1} o, Aehul ] 5 ol 7] A e A o] ] 8 T A A 8510
wo] A5 & & g,

91 SDCE A4 E CDO HIFEo] 2123t}
@712 CDO 7ol A Tools & Services(E 2 A H] 2~) > Secure Connectors(}.¢F # 9 E]) S A&l gt}
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Cisco Defense Orchestrator2] 7] & A}3+

W47 v mer ool A e 5

@713 Secure Connectors(}:.QF # W E]) #| o] X o] 4] I} t] 5} 7] W& &3 5}al Secure Device Connector (.St tf v
o]~ AYE)E Y FH

e < tenant name _

user name

c &3

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

SAl4 Gl 2etA oA FEAEFY Ho]H & v A FEAFg Y O
@5 2 SDCo| & e RAM 2 T2 H F7HS AFE-3e] CentOS 7 71 M Al A X g o
« 8GB RAM

* 10GB t] == &3¢

A6 AA7FAEEW SDCO IP T4, A B Y wpa 9 Aol Ef o] & A A sk 59 7| E WEAD S AU
@A 7 DNS(Domain Name Server) A = 4 gt}

718 NTP(Network Time Protocol) A ¥ & -3 3+ T},

@A19  SDCO] CLI®H] &4 A% 285 913) CentOSol| SSH AW & A %] gt}

GA10 Yum U0l EE 2 &3+ & open-vm-tools, nettools 2 bind-utils 3 7] %] & A %] g1 o},

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

SGA11 AWS CLI 3| 7] A & A %] Y U}, https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.htm] 2] W8-S
EEEVES

i

3 --user Z 2 15 ARE-SFA] A A Q.

WA 12 Docker CE 3 7] X & A %] 3+ t}. https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce 2] &<
2 Z A A 2.
= H

S

B ARARE ARl A S AT,
SA13 Docker 481228 A Aaka 28 4] A 25w % 29 5HE o

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

S 14 F A A("edo" 2 "sdc")g A AU T cdo AHE A= #E] VoS A9 } 1 el 2l ARE A H(FE
AHEALE A AFE- S Q7 §l), sde AFEARE SDC A 2 H o] & A sk AR Akl Y o)

. Cisco Defense OrchestratorS A}-8-3F -2 ¢ 1] 2~ FMC ¥-2]
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I Cisco Defense Orchestrator2] 7] & A}3+

oA 15

7] 16

oA 17

7] 18

oA 19

oA 20
oA 21

o7 22

A4 umel) 1<t o wpo) 2= A 75 [

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdec -d /usr/local/cdo

cdo AH&AF] Bl 5 5 A4 T

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo AHEAHE "Wheel" L350l F=7F8to] #H2](sudo) H gH& -

b

e,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker”} A4 X] =] AF8A} Z15-o] A4 E YT} CentOS/Docker B A ol w2} "docker” =+ "dockerroot"2} 1L H-=
%= 91U T Jete/group TS BHQl5te] oW 18 o] A A=A BolE TFS sde ALEALE o] TLEo 71

S8

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json It o] §l= 745 L& AL of e &S F vk A4 =¥ docker Bl &S THA
A2 o,
B group” 710l AHE 1 F ol Fel o4 B9 feto/group ol A Fe 1 F3} AR 5H=A] G
=3
[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"

}

[root@sdc-vm ~]# systemctl restart docker

[root@sdc-vm ~]#
A vSphere =& Al/d & AHE F¢) - SSHE A #H8FaL "edo" AFE AR 220tk 2918 F-ofl = "sde”
AR W T e E B WAAF EA D edo” AHEAe] 9B A T

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

t] @ E] 2] = Jusr/local/cdo = A 7 gt}

bootstrapdatathi= Al TS A8l 32| n] 2~ Wl tynfo] 2~ AYE -5 v ALe] 26k Al o A 7HA 2 R E
ZE HolH & o] 3ol 2o FUT 3 S Save(A ) AUt vi B nanoE AHESEY] A& AT
AFH T

—?—EiE% E” O] E1J]:___‘_ base64 = ?_151%‘%1413} O]% E]_:i%] ":5]'5-7_ extractedbootstrapdataa}% -‘—ﬂ‘?—:]i LHE%‘%E]'

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~1$

Cisco Defense OrchestratorS A}-8-3 =322 v~ FMC ¥12] [



Cisco Defense Orchestrator2] 7] - A} 3}

B reraform =52 418510 AWS VPCO] 1.0} tluto] 2 AW 75

A 23

o7 24

7] 25

Terraform =5 2 A}-&3}o] AWS VPCol| H.QF T]ufo] ~

cat B AAste] t =Y E Ho B E AP th W 9 oY Hole i thgat o] mAEY

[sdc@sdc-vm ~]S$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant

U B8 S ddste] ad e FEAEF golH o] A& 874 MR iy

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]$

CDOOHH =] E/\Eau ._._ \;]__ricaqu.

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"
100 10314 100 10314 0 0 10656 0 --:=--:-=- ——:-—-:—— —--:-—:—-- 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/cdo/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

SDC tarball®] &3S &1 pootstrap.sh LS A3 5Lo] SDC 3 7] A = A X gt}

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC
<snipped — extracted files>
[sdc@sdc-vm ~]$
[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh
[2018-07-23 13:54:02] environment properly configured
download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar
toolkit.sh
common. sh
[2018-07-23 13:54:04] startup new container
Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally
sha256:d98£f17101db10e66db5b5d6afdalc95¢c29ea0004d9e4315508£d305790275458:
ciscodefenseorchestrator/sdc prod
08d48e6flcff: Pull complete
ebbdl10b629bl: Pull complete
dl4d580ef2ed: Pull complete
45421d451ab8: Pull complete

<snipped — downloads>
no crontab for sdc

o] Al SDC7} CDOCIA] "Active(Z73)" = A H Yt}

Al ZF8E7] Aol
AWS VPCOl A SDCE T-F317] dell v A 2305 AESAH AL

[l Cisco Defense OrchestratorS AH-&- 3 &322 7| 2~ FMC 2]
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A1

o) 2

nekcjutol = Avee P77 [

« CDOT FAT ATA &2lo] a3t SDC AEH Y 1Ho] /'l = ZZA] HALE A U 3}HA]
SH U A B & AFESkE - SDC(HLSE tluko] 2~ 7] ¥ E])9} CDO 7he] E2fj=] AL
=] R e g

« W] X] = t]B}o] 2~ Cisco Defense Orchestrator 1 2 S A E st A A3 Y EL I AA A2 3
A3

* o] -9- AWS 717, 3hit o]de] Al B o] 91 AWS VPC B AWS Route53 ©.228 9 jo] g
k=

« CDO H-E~E & d|o]E], AWS VPC ID ¥ a3 A B Yl ID7} 9l =% &elgt}

* SDCE 1531 Zgto]Hl A B Yo NAT Alo]E¢flo] 7} A A H o] =4 selsh)

o Wl A2 HTTP A B Hlo] 27} A 8 5l LE A NAT Ale] Egloldl] A4 ¥ &= 4 P2 o]

E5he Edg e gy

Terraform 910 The = F& Fohgeh W5 fE 9P L £E O o gt

module "example-sdc"
source
env
instance name
instance size
cdo bootstrap data
vpc_ id
subnet_id

}
SRR

"git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"
"example-env-ci"

"example-instance-name"

"r5a.xlarge"

"<replace-with-cdo-bootstrap-data>"

<replace-with-vpc-id>

<replace-with-private-subnet-id>

L | | B [ B

Ar B-=2 Secure Device Connector Terraform F5-S ZHZ 314 A Q..

>{i

Terraform 5= Oﬂ }‘1 instance 1d§— %@123 %%@"4 U}

output "example sdc_instance_id" {
value = module. example-sdc.instance_id

}

o5 AnUth A PR e R

-
T U5 =3 522 Secure Device Connector Terraform 25 2] & 28 2235140 A

instance id 5 AF&-3}] AWS Systems Manager A4 ¥2] AHSSM) S 53t 4| 3l 22 93] SDC A =E 2~of AA
o

Ul =8 2y

2 E SDC &4 &l 4 9] 735, AWS SSM=- AF8-3}¢] SDC Q1 A~ ¥l ~of AAsoF STt Sl AE A0
A A= w ol th §F &JA gk 82 AWS Systems Manager Al A #2] AF &5 322314 Al 2. SSHE AL
5ol SDC 9120220 sk FE = webae] o] f2 g E A 2t

HF Hupo] 2~ AME o] IP 54 W7

AZ5] Ao
o] 2l e sl Y Pl Ahefof gt

Cisco Defense OrchestratorS A}-8-3 =322 v~ FMC ¥12] [
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Cisco Defense Orchestrator2] 7] - A} 3} |

| EESEE R RN ENEE

A1
A 2

A3

oA 4

A5

7 6

oA 7

w78

oA 9
o7 10

« SDCE TCP ¥ 443 T Tlulo] = $h2] & 18] 74§ TEol A Qe o] )8 44 o} Sule-
= a2 Aag A oF g,

i SDCO IP T4 5 WS F tulo] A& CDOol| thA| 553 F a7t glHyth

SDCOl 3 SSH A 2-S A 3k71} /b Al e) 248 93 DO AHgA 2 219l g Th

IPF2E W37 Ao SDC VM UEY T e Ho] A~ A ARE B ifconrig W8S AR U]
[cdo@localhost ~]1$ ifconfig

?lﬂ Eﬂ o]_/_\‘_o/] IPFA2E tﬂﬁo}ﬁ%‘ﬂ sudo sdc-onboard setup %‘% %j@ﬂj

[cdo@localhost ~]$ sudo sdc-onboard setup

ol

.

zgEd nUsE dF i
[sudo] password for cdo:
FE 9 Cpo MM EE A Yook TEZEC & T

Would you like to reset the root and cdo passwords? (y/n):
HEYT A4 TEZE 5 dE T

Would you like to re-configure the network? (y/n):
v A %] 7} F A 5 A SDCol| et = A IP 49 SDC VM) T =9l A1 2 g g
a) IP Address(IP =4~)

b) Ale]E9 ]
c) DNS AH

d) NTP AH] £ FQDN

Y= NTP Al 5= FQDN©| A &5 %] ¢F+= 7 -9~ Enter 7] & &4t
e) Docker P.2]A]

T+ docker BE] A 7} A &5 A &&= 7 - Enter 71 & FE YT

el A S B WA A7} FAHE ¢ 2 8-S gl

Are these values correct? (y/n):

Fu ol Wel Aasku o] 1 Ip Fol vl@ SSH A o] Bo B, & 9] ol gho] AT
gl g o,

SDCell &3k A IP T4 5 AHE-8te] SSH A4S whs il =1y
A4 A H2AE HES Adste] SDC7F A F91#] Felst = dHFy )
[cdo@localhost ~]$ sudo sdc-onboard status

b2 A0 R ok () 10Tkl A E o oF T

o

R

gl
et

rE

O
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werutelz Ave A7 [

o
=

VM| Z&o)| A o] AAatg Fafate 45 gho] SutEA] gRlstd A2 e Hl2E7 A5 o8 A3
&AL el 7E AR Y TH
SGAI11 CDO AF&AL QIEJFl o] ~ & &3l SDCO| A2 S e = lFH T o] # A st W CDO ol ] Aol d & daL
Tools & Services(%=7 2 A H]22) > Secure Connectors 3| ] X 2 o] &34 t}.
WAM12 HolAE S H AR DXL IP FAE WA Bt AVEE dEgy
A 13 Actions(2+%]) ol 4] Request Heartbeat(SFE R E 2 )& S gt}
SFEHIE 8 A WA A7 FAIH AL, vhA 9 St EH] Eof] A ) @dahe} Al 7ho] A HofoF T,
T8 H AP 4+ GMT 2.7 3A] o] Fof| uk SDCE] M5 A 1 ol vk H ),

¢

VMol SDCE #f 32&h= ol o &k ARAI§F -8 AHA] VMol Bk vinfo] 2~ AVE -5, 12 9| o] A & x5}
Als.

.ok T]ubo] 2 AWE] A7)
A

Warning o

—

4 3hof A= SDC(HLSE H kol 22 AMENE AAIFU T o) 95 5 glgUth o 49L 5
o = Al SDCE A A 331 Hwfo] 28 T A4S W71 82 SDCe] AAH Hulo] 28 9]
QU tute] 22 thal AAskel W thA] A slof sz 7 ol uho] 2ol % el A} 4
el

Al dE o & = sy

O 23
=

=2 3
El_.

-lr o

=

ofN mt ot

o

H¥ A SDCE AW kg g ST

GA1 2HA| S SDCol| AAE BE

«a. SDCoA A}
275 Zx8)

b. Inventory(# il £-5) #| o] x| o A] 2] 3k =& t]nfo] A5 A el gty

c. Device Actions(t] HFo] 2= 2HY) ol 4] Remove(A A)E £ 8 8L OK(Ee)E S8 5l 2 S &2y

o},

@A 2 CDO 7ol 4 Tools & Services(E 2 4] H] 22) > Secure Connectors(X.¢F A 9 E])E A &l gk},
7] 3 Secure Connectors(}:.9F W E]) | o] 2| o] A 1} &4 ] 817] B &8 & 5}aL Secure Device Connector(X.9F T]v}o]
2 AYH)E ¥
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Cisco Defense Orchestrator2] 7] &= A} g} |
B socoeiasacs

é o < tenant name _

user name

ll

Secure Device Connector@
Secure Event Connector
11/18/2020. 4:41:08 PM

11/18/2020, 4:41:08 PM

A 4 Secure Connector(}.QF A 9 E]) g o] E-of| A #| A& SDCE A &gt} o] 4] t]ujo] 2 =7} go]of oF gt}

GA 5 2 el A & Remove(AA)E S8yt vhg 2 a7t A E YL
Wamning  <sdc_name>3 2HA|ste] il hHth SDC AHAl = H &9 4= §l5H th SDCE AHA| 81 tulo] 25 21
G3tA L Al 219G 3H7] Aol A SDCE A star 21 g s of gt

g tnjol ) Qo2 SpeE Al A sk H Y Al SDCE A & F a e o] 8 thA] ek A
W& thA] A F el ok gk

A R0} -8 Ab3lo] 9l -9 Cancel(3 4)S 283k CDO A Dol 2] a14 4] L.

]
_4

« A48 <sde name>2 ) & ol )& ala OK(FE)E F gt

A 6 &2l EHQ*OXMW A< X8 ste A 2
@Al 7 OK(BH1)E Z8}e] SDC Al A S 2315y

SDC <1<l ASA ©| =

CDOE @ CDO HIF E A o & SDC A& th& A AFE AFE-31] gk SDCol| A U2 SDCE #8] H
ASAE o] Fd syt

A1 B4 250l A Devices & Services(tl ko] 2~ 2 A B )& F¥ o).

o7 2 Devices(T) HFo] ) B8 28] 3k th& ASA 915 Ze] 3T}

oA 3 TFE SDCE o] 5352+ ASAS A e}

©7 4 Device Actions(t]Hlo] 2= 2}]1) %ol A Update Credentials(#H4 51

A 5 1ok tlutel s AYE HES Fesla tlupo] 22 o] 582 & SDCE A

©7 6 CDO7} tuo] o 2111z H] AL sh Pel A AFgA o] 9h5 5 el Update(R] Hlo] =)& 221
Utk A A e 49 A AF AFEAL o] B3} 91T = ASA W ol AFE-S Ad HAE A7 AU} o]
3k W4 A}3HS tlnjo] 2o u| 2 E Q= ¢S5y
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Meraki MX 1721 47 =7 ol = [

& 749~ 3 SDCol| A Th2 SDCE ASAE HF o2 o] 5 4= 9]
o] A= A5 g Wl atrto] SDCol A T gtt & o] 53 of T

oY
k1
>
w2
>
)
i
iies
&
B
Y
ol\
)
o
>
oo
ol
Flf

Meraki MX 12 24 =9 A d|o| &

Meraki th A B =0 A A API 7] 5 "84 }% % CDOCA A4 244 TS o] Edlof gt
A 715 A e Meraki APL 7] 870 2 33 Aol A 2RAll g W82 Q18H4] A & CDOCI A = T v}
o]z AHAlel B gt A4 AA TS AUl EE 5= )l Utk B 2.3 45 Meraki tA] B =0 4 API
N FEOT NE 1A 5 JdEUTh A4 29S Qulo] Edta B8 thA] A A stel W CDO Ul
A APL 71 & 5 0.2 o] Edfof gt}

N

Note CDO7} tjnfo]l AE 5 7]3}a} ] & 0}‘34 CDO<2] <14 e ol "Invalid Credentials(%jé‘._é}x] e 24
S8)"7FEAE *’F UFHTE o] 4% API 7] & A& s AL A = J S 4= A5 H v A1 8 8 Meraki MX

o] APL717} SHh2X) Se1 g o)

Meraki MX tlue] 2ol v 42 £82 glelo] Eatel v vhe AAH2 AL Fch,

A1 W8] Alo] A vloll A Devices & Services(t]Hlo] 2= & AU 2)E F8 Ut}
Al 2 Devices(t]vlo] ) 518 &2 3§ Uh5 Meraki §< 934t}
GA3 18 A T = A E ] E T Meraki MXE A B @ T

7 4 Device Actions(t] o] 2 2F]) ol A Update Credentials(2+24 59 ddlo] E)E 8 gth
@75 CDOZL tirke] 2o 21215k vl AME-SHE AP 7] S §) #8131 Update(3] o] E) & S gy th WA s ek &
o] API 7]+ Meraki MXE &R 5t U] AFE-gF A2 5 A gk 24 Fr YT o] 2] g WA AFES tfvfo] 2o -
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printer server object
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* SecureX Al 32 , on page 168

Bk upol s AP E LA & 2
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3. Z¢] Aol A Request Heartbeat(3FE R E 2. %)E &8 3t}

4. Reconnect(thA] A 2)E S8
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5. Docker ZU] 9] U]~ AL 8-S H e W,
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B oo oo = Avge gae v 2= Aeoly A3 44 2 °H4: cisco-sa-20190215-runc
"log-driver": "json-file",
"log-opts": {"max-size": "100m", "max-file": "5" }
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Cisc0-sa-20190215-runcE Al A dl5 Ut FH Aol ti 3k A A A& A A PSIRT € A2 % ié}f}j‘
Al Q.

o] FoFA & = CDO Lol Al A 3FS
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A 2 vk 8 S A 9 3ko] Docker A H] 22 W HS ER1gtH )

docker version

WA 3 HA VMOPE P2 F St E A $90 49 thest g Sejo] AL

> docker version
Client:

Version: 18.06.1-ce

API version: 1.38

Go version: gol.10.3

Git commit: e68fc7a

Built: Tue Aug 21 17:23:03 2018
0S/Arch: linux/amd64
Experimental: false

o1 71914 ol A WAL B 4 gl<ruiet,
S 4 The W3S 49 5ol Docker ¢ Ul o] E5ka A v 28 thA] Al A5 A 2.

> sudo yum update docker-ce
> sudo service docker restart

2 Docker A H] 27} ThA] Al 2HE] = 5 9F CDO} t]npo] & Fhol] -8 A2 Feho] whAi gyt

WA 5 docker version W ¥ S THA| A 3314 A 2. T8 & o] A FHo]oF gt}

> docker version
Client:
Version: 18.09.2
API version: 1.39
Go version: gol.10.6
Git commit: 6247962
Built: Sun Feb XX 04:13:27 2019
0S/Arch: linux/amd64
Experimental: false
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yum % Docker-ce(7] U Bl ol t] )& AH&-&F 74§ o] 1 A7k 2bs gk vt
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CSCv033929-CVE-2019-5736: runc container breakout

Cisco Defense OrchestratorS A}-8-3 =322 v~ FMC ¥12] [


https://blog.docker.com/2019/02/docker-security-update-cve-2018-5736-and-container-security-best-practices/
https://blog.docker.com/2019/02/docker-security-update-cve-2018-5736-and-container-security-best-practices/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo33929

=484 |
. -7 3] 2 Cisco Defense Orchestrator

4| 3l 2 Cisco Defense Orchestrator

2l A A A
R A5 CDO A ool =187 wltoll =r]lel A ek

243k CDO A Fof] 2121 8+=A] &1 3 T}, https:/sign-on.security.cisco.com®l] = L1 SHH N Al 2
| el st 4= 9l 5 Y th CDOEF & & 8 5} defenceorchestrator.com®l| ) 4| 2~3}4 1} CDO(EU)
&} defenceorchestrator.eu®l] &4 Al 23k},

AR AR} o] & i HE R <13 CDOo 2 1918H4 23t
2 By CpOO| 21918k o & w) Ag-} o] B H B UM T} SukE v 2glo] Aufsl= A

= S U EH S S A5 E A Este] AR Ve R S 5 FA S = gl 49, Al Cisco
Secure Cloud Sign-On A& A}-&-3}& ¥ Al Cisco Secure Cloud Sign On A4 34 % D
= T4, 61 Ho]x]2] X3 o) &} A Cisco Secure Cloud Sign-On Al A ol &5 3l oF gt}

Cisco Secure Cloud Sign-On thA] B.= 2 1216 A F g A CDOE A a + ¢l S

a2 Wi CDO H W E 9} T2 A}-&-2} 0] 5 © & Cisco Secure Cloud Sign-On 7| 4 & WHESS 5= 5
Lt} CDO2} Cisco Secure Sign-On 7Fe] AF-8-2F A B 5 #5313} W Cisco TAC(Technical Assistance
Center)l| -2] 314 A &

AAE Hoha s e e 209 A9)
32 3 Bk ol A4 o) Yol AE Agstel 21218 A E

2=~ ol X

https://cdo.onelogin.com= 7}2] 2 4= )5t

o

F QlgruTh Beh A

a4 ¥ https://sign-on.security.cisco.com®l] 213 T},

« 31 2 w9 o}2] Cisco Secure Sign-On 7] & A 5} ] &2 7 9- Al Cisco Secure Cloud Sign On 7|
A A 9 Duo thHA Q1F 43

a2 vl Al Al S AA S S A B.= 9l A Cisco Defense Orchestrator(US), Cisco Defense
Orchestrator(EU) == Clsco Defense Orchestrator(APJC)°ll 3 33}+= CDO B} & & g},

34 *¥ https://sign-on.security.cisco.com= 7}&] 7| 25 HrtAE ¢ o] E U T

NA| 2 B ASA A &4

A AL A S E 2l

R

A1 WiB] Al o] A Bloll A Devices & Services(t] Blo] 2~ 2 A H] )& FE )
@7 2 Devices(t]vlo] ) g8 &8 g )

[l Cisco Defense OrchestratorS AH-&- 3 &322 7| 2~ FMC 2]


https://security.cisco.com/
http://cdo.support@cisco.com
http://cdo.support@cisco.com
https://cdo.onelogin.com/
https://sign-on.security.cisco.com/
https://sign-on.security.cisco.com/

| &2

oA 3
A 4
7 5
7 6

A7

A1
oA 2
A3

oA 4

A 5
A 6

oA 7

EEEREEREEREEREEN

f
o,
SE,
7
1
[l
o

O

Sl iutel 2 W2 2 gyt
A AR 71 B e el A Tleho] 28 A e T
A A% AR Gl AR AES ST

b. Aol WL Accept(-2hE FETrIvh. 18A B 35 Cancel(H 4 E FH T,

A AT TAE AT 5 vuto]l 2o A4 AFEivF 2kl o A H I T ETE S| S E A e e S
EAAE 02 2AE F AdFU 74 T A4S A Eske] CDOS tivlo] 2~ (ko] 4 Apol & HESIAL s A
ot

9 8A 27 o WE S ALEato] Y ES] A B4 62
=

T2 oMl E ROl & ALt M EY T #AE ER et U A S 5 AE 718 2 i<
APyt
o Alvfe] Lol = M E] A £QF Holl M AREAZF U ER A 9] 2] Aol A 2S5 Qv Bl
W2 Aoz 7MUY FAE Bashs AFEAe sl HA S Ve R EN D P H
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Yt} Security Analytics and Logging(:.9F &4 @ 27)2 tf2 tulo] 2 FoA 27 AR E
HapA F5u
GO A A > oMl E A5 A E T
715 9s 28
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A5 AA G} AR End(F ) A2 EH YT SutE Az 97 o
A9 B ALY A S skl AR E T8 AIRS s o
Sensor ID(A1A] ID) Z =of] AF§-2}2] AAA~E Aofsh= AR A== el 1P 48 JEFY ) wshs
o] 7 7l o]l A A o A A3k S AFESte] ol ES ZHY P YUY F I ES TEIORTOE A
el T} o] sensorIp:192.168.10.2 OR SensorID:192.168.20.2.

Events(¢| W1 E) ZE] ¥ A =9] Source IP(A22 IP) =of AFE2L9] [P FAE JH g
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o A L T e &4 Foll 4] A8 slof g,
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* Facebook 52 L& 1 42 A1 o] A SH, CERT, SHD WA A& W= 5 A] SSL ALERT WA A &
Byt Alerts E% SSL ¥ 'd S YEFY = "Unknown CA (48)(2 5= $1E CA®48))" & itk
o5 WA A] F-of] = TCP Reset(TCP A A)o] AEH T o| I E M| FALE o &= T 5740 3
Ay

* SSL Flow Flag(SSL &&9% Z#1)ol¥ ALERT SEEN©| X o] SIFYTt.

* SSL Flow Flag(SSL Z &% Z¥| 1)l APP DATA C2S Ei APP DATA s2c7} E&Ho A &<

=N

* SSL Flow Message (SSL 2% WIAlA])¥ HE%& CLIENT HELLO, SERVER HELLO,
SERVER_CERTIFICATE, SERVER KEY EXCHANGE, SERVER HELLO DONEYUt}.

* Dropbox 59 713 2 1> ¢H S Hu|A] gF5Hth diAl dl=Ao] A7t 59 wj7hA] 7| g3t
S

N O
HTY &2 =
7} TCP Reset(TCP A2 )& AEF Yot o]l Eof &= th& 7ol A H YT
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* SSL Flow Flag(SSL Z2$ Z 1)l ALERT SEEN, APP DATA C2S Hi APP DATA s2c’/} X%

Ho] 94 @t}

* SSL Flow Message (SSL 2% WIAIA|)¥E EF CLIENT HELLO, SERVER HELLO,
SERVER CERTIFICATE, SERVER KEY EXCHANGE, SERVER HELLO DONE, CLIENT KEY EXCHANGE,
CLIENT CHANGE CIPHER SPEC, CLIENT FINISHED, SERVER CHANGE CIPHER SPEC,
SERVER _FINISHED$IUYT}.
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Cisco Secure Cloud Sign-On thA| H.E Z 1216 A g A4 CDOE A 33 5 ¢S
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* 32 W o}Z] Cisco Secure Sign-On Al 4 S A A 8} #] 222 79 Al Cisco Secure Cloud Sign On 7|
4 A % Duo thtA 15 74

o 32 v A A S A S 49 tlA] =0 A Cisco Defense Orchestrator(US), Cisco Defense
Orchestrator(EU) %=+ Clsco Defense Orchestrator(APIC)ol| 3| @3l CDO Etd S =8 g}

« 32 %9 https://sign-on.security.cisco.com= 7}2] 7| =5 HrlAE o] EFFY

A=A el 2

T 5 A A A

ZT5 A s o] 2 ThEAINE k2 T U3 tlulo] o) = F 7l o] ko] A A Y T) o] 2 3k A
A il AT2 A H I FASE 52 AL U2 A J o A A8 AUt 5 /A A& &l
A T CDOE FAE A o] 5 o2 JFS e EE A F2E JuolEg Y]

FH WA EAE AAseI A e FAP .
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W 0594 e A0 w2 82

A1 922 CDO T4 vloll A Objects(7HA) S &8 8FaL 348 AEgtych

@A 2 19 o5 A E A DE S T8 A A E 2y

GA 3 A F shE ATk JRA Al R s d o] &S
@ DUPLICATE @ Resalve | Ignore

"l 24 271 % 3y DUPLICATE ¥ =7} T AUt}

) 4 Resolve(3l 2)S Z8 Ut} CDOE v e T3 fA S AU
A5 Bl alE = A E A g o
GA 6 ol Al th 3 e FA o] AlFTH YT

< MA T S T2 NAIR wAl ek FA 2 A A o el Pick(4d Bl)& & ¥ 8Fal Resolve(2<l)E & 8 5t
g s HH}O]* RUEA A G S &AT v, W4 Aol vhEell 59 Confirm(2Q)E =334
th CDO= A HAE WA 2 A etal T8 52 AT

o HEo FA1 S A 7F 9l 9 Ignore(FA)E S8 @Y T IAIE F-AI8HE CDOCl FA1H = 5 A

ol AAG U

« AAE FA A CDO7F F 5 AAE A w) 21 ek = skl Ignore All(EF FA)E S8 3y

WAT 2 A EAAAHAE AT WG AL LE uto] 2ol tig T WA ALG vl ny] L 7, 7o
ole] w7 A B el o g e

ARG E A = WA A s A2

ARG E A] @b AL Tlalo] 2 A o) EABHA| 7 T2 JRA), A A B NAT 2] ol A 3+
Z3HA] gk WAyt
Td AR

e gujo] s g A ] 2 HE Y H ] 7], 79 o] X
* CDO° tjulo] 2 v & tha] A4, 83 ¥ o] A

AFEE ] e A B4 82

GA 1 922 CDO WH] Alo] A Blel A Objects(7] AN S E8 8t 34S Aeighyc}
WA 2 19 o5 A E A BE EF AFSEHA] g A Al E ZHE U T
A 3 Bkt o] o] ARE-E A] o= JHAlE A B R Th
Al 4 o)A theF e g4 o] AT YT
* Actions(2}9]) ol A/l Remove(A A) & &2 35lo] CDONA A3 4] &= WAE A AZ U

* Issues(iZ-All) el A1 Ignore(F-A1) & 22 @ th A S A8 CDOE AR A &2 /A o] Aol 33
MAE TAIEHA FHFH T
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REEFEE PR |

A 5 AFEE R = ANAE A A S S, BT vnko] Zof g gk -4 WA AFR m 2] 17 9 S5 onpage 1174 5 W7 &

Note

g S ABAY )78k elel W AREE § el P& F o,

AEE A S JNA EAE E AR s A sk tike] iA A s A S A L.

AHE-E] 2] 2= AN A o= Al A

GA1 2%
a9 v

w7 2
oA 3

A 4

oA 5
) 6

i=Ne]))
=

« 7hA Elol &

©] CDO WjH] Al o] A uloll A Objects(7N )& &9 3t &4 S A gy
AE WAl BE ske] ARE-SkA] &= Rl A1 E Fhs T
AAEHE = AR E A s AE ARy T

o JNA Elo]E

&y o] SAeE FY ko] dox] o] BE JhAE A

ol A AHE-sHA] &= A AAE A gy

% 9] 2§ ol Al Remove(A A) @& &8 3Fo] CDO A A8l gh AL8-5] 2] eF&= 7HA & 25 Al AR o) gk i
971 2] 7Hxﬂ€ A A 4 A HFY

L”
ol

5ol g3 e AANE AT ANA g,

RS 1 H
A MES] AT T A4 B8 AL Aerieh

£ tupo] o] g T4 WA AF MR B FESAL T e WA AL

« A= eSS e
& 2 wlo] M E g
- Inventory(21AI = 2]) 0] 4 & Q31 W7 6] FFE W Tirho] s St W7e] YFE W BE o)
o] 22 N ehsla v Foll A Deploy AT Bl ) 2 S Ut s el 443 232 HFY
] 7N A A & A
%(“J_:] ‘] 7Hx‘] B INCONSISTENT (2 Resolve | Ignore = = 7H ])\1—4 E]H]— ]/\Oﬂ /\1
ZARE gho] T2 A DY T AFE AL 5D e o] F H FRIEE AR ste] A& ThE A ol A 7H7<ﬂ
£ A sHA R A gho] Aol whet o] 218k 7h A o] gho] EEtA B EUd X 7L HA sk ATt AF
SIES
Fhal A HE A 2 WA FAE AR At W ] WA A s A-S Farsta Al L.
AA|3HA] eF= Al sl thas FAE 7 AFYTH

* Ignore(;+-A1): CDOZF WA 2+e] BEA A& F-Al8taL sl #h-& A FUTE WA 7F o o] 4 B
A o] YE A gFy

* Merge(* &): CDO7F A &) 3 2= 7hA| ¢} af F 3k S @ /WA 5 o= Ay

* Rename(©] & HH71): CDOE AF-&-31A L A 51A] &= /A & 3t o] &5 v aL Al o] &

A4 % % g
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« Convert Shared Network Objects to Overrides(3-f U E Y Z 72 & LW efo] =2 ¥ 3l
EAMEEHAE A3 o] gl - AW Eo] =7 A Y §le)E e eto]l =t
 ANAZ AEe = AFUh A A e NAY 7 drA Q] 7 RS A=
o] 7] E gto = A}

)

Note 332 7]3gko] of o] ]Q1 45 1 % shib7h 7] B gkom Aeg ) vy
) 718k AR o] ghe g Aol AR o) = AR

« Convert Shared Network Group to Additional Values(&-+ W E$ 3 15 & F7F gho.= W 3l):
-CDOE AHE8HH AA8HA] o o VIER A 252 77 atel e gl T/ ilEY = 1
FOR AFE F AdFUY o] 759 V> ST dAEHA FSUEN T 17 5w @k
= 7 &F WA 7E sk o] A lofof @tk AU o] 7 Al ek BE Vg V)
2gke] Hm, A VA= AR YA E UEN D 159 F7F g2 gy
o & 50, dAekA] &= F N R UMEN D 155 aefstaA . A A YEY T 1+
'shared_network_group'< 'object 1'(192.0.2.x) 2 'object 2'(192.0.2.y)Z AR YL} o 7| = F
7} 2k 'object 3'(192.0.2.2)% EgH Ut} 7 A A U/ ESY A 15 'shared network group'-
'object_1'(192.0.2.x) & =7} %k 'object 4'(192.02.b)% FAH YL TH+ UMEY T 152 F71 %
o2 W3S ) A 2 P 15 'shared network group'ell = 'object 1'(192.0.2.x) 2
object 2'(192.0.2.y)7} F3HE] 1, ‘object_3'(192.0. 2.2) 2 ‘object 4'(192.0.2.b)5 7} 7O 5 AFE
P

)

Note ) JEQ = A= A5
71 B U ES DA e eko] = SR ch o] = A) Tivke] 227}
Do S E Al 48

0
jw)
@)
i
>
off
o
tt
:Oug‘,
oft
=
ftlo
offt
(17
e
L
il
o

AE FFE O 71 ES FHsHE Al 2T

A WA E vlnto] 2ol Edsjof gt
&)

A1 @2:2] CDO WH] Alo] A 1ol A Objects(h A1) S F8 st 345 Aegh}
@A 2 19 O ANAE A ZEEE] A3 gl A EAE A
A 3 AA 3] k= ANAE ATt A Al R g el o3
7 FA Y T
L

k= A o] 4=7F £ 8% INCONSISTENT Z &=
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a7 ek A E BAFIT,

7] 4 Resolve(3l 2)E & .CDO&
A5 oAl b A& FA o] AlEg U

-3k ™ Ignore

« B AL
a. EAE NAZ B w3t A 5 skel A Ignore(F-A)E S UL EE RE A E
All(E5F FANE S
b. OK(Z<3)E &8st &gyt

< NAE B3Fato] A g
a. Resolve by Merging X Objects(X7l 7§ A& ®gtato] & 2)S S8 gy

b. OK(ENE &=t

* Rename(¢] & v 7]):
") Y

a. Rename(°|&
b. TS W= vEAA AA B tjufo] o) WA A AL Confirm(2<1) S S8 d Ut
« Convert to Overrides(. ¥ 2fo] =2 W Sh)(L A 8HA] &= & WA S 4 -F): &7 /NAE LW gho] =9} vl
gk af, ] 3 39 9] Inconsistent Values( ¥ %] &= gt) B =ol 7] ghwk A g vt
a. Convertto Overrides(# 78 ] = W ZhE S =3ttt A A 51A &+ EE /A= e¥eto| =7t 23 9
fr WA= w3y
b. OK(QOJ)% =gt} Edit Shared Object(j— F70A A E 285t A2 FAdE HZJ]A AF-ARE
AU A% H of % PR E ARG aho] 712 gk 278 o Thol] ks o]l FE  AFU T
« Convert to Additional Values(5+7} gt o2 M3 (A X514 = U EY T 152 49):
YUtk Y5 g EE A= 71wl U

a. Convert to Additional Values(57} #t 2. = ®$h & =
T i AR d S Y o
W ES T 42 2 upo] o] WA

=] AN A A A
on page 153 &A1 7} S+

EUA A A &2,

AEEA S A A A T2 A A A
AANE Sk & /b B ol el @ AANE FAE AUtk AR 0 E ol Fe] #A17E et e
AT % Qg B Fol A/ AASA B AgEA e FS

% oe] A A
1?_]:

125
@ ol shubel £4 % :

AR
A YH U,
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| PR EEERE
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Imporant 4301 /A7) £ A f5 ok 28 9 AN G FA A9l e o2 Aol Hela Aol
S AU A& 5o, ANAF FEE 7] Wil A E FA Y ANA 7 Yol dAEHA]
Ao EAHE A, FE AN FAGOD A QA5 = AR FAEE QL obd U,

Fo 2 FAE T b5 s 3y
g1 1% e] CDO V] Alo] 41 whol A Objects(I )& el §41€ A Elgh o)
P EEEEE CHEEREES ERE L e i
£ 3 Object7 ) Blo] Zoll ] 71T 48 75 e RE 7171 % AT e Issues(EAl) BE A fauE AAE 1
w3ty Tk
Issues
(& Duplicate lgnare (4)
| Inconsistent |
Unused lgnore (

A 4 FEERE EAE FAIEE Y Ignore(FANE SR U ZF HA £33 S A o= FA ) oF U T
9715 OK(ERN)E 283t g A& FA 2 A S Sldvnh

tuto] 2 17 el

CDO HIYEo| 2R tjufo] 2o A4 FH & & F JIFUTE o] 5 ohds A4 FeH & ol
a5l o] =20 Ut} Inventory(S1 ¥l E 2]) | 0] 2] ol A Connectivity(1 2) G- tinjo]x~ A4
S A Y
tuto] 2~ A4 AFEj7b 2 ebelo] ™ tuto] 2~ o] o] A LAl CDOl AAH o 55 v FY
o} obgff 3xol A E thE el YubA o2 of g 7HH] o] {f- & tlufo] o A 7} ﬁ% o 2kAY
U o] Ei= o] g TAA B WH S ATt A4 A9 E o= AT N
o) A& T AFHL A dE = *]LO}Q,CDO A AA S Fgst7] de ‘:‘”1 olelst &
FAE AR st wAIAE & ]5“43}.
tjulo] 2 A4 ) 7}k ol a4 %
22kl tuto] o] o] AA i | gl
CDOll AZA =] hFUT
Lz egel tuto] 2o o] A A Y| | Huto] 27} @ szl e 91 4]
Efa dde] BRSUTH e
EZEe ol tuto] 2o F7k gho]d a7} | 2hold 2§55 A 312, onpage
AEH 157
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tupe] 2= g1 ) TFs kol f L
FraSA e A4 F1 tuto) ol A4 3}7] 9181 CDO | 78k e A4 Z 1 74 4

[e]
o
of| A] AF-8-3F= A8 A} o] 52 ¢F | 2, on page 157
% Z3bo] &ulE ] ekH

A Q1A B tupe] 9] QIS 7F AL | A JISAM Al EX =479, on
{51/]1:} ] dlo] 27} 2} A 4= = |page 158
AFA & AE3HE 74§ Tt

29 LS BT AA o] A7}

TS 5 A5

CDOE=UHlo| A2 2u g st | 21y O F &4 3124, on page
tuto] ko] AA o] FolH & | 167
T AFHh

rlo
f
ol,
to
Sl

o] M 2 ¥-3 BA] 14

tjuto] 2 A4 el 7} "Insufficient License(2Fo] A 2~ F-55)" &2 A & ™ T3-S T FH T

s fufo] 27t efol A A& & 5T uj 7b4] A 71tk g Y o Y WA S 2 Cisco Smart Software Manager
7} eluto] 2of A 2ol d A& A -&-3h+= d] Algto] A Pt

e Hnfo] & AFEi7E W 4] @ o CDO A ZILokskal thA] 2714169 CDO XH S A =
38 5 ghol M A ¢} tiutol A 21 Y EY T BA HA S A g T}

« XES N2 1A% vufo] 2 Abe)y) WA E %] ko g Sa ),

HU

Al 1 Cisco Smart Software Managerol| A Al £33 A4 st HALE YT AFA|§F 8- vl E glo] A A vt o5
FEEA A L.
WAl 2 CDO BHA] 5.-8-ol A Devices & Services(T]Hlo] 2= 2 A H] &) o] x| & Z-€l gt}
7] 3 Devices(t] Hlo] &) ¥1-& El gk}
A 4 A3 tulo]l 2~ §-3 ¥12 2935} Insufficient License(2}o] A 22 F-55) A e o] t]ulo] ~ 5 A e gt}
7] 5 Device Details(t] vlo] 2~ Al - 7 1) 7ol A Insufficient Licenses(& 5 ¢t 2Fo] A 22)of| 3% A] =] &= Manage Licenses(2}
o] 2 #e])E =93 Y vl Manage Licenses(2to] A 2~ #+e]) o] YERE Yt
GA 6 st Buo A ESZS Eo¥a fulo]l A~ 55 93y
Edo] tulo]xo Ao w A&ud A4 FE 7t el o2 vy Yt
faa e AA 5
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wAl A |

A1 Inventory(A] 3L 55 #| o] A & T},

A 2 Devices(t] Hlo] ) §1-& F2 o}

o7 3 2 A3k tluto] A~ -3 B 2238}l Invalid Credentials(-f 5. 3H 4] 22 A2 1) A e 9] t]upo] ~ & M el gt}

©H7] 4 Device Details(t] Hlo] 22 A% % 1) 2ol A] Invalid Credentials(25-¥ x172 Z™)e]l vhEbL} = Reconnect(A] 1 2)&
28yt CDO7F Hufo] 28k 8] A A A S Al =gkt

04§ T2 E 7} UEYE Linux AFEAF o] 2 2 v i 52 d g}

7] 6 Continue(7l )& S8 U}

oA 7 Tlupo] 27} 22kl el 7 5 3 AFR 8 F0) 7} 5 Close(B7))E £ 3

o7 8 CDO7F &3 AHA T & AHE-te] Hubo] 2ol AAste] 3 Al =g 7] W&ol CDOZF vl uke] 2o AASE= d] Ab
83103 A8 A o] 1 W% gl efufel 2o 24 WA H S & 5 g e ol Al ] el 27} Online( &
2}elyro] Ak 3143 A 7} "Conflict Detected(Z 5 B2 8)"Ql A& &2l dt 4= Q)& Ut 74 2= 3 4 & A}-8-31¢]
CDOS} tjnto] £ 7ko] 4+ Aol & HEsaL s A gt

=gl 3t
=

SES

A ASM LA EYawE

CDO2 Q154 A&
CDO+= tulo] o] AAE v el FaAdS gelgtt} 53] CDOE &S &7yt
1. tlufo] ol A 1.0 o]AFe] TLS B A& A& g T},

2. tiupe] 2ol A A A @ Q1 FA b whEE A e¥gkon] v WA} 3 A YU THE, o] 1] frEshe b
Fol FadA g0l ohd),

3. AZA & SHA256 154 olof F T SHA-1 A5 A1 &= 8185 %) ),

4, 5 =1 F shur ZFd Y
e gufo] 271 2pA| A QISA & AFE-5H, Q1S53 A8 A7 Al F = FH Al 1S A9} U g
[Bh=3
e gulo] 2= 212 3 4= 9l = CA(Certificate Authority)ol| A A $F Q14 & AF&-31H, A -&-¢
2 X AFAE #IH CAd AAT = AFA AAS AFE U

+ CDOE o} 4 ¥ CAS A A5k ruieh A1 U3 CAZF A B @ AFAE FAF 5 Qi

A ER1E n 28k = 9lF Ut CDOCIl A ASA9)
| B3 Q1SA HALE v 2 5 sy o
| e Q5 A Bl g n @A shale] i Al A R o] 48] Tlulo] 2B L RP T 4 gl
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PEEREREEETTN |

i—% E: *éﬁ‘r‘%fr alt HW% Sl YTt v ASAHH} 1i°ﬂ gk Q154 Bl e v gy

g deye sy

oo ti gt Q1A F1S n 2y :@ré}ﬂd CDO= TLSE AFE-3}o] t]nfo] 2ol A 3}#] 7k

d4As =2 A gEHEULh &, 5540 A T AR A S

Jek 4= QA vk, 24 e o S 54 } CDOY vgo}x] Oro ol Z A2 | Fate] AA
N

i
QN
_r,

ASA Al A

CDO7} tulo] 25 2R Y34 L& =9+ 4 7]'7<] o7} 15 Y T}, Ul "CDO cannot connect to
the device using the certificate presented(CDO7]- AFH ASAE AF&3Fo] gufo] 2o AA S 4= ¢l
*)"F/]r‘* HAIA 7 A=A QI ATl A 7F b= At ulel] o] WA A 7F EA = A 5o A
A A (T upo] 2o AAE F (1) e 7| e M ES A L FeF #Ho] & 7hs Aol 5T

CDO7} A A H Q15 E AR o] f-5 F2lsle SDC & 2E & & tjnfo] 2o A A 4=
AE T2 T AE M openssl §HE 52 AFEE 4= Ut U W #H S AFE351o] tnpo] o) A
Agsts AT E B F= dS A EY Y.

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt
o] WH L A AL B AHS AGFER P & Foll Frskel W Curle AHEsok G,
ojAl tha 3t B2 E¥ o] EehE vhdo] A

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA
verify return:1
depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2
verify return:1
depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com
verify return:1 CONNECTED (00000003)
Certificate chain
0 s:/C=US/ST=California/L=Mountain View/0O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MIIHODCCBrigAwIBAgIIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALIUE
.lots of base64...
tzw9TylimhJIpZcldgihFVTgFM7rMU2VHUlpJgA59gdbal/Bf

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAJgSMAOGCSgGSIb3DQEBCWUAMEIXCZAJBgNVBAYTALIVT
.lots of base64...
tzw9TylimhJIpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/Bf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCZzAJBgNVBAYTALIVT
.lots of base64...
b8ravHNIkOR/ez4iyz0H7V84dJzjA1BOoa+Y7mHyhD8S

Server certificate
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subject=/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent

Peer signing digest: SHAS512

Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4AF5A25BI5C37EF7C6870F8C5DD3755A9A7B4CCE4A535190B793DEFF53F94203AB0A62F9F70B9099FBFEBABLIBG

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[.
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.

0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 fl1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E
0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.C
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

o] FHA 7HE WA HAF AGE 1F ;e Helo] BAHE AT FAV T AFA A
Q1= 7§ uhek 3= 00] ohuin] 2 Frol Ujg Aol EAH T

0X509 V_OK 2ol A-g3l5utt
2X509  V_ERR_UNABLE TO GET ISSUER _CERT A1 # & 4= Q1= 54 o] wF# Q15 = 3HS
T 54U

3 X509 V_ERR_UNABLE TO GET CRL ¢1%4 9] CRLS &5 <= Q15U Th

4 X509 V_ERR_UNABLE TO DECRYPT CERT SIGNATURE ¢15A A S 3
oli= A A A ghol ol gtk A A|3HA 2= Blo] of et ElE 4§l oY)
7]l 9k o] 7} 9l F T

5X509 V_ERR_UNABLE_TO DECRYPT CRL_SIGNATURE CRL 4™ <
AA A kol el gkt A 8HA 2= Aol ofy et gl 5 gl 9

N

fsi3
=

F s
Y}, ol Rsa

tlo
%

o5 8 4= gl ol
v

FU T AFEH A L.
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6 X509 V_ERR UNABLE TO DECODE ISSUER PUBLIC KEY ¢!%4] SubjectPublicKeyInfo2] &
N71E 9 T syt

7X509 V_ERR_CERT SIGNATURE FAILURE 154 9] M o] faahA] &HuTh

8 X509 V_ERR CRL SIGNATURE FAILURE ¢15A 2] At o] & 3}#] 51t

9 X509_V_ERR_CERT_NOT_YET_VALID {154 7} o} 4] 5844 255 H U} notBefore E4+7}F & )

AlZE ol F i ok A A g U] 82 of 2 o] WkEk S = 8l 9(1IF A 7} ob Al - EsHA| ) E FEEHY
Al L.

10 X509_V_ERR_CERT_HAS_EXPIRED %1547} ®F 5 ¥ 15U th =, notAfter B %= @A A17L o]
AUt AA g U8 ofef o] whsl T = 21: 10(AFA 7 R EAFUTHS A L.

11 X509 V_ERR_CRL NOT YET VALID CRL®] o}4] f &3} &5yt

12 X509 V_ERR_CRL HAS EXPIRED CRL©] 7+ ¥ 1554t}

13 X509 V_ERR_ERROR_IN_CERT NOT BEFORE FIELD ¢154] notBefore & =0l 235 A] 7o)
E3HE o] dFU T

14 X509 V_ERR_ERROR_IN_CERT NOT AFTER_FIELD ¢1% 4] notAfter I =0l f&3HA] -2 A
Zro] LgHE o] hFUH

15X509 V_ERR_ERROR IN CRL LAST UPDATE FIELD CRL lastUpdate & =0 235 A|7bo]
grejo] AdFYTh

16 X509 V_ERR_ERROR_IN CRL NEXT UPDATE_FIELD CRL nextUpdate & =l i &3} %] &F-&
Al Zko] Z3tE o] QlGF Ut

17X509 V_ERR OUT OF MEM "|2.g| & &F3}= 5t 2
A= <t Hy

18 X509 V_ERR DEPTH ZERO SELF SIGNED CERT A &% 91547} 24 A8 5 ) om Al =gt
T AERJTA FFAAM 5L JAFAE S F glsynh

19 X509 V_ERR_SELF SIGNED CERT IN CHAIN Al &8 5= Q1= Q15 S AF&-3lo] 9154 A<l
Suj s = AA N FES 240 2SS G UTh

20 X509 V_ERR_UNABLE TO GET ISSUER CERT LOCALLY Z7Z 2 23| % Q154 2] w5} <1
SAE S T olEUT o] &= AR 0 &2 2 F e e A5 FFo] dshA S onEY
=3

21 X509 V_ERR_UNABLE TO VERIFY LEAF SIGNATURE #|¢1¢]] &}1}¢] o1&/ ut X 35 o

o AA| A HA FRhomE A S Eled 4 glFUth A W82 ofefj o] "Rkgl = gl
213 AA ASME IS = gl s FEsh Al 2. AFAIRE 82 ol o whelk 1= 242l 21(3]
HA ASAE AT F flo)s FERA AL

}_,

ro

flo

bR o] 23 g Al

1

[-'E

22 X509 V_ERR_CERT_CHAIN_TOO LONG 1541 A1 A o] 7} Al &-¥ FH o zlo] B} FYTh AL
|57 &
23 X509 V_ERR_CERT REVOKED ¢4 7} 8l #] 5] 91 35Ut}

24 X509_V_ERR_INVALID_CA CA 215X 7} fr &34 5tk CA7}F of AL 7 o] Al &4
43 AR 8HA] FE T
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25X509 V_ERR PATH LENGTH EXCEEDED basicConstraints pathlength | 7]} ¥ <=7} % 2} ¥ 9l &
t}.

26 X509 V_ERR_INVALID PURPOSE A &% S15AE XA &7 A

o
et
+r
%
oy
v
o

27 X509 V_ERR_CERT UNTRUSTED FE CA7} A A H & 52 2128 5 Q)& A0 2 FA|HA] &
oF<s1th
A H .

28 X509 V_ERR_CERT REJECTED FE CA7} AAH £ AFs == FAH A5

29X509 V_ERR SUBJECT ISSUER MISMATCH 3| @& =] o] &©] & Q541 2] &4} o] Ex ¢
A S A] gFol A A R BT} JAFA 7 AFE A5 YT -issuer_checks A1 0] A7 E 9o 7k 31

AU,

30 X509 V_ERR_AKID SKID MISMATCH & A 3-8 232} 157} AR5 ULt 8 d FA)
7] A A 27F Qlar 91 71 7] A A7 # A Q5 oF x| EhA] 7] W F QYT -issuer_checks &
o] AAg 7o vt FAE YT

31 X509 V_ERR_AKID ISSUER SERIAL MISMATCH 2%} o] & 2 A& W37} &3t &7

Q1541 9] 713 7] ApHA}o} AR 3k oI @A) WA 1% A 7h 7 5] 941 T -issuer_checks
SHo] A H 7 ol EAH T,

32 X509 V_ERR_KEYUSAGE NO CERTSIGN keyUsage &7o] 154 M S 5] &3l#] o=
AR w3 2F IS 7 AR HAF U
50 X509 V_ERR_APPLICATION VERIFICATION ol Z&]Alo] A #&d @ F Aol AL-85 A &

A Q%A gA

LA AT 1A 7F Q= HHtol 25 faglo]l =8taL o] = Z g A Fofl A QISA 7F A

%= 7 -9- CDO+= Configuration Status(7-4d &) 2 Connectivity(1 2 4J) 4 El 2 "New Certificate

Detected(A] Q154 BA1 )" WA A& A E = A5 H T CDOM A Al hejste]d o] £AE 5
o gelatal e A s of Ut QISA 7F 573t AL vlulo] 27F QA A E)7E H W Hulel 2 &
#e F dFHTH

N\

Note = 7 o] Fo] #e] tiuo] 25 FA o CDO thA] CDOCI| Tlulo] 2= B thA] 2 8= 7Z-§- CDO

= oubol 2o A A 1A S AFO T AE U Sesha AL A T AZTU T

tha AAE ARGt A QISA & Sl Th
1. Device & Services(t]u}o] 2 2 A H] x) | o] x| & o] &3 T},

2. ZEE AF&3}o] New Certificate Detected(M] 2154 &4 ) 12 == 74 JH 9] tufo]| ~E
FEASFAL ks Hubo] 25 A e g

3. Action(%}%]) el 4| Review Certificate( 541 A E)E S8 3T} CDOYA &= HEE $13) <
SHAE HERES LA AFHE 5 F dFUH

4. Device Sync(Tlv}o] 2 5713} ol A Accept(5~

21 E &3 3} 1 Reconnecting to Device(T] HI-©]
220 Al A F) ol A Continue(7l145)E 2 g4t
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Az e edzay i

CDO== tupo] 25 A 24l ™ Q154 oF Abs o= 5718ty o}, Hlufo] 27} & 7] 8k = o w}
V\—E‘ kel Devices & Services(Hl HFo] 2= B A H| %) H| o] A & G5 0.2 A = LA oF &
'F AKH L1E+

£

%_
W3l = 8491: 0 (ok) 34 9F CDOO A Q154 @ FE wkekghy]

CDO® ¢15-A 7] 21 2. "https://<device ip>:<port>"°l] GET . &< 5}¢] URLY| A A& A =3}
T e A7 A E A g 2 CDOCl Q1A -J—‘IT7]' FAEYT IS4 7F F-a g % $-(openssll

A0 ok W) A5 E ZEC A thE Au| 27} 4 iyl BAY 5 Aruieh o WS
A8 5 A5 e,

curl -k -u <username>:<password> https://<device id>:<device port>/admin/exec/show%20version
ASA®} EA4lEaL Q=4 E13F3L HTTPS AW 7F ASA 9] S1l2 L Eof| A A8 F217] gl

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:~*

SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:~*

TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:%*

HhgE S5 21 915 M 7 ok FEEHA| )

o] 9. fE AT FA ) WF WAL vjeol m 2 Feto] BT o] & f AT AT A etA 2
g oMt ol B PR AT Z Q3 WA S glom, A A ASA ) A A%
NE AR w2 eto) 2 A7ke] 4 4 Azyn.

Q1541 9] notBefore GAE X33t SFoll 0] A H oo Y.

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet wvalid
notBefore=Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=Oct 21 19:43:15 2016 GMT

o] &5 Tl ASAFFAET S FAE = A5 H T

2154 9] notBefore EA-= A oJoF gt} o] d G2 IS E AdFE = AdF U o] A=
FEFO]AE F= w5y tfufo] 2o A AJ7Fo] SulE A DA FH X e o= T
3}

Hksl I = 82l 10(Q15A1 7 TR E A HF Y

TH AT F L o] o] MR E U SS on Yt Q154 2] notBefore EAE LS
ol Zo] FA ¥ o] of it
error 10 at 0 depth lookup:certificate has expired
gk g Qe A Bio] A5t

A8
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gl \J 2~
L A= L

A a2 |

AFM7F AAZ wrsg A4S Fdd ag e geds 1% 7}X43% ﬁ%l ok 1A
2547} o} vl 2 o] 4] 7 opensslo] T 8 G
o ol & Sof 9154 7F 2020 of) WHEH 5 A o] QA 4%134 ”WP 20214
g dsAS utnd Aow A

H
el 21(A AA ISAM S &0 T = 8l5)

Hisl 3= 9
o] Q7= A5A Al FA7F o2 YEFH T, openssl t]H}o] 20| A A F-8h= JASAE 21 F
P de=A e = syt A5A] A Qo] 2 sk WAl S gl W 99 ool A 15 A]

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7 rMU2VHuUlpJgA59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAGIDAjgSMAOGCSqGSIb3DQEBCWUAMEIXCZAJBGNVBAYTALVT
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7 rMU2VHuUlpJgA59gdba0/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCZzAJBgNVBAYTALVT
.lots of base64...
b8ravHN]kOR/ez41yz0H7V84dJzjA1BOoa+Y7mHyhD8S

ZA A e AEo A AFeE AFA B2 o2 A o] A AFA R Aol 44 F EE
ol S ATAR Aidstel Aol ATAE A 109 A9 ASA% Ad A A
S FACR ARk 2) 2 SRR A s )b tdgyn

£ AFAE 45 E AL E AU o)/l 24 ol Fo] LI F5o] uek 15471
A AEE o] F§ o) Fo] £HUT

WF A= Q1A S gk A E E] Y Y T o] 7] ol i= Organization(Z24]) E =% 3= ™, 7 9-¢f u}et

Common Name(¥d ¥t o] 5) & X sHg Y th

Aol AlE ek = Q= Q1S 71 el A A4 daEe A F UE BT AT Aol & ASHE
sh

913474
EHE st Aotk B 2L AFAE AT,

--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com
i:/C=US/0O=Trusted Authority/CN=Trusted Authority

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/BE

[l Cisco Defense OrchestratorS AH-&- 3 &322 7| 2~ FMC 2]



EREE

DEREN RN |

o] 1547} A8 =] ™H openssl<> *.example.come]l tl] g+ ExampleCo 5417} A1 2| & 4= Q1= 713 <
Aol o] &l EulE A AT = A=A FAF YT o] 15 A openssle] 7] AlF 2= A A 9l
FU T gl - opensslo] Trfo] 2o A o2 AAH T

e o R o] A el = 212 3 = = CAl A AR A gk 1547 gl Ut gial

o A of o] Ar o] QIFA 7} ahit o] o] T3k 1GA ol o3l A E ¥ AL, &9 T3t 15A
28 4= 9= CAZE A e 154 7 Shs5 U Th OpenSSL2 7124 0. =2 o] 23 F-3F CAE 4]
gom, AT 4 = CAR E1he &g AA5A AQdo] Al s = Fg-ont o] & & E
Yyt

SR 71 Ho] JISA A AT MM = BE S ATHE £
3l BE ASAE AFslor Ut o] AA A& Al &3] &+ 79 openssl] == 2 th&7

24U,

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

o Sbrlr 2
o 2> 2

N i 2

1,
QE
o
i
>
i
]
-
%o
o
@)
>
2
re
il

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987F64AESF603AAF8E65999BD21B06B116FE9968FB7C62EF7C
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Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

o] 2o A B 7} ahite] o= uk Al Bl on A FBH A=A} AFE 5 9lE ZE T} ol Z71 7]
ol &3] A EHA S HomUth 9ol 54 &9 7% 2AEY

..

o] FA= tlulo] 2ol A A g8l QA F A7} A F Al E o] AU th CDO B U E L2 13 o]
tjuto] 2o RbASHA AZA T F U EF o] FAE At FAT HHS SHE AT A
Hio] 2o R Esto] AAst= FgfolAE e 1A A QS A&t == sk AYH T

EY2E IQE FIFCAE E£3atd ™ ot ¥ T ohbE WE A A 2 (CSRO| ASAC A A/ ]
A=A o ol whet.

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-1.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-1.html#anc15

A A A

AHA A Q1SA7E A= Huto]l 25 gl adle]l =akal o] = TR A2 o] A QI5A 7 A
&&= 7 §- CDO+= Configuration Status(7-%d 4 Hl) 2 Connectivity($1 2 4]) *J € & "New Certificate
Detected(A] Q154 B4 )" WA A& A E 4= A5 H T CDOON A Al #ejsteH o] £A1E 5
o gelatal e A s oF U QISA 7F 573t AL vlufo] 27} AL e 7E H W Hute]l A&
g = dFy

\)

Far T ) o)Ake] #E] gulo] 2 E CDOC 5 Al CDO®Y tlulo] 2~ & thA] A A s -9, CDO:
Hpo] 2ol A A QIFA & Abs o2 HE Bl Fghetal Al&al A tha] A4 3t

& AAE AESe] A AFAE FAT T

A1 Y H] Al o] A blol] A Devices & Services(t]H}o] 2~ 2 A H] )& =8 3 T}

7] 2 Devices(t]vFo] ) B1S Z g}

713 s tiutel =~ §E S YT

7 4 IE & 218319 New Certificate Detected(M 154 BRI H) A4 =& 74 el 9] tnfo] 2~ & FA|8ta U35}
tufo] 2~ & Aestyry,

A 5 Action(2HS]) ol A Review Certificate($1 54 AE)E 283U th CDOYA = AEES 9 & AFA E 2 =8}
I A RJAFAE T AFUT

rr
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engonwaad [

7] 6 Device Sync(t] BFo] 2~ -5 7] 3} ol A Accept(=2H)E = ¥ 314 U Reconnecting to Device(T] BFo] 2~of] THA] A4 F)
ol A Continue(Zl1£5) & 2934t}

CDOE tlulo] A~ E A 2HA] A1 Q15 A 9F A5 o7 5 7]3kgh o). tlule] 27} 5 7] 815 W t]njo)
25 &<15t2 ¥ Devices & Services(TlHFo] 2~ B A H] ) Flo] X & 5 082 A & L oF & QF

g},

A1 Inventory (21l & 2]) 5] o] %] of] A Devices(*
WA 2 A4 outo]l 2~ 7

)

;3

rr

7 3 CDOO A tHfo] 2~ Sl ~E A S A A3} aL t]Hfo] A~ &1 Y S ThA] A

A}

LA L.

"$E BA R e a2

245t
¥4, on page 121°] &4 81| o] 903 CDOE AHE-aHA] ¥l tufo] 9] 4 & 3
2~9] 4 = Conflict Detected(5- = H7 )= A FYth

"HE A E S S dskeE e AAke SR

A1 WB) Al o] A nloll A Devices & Services(t]vlo] 2 9 A H] ) S FE g}
71 2 Devices(H Bl =) 51 &8l gto] Hnlo] 2E FhsU )
W7 3 &5 tufo] & BS Zeldh ),
B4 5L R ] 28 Helsha 9 2E0] A1Y H1 B A Review Conflict(3F 2 E)E Z & g
©H7] 5 Device Sync(t]Blo] 2 E713}) H o] x| ol A %% FAE Ho] He AEs o] T AL v}
« "Last Known Device Configuration("} %] 2} 0.2 <}&] 7l tiulo] 2~ 1Ay 9l YL cDOoll A3
Yt

* "Found on Device(t] H}o] 2= ol A] Wk &) 9fj d 2 ASAl A A& F<1 Aol A3H 44 Ayt

A6 The F ShE AeEete] 25 AT
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+ Accept Device changes(t] Hlo] 2~ W7 A& =) 4 2 CDO9 A ¥ BF F<1 W7 AF3HS tjnlo] ~ 9]
A Fl T o2 dolF

Note CDO+= W &= QAE #H o] 2 2] -0l A Cisco I0S TlHlo] 2ol W7 AFal-S vz 3l= 318 A 3|
Fomz 2= A3 u Cisco I0S t]ufo] 2ol tf 3t # 3k A 8l-2 Accept Without Review(7]
E glo] e & dEst= AY Ut
* Reject Device Changes(t] Hlo] 2~ ¥ 74 AH): tnfo] 2o A5 548 CDOd A% 744 0.2 Yot}

Note AR AU et wE A WA AR W 2 oo) 7 SE Y,

i)
dlo
i)
By
il
S
el
ofo
ol
ol
&
-
o?.:
o,
=
N
4
oft
N
S
_@
X
5o
&2
dlo
ré
°
o
I
o
[>
il
det
r o
%
i
o

A 1 Wn) Al o] A ulell A Devices & Services(tlHlo] 2~ 2 1] 2) S Z8] gt}
A 2 Devices(H] vlo] 22) 518 28 5lo] tnto] A5 ZA 1 Templates(F 2 3) 5
9A 3 G ofnfe] 2~ §E ST

o{t

A4 573 A L& Ao R HaH tulo] AE HErd ),
%74]5 .Q—TE:%Q/] %‘7]§]'QX] L%gﬁlﬁoﬂ}qqo Zé}q%ﬁ%%]’qq—
« W2 K] D) E.. - CDOCIA] Tluo] 27 14 WA A}

-
I9
)
(L o

o] 2o g 4 WA AP Vel L e

« A A F 4 - CDOCI A Hubol 2 44 WS SFAI8HA] o8] = 7, E= CDOOII A A 2HgE 7+7d W73
= "Fl At = A o] AL CDOoOM At S Hnte] 2ol AE A F Ao HojF Yk

SecureX I #| 3l 2

SecureX ¢} &7 CDOE 49“3}34 A E8h= E9F &5, A a2 A7 ‘?z”ﬂ% T AF Y. SecureX
Ul A5 E= E419 49 SecureX A H A E AF&-3] oF gt} A}A 3 82 SecureX A €& 2%

SHA Al &
CDO W] SecureX 8] & 7]%5 H+ SecureX 2] o) th3t HHE A~ 715A o ik Ald S A
Cisco Defense Orchestrator A g Bl ol &2 ol A 2} At W& 223 A 2. B H E IDE Al-&-3tet=

248 0e & YFh

SecureX Ul =4 3] 2

SecureX THA] B =0 5% CDO 50| A Yt}
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| &2

SecureX &7 32 .

Securexoﬂ A AEFe A8 2 E o] 2] CDO HIY E7}

S TFelE AT FAFUL AdE S
= 4FHAED shte] CDO 255 AT = 5 HY 5 52 LT CDO HId Eol A

TmANmAHEiﬂ“ﬁﬂAﬂ%HWﬂﬂﬂ%%%é%%%ﬂﬂﬂ A EEE H3tsk
e g sy

SecureX°| A CDO 25 45 0.2 4 3 t}3 CDO2| UuF A7 | o] %] o] A SecureX 14 & 41 €]
&7 o] 2 Q& atuhe] Bl d E7F SecureXoll o2 ES 7HE 5 dssUHh

o] i A& sl Aste ¥ SecureXol| Al Y CDO &S A AL 55 B85 CDO HsS AlE &

B & o= Al o] 5T o] BE2 v Qb Sl SecureX 2] 7 &3y = 1 7 E $ AP EF O R
AdE Yy

CDO Ul &4 312

SecureX W 9] CDO EEof tf 3t Ald & &E & ™ SecureX &F, 711 AW H o APl XY A Aol A

AFA S U85 F2SHA A Q.

OAuth 2 7

thS W A %] 9} 7] oAuth & B} A E 2= QiU th A e F e d R E

S 7HA AL QA o2 A sy Tk o] EAI7F A e Tk Ve A S oL L.
s Al o] A 3LE A S = AF Y T https:/visibility.test.iroh.site/o] A &5 H oW A F=AE
ALg-3lo] Al o] A stE =4 STy} Al o] A stE R &S 49 CDO HWYEV}
SecureX ¢} W gHE] A &S 4= Q5 Ut) o] FA| = 8 23} Cisco TACO] F¢J 3 oF gt} =}
A3 W 8-& Cisco Defense Orchestrator A< g ol 9 S %314 A 9.

[e)

o
rr

A

pul

Al

ol i
Olﬂ o> o

A3y 24 244 =1 0 2 SecureXol] 219Gt
Auk 4 Ho] x| 9] HFE A3 AlX o] 9] Connect SecureX &A1& Al83}o] CDO o|HIEZE
SecureX = R U 7| 2 A= vk 2h 5t 24 S-S AFE-3Fo] SecureXoll 21918 4 9-, A5 H H

AE 9] o] Ml EV} SecureX A B =0 TAJE <= %A‘/l‘:]r

o] A& sl A3l ™ CDO9 it A A Ho] R ol A SecureX A4 E7]1E S FYL o] 2 A sH
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