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ASA A A

Security Cloud Control 7} T HFo]| 2 & 2 W 3} 4] -3t 4= 9l = 2 7}X] o] -7} 3l 55 Y th. Ul "Security
Cloud Control cannot connect to the device using the certificate presented(#] 3~ ¢354 & AF-8-3}o] T v}
o] 2o AA e 4 L) gk WIAIAZE FAE W JAFA o] ZA7F ol AUtk Ulel o] A A 7}
FAEA o A FA(Huko] 2ol AAT 5 le) B VB HIES A 7ok o] 3 Tt

Aol UL

Security Cloud Control7} X ¥ Q15X & AF-SF= o] 75 &2l A Ers
ol el AT = 3= v ZAECA openssl §H = & AHEE  AFHE U
ako] tiuko] o) A Al ahe Q154 E Kol g AT

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt

ol He JEAE B QRS ARt e P 2 Fo] Fusle W CrleE AHEaoF gtk
o)A &3} & Z o] £ 3 Felo] AAH T,

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA

verify return:1

depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2

verify return:1

depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com
verify return:1 CONNECTED(00000003)

n°('

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/0O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7 rMU2VHuUlpJgA59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAGIDAjgSMAOGCSqGSIb3DQEBCWUAMEIXCZAJBGNVBAYTALVT
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHuUlpJgA59gdba0/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALVT
.lots of base64...
b8ravHNIkOR/ez41yz0H7V84dJzjA1BOoa+Y7mHyhD8S

Server certificate
subject=/C=US/ST=California/L=Mountain View/0=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent
Peer signing digest: SHA512
Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes

New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE

[ EREE
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Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4AF5A25BI5C37EF7C6870F8C5DD3755A9A7B4CCEA535190B793DEFF53F94203AB0A62F9F70B9099FBFEBABLBG

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[.
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.

0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 f1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E
0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.C
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

2X509 V_ERR_UNABLE TO GET ISSUER CERT A& & 4= Q1= A 54 o dFA 15 = 2HS
T §lEY T

3 X509 V_ERR_UNABLE TO GET CRL ¢1%4] 9] CRLS &5 <= Q15U Th

4X509 V_ERR_UNABLE TO DECRYPT CERT SIGNATURE %154 A& &5 4= .

o] = AA Mg ghol o gkt DAISHA] &= Alo] ofy et Q1 E  fl5S oW Pt o] = RSA
7)ol vk o w7} Ql 5 vk

5X509 V_ERR UNABLE TO DECRYPT CRL _SIGNATURE CRL A< 8] %538 5= 915Ut} o] =
AA AT grol o4tk A skA] = Aol ofy e} F1E = glas oYtk AR H 4]

6 X509 V_ERR_UNABLE _TO DECODE_ISSUER PUBLIC_KEY ©15A] SubjectPublicKeyInfo2]

N 71E s 5 AFYTh

7 X509 V_ERR_CERT SIGNATURE FAILURE ¢154 o] A Ho] fashA] ZHUTh

8 X509 V_ERR_CRL_SIGNATURE_FAILURE ¢15A4 o] A Ho] faatA] ZyTh

9 X509 V_ERR_CERT NOT_YET VALID {1547} o}2] f-a.3}1%] <51 T} notBefore ‘&5 7} & A
AlZE ol F- itk AHA & &2 o 2l o] Whs T = SRl 9(1 T A 7 ob A - EsHA] ) E FESHA
Al Q.
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10 X509_V_ERR_CERT_HAS_EXPIRED %1547} ®F 2 ¥ 15U th =, notAfter B#= d A A17L o]
APUh zApA g W &2 ol o] Wk 5= Bl 10541 7F R EH AF U hS FZ23I A L.

11 X509 V_ERR_CRL NOT_YET VALID CRL®] o}# & 3}#] et}

12 X509 V_ERR_CRL HAS EXPIRED CRLo| 2+ ¥ Yt}

13 X509 V_ERR_ERROR_IN_CERT NOT BEFORE FIELD ¢154] notBefore & =0l 235 A] 7o)
E3HE o] dFY T

14 X509 V_ERR_ERROR_IN CERT NOT AFTER _FIELD 91354 notAfter 2 =9l f & 3}#] &2 A
Zro] ZgHE o 5

15X509 V_ERR_ERROR _IN CRL LAST UPDATE FIELD CRL lastUpdate & =.of] 235 A|7bo] &
$refo] A5y Th

16 X509 V_ERR_ERROR_IN CRL NEXT UPDATE_FIELD CRL nextUpdate & =l - &3} 4] ¢S
Al Zko] E3tE o] QlF Ut

17X509 V_ERR OUT OF MEM ¥ 22| & &3l &
A = < Hy

18 X509 V_ERR _DEPTH ZERO SELF SIGNED CERT A& ¥ 91X 7} 244 A &) ow Al st

Sl Qe BRo AT ATAE 22 slavh

2
to
S

o

bR h ol el ¢ Ege Ay

il
>
>
oo
ol
ol
&

[e]
ol\
>
__)rf_l‘l
0,

19 X509 V_ERR_SELF SIGNED CERT IN CHAIN Al 2|8} 4= ¢l = Q154
SIS FUAT FES 2 A S F §lsUnh

20 X509 V_ERR UNABLE TO GET ISSUER CERT LOCALLY ZZ & %3] % 915 9] vt#} <l
SHAE S T RlEUT o] &= AR 0 &2 A F e e ASA HFo] sk S onEy

o},

21 X509 V_ERR_UNABLE TO VERIFY LEAF SIGNATURE #|¢1¢]] &}1}¢] o1& qt 35 o
o ZHA M E A oo v & S Fled = glFyth A S U-§-2 of o] ke = Sl
2130 HA ASAE AT 7+ gl s Fxsh Al . A g U8 o o whet =1
HA JASAE AT F glo)S TR A L.

[
%
it
S

R4

22 X509 V_ERR_CERT_CHAIN_TOO LONG 15A] A1 A o] 7} Al & FH o) zlo]® o} FYTh AL
Q.Q x] oo
[) 5 a

23 X509 V_ERR_CERT REVOKED %1% A 7} &l x] 5] 9155 U T},

24 X509_V_ERR_INVALID_CA CA 15X 7} & sHA| 5tk CA7}F of AL 7 o] Al &4
2 3 A A 84| U

25X509 V_ERR PATH LENGTH_EXCEEDED basicConstraints pathlength | 7} ' 57} % 2} =| 9] 54
o},

26 X509 V_ERR_INVALID PURPOSE Al ¥ ¥ A5A & A H €52 AFES = gl5U T

27 X509 _V_ERR_CERT UNTRUSTED FE CA7} A/ A H € L2 A8 T 5 Q= A o2 HA| ¥ A &
UFH T

28 X509 V_ERR CERT REJECTED FE CA7} AAH 55 AR w2 TAH UG
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29X509 V_ERR SUBJECT ISSUER MISMATCH 3| @ =] o] & ©] d A A 5A] 2] &4} o]
A 3hA] eFol AA| F1 G2 154 7 AR E A F U T -issuer_checks A1 0] A4 7 9-¢f
Al YT

30 X509 V_ERR AKID_SKID MISMATCH 6‘4111 FTH UFAAF 17P AFEAFHH SF A
7] 2P A7F QAL 15 713 7] A A A A Q1SA oF DA 8kA] % 7] w7 Y T -issuer_checks ¥
Aol AA 9ol A YTH

31 X509 V_ERR_AKID ISSUER SERIAL MISMATCH 27} o] & 2 d& W57} &8t & A)
o1Z A o] 713 7] A HAbe} A x| 5FA] ko v g2 & A WA} o157 AXE 5 U Tt -issuer_checks
s o] AR A g-ovt ;A E YT

32 X509 V_ERR_KEYUSAGE NO CERTSIGN keyUsage &-730] 2154 A< 3]-835}7] ¢
A 2L AT 7 AT AF U T
ok

50 X509 V_ERR_APPLICATION VERIFICATION ol Z2]A|o] A #& @ F AU th AME-5#] &2

e
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A A BAH

LA AW 1A 7F A= Trtol 2 & g adlo]| =akal o] = SER A2 o)l A QISA 7F A
%] & 749 Security Cloud Control= Configuration Status(-% “ Ell) 2 Connectivity($1 2 4) A el =
"New Certificate Detected(A] <154 B4 )" WA A & A& 4= 25U T} Security Cloud Control ]|
A AL Befsteld o] EAlE o R glstal s s of gttt 1547 57185 AL Ty Hfo] &
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Cloud Control= T]H}o] 20| A A Q1M E A F o7 AR W a1 A Zs A thA o‘jﬁ‘___,gsjlq t}.

& AAE ARES Al /IS A E S
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Security Cloud Control®l| 15417} 1.2 W "https://<device ip>:<port>"°]] GET & =S 5}¢] URL®] <1
AL A =FUh 2% A 7} @A B A % 21 Security Cloud Controlol] 1541 77} A H Y]
ok JASA 7L Fradg 7519[‘(0}361'155101] A1 0 ok ¥F3H) A A sHe] = EEO| A thE AU 27F A B 7] 8k
TAY F AFHTh o5 HHE S A dFHTH

curl -k -u <username>:<password> https://<device id>:<device port>/admin/exec/show%20version
ASAS} 418k aL Ql=A] E18kal HTTPS A ¥ 7F ASAS] 21kE FEECA A8 T4 gl

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019b98 LISTEN 192.168.1.5:443 0.0.0.0:%*

SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0

TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0

whgk 3= shol: o154 7k ok 4 FrE skl 2k g

o] 9 fE AT IFA ) WF WAL vjeol n R Zeto] BT o] & f AT AT A etA 2
B8 I F o 1 A3 T QISH 5 S WY Qo8] A A 154 55 015
MNE AT o) B ko] 2 A Zke] 91919 = Ik,

21541 2] notBefore SAE L& dli= SFoll Eo] A F ook Tl

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet wvalid
notBefore=Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=Oct 21 19:43:15 2016 GMT

o) 052 Fal AFAL HE AN BT 5 GBI

22

2154 €] notBefore 'S A<= 7 of of it} o] d o] QIS E AT 5 AFUH o] A=
SGepolQ1E iz v vivjol ol Al Al7ho] SHHEA A A B Aol % AT - Uk
3k 35 92l 10(%1 541 7 REE E lE U T

o) 9.7 ATE AZA F st o) ol Wi F 8-S o] HIFh Q1E A€l notBefore WS T
sk Q. Foll Fol Ao oF fhy T

error 10 at 0 depth lookup:certificate has expired
R WAk 154 BE g,

BES

—_

ASA7FAA R ngd B4 fd @ wA P b2 IS E 7Moo AT A5 o] i
A7) oF2 vl Z o] AWk opensslo] REE E RAvFaL =S G, A FE O] AZE G S B
o el S =0l /1A 7F 2020 ) R ElE% A E o AA W R FFE 2] @471 2021 0]

e
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A= Bl 213 HA JISHE

o
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Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcl4dgihFVTgFM7rMU2VHuUlpJdgA59gdbaO/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAjJgSMAOGCSgGSIb3DQEBCWUAME IXCZzAJBgNVBAYTALVT
....lots of base64...
tzw9TylimhJpZcl4dgihFVTgFM7rMU2VHuUlpJdgA59gdbaO/BE

2 s5:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAGIDErvmMAOGCSgGSIb3DQEBBQUAMEAxCzAJBGNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez4iyz0H7V84dJzjA1BOoa+Y7mHyhD8S

FA AQLe AWM AT AFA Z2 0 ] A AFA e Aol 4 o
Fo F3F AFA T Lol A0l9] ABA S 25 V9] 29 AFA sk AAF U 7 Q)
o= g A A B ) D WA A ek Z)7h g

QA 5= AU o7 27 o Fo] £ M Aol mhet AFA 7}
€ Qe e ] F§ ol Fo] T

Wb 2= A5 A & gk SlE Bl ) Y T} o 7] ol &= Organization(Z= %)) = X 8Hx| | 7 -$-of] w}a}
X

=
AL
o)

KeX
Y

=
[e)

Aol A7 % 4 91 15 7 ol A A B AFATE A A ABA Aol TE A FAE
T Dot Yuch oo gL A E AT,

--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*. example.com
i:/C=US/O=Trusted Authority/CN=Trusted Authority

MITIHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHuUlpJgA59gdba0/BE

o] 157} Al -85 H openssl<> *.example.comell tll g+ ExampleCo 15417} A1 2| 3 4= 9l &= 7] <]
SA ol ol el SntE A AP E A=A FAF T o] 154 = openssl®] 7]+ A& Al F] A A Q)
FUTH &2l % openssle] Hnfo] 2o g Ao w AAH YT
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o] Al MR AH = e S ASHE 381 o] & M= T = 3= CAdll 92
ASAME Alzafiof duth o] AA| A NS Al&ekA] &= 7% openssl ] =92 th53}

b N
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e e

T o oy T §O

oy rr A

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987F64AESF603AAF8E65999BD21B06B116FE9968FB7C62EF7C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)
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* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13
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* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15
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