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ASA I FDM-312] Tlulo] & A 48 22 71 o] Wl E o] T3t T E 2 (ASA
NetFlow o] ¥l E A £])

o] Ax}o A<= Syslog oW ERE ZEF LT

Procedure

Al 1 Security Cloud Control = 2 3% w579l A, Products(#] 3) > Firewal (3 3} 8) & & ?&"L]‘jr
A 2 92 Ao A Events & Logs(o] W E 9 2 77)> Events(©] ¥l E) > Event Logging(¢]H1E 27
A 3 Fllter(“J B)olo]& T & Z8lstal dHE E7 AEl= 1ok

94 D8 Feidow /\El_io}oi Include NetFlow Events(NetFlow o] Hl E 3 3h 7} A8 & 4] 5] of 9d=%] gl g ),
7] 5 ASA Events(ASA oMl E) Z ¥ Eg] 2 tpA] 23 E35}0] NetFlow A A7F A 8 F A E QA=A gl g},

Al 6 ASA B2 FTD 4H 7|9 Uw A& eyt

L 22 2%

HH oMl E= U4 S 2 Security Cloud Control®] = UH Y 712 S w5 Utk DY HE=
CAND'S] 3 W) ghe ORI ek BEIE AL el A 21 A sl
oM el o] 3% 1elu cuho] 2 o W E WE|E ORI, o ol Aol A b kg A

SRR
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)
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B
v
s

T Q. ResponderPort:443

FTD Events (i ]
Connection

File

Intrusion

Malware

AAA

2 BotNet

Failover

Firewall Denied
Firewall Traffic
IPSec VPN

NAT
SSL VPN
NetFlow

8 Time Range
Start

05/07/2020 09:40:17 PM
End

05/07/2020 11:43:24 PM

Security Cloud Controlol] 4] ]I E K 7] |

o] A E & A}-&3}H Security Cloud Controli= Firewall Threat Defense T] H}o] 2~ 9174 o] ¥l E 1= ASA
BotNet B2 HF3lH E 9] o]l E 9 A]71 H$] o] F= 1 Ao]o]] WAl S o] Wl E @ ResponderPort 443
L Z3she ol IEE BAFHT AR RS Y 7 F o MEE 7o 2 JHH S F d5U T

gho] B o[ Hl E o] Aol = &4 Al o] M EZF FAH U

. Security Cloud Controlol] 4] o] ¥ E 1 7]

25jo] ehol n i /)%
]—Eil + Event Logging(©] Hﬂ_
ecurity Cloud Contr017 | Search(# "“) 4= Oﬂ ’6H
WESL e o2 EAF YT ol

EY S %8 1A

HA Do o|HE &4 Y
S Y= 7Y A S
AYck 224 Se

gk 4= 9l ol
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i)

)
ko
B
iin)
i
|

Event Logging

[ Historical | Live ] | InitiatorlP: "10.10.11.11" AND EventType: "3"

i)
After 05/03/2023 07:23:40 PM &
Views View 1

Date/Time Device Type Event Type Sensor D/ Hostname Initiator IP

May 3, 2023, 7:23:40 PM ASA )
Action Deny IngressACLID
ConnectorlD 08c0aBBB-b619-4f1a-a655-d4 Ingressinterface

hd005ddEcs, InitiatorlP
DeviceType ASA InitiatorPort
Egressinterface 4 LastPacketSecond
EventType 3 MappedInitiatorlP
FirewallExtendedEvent 1001 MappedinitiatorPort
ICMPCode 0 MappedResponderlP
ICMPType 0
o] of|oll A = InitiatorIP %k 10.10.11.11-& & LW &}aL o] & S8t A& A &G H T oA 9l ]

B 1P 2 3 gto] A B ol F=71=E 5T o
A2 EZF o] F7}3)aL Security Cloud Controloll 4] ANDE 7
10.10.11. 119 A] A ZF5 o] Wl E @ 3 o] Ml E 53] o] Z=2o0] 1t}

S 2 Event Type(O] HE §3)35 Y319
7t ST kA o] A o] Ax=

o] dlell A gk 3 dol =R77FJAFUY =175 &2 W= 45 AND, OR, AND NOT, OR NOT

AAE Hestel Ao FHE e AE T FE AFU
oFel 14 OR"7} 4 9514

OHIE §-3] o] BEo] F U}, A - ]'31019—1_’—
atwl ohE ghol flem = NoTRE A}ﬁtﬂ S 95U Th

=10.10.11.1190 4 A =+
g o] ol A 3h< vl
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Event Logging

[ Historical | Live ] | InitiatorlP: "10.10.11.11" AND EventType: 3" i ] I ‘

After 05/03/2023 07:23:40 PM &

Views View 1

Date/Time Device Type Event Type Sensor D/ Hostname Initiator IP
May 3, 2023, 7:23:40 PM ASA 3
AND
Action Deny IngressACLID
ConnectorlD 08c0aBBB-bE19-4 OR Ingressinterface
InitiatorlP
DeviceType ASA NOT InitiatorPort
Egressinterface 4 1 LastPacketSecond
EventType 3 AND NOT MappedinitiatorlP
FirewallExtendedEvent 1001 MappedinitiatorPort
ICMPCode o] OR NOT MappedResponderlP
ICMPType 0

2 Zowsn ek o = AW A Y @

o

24 Aol 748 4 ¢l

bl

e,

e

AND, OR, NOT, AND NOT, OR NOT Z E] 14k=}

A A EAFD ol A AF-5] = "AND", "OR", "NOT", "AND NOT" % "OR NOT"¢] &2} th5-3} 4514
ot
AND

Hel

AE E2L o)A AND A2HAE A}E-3le] BE EA
A FAE S A2 4 gls Uyt

A& Eof oo AM EAGL oA ol o] EIP F4 10.10.10.4300 4] A ZF5 11 o] U Al o] E] L E
59614914 H4%¥ TCP L2 ES ANDE ¥ 3§31 o/l EES At} 7+ 7} AND &3 AF&3}
o 7S S5 o HIES 7 A o A& Ao =2 o dgyth

Protocol: "tcp" AND InitiatorIP: "10.10.10.43" AND InitiatorPort: "59614"

o

ok oI ES 55U T AND 1A=

T
E=

. Security Cloud Controlol] 4] o] ¥ E 1 7]
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i)
i)
fo
B
ih
ot
-

H

AE EAL)H OR AAAE AHoko] S4S TFohe o MEES RE1TH OR e P4 F
AdS A A g sy

o % ol ol#e] 74 BAAL TCP LREZS T el ol MlES T atalis o] HlE, Ei= o] A]
o o] § IP 4 10.10.10.4391 4] A| 2}l BE3= o] L Alelo] B L E 596144 A& H o) NES FA T
Ut} 7} 57HOR ol 4] 158 FE ek ol M= 57k 4 B A A0 gy,
Protocol: "tcp" OR InitiatorIP: "10.10.10.43" OR InitiatorPort: "59614"

NOT

54 &4 0] »}t OHEE Al&fsteid FA FALE o] A2 Fito| qk o] & ALESIHAI L. A E &
o] A B2} & TnitiatorIP 192.168.25.3¢] o|HIE S Z 1ol A A 9] 3t}

NOT InitiatorIP: "192.168.25.3"

J

AND NOT
EXH EAS xE e o] EE A9 ste]d BE E21G o)A AND NOT A4S AF-&-3 Utk AND
NOT2 A F2td o] A2} Fitof] AL-3F 4= gl o

d & 50 o] ZH =AE 2 InitiatorIP 192.168.25.321 oWl EE 3 A] 84| 7} ResponderlP =427}
10.10.10.19] oJME = A 81A] k5t

InitiatorIP: "192.168.25.3" AND NOT ResponderIP: "10.10.10.1"
NOT¥ ANDNOT-S £ 8 3t0] of 2] A S Al & = 5 Ut o & 50 o] B &AL 2 Initiator]P
192.168.25.32] o] ¥l E 2 ResponderIP 10.10.10.12] o] Hl E = A £] gt}

NOT InitiatorIP: "192.168.25.3" AND NOT ResponderIP: "10.10.10.1"

OR NOT
574 axE Aelshe A4 23S 23353 W ORNOT 4kAHE AH8-3H o OR NOT 944k Ah= A
A E2LE o] Al ZF Htof] AR 4= gls U T
d & Eo] o] AN ERE & T2 EFo| TCPQ o] ¥l E W= InitiatorlP7} 10.10.10.43¢) o] H E =
InitiatorPort 596147} o} oWl E & 2-1 T}

Protocol: "tcp" OR InitiatorIP: "10.10.10.43" OR NOT InitiatorPort: "59614"

(ZZEZ: "tep") OR (InitiatorIP: "10.10.10.43") OR (NOT InitiatorPort: "59614") & 74 8t 1= Q)51
=

st =she 7

oM E Yol A3E zHoH A attributervalue 7 2 2] value 2 =0 A oL =7l= 5 Vel e
EME ARG R ol & B0l o] R B4

URL: *feedback*

& ¥29 feedback & %35} oWl =] URL 54 Aol 4 #249& v,
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ﬂﬂéi@ﬂﬂﬂ%&%a@ﬂJE@ﬁ

Event Logging(¢| W1 E 27

o R R AR AU 21% ol me] A AT S A

ZZAIA

Al 1 Security Cloud Control 2 2 w379 A, Products(#]3%) > Firewal (434S &8 gt}

A 2 €4 2&-o] A Events& Logs(o] ¥l E 2 & 1) > Events(°] ¥l £) > Event Logging(®] ¥l E & 7J)
o7 3 Historical(7] &) = Live(gfo] ) 818 83t}

A4 A el A F g 9 H kAL Search(H ) E 22 she] A4S Al

i
r)v
)
%
i
v

Ei=, WA o MES 7 M shel W 14 4AE ¥ she] SampleFilters(¥E BE)) B2 4 AT £ 95
A E AEE Agekol A gl 7 Ao)E whE A JS T, 5 8T Ago] WA ST AE DE S A}
F3HE Bl R AT W A E DEE AHESho] o M= 1A, 18 0] A & FRFHAA L.

GAS (A AR A sl Al A Blout Sl Eo Mgt el S ddstal HuME At e

B,

a) AN FY= g5t Search(#H M) =51} =0 4 Schedule Report(}:.1L4] o ¢h) 2 A 8l gk T},
b) Generate Report(H.114 A4)E F8 gt}
A Qo] g7 Dol F7hEH, &5 Al g o] TAFH YT W ek ol A o AAS AaE = HF U

5] c ool T AT G Ul & Wk Eol A A B E SRS dlok 19 3 0] A F et

W76 (A8 AR 78 B g B 9 ekl Wl Reports( 1A)E FE G o] ol HE the B S 5

* Reports(i.a1A]) o] A ol| A A B XS BAY 2 =sk A0 P4 & = Qls
. Schedule(lii/ﬂ)% —;Lal o],oq o)ﬁzﬂ E“J‘}\:i E A 0}741,} u}i l‘%_jl/\ﬂ = cq] oksh/]r)r

* View Notification Settings(¢d A4 2.71)& &9 8k Notification Preferences(&® #1734 4) o o] x| & o] &
ahe] orel A4S golal AL} -4 B T},

= ek S gk A S gL
e

BE A E Ao 7
ot BEE e 5 Al A A AR 430

m, o
ol
ol
4,
r_>¢
iy
1=
2
il
fins
L)
O/
ol
X
[}
'
~|
1l
©
sl
)
(o]
T~
a4
Ach
il
=
|
X
-
oX,
i)
A
32
)%
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I Security Cloud Controlol]| 4] ]| W1 E 1 7]
woge=dq 712 ome 74 [

L EAA

Al 1 Event Logging(e|HIE 2 7)) o] Aol A A4 & St A4 3 o}l ol SampleFilters( & 2 E) &5 0]

e U T
WA 2 EETE BS54 ZHE AUk A% = sl E Ao s o2 dE gy
WA 3 AR B A ghs Ak AMS A S A L
of
« 574 Aol Bt B H o EE 7 A5k ¥ Wildcard URL (99 =7FH= URL) & A —.%L th 2 A Zoll URL:
"*.SharepOInt.com" o] EAF Yt} 21 ¥ t}2 sharepoint.comS ZA}SE LA} Gl TFE Tr|el o 2 WM G s 4= Q)
syt
« 54 Yol 2o} A o|HIEE 7 M35l H SpecificHost (574 2~ E)E A8 ot 34 ol Initiator | P:

"192.168.55.55" OR Responder|P: " 192.168.55.55" 7| 32 Al g Y t}. 192.168.55.555 U E Y &}& = t]nfo] ~
o) IP a2 MATAAI S

@7 4 Search(H ) E S F Ut

1ok E o] A 7] 2 o= 714

Security Cloud Control& 7 4 7155 A olalaL s 7] 5ol whg} o] E 2 22 AT 4= JE= g
YTk WA 75 S AR wtzhe mel A ol WE 2o A S FAEk LA AR e 5 9

Y.
Sl B0l uheh Wi Aol HREW G S A FuT)

Reporte(s.214) 5101 401 4 XA & s AL R A S S, S, A8
T EE W RIS YRR o4 F 5 AU Th 49 44 o)A R ol el TE { S

BAY FA Y

Wl ek sol A A BN S YA SRS o oF
amu%wmﬂﬂiig)]VHR@WWiuﬂﬂ%%}%aﬂﬂzﬂocﬂﬁmQMwu
O:ﬂO]:H O] ] il@ﬂl—%/\aisgo}ﬂ E__L_}\ie Ag}\-]'al—]/]p]_ o;‘” 715]/\ %deﬂcxl _7‘240}74]/]_%
2T AFUT 938 A A& i A0 R 4T e U
4
L « 715 ol Eof tfa] A ¥ A& BBt EF o ok o dFU T

Security Cloud Controlol| 4] o] HI E 1 7] .
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| JEEEEREETE

L EAA

A1 Security Cloud Control = 3% w579l 4, Products(#] %) > Firewall (%3} 9) & &2 o)

A 2 A 2o A Events & Logs(o]HIE 2 2 1) > Events(¢] ¥l E) > Event Logging(¢] M1 E 27)5 A &g},

©A] 3 Historical(7]5) ®& S &lste] 715 oMl E HlolB & & = d5U T

A4 AN Zo] AN A

o7 5 Search(# ) =&} Schedule Report(X. 314 o ¢F) S A el gk},

GA 6 (A A A S 9l HalA 9 o] & = T

A7 7124 0 2 Generatereport now(#| 5 H.iLA ) gl eto] AEE o] lFUTH A St A7 Al Bl A4 o]
Al 2 Y T

7] 8 Setup recurring schedule(WHE o &F A4 )8 gelsla thg A A S AT

r-{o il
o g

=
» Search(7 #) Logsfor the Last(Z <+ 7 A 271): 215 Lol o] A 7h#] 71 A skx] x| A gt}

* Frequency(1 2): ol oF A& e Wl o A S A3 A7k Ayt

A9 7 skl A o okR AA 7] FS gl §Y th Schedule and Generate Now(A] & o oF 2 A ) &5 2 sy th 54
A elalA] 92 79 Schedule Report(H.124] o °F)E S 3Ht}.

A 1 314 = Security Cloud Controlol| A AF& S 2 2FA|5}7] A H ol 7¢ &9k &1e 4= 9l

A A 2 AA 7 g]= Security Cloud Control 7} A5 0 & A A3} 7] A7kA] 79 &<k A4 U,
B AHES SV F A 0w The R = 5 gl T

ZEAA

@Al 1 Security Cloud Control 2 3% w579 A, Products(#l] ) > Firewall (-3} )2 22 gt}
A 2 B S0 4] Events & Logs(¢] I E 2 & 1) > Events(¢] Wl E) > Event Logging(¢] M E Z7)E M el gt}
@7 3 Reports(H.314)=S F2l gt}
A 4 Actions(2H4)) dell Al BaiA el 9l = Download(the £ =)E Z8lato] BA S v 2 =3t} .cSV 84 ¢
HuA 9de 24 =gfo]lH o] 7|17 A% f1 ol A o' thgm =g YT
SA 5 (A8 A A HEE By RuAE e UL 9A S e
a) Queries(F7]) & I TH
b) A FHE AR ARE By HuxE F4ge),
) BHeldli g2 =ak Bl Ao 91 View Reports(ii4] ®7))E 28 gyt

. Security Cloud Controlol] 4] o] ¥ E 1 7]
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Security Analytics and Logging ] o]l E 44 .

d) Download(tt&25)2 F8 gy}

Security Analytics and Logging 2] ©]Hl E &4

oJHIE

Ay

4 Ay

Security Cloud Controlol] 4] A}-8-3}+= o]l E 422 FDM(Firepower Device Manager) %=
ASDM(Adaptive Security Device Manager)ol| A B .a18}= A3} A 9] 5L}

» ASA(Adaptive Security Appliance) ©]| Wl E 4] of] o] 3+ A )] A4 78-S Cisco ASA Series Al =8 271
A A & 2 A L

UF ASA A 2~H 277 o] Hl E = " A E 1| T} 2 o]l E of &= attribute:value %S AF-8-3Fo] ©]
HIE 27 glo] 59 Y&S EE T o AL 5 v F7F S0 dFUTh A28 271 olHIE
o) he F 08 448 e 27 G BRAA L

A5 A28 271 WAl Z] o] g gk EventGroup ¥ EventGroupDefinition <773
O~

gl 271 o|HlEo] th3k o] M E ©]

A<
e

el

= 71 WA 2] o] o} 5t EventGroup % EventGroupDefinition <3

A A 2~®H 277 oWl E o= F7) 44 "EventGroup" 2 "EventGroupDeﬁnition” o] 3l ’\L] =
attribute:value -8 715 0.2 E|dsto] o] 83k 37} £A S AHRste] o[HIE Ho| &5 e T
0] 2=

AF YT} o & £9°] Event Logging(| I E 2 7)) Ho] 59 AM B apru:415+5 2510 o =
Aol e o= BH Y 4 Qe

Sydog WA A S| 2=9F AAE WAA] ID HS

EventGroup EventGroupDefinition A28 2w A A IDHE(X S
34+¢)

aaa/auth AL} ol= 109, 113

acl/session M| 2~ B2/} 8- A A 106

apfi o Z el A o] A 3} 415

bridge A IR 110, 220

ca PKI 15 7] 717

citrix Citrix Z2}0] A E 723

Security Cloud Controlol| 4] o] HI E 1 7] .


https://www.cisco.com/c/en/us/td/docs/security/asa/syslog/b_syslog/about.html
https://www.cisco.com/c/en/us/td/docs/security/asa/syslog/b_syslog/about.html
managing-asa-with-cisco-defense-orchestrator_chapter13.pdf#nameddest=unique_571

A5 A 2~8) 277 v A] 2] of] T 3 EventGroup 2 EventGroupDefinition <54

Security Cloud Controlol] 4] ]I E K 7] |

EventGroup EventGroupDefinition A28 2 A A IDHE(X S
37k2])
clst 8 2~HHY 747
cmgr 7= #E 323
config CLI(Command Line Interface) 111, 112, 208, 308
csd Secure Desktop 724
cts Cisco TrustSec 776
dap Dynamic Access Policy 734
eap, eapoudp Network Admission Control-&- 333,334
EAPoUDP =+ EAP
eigrp EIGRP #}9-6 336
email ol m| el Z Z A 719
ipaa/envmon A4 2UEH 735
HA HdoH 101, 102, 103, 104, 105, 210, 311,
709
idfw ID 7] 4k W3} 746
ids Intrusion Detection System(% ¢J | 733
EHA] A 2~ H)
ids/ips Q) FH) A e/ WA Al 400
2~ El
— T
ikev2 IKEV2 &% 750, 751, 752
ip IP =¥ 209, 215, 313,317, 408
ipaa P54 a9 735
ips Intrusion Protection System(3 ¢} |401, 420
R REE)
ipv6 IPv6 325
l4tm A B= 58 5% 1gole] 338
2E
lic eho] M4 444
mdm-proxy MDM 3 Z A 802
nac NAC(Network Admission Control) | 731, 732
vpn/nap IKE & [Psec/U| E Y = M A~ 3 | 713
e
np HES A Z2ZAA 319
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I Security Cloud Controlol]| 4] ]| W1 E 1 7]
U5 A| 28] 2 71 v A] %] o] o] g EventGroup 2! EventGroupDefinition <4 .

EventGroup EventGroupDefinition A28 2w A A IDHE(X S
37+¢)

ospf OSPF #}2-§ 318, 409, 503, 613

passwd HdH S ¢33} 742

PP 28} L EA] 337

rip RIP &}$-E 107, 312

m A2 e}t 321

sch Smart Call Home 120

session AF-8-=2) A A 108, 201, 202, 204, 302, 303, 304,

314, 405, 406, 407, 500, 502, 607,
608, 609, 616, 620, 703, 710

session/natpat A& A} Al A /NAT 2 PAT 305
snmp SNMP 212
ssafe ScanSafe 775
ssl/np ssl SSL Z~E}/NP SSL 725
sve SSL VPN Ze}o]dE 722
sys Al 2~E 199, 211, 214, 216, 306, 307, 315,

414, 604, 605, 606, 610, 612, 614,
615,701, 711, 741

tre =AM 75 917 780

ucime UC-IME 339

tag-switching AMu| 2~ o ~93 779

td BERSS 733

VM VLAN v} 3 730

vpdn PPTP 2 L2TP A4 213, 403, 603

vpn IKE 2 IPSEC 316, 320, 402, 404, 501, 602, 702,
713,714,715

vpne VPN SZ}o|AE 611

vpnfo VPN ¥ 9 H 720

vpnlb VPN Z & W& A 718

vxlan VXLAN 778

webfo WebVPN 34 Q1 721

webvpn WebVPN % AnyConnect Client | 716
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. Syslog oWl Eo t g o[l E o] & &4

EventGroup EventGroupDefinition A28 2 A A IDHE(X S
34+¢)
session/natpat AF8-2) A A/NAT 2 PAT 305

Syslog o]l E o] t]j 3l o] Hl E o] & Z:4]

AR A 2Hl 277 o] Hl Eof = F7} &4 "EventName"O] &Yt} attribute:value 2= 7|0 2 I E

@ 3lo] EventName 54 & AH&-3lo] ol E Ho|&& BH Yol 3H& = F U ol & 5©] Event
L%@gﬂﬂEiﬂ)ﬂ]%ﬂ@ﬁ%CﬂEwmmWmewnwmmﬂ%ﬁaaﬂwmmmp
packet(7] 7 IP 7)ol th&t o|HIEE BHP L F dFH T

Al2~"l 277 o|HIE D 2 oW E o] & o] &

* AAA A 2B 271 o]l E D Bl oI E o] &

s U A|nEl 21 0|HIE D E oM E o] &

<k A AR 20 ol E D B o HIE o] &
< 3 B Al 2E] 27 oHIE ID R o[ E o] &
* ID 7|WE WS} A 2O O|RIE ID R OJHIE o] &

e [PSec A|~El 21 o]HE D U o] W E o]

il

« NAT A| 228 271 o]HIE ID 2 o] ¥l E o] &

¢ SSL VPN A A8l Z 7 o|HE D ¥ o|HIE o] &

AAA A 2~El 277 o|HIE D Y oHIE o] &

o]l E ID oJHIE o] &

109001 AAA Begin

109002 AAA Failed

109003 AAA Server Failed
109005 Authentication Success
109006 Authentication Failed
109007 Authorization Success
109008 Authorization Failed
109010 AAA Pending

109011 AAA Session Started
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Syslog o] Hl Eof T3k oW E o]

=]

2 44
hl

(e}

ol E ID oMl E o] &

109012 AAA Session Ended
109013 AAA

109014 AAA Failed

109016 AAA ACL not found
109017 AAA Limit Reach
109018 AAA ACL Empty
109019 AAA ACL error
109020 AAA ACL error
109021 AAA error

109022 AAA HTTP limit reached
109023 AAA auth required
109024 Authorization Failed
109025 Authorization Failed
109026 AAA error

109027 AAA Server error
109028 AAA Bypassed
109029 AAA ACL error
109030 AAA ACL error
109031 Authentication Failed
109032 AAA ACL error
109033 Authentication Failed
109034 Authentication Failed
109035 AAA Limit Reach
113001 AAA Session limit reach
113003 AAA overridden
113004 AAA Successful
113005 Authorization Rejected
113006 AAA user locked
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Security Cloud Controlol] 4] ]I E K 7] |

ol E ID oMl E o] &

113007 AAA User unlocked
113008 AAA successful

113009 AAA retrieved

113010 AAA Challenge received
113011 AAA retrieved

113012 Authentication Successful
113013 AAA error

113014 AAA error

113015 Authentication Rejected
113016 AAA Rejected

113017 AAA Rejected

113018 AAA ACL error

113019 AAA Disconnected
113020 AAA error

113021 AAA Logging Fail
113022 AAA Failed

113023 AAA reactivated

113024 AAA Client certification
113025 AAA Authentication fail
113026 AAA error

113027 AAA error
FEUl A 2=g] 2 ol E D Y oJHIE o] &

o|HIE ID OJHIE o] &

338001 Botnet Source Block List
338002 Botnet Destination Block List
338003 Botnet Source Block List
338004 Botnet Destination Block List
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Syslog o] Hl Eof T3k oW E o]

=]

2 44
hl

(e}

ol E ID oMl E o] &

338101 Botnet Source Allow List
338102 Botnet destination Allow List
338202 Botnet destination Grey
338203 Botnet Source Grey

338204 Botnet Destination Grey
338301 Botnet DNS Intercepted
338302 Botnet DNS

338303 Botnet DNS

338304 Botnet Download successful
338305 Botnet Download failed
338306 Botnet Authentication failed
338307 Botnet Decrypt failed
338308 Botnet Client

338309 Botnet Client

338310 Botnet dyn filter failed

HUOW A28 27 o]HE DY o]HE o]

=

=

o|{lE ID o[l E o] &

101001 Failover Cable OK

101002 Failover Cable BAD

101003 Failover Cable not connected
101004 Failover Cable not connected
101005 Failover Cable reading error
102001 Failover Power failure
103001 No response from failover mate
103002 Failover mate interface OK
103003 Failover mate interface BAD
103004 Failover mate reports failure
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103005 Failover mate reports self failure
103006 Failover version incompatible
103007 Failover version difference
104001 Failover role switch

104002 Failover role switch

104003 Failover unit failed

104004 Failover unit OK

106100 Permit/Denied by ACL
210001 Stateful Failover error
210002 Stateful Failover error
210003 Stateful Failover error
210005 Stateful Failover error
210006 Stateful Failover error
210007 Stateful Failover error
210008 Stateful Failover error
210010 Stateful Failover error
210020 Stateful Failover error
210021 Stateful Failover error
210022 Stateful Failover error
311001 Stateful Failover update
311002 Stateful Failover update
311003 Stateful Failover update
311004 Stateful Failover update
418001 Denied Packet to Management
709001 Failover replication error
709002 Failover replication error
709003 Failover replication start
709004 Failover replication complete
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709005 Failover receive replication start
709006 Failover receive replication complete
709007 Failover replication failure

710003 Denied access to Device
ek AR A AE 20 o]HE ID R o HIE o] &

o|HE ID oMl E o] &

106001 Denied by Security Policy

106002 Outbound Deny

106006 Denied by Security Policy

106007 Denied Inbound UDP

106008 Denied by Security Policy

106010 Denied by Security Policy

106011 Denied Inbound

106012 Denied due to Bad IP option

106013 Dropped Ping to PAT IP

106014 Denied Inbound ICMP

106015 Denied by Security Policy

106016 Denied IP Spoof

106017 Denied due to Land Attack

106018 Denied outbound ICMP

106020 Denied IP Packet

106021 Denied TCP

106022 Denied Spoof packet

106023 Denied IP Packet

106025 Dropped Packet failed to Detect context
106026 Dropped Packet failed to Detect context
106027 Dropped Packet failed to Detect context
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106100 Permit/Denied by ACL
418001 Denied Packet to Management
710003 Denied access to Device
Wl Egly A 2®] 277 oWl E D Y oJHIE o] &

o]l E ID oWl E o] &

108001 Inspect SMTP

108002 Inspect SMTP

108003 Inspect ESMTP Dropped
108004 Inspect ESMTP

108005 Inspect ESMTP

108006 Inspect ESMTP Violation
108007 Inspect ESMTP

110002 No Router found

110003 Failed to Find Next hop
209003 Fragment Limit Reach
209004 Fragment invalid Length
209005 Fragment IP discard
302003 H245 Connection Start
302004 H323 Connection start
302009 Restart TCP

302010 Connection USAGE
302012 H225 CALL SIGNAL CONN
302013 Built TCP

302014 Teardown TCP

302015 Built UDP

302016 Teardown UDP

302017 Built GRE
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302018 Teardown GRE

302019 H323 Failed

302020 Built ICMP

302021 Teardown ICMP

302022 Built TCP Stub

302023 Teardown TCP Stub
302024 Built UDP Stub

302025 Teardown UDP Stub
302026 Built ICMP Stub
302027 Teardown ICMP Stub
302033 Connection H323
302034 H323 Connection Failed
302035 Built SCTP

302036 Teardown SCTP
303002 FTP file download/upload
303003 Inspect FTP Dropped
303004 Inspect FTP Dropped
303005 Inspect FTP reset
313001 ICMP Denied

313004 ICMP Drop

313005 ICMP Error Msg Drop
313008 ICMP ipv6 Denied
324000 GTP Pkt Drop

324001 GTP Pkt Error

324002 Memory Error

324003 GTP Pkt Drop

324004 GTP Version A| ¥4 3}7] &<
324005 GTP Tunnel Failed
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324006 GTP Tunnel Failed

324007 GTP Tunnel Failed

337001 Phone Proxy SRTP Failed

337002 Phone Proxy SRTP Failed

337003 Phone Proxy SRTP Auth Fail

337004 Phone Proxy SRTP Auth Fail

337005 Phone Proxy SRTP no Media Session
337006 Phone Proxy TFTP Unable to Create File
337007 Phone Proxy TFTP Unable to Find File
337008 Phone Proxy Call Failed

337009 Phone Proxy Unable to Create Phone Entry
400000 IPS IP options-Bad Option List

400001 IPS IP options-Record Packet Route
400002 IPS IP options-Timestamp

400003 IPS IP options-Security

400004 IPS IP options-Loose Source Route
400005 IPS IP options-SATNET ID

400006 IPS IP options-Strict Source Route
400007 IPS IP Fragment Attack

400008 IPS IP Impossible Packet

400009 IPS IP Fragments Overlap

400010 IPS ICMP Echo Reply

400011 IPS ICMP Host Unreachable

400012 IPS ICMP Source Quench

400013 IPS ICMP Redirect

400014 IPS ICMP Echo Request

400015 IPS ICMP Time Exceeded for a Datagram
400017 IPS ICMP Timestamp Request
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400018 IPS ICMP Timestamp Reply
400019 ICMP Information Request
400020 IPS ICMP Information Reply
400021 ICMP Address Mask Request
400022 ICMP Address Mask Request
400023 IPS Fragmented ICMP Traffic
400024 IPS Large ICMP Traffic

400025 IPS Ping of Death Attack

400026 IPS TCP NULL flags

400027 IPS TCP SYN+FIN flags

400028 IPS TCP FIN only flags

400029 IPS FTP Improper Address Specified
400030 IPS FTP Improper Port Specified
400031 IPS UDP Bomb attack

400032 IPS UDP Snork attack

400033 IPS UDP Chargen DoS attack
400034 IPS DNS HINFO Request

400035 IPS DNS Zone Transfer

400036 IPS DNS Zone Transfer from High Port
400037 IPS DNS Request for All Records
400038 IPS RPC Port Registration

400039 IPS RPC Port Unregistration
400040 IPS RPC Dump

400041 IPS Proxied RPC Request

400042 IPS YP server Portmap Request
400043 IPS YP bind Portmap Request
400044 IPS YP password Portmap Request
400045 IPS YP update Portmap Request
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400046 IPS YP transfer Portmap Request
400047 IPS Mount Portmap Request
400048 IPS Remote execution Portmap Request
400049 IPS Remote execution Attempt
400050 IPS Statd Buffer Overflow
406001 Inspect FTP Dropped

406002 Inspect FTP Dropped

407001 Host Limit Reach

407002 Embryonic limit Reached
407003 Established limit Reached
415001 Inspect Http Header Field Count
415002 Inspect Http Header Field Length
415003 Inspect Http body Length
415004 Inspect Http content-type

415005 Inspect Http URL length

415006 Inspect Http URL Match

415007 Inspect Http Body Match

415008 Inspect Http Header match
415009 Inspect Http Method match
415010 Inspect transfer encode match
415011 Inspect Http Protocol Violation
415012 Inspect Http Content-type
415013 Inspect Http Malformed

415014 Inspect Http Mime-Type

415015 Inspect Http Transfer-encoding
415016 Inspect Http Unanswered
415017 Inspect Http Argument match
415018 Inspect Http Header length
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415019 Inspect Http status Matched
415020 Inspect Http non-ASCII
416001 Inspect SNMP dropped
419001 Dropped packet

419002 Duplicate TCP SYN
419003 Packet modified

424001 Denied IP Packet

424002 Dropped Packet

431001 Dropped RTP

431002. Dropped RTCP

500001 Inspect ActiveX

500002 Inspect Java

500003 Inspect TCP Header
500004 Inspect TCP Header
500005 Inspect Connection Terminated
508001 Inspect DCERPC Dropped
508002 Inspect DCERPC Dropped
509001 Prevented No Forward Cmd
607001 Inspect SIP

607002 Inspect SIP

607003 Inspect SIP

608001 Inspect Skinny

608002 Inspect Skinny dropped
608003 Inspect Skinny dropped
608004 Inspect Skinny dropped
608005 Inspect Skinny dropped
609001 Built Local-Host

609002 Teardown Local Host
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703001 H225 Unsupported Version
703002 H225 Connection
726001 Inspect Instant Message
ID 7] ¥ Wb Al ~8] 27 o] | E |D E o] HE o] &

o]l E ID oWl E o] &

746001 Import started

746002 Import complete
746003 Import failed

746004 Exceed user group limit
746005 AD Agent down
746006 AD Agent out of sync
746007 Netbios response failed
746008 Netbios started

746009 Netbios stopped
746010 Import user failed
746011 Exceed user limit
746012 User IP add

746013 User IP delete

746014 FQDN Obsolete
746015 FQDN resolved
746016 DNS lookup failed
746017 Import user issued
746018 Import user done
746019 Update AD Agent failed
IPSec Al <&l 21 o]l E |D % =

o] 4l E ID oI E o] &

402114 Invalid SPI received
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402115 Unexpected protocol received
402116 Packet doesn't match identity
402117 Non-IPSEC packet received
402118 Invalid fragment offset

402119 Anti-Replay check failure

402120 Authentication failure

402121 Packet dropped

426101 cLACP Port Bundle

426102 cLACP Port Standby

426103 cLACP Port Moved To Bundle From Standby
426104 cLACP Port Unbundled

602103 Path MTU updated

602104 Path MTU exceeded

602303 New SA created

602304 SA deleted

702305 SA expiration - Sequence rollover
702307 SA expiration - Data rollover

NAT A 2~8l 27 o|H E |ID ¥ o|HIE o] &

o|4l E ID oJHIE o] &

201002 Max connection Exceeded for host
201003 Embryonic limit exceed

201004 UDP connection limit exceed

201005 FTP connection failed

201006 RCMD connection failed

201008 New connection Disallowed

201009 Connection Limit exceed

201010 Embryonic Connection limit exceeded
201011 Connection Limit exceeded

201012 Per-client embryonic connection limit exceeded
201013 Per-client connection limit exceeded
202001 Global NAT exhausted
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202005 Embryonic connection error
202011 Connection Limit exceeded
305005 No NAT group found

305006 Translation failed

305007 Connection dropped

305008 NAT allocation issue

305009 NAT Created

305010 NAT teardown

305011 PAT created

305012 PAT teardown

305013 Connection denied
SSL VPN A|2=¥l] 221 oJHIE |D % o] E o] &

oJHIE ID oJHIE o] &

716001 WebVPN Session Started
716002 WebVPN Session Terminated
716003 WebVPN User URL access
716004 WebVPN User URL access denied
716005 WebVPN ACL error

716006 WebVPN User Disabled
716007 WebVPN Unable to Create
716008 WebVPN Debug

716009 WebVPN ACL error

716010 WebVPN User access network
716011 WebVPN User access
716012 WebVPN User Directory access
716013 WebVPN User file access
716014 WebVPN User file access
716015 WebVPN User file access
716016 WebVPN User file access
716017 WebVPN User file access
716018 WebVPN User file access
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716019 WebVPN User file access
716020 WebVPN User file access
716021 WebVPN user access file denied
716022 WebVPN Unable to connect proxy
716023 WebVPN session limit reached
716024 WebVPN User access error
716025 WebVPN User access error
716026 WebVPN User access error
716027 WebVPN User access error
716028 WebVPN User access error
716029 WebVPN User access error
716030 WebVPN User access error
716031 WebVPN User access error
716032 WebVPN User access error
716033 WebVPN User access error
716034 WebVPN User access error
716035 WebVPN User access error
716036 WebVPN User login successful
716037 WebVPN User login failed
716038 WebVPN User Authentication Successful
716039 WebVPN User Authentication Rejected
716040 WebVPN User logging denied
716041 WebVPN ACL hit count
716042 WebVPN ACL hit

716043 WebVPN Port forwarding
716044 WebVPN Bad Parameter
716045 WebVPN Invalid Parameter
716046 WebVPN connection terminated
716047 WebVPN ACL usage

716048 WebVPN memory issue

716049 WebVPN Empty SVC ACL
716050 WebVPN ACL error
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716051 WebVPN ACL error

716052 WebVPN Session Terminated
716053 WebVPN SSO Server added

716054 WebVPN SSO Server deleted
716055 WebVPN Authentication Successful
716056 WebVPN Authentication Failed
716057 WebVPN Session terminated

716058 WebVPN Session lost

716059 WebVPN Session resumed

716060 WebVPN Session Terminated
722001 WebVPN SVC Connect request error
722002 WebVPN SVC Connect request error
722003 WebVPN SVC Connect request error
722004 WebVPN SVC Connect request error
722005 WebVPN SVC Connect update issue
722006 WebVPN SVC Invalid address
722007 WebVPN SVC Message

722008 WebVPN SVC Message

722009 WebVPN SVC Message

722010 WebVPN SVC Message

722011 WebVPN SVC Message

722012 WebVPN SVC Message

722013 WebVPN SVC Message

722014 WebVPN SVC Message

722015 WebVPN SVC invalid frame

722016 WebVPN SVC invalid frame

722017 WebVPN SVC invalid frame

722018 WebVPN SVC invalid frame

722019 WebVPN SVC Not Enough Data
722020 WebVPN SVC no address

722021 WebVPN Memory issue

722022 WebVPN SVC connection established
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722023 WebVPN SVC connection terminated
722024 WebVPN Compression Enabled
722025 WebVPN Compression Disabled
722026 WebVPN Compression reset
722027 WebVPN Decompression reset
722028 WebVPN Connection Closed
722029 WebVPN SVC Session terminated
722030 WebVPN SVC Session terminated
722031 WebVPN SVC Session terminated
722032 WebVPN SVC connection Replacement
722033 WebVPN SVC Connection established
722034 WebVPN SVC New connection
722035 WebVPN Received Large packet
722036 WebVPN transmitting Large packet
722037. WebVPN SVC connection closed
722038 WebVPN SVC session terminated
722039 WebVPN SVC invalid ACL
722040 WebVPN SVC invalid ACL
722041 WebVPN SVC IPv6 not available
722042 WebVPN invalid protocol

722043 WebVPN DTLS disabled

722044 WebVPN unable to request address
722045 WebVPN Connection terminated
722046 WebVPN Session terminated
722047 WebVPN Tunnel terminated
722048 WebVPN Tunnel terminated
722049 WebVPN Session terminated
722050 WebVPN Session terminated
722051 WebVPN address assigned

722053 WebVPN Unknown client

723001 WebVPN Citrix connection Up
723002 WebVPN Citrix connection Down
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723003 WebVPN Citrix no memory issue
723004 WebVPN Citrix bad flow control
723005 WebVPN Citrix no channel
723006 WebVPN Citrix SOCKS error
723007 WebVPN Citrix connection list broken
723008 WebVPN Citrix invalid SOCKS
723009 WebVPN Citrix invalid connection
723010 WebVPN Citrix invalid connection
723011 WebVPN citrix Bad SOCKS
723012 WebVPN Citrix Bad SOCKS
723013 WebVPN Citrix invalid connection
723014 WebVPN Citrix connected to Server
724001 WebVPN Session not allowed
724002 WebVPN Session terminated
724003 WebVPN CSD

724004 WebVPN CSD

725001 SSL handshake Started

725002 SSL Handshake completed

725003 SSL Client session resume

725004 SSL Client request Authentication
725005 SSL Server request authentication
725006 SSL Handshake failed

725007 SSL Session terminated

725008 SSL Client Cipher

725009 SSL Server Cipher

725010 SSL Cipher

725011 SSL Device choose Cipher
725012 SSL Device choose Cipher

725013 SSL Server choose cipher

725014. SSL LIB error

725015 SSL client certificate failed
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Initistor Responder
o Date Time Event Type Sensor I " Part Protocol  Action Palicy
Aug 20, 2019 10:44:74 AM Malware 192.168.20.53 B0 tep Cloud Lookup Timeout BlockOcel JFUpload_| Othar:
Application HTTR FileSize =3 SensoriD 192.168.20.53
ClientApplication Wab browser FilaType EICAR SHA_Disposition Unavailable
e EventSecond 1566312254 FirstPacketSecond Aug 20, 2019 10:44:08 AM Soerh deteclion not
EventType MahwareEvent parformed on file
FileAction Cloud Lookug Timeout InttistorP Threathame Uniknown
FilaDirection Download InitiatorPort 65386 timestamp Aug 20, 2019 10:44:14 AM
FlloName Sloa o o LastPacketSecond Aug 20, 2019 10:44:14 AM
FilePolicy BlockOfficeDocumentsPDFL e [y
pload _BlockMalwareCthers Protocal tep UserName No Authenrtication Required
FileSHAZ56 275a021bbibE4B9054d471 ResponderiP
B9917dbId1663c695ecie ResponderPort 80
2a2c4538a8bIE511d0f
DateiTime Device Type Event Type Sensor 0 Initiator P Responder IP Port Protocol Action Policy =
Jun 12,2020, T:2T:02 AM  ASA 202013 admin 192.168.25.4 192.168.0.68 443 TCR Built
Action Built EventType 302013 Pratocol TCP
beansefontty 1160028 ResponderiP 192.168.0.68
DeviceType ASA InitiatorlP 192.166.25.4 ResponderPart el
Direction inbound InitiatorPort 36540 SensorlD achnk
Egressinterface identity MappedinitiatorlP 192.1668.25.4 Severity Infarmational
EventGroup session MappedinitiatorPort 36540 G SyslogTimestamp 2020-06-12 11:15:26 +
EventGroupDefinition User Sesslon MappedResponderlP 192.168.0.68 0000 UTC
EventName Built TCP MappedResponderPort 443 timestamp Jun 12, 2020, 7:27:02 A
M
Message ASA-6-302013: Built inbound TCP connection 1169028 for management:192.166.25.4/36540 (192.168.25.4/36540) to identity: 192.166.0.68/443 (192.168.0.68/443)
Date/Time Davice Typs Event Type Sensor ID Indtiator 1P Responder 1P Port Protocel Action Palicy =
Jun 12, 2020, T:2T3AM ASA 5 192.168.0.169 192.168.25.4 192.168.0.169 443 TCP Update
Action Update InitiatorBytes ] Protocol TCP
ConnectionlD 4B2168 InitiatoriP 192.168.25.4 ResponderBytes 3581
DeviceType ASA InitiatorPackets o ResponderiP 192.168.0.168
Egressinterface 65535 InitiatorPort 38068 ResponderPackets k&
EventType 5 LastPacketSecond Jun 12, 2020, 7:27:07 A ResponderPort 443
FirewallExtendedEvent 2034 M SensorlD 192.168.0.169
FirstPacketSecond Jun 12, 2020, 7:27:07 A MappedinitiatorP 192.168.25.4 Severity Informational
M MappedinitistorPort 38068 timestamp Jun 12, 2020, 7:27:13 A
ICMPCode 1] MappedResponderlP 192.168.0.169 M
ICMPType 0 MappedResponderPort 443
Ingressinterface a o NetFlowTimestamg 1591961232
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