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Command Line Interface

FTD-NLN-1 Command Line Interface v
FTDC

* M . A\ Limited Functionality
Macros

Command Line Interface for FTD only supports read-only commands such as the following:
No Macros show version show failover show dhcpd state show ip show aaa-server show logging show snmp-server show ssl show firewall

show route show vpn-sessiondb show crypto show rule show access-list show network show ntp show banner show snort3 status

O'WWM

Press Cmd+Enter to send command ~ Clear m
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Model : Cisco Secure Firewall Threat Defense for VMware (75) Version 7.7.11 (Build 141)
uuID : efal@fea-79b3-11f0-a433-ba236d909428

LSP version : lsp-rel-202560813-2052

VDB version 411

Cisco Adaptive Security Appliance Software Version 9.23(1)4
SSP Operating System Version 2.17(8.521)

Compiled on Thu 15-May-25 63:068 GMT by fpbesprd
System image file is "boot:/asa9231-4-smp-k8.bin"
Config file at boot was "startup-config"

firepower up 12 days 16 hours
Start-up time 4 secs

Hardware: NGFWv, 8192 MB RAM, CPU Xeon E5 series 2100 MHz, 1 CPU (4 cores)
Internal ATA Compact Flash, 58176MB
Slot 1: ATA Compact Flash, 50176MB
BIOS Flash Firmware Hub @ @x1, 8KB

0: Int: Internal-Data®/@ : address is 8050.568e.2dfa, irq 7
1: Ext: GigabitEthernet8/@ : address is 0850.568e.74ea, irq 9
2: Ext: GigabitEthernet®/1 : address is 8@50.568e.e6da, irq 11
3: Ext: GigabitEthernet®/2 : address is 8@50.568e.bf83, irq 10
4: Ext: GigabitEthernet8/3 : address is 0050.568e.6ca7, irq 7
5: Ext: GigabitEthernet®/4 : address is 0850.568e.3679, irq 9
6: Ext: GigabitEthernet®/5 : address is 0050.568e.a6b9, irq 11
7: Ext: GigabitEthernet®/6 : address is 8@50.568e.4df2, irq 10
8: Ext: GigabitEthernet®/7 : address is 8050.568e.3186, irq 7

9: Int: Internal-Control®/@ : address is 0000.0601.0001, irq @
10: Int: Internal-Datad/e : address is ©000.0000.0008, irq @
11: Ext: Management0/@ : address is 8050.568e.2dfa, irq @
12: Int: Internal-Data@/1 : address is 6000.0100.6001, irq @
13: Int: Internal-Datad/2 : address is 8000.0000.0000, irq @
14: Int: Internal-Control®/1 : address is 0000.6001.0001, irq @
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> object network email_server_north
host 192.168.10.2
object network email_server_south
host 192.168.20.2
object network email_server_headquarters
host 192.168.30.2
object-group network email_servers_all
network-object object email_server_north
network-object object email_server_south
network-object object email_server_headgquarters

Clear
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Command Line Interface

< FTD-NLN-1 [Command Line Interface v ]
FTDC
A Limited Functionality
History

Command Line Interface for FTD only supports read-only commands such as the following:
<:) 8/27/2025, 1:05:43 PM - show version show failover show dhcpd state show ip show aaa-server show logg
I
sty versie show banner show snort3 status

8/15/2025, 11:56:32 AM
show network

0] >

8/15/2025, 11:47:36 AM
show version

0]

8/15/2025, 11:29:29 AM
show version

0]
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< Security Devices

Bulk Command Line Interface

* Macros nter a command below: @
~ - > show version|
) AsA Configure NSEL

Configures NetFlow Secure
Event Logging (NSEL) for ASA
Devices

My List @

FTD-NLN-1

FTD2

ASA DELETE NSEL
Deletes NetFlow Secure Event

Logging (NSEL) Configuration
from an ASA device

10S Show Routes

Shows the IP routing table

FDM Show vpn-sessiondb ...
Shows information about
anyconnect vpn sessions

FDM Ping
Tests the connectivity to the
given IP from outside interface Press Cmd+Enter to send command  Clear
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W Macros Command sent on 8/28/2025, 12:26:29 PM My List @ Execution @

By Response By Device
No Macros > show version FTD-NLN-1
FTD2 1 Device >
FTD-NLN-1 —
° 1Device N

FTD2 &=
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Showing response for 1Device
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Bulk Command Line Interface

By Response By Device
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[ firepower ]
Model Cisco Secure Firewall Thre: Defense for VMware (75) Version 7.7.11 (Build 141)
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LSP version 1s e1-20250813-20852
VDB version b 411
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Command Line Interface

< FTD-NLN-1

[Command Line Interface v ]
FTDC

* % + A Limited Functionality
acros Command Line Interface for FTD only supports read-only commands such as the following:

i’ﬂ FTD int ip show version show failover show dhcpd state show ip show aaa-server show logging show snmp-server
)
J

show ssl show firewall show route show vpn-sessiondb show crypto show rule show access-list

FTD basic S u show network show ntp show banner show snort3 status

% Using Macro: intip

> show ip address [EEINLIAELLIS)

« 7150 A - History(7] %) H(@)ell A o] 7] A 8 v &
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History Command sent on 8/29/2025, 3:07: 3ECECIVEN]
8/29/2025, 3:07:37 PM > show version
@ show version show network show network

8/29/2025, 2:04:09 PM
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Create Macro X

Name* Device Type

[ intip ] FTD >

Description

[ A short description ]

Notes

Notes, instructions, warnings, etc

Command*

Macros can be parameterized by adding {{ }} tags around the parameter names. e.g. object
network {{object_name}} When using this macro you will be able to fill in the parameters.

Note: Only alphanumeric characters and underscores are allowed for parameter names

show ip address [(EEINTIREIIS)

@ interface 1

*Indicates required field

¢) Command(H®) 2o WS JEFYT vi7liFe] A5 M7l TE 235 F /12 S2804 4= {1

MR F
A2 E Aesty] dell v sS4 olsfoF .
> show running-config | grep
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d) Create(4d)s S &t
A5 8 ke 2eete] AR §e da 2o Az s AE Py
AR o] F Aol 9= ofel &

to
_,>L
ofo
L"L
£
=
Hu
fu

m
g
Ay
T

1>;
2
i)
-
paea
i)y
v
T

R S R EL T IS el

s w22 o] Aol g ul AT Qi 7% Send(H4) S Y Th ol vl Sol S ol vheh.
EE NS

. 0]-3114 Configure DNS "] F 2 ¢} 742 vl 7 4=7} v A 2 o] EL3hE 74 -9- > View Parameter (7l 7] 5= 1.7])
= 2Eqo.

W Using

acro: Configure DNS
> dns domain-lookup [EE{ILYIHE]

dns server-group DefaultDNS

name-server
a) Parameters(7ll 7 ¥ <) & ¢] Parameters(7l 7} ¥ <5) D =l w7 = ghS = Fu ok
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Parameters
IF_NAME
dns domain-lookup outside
outside dns server-group DefaultDNS
IP_ADDR name-server 208.67.220.220

208.67.220.220
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Procedure
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