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€21 Copy CDO Bootstrap Data

Gep 2 \

Read the instructions about deploying the Secure Event Connector on vSphere.
Copy the bootstrap data below and paste it when prompted for " SEC bootstrap Data" .

& The SEC bootstrap data is valid until 10/13/2021, 10:44:14 AM

UTNFXORFVk1DRVIJRDOiIZTBhZTJkNmMtMDdhYyB8Y2JKkLWEZNWQtOGYZzZDJKkMia1ZmU3IapTUBVTRE
UBVFT1RQPSISY2IZNTI4ZWZ1MzgO0TQ2N]ViIMDFKZmEyYY jUyMGUXNSIKVEVOQUSUXB5BTUU9IKNET 1

9jaXNjbyThbWFsbGlvIg==
#1 Copy SEC Bootstrap Data  «————

\_ J

Step 3

Verify the connection status of the new SEC by exiting this dialog and checking the " Last
Heartbeat" information.

Cancel (0]
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[cdo@sdc-vm ~]$ sudo su sdc
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Please copy the bootstrap data from Setup Secure Event Connector page of Security Cloud Control:
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Deploy an On-Premises Secure Event Connector b4

‘ €) SEC will be deployed on a new VM

Step 1

Download the CDO Connector VM bind follow the documentation to deploy the CDO VM on
vSphere. You will be prompted for *CDO Bootstrap Data” . Copy the data below and paste it into
the CDO Bootstrap Data input field in vSphere.

GO0 Boorstrap Data

QBRFXTRPSAYOPSJ LeUpoYkdjal9pEliVekkaTmLdcBluljVOBKZEWtWWFZDS | kuZ K1Kc2FXNXJaV 1
JyWlctaGlulnpdanBiNENIaNRTVNL. amepTUNJcALUT JFZ0KS0Y2 1 Sd2RHDHT Lk 1 pT2xzaViUk VM

W6 zip O BE A& FE YT the3) o] BAFH UL
* Security Cloud Control-SDC-VM-dddS0fa.ovf

* Security Cloud Control-SDC-VM-ddd50fa.mf
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Deploy an On-Premises Secure Event Connector b ¢

0 SEC will be deployed on a new VM

Step 1

Download the CDO Connector VM and follow the documentation to deploy the CDO VM on
vSphere. You will be prompted for " CDO Bootstrap Data" . Copy the data below and paste it into
the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjaU9pS1NVekkxTmlJcO1luUjVjQek2SWtwWFZDSjkuZX1KM1pYSW1PaU
13SW13aWMyTnZjR1VpT2xzaWRISjFjM1FpTENKeVpXRmtJaXdpZDNKcGRHVW1MQBpoTTJVMVkyVTBa
aTAzTWpGa@xUUmhaVFV@T1dNd@5DMH10VGRpT1R0aE1qZzFPR1VpWFN3aV1XMX1Jam9pYzJGdGJDSX
NJbkp2YkdWek1qcGJJbEpQVEVWZ1UxV1FSVkpmUVVSTINVNG1YU3dpYVhOek1lgb21hWFJrSW13aVky
eDFjM1JsY2tsa@lgb21NUB1zSW1saBlgb21abVF3TBdReVpHVXRNM1ZpT1MwMFpEYZRMVBkwW1dNdF
pUWXhOVBUyWmp jNFkyUmlJaXdpYzNWaWFtVmpkR1I1Y0dVaU9pSjFjM1Z5SW13aWFuUnBJam9pTURB
VacmIBYVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3c1Q0p1Sn1JMnFZbGpNUzBXeVg3Nm9KeTQ2
ZX1MT@9qcjRicENBUNhYaEVNMUFzV19gQW1PNXM3TmB2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaWW
1rdDNsYnRRbDNrTHMxeWduaXdVU1RuWkQxM@c5T2FJWExCQB93T3NESGdNeH16UU13ZWJVNUAGT2RS
NFN6c2ZBb1VXRDNwZ2V2VegzUzBNT2ciCkNET19ETB1BSU49InNOYWdpbmcuZGV2LmxvY2toYXJBLm
1vIgpDRE9fVEVOQUSUPSJDRESTY21zY28tYW1hbGxpbyIKQBRPXBJPT1RTVFJBUF9VUkw9ImhedHBz
0i8vc3RhZ21uZy5kZXYubG9ja2hhcnQuaW8vc2RjL2Jvb3RzdHJhcCIDREITY21zY28tYW1hbGxpby
IKTO5MWVIFVkVOVELORzOidHJ1ZSIK

€] Copy CDO Bootstrap Data  «f—
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t}.

@A 27 o] A S Hulol ESAAFU =M A A 7F AT E A nS FE P

7] 28 Security Cloud Control2] Deploy an On-Premises Secure Event Connector (<32 7] 2~ Kot o]l E AUYE +5)
s} A AR Eo}7F OK (B2 E 28 Yt Secure Connector (.9 # 9 ) 7] ©] 2] o] A] Secure Event Connector( .
ot o]l E A E])7} =24 Onboarding(-=> 1. %) A El & FA 5 Ut}

chgell e 2l

Security Cloud Control # 9/ E] VMol Bt o] I E AU A ], 10 7 o] A & F ).

Secure Firewall ASA oW1 = 2 U e [



Secure Firewall ASA o[ 1 E 2 U ey |

B security Cloud Control 71 91E) VMo 122t o]l = A g 415

Security Cloud Control 7] 9] E] VMol] H.¢t o]l E 7 9§ A %]

A1
A 2
A3
7 4

475

o) 6
9A 7
o7 8

A9

710

REEMEL

Security Cloud Control VM ©] 1| X & A}-&-3}o] H QL oWl E AUWE E 2| ¥ 3}7] ¢3¢ Security Cloud
Control A4 E A %], 6 d o] 2] o] A ¥ o] 2 Security Cloud Control A 9 ¥ VM= A %] 3l of 3t o},

L ZAA

Security Cloud Controlol] 21213t}
Securlty Cloud Control Z 3% |47l A, Products(#] 3% ) > Firewall (%3} )2 =234t
2 Zol| Al Administration(3+2]) > Secure Connectors(5.¢F 71 Y E]) S A & gh o},

—‘?4 o A 2 1.1 Security Cloud Control # ¥ E] & A B3t} Secure Connector(}:.9F 7 W E) B o] B0 A = o] &
ROl ol E AYE (Rt o]l E AYE)E}al &} o 3] "Onboading(=> 1. )" /€l & oF g+ th.

Q2% 9] 214 Aol A Deploy an On-Premises Secure Event Connector (<X 2| 7| 2~ K.k t]nlo] 2 AU E %)
£ 293U
phAL 2ek A ol A W A5 FEEke] SEC HEXET) Hlol B & HAR T

Security Cloud Control A 9 E{ o]l th gt SSH 14 S A A 8}l cao AFHEALZ 2103 T}
2218 ol = sde AHE AR AU 45 E = WA A 7F 3 A ¥ ¥ "Security Cloud Control" AF-8-2}2] 9F
S5 983 YY g2 ol # sk o] o gyt

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

X EIXEo| X secsh DA 2AHEES AP}

[sdc@sdc-vm ~]$ /usr/local/cdo/toolkit/sec.sh setup

EZEZE Zof 4Ao M FAE FEAER dlo]H E 2ol ¥l Enter 7] FEU

Please copy the bootstrap data from Setup Secure Event Connector page of CDO:

KJHYFuYTFuIGhiJK1KnJHvHfgxTewrtwE
RtyFUiyIOHKNkJbKhvhgyRStwterTyufGUihoJpojP9UO0iUY8VHHGFXREWRtygfhVjhkOuihIuyftyXtfcghvjbkhB=

SEC7} & H Y ¥ sec.shi= SECY A HZ &= 2T HES A} B Ae) &Qlo] nmAne] 73-9- 4
B 3018 ol E 70 MZ o|HEE A& AZ o|Hl EE o]l E & 719 "sec-health-check"2} &= A H O
= FAEY

SEC UDP sysleg server
SEC TCP sysleg server

SEC send sample event

S5l A BA Y SEC 2 HFoll A3 k= WA A7} FA EE SEC 21 Aol 4] sl A= o] F AL
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theoll 3 e 24
ASA t]u}o] 2~of tff §F SaaS(Secure Logging Analytics) T-&, 40 ¥ 0] %] & & Eo}zt o},
v G

* Secure Device Connector 1= Al 3l 2

* Secure Event Connector - Al| 3| 2

* SEC =1 Aof] TA4 |4

Ubuntu 7} ™Al Bk ol E AYY -5

A2}7] Aol

Secure Device Connector & Secure Event Connector<- ¢ - VM -0l 4™ ¥ o] 2 Ubuntu VM| Secure
Device Connector<- 24 %] 3] oF $hu] T},

ZEAA

A1 Security Cloud Control®l] 21913t}
7] 2 Security Cloud Control 2 2135 w570l A, Products(#]3%) > Firewall ("3} 8)& &8 gt}
A 3 Y2 el 4] Administration(+2]) > Secure Connector s(1.¢F # ¥ E]).

w7 4 o}o] 25 ¥ 3}al Secure Event Connector (H.¢F o]l E AWEH)S Z gt}
A5 o] 2d- Ao A SEC FEAE# fo] B Z W 2] HALg )
@A 6 the HE S A

[sdc@vm] : ~$sudo su sdc

sdc@vm: /home/user$ ed /usr/local/cdo/toolkit

H A %] 7} FA ] H HALSE SEC FEAE# HoH S gyt

sdc@vm:~/toolkit$ ./sec.sh setup
Please input the bootstrap data from Setup Secure Event Connector page of CDO:
Successfully on-boarded SEC
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Security Cloud Control 71 ¥} B] VM2 SECE “d #] 8t 7F 21 1 Y t}. Security Cloud Control 7] 4} E]
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« Cisco Security and Analytics Logging, L ogging and Troubleshooting(27] % A 3 4) gfo] A~
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A3t 7% Security Cloud Control°ﬂ 2 1913}9] Security Analytics and Logging(2.QF 4] 9 &
) A7ES A 7] A g0 A Events & Logs(©| W E 2 & 1) > Events(©] HI E) >

Event Logging(°1 1 E 27)& *d@ioh Request Trial (3 7} £ 3) S 3t}

Security Cloud Control+= 92 3 ?15-4] &<l o] & 2 3} Security Cloud Control 37| ¥l E] 2} 21|

Yl He] /2Rl = ZEA S A d8HA] EFU T

« Security Cloud Control 7/ Y1 E]i= TCP X E 443°]| 4] Q1Ef ol tf st 4| o} 2-u}-= M2~ A

Sk 74 oF Yt}
* Secure Device ConnectorE AF-8-3} ] Security Cloud Control Firewall Management®] 172 & 7 E3}

o] Security Cloud Control# 9 el o] g+ A d 3t Y EL T AM 25 S2lg),
vCenter § E2F0]AE &= ESXi ¢ EetolAE 9} 54| A A ¥ VMware ESXi &~ E

%

vSphere H| 2~ 755 Seto] A EE AHE-3F A X = A ¥ A 54T

o
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« ESXi 5.1 &}o] 5 ujo] A,

Ubuntu 22.04 2 Ubuntu 24.04.
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« A 2] L2 M2 T XA EHE root 2 Security Cloud Control AF-8-212] H|HH &
« 2ol A AR-&-31= DNS A 1 9] 1P 54
* Security Cloud Control A E =47} = HEH A Alo]EL o] IP T4
A7k 21 o] FQDN H4= 1P 524,
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Secure Firewall ASA o[ 1 E 2 U ey |
. VM o] 1] x| & A}-&-3}o] SECE #] 913} %= = Security Cloud Control 7] 4] €] A %]

L EAA

@A1 Security Cloud Controlol] =113+ T},
©A12  Security Cloud Control = 2% w570l A, Products(# %) > Firewall (-3} #) & &2 gt}
SGA3 AZ ol A Administration(32]) > Secure Connector (12.9F # 9 H).

7 4 . o}o] 25 &3 3}al Secure Event Connector (1.QF o]l E A Y H)E &8 3T},

GAs AT YIS } slo] "Deploy an On-Premises H.QF o] 1 E AU E (L2 ¢ W] 2= Bt o]l E AU E] -55)" 9]
2EH )4 SEC FE =g lo]E & %A o,

A6 A7 &R W Security Cloud Control A E 2] IP =4, A B Yl np~ T 2 Alo] Ego] & X A 3t= 52 7] 4
EY7S LA )

A7 DNS(Domain Name Server) A ¥ & 4 &4t}

@718 NTP(Network Time Protocol) A1 ¥ & -4 3H4 t}.

A9 Security Cloud Control 1 9] 9] CLI®H] &4 4% 2H8-S 913l SSH A HE A Ay

@A 10 AWSCLI package(AWS CLI 3| 7] A]) (https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html) &
A A,

al

——user & TLE ARESHA] PR A L.

i

@Al 11 Docker CE packages(Docker CE =} 7] A]) (https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce) &
ARyt

"A G 2E g M P S ALEF T

7112 Docker A H| =5 A Zbetal B8 A] Al 2HE] == &4 sk o)
[root@sdc-vm ~]# systemctl start docker
[root@sdc-vm ~]# systemctl enable docker
Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.
A 13 5 AF-8-AK(Security Cloud Control % sdc)E A4 3FY t}. Security Cloud Control AF-8-2F= 32| 7] 5= A &35} 7]
A&l 2218 AR Ao (FE AR AE A ARS8 7T §l), SDC AF-&-AF+= Security Cloud Control 71 4]
H] Docker 71| o] J & 4 &) 3}+= AF-& AP H Tt}
[root@sdc-vm ~]# useraddSecurity Cloud Control
[root@sdc-vm ~]# useradd sdc —-d /usr/local/Security Cloud Control

@Al 14 crontaba AFESHEE SDC AFEAE A3 Y o)

[root@sdc-vm ~]# touch /etc/cron.allow
[root@sdc-vm ~]# echo "sdec" >> /etc/cron.allow

Al 15 Security Cloud Control AF-8-2}2] B & & A A Fhu o},

[root@sdc-vm ~]# passwd Security Cloud Control
Changing password for user Security Cloud Control.

| Secure Firewall ASA o ¥l E 2113


https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html
https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce

| Secure Firewall ASA o] ¥l & 21 e
VM ©] 1| 2] & Al-§-3}o] SECE A 913} == Security Cloud Control #] 9 E] A1 4] .

New password: <type password>
Retype new password: <type password>
passwd: all authentication tokens updated successfully.

WA 16 Security Cloud Control AF-8-AFE "wheel" ZL55 )| 7138} &2 (sudo) 3+ F-o 3}

[root@sdc-vm ~]# usermod -aG wheelSecurity Cloud Control
[root@sdc-vm ~]#

7117 Docker7} A 4| =] /‘}*O“X} J'E*O] A= Y} CentOS/Docker H o] whe} "docker" B=+= "dockerroot" 2} il -5
T AF YT fete/group L S EQlslo] of W 17 o] A EH A =A] &2l T} sde AFEALE o] 1ol F7HE

g},

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#
[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

1:/_]'74] 18 /etc/docker/daemon.json I’—]'OE]O] =4S ﬁ]’%% A A sl'ﬂ Ol’lj/H m%% %} E—i‘%h% o}, A A =™ docker H]%T% ‘—4'
A ARG,
i
"group" 7] ol Y g 1 ©] 5] Jetc/group It U oA e T1E I AR Bh=A] FIFH T

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{

"live-restore": true,

"group": "docker"

}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

19 A A vSphere =& A A S ALE-3= 7§ SSHE A 313} aL Security Cloud Control AF-8-#F2 271015t} 2
218k Fof| = sdc AFE A2 AT UL 45 &5 WAIA 7} F A=A Security Cloud Control AF-&#F2] ¢ i%
dHE I
[Security Cloud Control@sdc-vm ~]$ sudo su sdc

[sudo] password for Security Cloud Control: <type password for Security Cloud Control user >
[sdc@sdc-vm ~]$

@A 20 ] FE 2] E Jusr/local/Security Cloud Control 2 ¥ 7 &1t}

WA 21 bootstrapdatah= Al 1S A FHT E vhAL 1R A ) RESER dlo]E & o] sl el 9
< Save(A 7 &Y T vi £ nanoE AFE-ste] 39S AT 4 &Yt

T 22 F-EAE 4)o] B base64dE Q1T Y FH U}, o] 2 t] 79 3} 37 extractedbootstrapdatagh = v 2 v B o),

[sdc@sdc-vm ~]$ base64 -d /usr/local/Security Cloud Control/bootstrapdata > /usr/local/Security Cloud
Control/extractedbootstrapdata
[sdc@sdc-vm ~1$

cat W& Aasto] U Hl vlo] e 2 Slguich Wa % o=y w vlol = tha} go] EAH YL,

[sdc@sdc-vm ~]$ cat /usr/local/Security Cloud Control/extractedbootstrapdata
Security Cloud Control TOKEN="<token string>"

Security Cloud Control DOMAIN="www.defenseorchestrator.com"

Security Cloud Control TENANT="<tenant-name>"

<Security Cloud Control URL>/sdc/bootstrap/Security Cloud

Secure Firewall ASA ¢ ¥ E U E] &




| IEE

o7 23

o) 24

7] 25

3

5 VMe<l 41 %] %] SDC 2 Security Cloud Control # 9 &0l T 3+ F=7} 14

Secure Firewall ASA o[ 1 E 2 U ey |

Control acm="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"
ONLY EVENTING="true"

O BH S At tadd FEZEH oo AHE g WaR R TH

[sdc@sdc-vm ~]$ sed -e 's/"/export /g' extractedbootstrapdata > secenv && source secenv
[sdc@sdc-vm ~]1$

Security Cloud Controlol| 4] FEXE ] HES th2 =3t}

[sdc@sdc-vm ~]$ curl -H "Authorization: Bearer $Security Cloud Control TOKEN" "$Security Cloud
Control BOOTSTRAP URL" -o S$Security Cloud Control TENANT.tar.gz

100 10314 100 10314 0 0 10656 0 —--:——:—= ——:——:——= ——:——-:—- 10654
[sdc@sdc-vm ~]$ 1s -1 /usr/local/Security Cloud Control/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/Security Cloud Control/Security Cloud

Control <tenant name>

Security Cloud Control ] 9 E] tarballS- 5% 3} 3L bootstrap_sec_only.sh 3} -& 4 @ 3}o Security Cloud Control 7]
YE] 574 & 47 g o}
[sdc@sdc-vm ~]$ tar xzvf /usr/local/Security Cloud Control/tenant-name-SDC
<snipped — extracted files>
[sdc@sdc-vm ~]$
[sdc@sdc-vm ~]$ /usr/local/Security Cloud Control/bootstrap/bootstrap _sec_only.sh
[2018-07-23 13:54:02] environment properly configured
download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar
toolkit.sh
common. sh
es_toolkit.sh
sec.sh
healthcheck.sh
troubleshoot.sh
no crontab for sdc
-bash-4.2$ crontab -1
*/5 * * * * /usr/local/Security Cloud Control/toolkit/es toolkit.sh upgradeEventing 2>&l1 >>
/usr/local/Security Cloud Control/toolkit/toolkit.log
0 2 * * * sleep 30 && /usr/local/Security Cloud Control/toolkit/es toolkit.sh es maintenance 2>&1 >>
/usr/local/Security Cloud Control/toolkit/toolkit.log
You have new mail in /var/spool/mail/sdc

T} S| 2285t 29
A3 gk vMell A A ¥ SDC 2 Security Cloud Control 1 ¥ E{ ol gk =7} 54, 16 # o] A & Al &3
=

A8 A3 51 VMol A x] 5l SDC 2 Security Cloud Control 7] ¥ & o] o 3+ =7} -4

ZFA| CentOS 7 71 w4l ol Security Cloud Control # Y18 & A %] gt 7 -¢-, o]l E7} SECe)| =3
= 3 &t v F7F 74 A F e s oF Fu T
* CentOS 7 VMol A] ¥l3}8 A1) 2= 1] 24 8}: o] &= Ciscooll A A &-3}+= SDC VM2 +A 7} U %] 3+
e,
« firewalld A 0] =7} A S ¥ =5 &) -&sfaL st 9F 2 & F7bste] oWl E E ¥ o] SECO| =&
a5 518Uk, 17 #H| o] #]: o] = vk = o] E Ef S 5] &3t Bt Al she H <

W4,
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Security Cloud Control 71 Y} €] 7}4} ] Alof] Bl o] HE 7 vl E] A %) .

A 2a7] Aol

o= SECE A A &taL 1A 3817] Y8l ehmdfof ab= 39t A T 7 ¥A GA Ut ofA ks kA &
kb o] ] & A S W A 8Ly Mol VM o] 1] A S AL8-3}o] SECE %] € 8} == Security Cloud Control

AEE A, 12 Aol A& dEdy .
7)o AHE F71 748 WA F s gEe F Hel ojiE AVE AAE g3y

Cent0S 7 VMol A firewalld 4 7] =~ = 1] 24 3151 U}

1. SDC VM<$] CLI®| "Security Cloud Control" A}-8-A} 2 2 712131 T},

2. firewalld A/ H] =5 FA| 8 Th, o] $-of]l VM-S A F-R & o) v &g shel FeEj = A 5= g4l
gy WA %] 7} A5 Security Cloud Control AH-&-#H2] B H 5.5 ]2

[Security Cloud Control@SDC-VM ~]$ sudo systemctl stop firewalld
Security Cloud Control@SDC-VM ~]1$ sudo systemctl disable firewalld

3. Docker A H| =5 thA] Al Z3Le] Docker B & 3H=-S- 27 Wl H o ThA] AL gyt

[Security Cloud Control@SDC-VM ~]$ sudo systemctl restart docker

4_Eﬂﬂ EﬂﬂHMﬂEﬂ#ﬂqq

firewalld A W] 27} A 8 ¥ 1= 5 5] &8} aL W 3he] 9f 25 F27}8lo] o[l E E g7 o] SECO] =5l ==
5 &g
1. SDC VM<$] CLI®| "Security Cloud Control" A}-8A} 2 2 71213 T},

2. /43 TCP, UDP %= NSEL iEOM SECE FAIH = EdI S 385t 2= =7 ey 113
S F7FY ) SECO A AF8-3F= X Eof tf) 3] 4| = Cisco Security Analytics and Logging©l] A%
= tufo] 229] TCP, UDP % NSEL 2 E 27| & 234 Al Q. WA A 7} A 5] H Security Cloud
Control Ab821] R T 5 AH Utk 52 o2 Wi o ddUvt. v £E S A4
oﬂo]; &) 2= 011\1/]1;]_

[Security Cloud Control@SDC-VM ~]$ sudo firewall-cmd --zone=public --permanent
--add-port=10125/tcp
Security Cloud Control@SDC-VM ~1$ sudo firewall-cmd --zone=public --permanent
--add-port=10025/udp

[Security Cloud Control@SDC-VM ~]$ sudo firewall-cmd --zone=public --permanent
--add-port=10425/udp

3. firewalld A H] 22 ThA] Al ZSHo] A 24 wrald #2184 2 o L 2 o2 A3}
[Security Cloud Control@SDC-VM ~]$ sudo systemctl restart firewalld

4. Hol ol E AWE A= A&}

Security Cloud Control 71 Y E] 714 ] Alof] B¢l o]l E AW E A ]

A #k3k7] Aol

o] ©4]+= SEC(Secure Event Connector)= A | 3}l 4317 &) a8 of al= 394 5 Al HA
A G U oA FaekA] F2 B9 o] AAE AlEs] Ao v A9 s sy
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* VM o] 1| 2] & A}-&-3} o] SECE A Y3} =5 Security Cloud Control 71 9 E A1 %], 12 #| o] A],

« 245 vMel A X H SDC ¥ Security Cloud Control A 9 Ej ol )3k =7} 41, 16 #H o] A,
SZEAA

@AI1  Security Cloud Control®l] 21913t}
A 2 Securlty Cloud Control 3 3% 7ol A, Products(#] 3% ) > Firewall (%3} #)S =234t
GAI3 9Z Aol A Administration(¥+2]) > Secure Connector s(:.QF A 9 E).

SA 4 Y AP 8T ARl Q)= A AFE AFS-SFo] A %] $F Security Cloud Control A 9 E] & 41 B §1] T}, Secure Connector( 2.
<+ A E]) gl o] ol A= ©] & Secure Event Connector(}:.Qt oMl E AW E)Z A Yt}

9As 2] 24 ol Al Deploy an On-Premises Secure Event Connector (<22 | 1] 2~ H.9F t]ufo] 2~ A E %)
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Deploy an On-Premises Secure Event Connector X

dRaU9pSmhNM1UxWTJVMFppMDNNakZ r TFRSaFpUVXRPV@13TkMweU5UZG10VES50TWpnMUSHVW1MQBpq
YkdsbGJuUmZhV1FpT21KaGNHa3RZMnhwW1lc1MELUMC5tTzhe8bTZMZ1N6cjI4b1ZGZERqY jJNRzVQUE
ZmYTZQYzVsRjRITT1teVVEVZzh2Qk5FWW44c3VOZ3NTQUoBTH15NBxzVGsydEx4N@5nbSBBSTB6SMZ6
aWdQTkRiV1RsRW1tcjI5SkFVZ2NBWEhySkdzck tMREszUnJUMBhZU3JkZ21Hd1dGb3FwWUdZNk JHRU
VacmIBYVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3c1Q0p1Sn1JMnFZbGpNUzBXeVg3Nm9KeTQ2
ZX1MT@9qcjRicENBUNhYaEVNMUFzV19gQW1PNXM3Tm@2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaW
1rdDNsYnRRbDNrTHMxeWduaXdVU1RuWkQxMec5T2FJJWExCQO93T3NESGdNeH16UU13ZWJVNUAGT2RS
NFN6c2ZBb1VXRDNwZ2V2VBgzUzBNT2ciCKkNETT19ETA1BSU49InNBYWdpbmcuZGV2LmxvY2toYXJBLm
1vIgpDRE9fVEVOQU5S5UPSJDREITY21zY28tYW1hbGxpbyIKQBRPXOJPT1RTVFJBUFIVUkw9Imh@dHBzZ
0i8vec3RhZ21uZy5kZXYubG9ja2hhcnQuaW8vc2RjL2Jvb3RzdHJhcCIDREITY21zY28tYWThbGxpby
IKTO5MWVOFVkVOVEL1ORzB1dHJ1ZSIK

€4 Copy CDO Bootstrap Data

Gep 2 \

Read the instructions about deploying the Secure Event Connector on vSphere.
Copy the bootstrap data below and paste it when prompted for " SEC bootstrap Data".

& The SEC bootstrap data is valid until 10/13/2021, 10:44:14 AM

UTNFXBRFVK1DRV9JRDOiZTBhZTJKNmMtMDdhYy08Y2JKLWEZzNWQtOGYZzZDJkMia1ZmU3IapTUBY fRE
UBVFT1RQPSISY2IZNTI4ZWZ1MzgOOTQ2N]jViMDFKZmEYY jUyMGUXNSIKVEVOQUS5UXB5BTUU9IKNET1

9jaXNjby1hbWFsbGlvIg==
] Copy SEC Bootstrap Data f——

\_ J

Step 3

Verify the connection status of the new SEC by exiting this dialog and checking the " Last
Heartbeat" information.

Cancel
t}.

SSHE A}-&3}9] Secure Connectorel] 91 ’5‘]—51 Security Cloud Control AF-8-A 2 2 1213+ T},
il?_] St 5ol = sdc /\}%X]-i Azt &5 F+= #W A A 7} 3EA] 5 WA "Security Cloud Control" AF-8-2}2] ¢
TE JEFYT S o] 23 HE O o Y ‘/]‘:]'

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

ZEZIXE| X sec.sh A ATHEES A3t}
[sdc@sdc-vm ~]$ /usr/local/cdo/toolkit/sec.sh setup
EFIE Fof 4dA ol A FHAS FEAES Ho|HE Zol ¥ il Enter 715 YT

Please copy the bootstrap data from Setup Secure Event Connector page of CDO:
KJHYFuYTFuIGhiJK1KnJHvHfgxTewrtwE
RtyFUiyIOHKNkJbKhvhgyRStwterTyufGUihoJpojP9UO0iUY8VHHGFXREWRtygfhVijhkOuihIuyftyXtfcghvjbkhB=

Secure Firewall ASA oW1 = 2 U e [



Secure Firewall ASA o[ 1 E 2 U ey |
B reraform =52 418510 AWS VPCO] ek o] Wl E A E] A

SEC7} 2B Y 5™ sec.shi= SEC2] | S Felsli= A HES APt B E Ae) gelo] nxalvel 79 4t
g g2 oWl E 210 AZ o|HEE AFFUth AME oWl E = oMl E 2 19| "sec-health-check"2}= 7 ) &

SEC TCP sysleg server is:

SEC send sample even

S5 Ao @AY SEC & B el A gt WAIA 7F ZAEE Bl oMl E AYE L1nY Foll #A4 AR
=
[}

A& W A %] 7} 4] = H Deploy an ON-Premise Secure Event Connector (<23 g 1] 4 H.¢F o] Ml E 7 W E] 4-%)
o) 3} Al A Done(¢F8)S 283y tl VM o] n] x| o] SEC A A= = 35U}

thaoll 3 e A
SAL SaaS¢] T-& & A%ste ™ o] AatE Eolrh Al @ ASA tlulo] 2ol T gk SaaS(Secure Logging
Analytics) &, 40 | o] #] |

e A
* Secure Device Connector 14| &l 2
« 0QFolMIE AE BA) 2

* SEC 21 Fof] &A4 |2

Terraform 2.5 2 A}-8-3}o] AWS VPCol| B oF o]l E AU E A X

Al 2a7] ol
» o] 2+¢] 8- =3 5} ' Security Cloud Control H| ' E o A SAL-S &4 3}afjof §H ). o] 44 o] A
= SAL gte] A 27} olvkar b ok, gho] 27t gl A9 Cisco B H £ 27, 27 2
A A 2ol s g
« Al SEC7} A %] 5] o] 9li=4] 3l gt v} A SECE A A 8t ™ SDC 71 ™ Al ol SEC(Secure Event
Connector) A %], 2 #| o] 2] &] Y -§-& FZ3H4 A Q.
* SECE A %] & uj Security Cloud Control F-E~E 3 Ho]E Y SEC FEXE ] Ho]HZ %o

FAA L.
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A1

A 2
oA 3

oA 4

A 5
A 6

oA 7

) 8

oA 9
7 10

Terraform .5 < 21831 AWS VPCol mt o]l = 7 ue] 214 [

L2 AA

Terraform @ %] 2= E 2] 2] Secure Event Connector Terraform X5 2 ©]53}al A 3 ol w}e} SEC Terraform X &<
Terraform I =l F7}54 o}

Terraform Z =5 4 &3},

instance id X sec fqdn & 5> U ol oA Hastm =z Q3| of gt

A

SEC A & &l 232 ™ AWS Systems Manager Session Manager(SSM)& AH8-31o] SEC Q1 28l 2= o] A 3l of

T} SSME AF-&-3)o] Sl 'l o A4S = Wl o 3k xFA| 3F U] 82 AWS Systems Manager Session Manager A4
HAE ZZEHA A Q.

SSHE Al-&3}o] SDC ¢l 2Bl 20 A ZAstE LEE BobAe] o] & =25 %] g5 th

ASASI A SECE 218 A4 kel W A e SEC] Q154 A2l S 71A o 39l o] 2w} b7l vhg W A
she] 23 Q154 % A7 v,

rm -f /tmp/cert chain.pem && openssl s client -showcerts -verify 5 -connect <FQDN>:10125 < /dev/null
| awk '/BEGIN CERTIFICATE/,/END CERTIFICATE/{ if (/BEGIN CERTIFICATE/) {at+}; out="/tmp/cert chain.pem";
if(a > 1) print >>out}’

/tmp/cert chain. pem-‘ﬂ IH*&-% %%E o]] li/\}tﬂq/];]_
the W WS AHE-sko] SECE] IP F4E 7153 Ut

nslookup <FQDN>

Security Cloud Control®l] 21918}aL Al EHAE X1 E /A 715 A 23U ), AhA| 8 82 212 3 4= Q)=
CA 15A 71A 718 FZ2E A 2. Add(F=7H = £ 817] Aol Other Options(”] EF %ﬁ)oﬂ ~] Enable CA flag
in basic constraints extension(7] 2 Al & 271 &g A CA Z 2 &4 38} gl ete] deS FHAsloF o
Add(F7hE 2933 Ingall Certificate($1 541 A %]) 5| ©] ] 2] Security Cloud Control®l] 4] A4 g CLI 4§ & = &
AFgk T3 Cancel (3 22)& S S -

enrollment terminal (5% EvY) o} BAE F - R E9]| 16 ca-checkE 7} T

SSH®E ASA t]H}o] 2ol &4 &1} Security Cloud Controlol] 4] ASA CLI &A1& AF&38}FaL thg W &S 2 g g
t}.

DataCenterFW-1> en
PaSSWOrd: R R R R S

DataCenterFW-1# conf t

DataCenterFW-1 (config) # <paste your modified ASA CLIs here and press Enter>
DataCenterFW-1(config) # wr mem

Building configuration...

Cryptochecksum: 6634f£35f 4c5137f1 abOc5cdc 9784bdb6

Ul =3 4
SEC7} AWS SSM& ARg-8e] s 21 & FAl8kaL Sl e ¢ dF U
&3t A 2o7F A UL
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https://registry.terraform.io/modules/CiscoDevNet/cdo-sec/aws/latest
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator/basics-of-cisco-defense-orchestrator.html#Cisco_Task.dita_73e2654b-b66c-4574-bd10-7482958ed082
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator/basics-of-cisco-defense-orchestrator.html#Cisco_Task.dita_73e2654b-b66c-4574-bd10-7482958ed082

Secure Firewall ASA o[ 1 E 2 U ey |
| EENDEEEEEER

time="2023-05-10T17:13:46.13501821472" level=info msg="[ip-10-100-5-19.ec2.internal] [util.go:67
plugin.createTickers:funcl] Events - Processed - 6/s, Dropped - 0/s, Queue size - 0"

Hoto|Hl E AYE A A

74 a1: o] "4 %} Secure Device Connectorol| 4] 2.9+ o] ¥l E A Y E] & 2F A 3H T, o] & A 3} SaaS(Secure
Logging Analytics) & A8 2 = flFH T o] = HEE T fls U th ditoluv -2 Abdko] = 4
o] 215 4=3Y3}7] Aol Security Cloud Control ] 1l 2] 3}4] Al &

Secure Device Connectorol| 4] H.¢F o] I E AYE & A Adt= 22 -9 29 A T2 A A~L Yt}
1. Security Cloud Control®l 4] SEC A A

2. SDCol| A SEC 9 & A A gt}

2= #}9]:Security Cloud Controlol| 4] SEC A A A<

Security Cloud Control©l| A SEC ] A

SECHEL

Bk oM E AME AA, 22 H oA & FEEFHAI L.

L ZAA

@Al 1 Security Cloud Control®l] 219134t}
A 2 Security Cloud Control = 2 3% w379l A, Products(#] 3) > Firewall (-3} ¥1) 2
WA 3 92 ol A Administration(3+2]) > Secure Connector s(E.¢F 7 Y ) A el gt}
Al 4 Tnpol 2 F3 Q1 Bt o HE AVE T} Q= A e g
A
Secure Device Connectors 1 Bl o}4| F=5 F 9514 A 2.

\_l_%

A 5 Actions(2+$) ol 4] Remove(A] A) & F2 4t
S 6 OK(SHel)E F¥ske] Sl gl

b0l e g 2]
Secure Device Connector©l] 4] Secure Event ConnectorE A A 3+ 22 o} 29 2vb A T2 A~ Y

v}, 23 #H ol A & WAt}
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Secure Device Connectorol| ~] Secure Event ConnectorS A A 5}= 212 t}2-2] 20+ 4] Z 2 A~ th .

Secure Device Connector®l| 4] Secure Event ConnectorS | 7 3} + 2] &
U9 29h A Z 2 A A~ Y th
o] = SDCOI A Wk ol E AW Z A Al 267 Aabe] T M BRI Al <ke 7] Ao 1
ok o Wl AU E A A, 22 A|o] 4 & FHEAA L.

L ZAA

A1 7HE WAL Sfolsuto] A &
GA 2 [cdobsdc]l$ sudo su sdc' WS AFE-EFS] SDC ARE-ALE 7%
@A 3 SDC 7Hd wAlell A SECE AA S ths W8 T s A S = sy
cHWYE A&7 & ARgsh e = 45 VMOl HIY EZF skl 45
[sdc@tenant toolkit]$ sdc eventing delete
« @ o] Qg A HHAEE A H A At 49

[sdc@tenant toolkit]$ sdc eventing delete CDO {tenant-name}

@1 SDC Tl FE 2 A& A AT .
o

T 4 SEC 91U S A A3 7121 %] Bl ),

SaaS(Secure Logging Analytics)©l| A& % = t]v}o] ~ 2] TCP,
UDP ! NSEL ¥ E 27|

SaaS(Secure Logging Analytics)E AF-83}H ASA X+ FDM #-2] t]u}o] X~ 2] o]l E & SEC(Secure
Event Connector)2] 57 UDP, TCP ®:+= NSEL X E 2 A 53 4 o5yt 19 E}U SEC+ 3l ©]
HIEE Cisco FeHF-E2=2 Ay
o]2| gk L EV} o} A AFE Fo] ofdd o—r SEC:= o|HIEE 4l 8h= Hl L E S #5811, SaaS(Secure
Logging Analytics) A Aol A= 7|55 74 E W LE AME-S Atk

* TCP: 10125

» UDP: 10025

* NSEL: 10425

aaS(Secure Logging Analytics)E 7-/d 3} 7] % ol SEC t]H}o] 2= A
A U AR £ ZEES SelF T,

=< FIdFY

ole g L E} o] u] AL§ 51 7
B 402 3H15te] AR o]

[m-lo
ﬂJUD

w2
to
@)
=2
o
>
oo
=)
rlr
ke
[
)
folr
Ll
Ll
o
finl
a2
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Secure Firewall ASA o1 = U g |
. Security Cloud Controll] 4| Security Analytics and Logging(Saa$) “g 1.

Procedure

@A 1 Security Cloud Control = 3 3% w579l A, Products(#] %) > Firewal ("3} #)-& &2 gtk

A 2 Y& Aol A Administration(Z2]) > Integration($ ) > Firewall M anagement Center £ = 8 3} 22 Secure Connector (1.
S AYY) s 9T

w7 3 Secure Connector (H.2F 7 91 E]) Flo] A o] A o] I E S A58 SECE A8 g T},

] 4 Details(Al - A 1) ol o]l EE %3l oF 3} TCP, UDP 2 NetFlow(NSEL) £ E 7} % AUt}
[

Boston-SEC
Details v
ID 54b039f6-8944-46a4-ac07
Tenant ID Oa2cdcb4-5e63-4491-9fda
Version 202004270848
IP Address 192.168.25.4
TCP Port 10125
UDP Port 10025
NetFlow Port 10425

Security Cloud Control ]| ] Security Analytics and
Logging(SaaS) 4 .

8o 3Fa1: o] A vg A o] A = Cisco Security Analytics and Logging-=- Secure Cloud Analytics 3 & (Software
as a Service A )7} A AFE-3F= 79 o] 21§ &3S Cisco Security Analytics and Logging(SaaS) &=
= SAL(SaaS)°| 2L g},

Cisco SAL(Security Analytics and Logging) S AH-8-3H 2& W3l tujo] 2o ¥ = F3 o] B
ot o] Wl E & 74 *] 3} 3L Security Cloud Controlol] 4] 813 4= 9l 51T}, o] Wl E = Cisco Cloud®l] A%
= v Event Logging(el I E = 7)) #H o] Aol A & = AF U T o 7] ol A o|HIEE HE|H 8}al HES}
A UEYAANA " Bt FHo] EAY AL =4 F&atA o] & 4 AFH T

F7} kol 78 & A8 o] 2 gt o] I EE 74 A gk 9~ Security Cloud Control ol A 32 2 H] 4] ¥ Secure
Cloud Analytics 328 & w2} 2 8 3F 5= Q] F 1 T}, Secure Cloud Analyticsi= o|HIE J Y E9|F =2
- dlo] e Uit 5 A4S Tt W E Y A9 e E 54 8Fi= SaaS(Software as a Service) &
FAU T B3 oM E R Y ELT Z25 HolHE B X3 AzddA U EYT Ed T gk
AHRE st Ed ol digh #2-S AAdeta EY HES 7o 2 Y EL A EE | o3
& Aps o 2 A H 3 ) Secure Cloud Analyticsi= Talos€} 22 913 dlg|d 2o tf& A4 9F A7)
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.
E#¥

Security Cloud Controlol] 4| o] H

il

H Bl o] E S FE % & uf, Security Cloud Control7} #] €1 5}
EASAFTD Y o|HE 8 EZ oA A 2)\ Y}, Security Cloud Control ¥l 771 4] Analytics(3-
A1) > Event Logging(¢] I E £ 7)) 0. & o] % 3}11 HE o}o] ZS &l 3lo] ol ES At} o]
FoHE FP AIAH 211DQ 155 UEFH UL of g = oW A 2H) ilIDﬂ"ﬂIH ol il
E frdol Zehe o] sl BolssUth 578 Al =8 211Dl o g 2FA g W] 8-+ Cisco ASA Series
Al 228 271 W] A]X] B Cisco Secure Firewall Threat Defense Al 2~ 2 71 W A| %] 7}o] =of| 4| 3 A 5F

T /\}\qu’

Secure Logging Analytics(SaaS)°l| 7|

O

15 Al 28l 2 77 o]l E o= 37} $2A] "EventName"©] 15 Y t}. attribute:value 2 7|52 2 I H
o]

SE S

Aabe] o[ ME o & £4 & WE Ho 28 BE P 2 5 ASTh A~g 21 ol iE
E
}:]

oft rlr

= Riis
of et oM o) & 4L HRFPA L

AE A 2~® 277 oWl E o= 7} 44 "EventGroup" 2 "EventGroupDeﬁnltlon" o] 9)\3 1/] t}.
attribute:value %S 7] 0.2 E R 3}] o] 2§k F71 A4 & AL8-31o] o|HIE Ho| &5 HE P 4
AFYTH L5 A28l 27 v Al X9 o ¢k EventGroup % EventGroupDeﬁmtlon A5 F A
o

NetFlow o]l E = Al 2~ 271 o]l E 9} t}F Ut} NetFlow 2B = NSEL | Z =& A3 2 &
NetFlow ¢| Ml E IDE 7 A&t} o] 2] 3+ NetFlow ©] ¥l E ID+ Cisco ASA NetFlow -3 7}o] =of A
oo lF YT

t}5 E] o] &9l A = Security Cloud Control 7} A| ¥ &} o] HIE f3 S A
= A 24~H 27 = NetFlow oI E HE S v} gy},

o,
ol

FaL oWl E - ofl sffFa}

aE olE £k S A2 2 ollE wi
NetFlow ©| ¥l E
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106001-106100, 108001-108007,
110002-110003

201002-201013, 209003-209005,
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Security Cloud Control°]| 4] © 3 .

a4

G Al 2~ 27 oM E K=
NetFlow ©] ¥l &

IPsec VPN

[Psec H.QF A4 o] B %] 7} 223
st AL A =B o] 424181 IPsec
7l A O F{-E ©A 5 IPsec
VPNo] /4 g ®hs} e of] o] 2 gt
OHIEZF 27 Y

402001-402148, 602102-602305,
702304-702307

NAT

NAT &-5-0] A7 ¥ 7} 2] |
A5, :’—ﬂ I NAT Z9] & F
27 AR 735 NAT 44

sheof o] Ei gk oMl E7} =70+
.

201002-201013, 202001-202011,
305005-305012

SSL VPN

WebVPN Al A o] A & At &
29 o, AFEA} AM 2 9 5F I
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sk ol EZF 27 Y T
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W E 2 & 7)> Events(¢] ¥l E) > Event Logging(¢| 1 E £ 7)& A&l g th glo]H o] HEE B
HH Live(gtol B) g5 St
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| Secure Firewall ASA o] ¥l & 21 e
ASA t]ulo] 2o v 5 SaaS(Secure Logging Analytics) 7~ .

6. Firewall Analyticsand Monitoring(3}= 4] ‘; FEUHH) %+ Total Network Analytics and
Monitoring(F Y E Y 2 ¥4 2 2B =
Analyticss AF8-3to] oJHIE Z4 & A& 03 ‘%“4 .

Cisco Secure Cloud Analytics = A}-85}o] o] ¥l E A

Firewall Analyticsand Monitoring(®sh3 4 2 2 UE ) &= t otal Network Analyticsand
Monitoring(=1 2]l VIES 2 4] 2 XU H ) g}o 1’&*7} U= AT ol A S} A S A
g},

1. Cisco Secure Cloud Analytics ¥4 X 2 H] A

2. Total Network Analyticsand Monitoring 2}o] A 2~ = uj| &+ 7 §- 3}t 0] 24 2] Secure Cloud Analytics
AXE WF UELF FEH5FYTE A JES A &4 2 R3S 93k Cisco Secure Cloud
Analytics A4 7-59] Y-85 s Al L

3. Cisco SSO(Single Sign-On) A2 5 o] 14 ¥ Secure Cloud Analytics AF-8-2F o 7} E & A A 5f
E5 AL 8AE 2 U3t Security Cloud Control©l] 4] Cisco Secure Cloud Analytics &5 ®.7] 2]
&S A L.

4. FTD o|WEof x| A4 ¥ Secure Cloud Analytics &% S B Y & 3} 2 Security Cloud Control |

2] Secure Cloud Analytics 2 3%} 2 8§ 31 T}, Security Cloud Control®l] 4] Cisco Secure Cloud Analytics
od B & FEEAA L.

Security Cloud Controlol| 4] 1/ %} 21 8] 3} <] Cisco Secure Cloud Analytics &3 71 &

Firewall Analyticsand Monitoring(®s}t¥ #4 2 21 %) &= Total Network Analytics and
Monitoring(F Y ES] 2 &4 2 RYE ) gto] 225 AF-8-3FH Security Cloud Control®l] 4 Secure
Cloud Analytics = 2%} 2 8§ &}o] FTD o|Hl E o] ola] A H dHS HAES 5= g5t}

AAT WG e AT BRI L

* Security Cloud Control®| 4] Cisco Secure Cloud Analytics &3 X.7]
* Secure Cloud Analytics % &% QlE]E] 2 d &

* Firepower Threat Defense ©| W1 E 7|4k o+5 %<

F5-2 Abgato] thiol e el % 27 AR FHI T,

L 3ok o WE AvE £ A B4 4
1

| BHQlE ARE ko] Bl o] HIE A ME] o] FE S
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Secure Firewall ASA o1 = U g |
. Security Cloud Control 7| = 2 & A}-8-3} 4] Cisco Cloud = ASA A| =8l 2 71 o|HI E 2

DEES £
Hokdl A 27] oWl EE AL-8-3F - A &l A ol A = Cisco Security Analytics 2 =7 ol 4] A8 4d & o]
HIEE ALE-31o] ALE A7 Y EQ A 2] Ao A28 5= gl o] f-& et WS ATy

.

Firepower Threat Defense ©] ¥l E 7]

23
2
i)
N

S

EN

A L.

Security Cloud Control "] = = = A}-8-3} <] Cisco Cloud = ASA
Mé@izﬂﬁzﬁ%

B E AE 0] 25 AFE8ke] ASA A 28] 221 oMl E & Cisco Cloud®ll Aol e BE v
= /\]' &F= Security Cloud Control "l =5 /3 8} L -5 A 3 vl 2] o] L= ASACI A el m A=
218 5}o] Cisco Cloud®] o] HIEE A3 L= TE ASAS T4 8 3= 9l &t}
Security Cloud Control®] M| F 2 55 A}&-3}H CLI H & H=S o] 4L
[AE TR T v, T o] ARE THs e AlE B E B
2 @ = o] Hnfol o A A & JlF U

AT A= E ARESE tubo] 2 1he] A A o] Bt L, W R E QY H| o] 25 A S o
A S = )+ syntax ("8 Har) &7 7F A H Y T

ZpA S U 8- 91 7] Ao, v A2 A8 WH S o] 8l 817 9130 Security Cloud Control Firewall Management
T3 7hol=oll A w2 AR Wl AU FS ola ek 7] uhH U o] EA oA = HF mjam o E
of thafj A RF A ot

iy of

% syntax(™8 ©1) <]
A ATk A

ASA SaaS(Security Analytics and Logging) "] =7 = A} A

U5 Aapoll A B = Q= A Aol ASA CLI W& 3 A& 2 8] F 7HA] 3 o] 35Tt ASA
CLI "8 & -& ASA i 71 28 W= =5 214 ¥ %15 H T}, Security Cloud Control®l] 4] CLI AF-&-ol] tf &
A g U8 W E = QIE o] 2= ARES RS A 2

Al Za)7] ﬂ Oﬂ 9] ol A Send ASA Syslog Events to the Cisco Cloud(ASA Syslog ©] ¥l E E- Cisco
Cloudol] A&)E Ea1 o] Hate} Al glo]BAAN L. TefH ja=2E& A v W= A

Hees
I O]Eqr/}
N
Note = 7] Lxo] o]m] ASA°] 2 7 Security Cloud Controloll A W A 25 A &)= 7] 27 A4 o]

5 A YA A = EHF YTl 4], Security Cloud Control o] A 2 0l] A o] H A7 o] oju] 9l &= A3}
Hu
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A1

oA 2

A3

ASA SaaS(Security Analytics and Logging) "] L2 A 4J .

Procedure

ARFE~E #J7|E datofefo] A3
Controli= vl Z 2ol 2 ¥ =AMt = § &
#kol AFHTh

ASA7} Syslog A H €1 A& SECO] WA A S B == A4 g,
AR & A& syslog AW = SECE #| A 3} loggin
ol ol EE 1 4= 9l H ),

logging host 8 & & | EE B TCP % UDP LEE A AT oW LEE ALE-8)of sh=A] glateiw
Cisco Security Analytics & Logging®l| A}-8-%| = T]H}o] 2] TCP, UDP % NSEL X E 27| & ZZ3H4 A Q.

2L S et M 22 ke WE 555 A4 T Security Cloud
SAPFUT AT H =22 E AT o f & 5= {{parameters} }

Yt} " d Eo] &1 Y3 SEC = 3}

Q@
=
o)
a
ok
ol
tio
>
>
ofo
s

logging hostinterface nameSEC _|P_address{tcp/port | udp/port }

A28 21 o MIES SECE A58 ] AHgHs g R nhe} o] 9 ol AR B AR F 5
vz A4y

logging host {{interface name}} {{SEC ip address}} tcp/{{port number}}

logging host {{interface name}} {{SEC ip address}} udp/{{port) number}}

(¥ AFE) TCPE AH83hE A5 i) 93 B2 of Bl S 774 4 druieh RS Bas
syt

logging per mit-hostdown

o] ¥l syslog M| A A & syslog A ¥ ol E A A4 o

logging trap ™8 & & AH-&-3}o syslog A1 H & B U oF 3}+= syslog #IA A & #1748 FH th.

logging trap { severity_level | message list}

AAE FEEE SECE AFH = oES Aot WH S vhs Az Hagyn

logging trap {{severity level}}

A A 50] AHF-Q1 SECOl| o[l ENE Bafjed R & g A== Hagy

logging trap {{message list name} }

o] &7l A logging trap message list 8 & & 4 &3 749 #I Al A H-=0 A syslogE 4 o] afjoF St mj A=
ST H ¥R AW S ¢& o 3 =F Create a Custom Event List(3t5 & oWl E 55 B4)E dyvh o 1
Ho2 AAe LT

logging listname{ levellevel [ classmessage class] | messagestart_id [-end_id] }

ol U5 ol & YT

logging list { {message list name}} level {{security level}}

logging list { {message list name}} level {{security level}} class {{message class}}

logging list {{message list name}} message {{syslog range or number}}
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. ASA SaaS(Security Analytics and Logging) "l L2 A4

oA 4

A5

) 6

A7

w78

whx] g} ¥ o] /\1 = WA A] 3}2}u] ] {{syslog range or number}} S T syslog ID(106023) 5=+ W 91(302013-302018)
= O“j/jﬂ T AFHT HIAA] 55 & s 34”4 Aot vhF o] Foll A st o] o] ME WS AT ¢
A mARAA FAG o] F o] HE WNRFE AR @ A F A @S A stk 4 Aol 52514 A

2. Security Cloud Control+= R v 7} %4‘7} U= AR E A FEUTh

Important
logging list 8 ¥ W A 2ol A logging trap ™8 & Skol] 2fof gt A 555 4 o] 51H logging trap ™8 & of A]
AHEE %%HE}. ofgfj o] ME AR E FXHA L

(A B AL syslog B A RIS =719
o] HH& F7Huth BFY 2w gk &/slongmestamp Oﬂ 4/\1%14Tjr ol HE S WE HH F7
oo 4= D sk g5y

logging timestamp

f
ot
T

Note
H A 9.10(1)5F-E] ASAE oWl E A~ €] & T10]| 4 RFC 542401 whe} B} 2B L 2 A 3l = A4S A5y}
o] ¥ & &4 316k syslog Ml A A &] B B}l 2 FI L 7}F RFC 5424 9 @ 1 e Al 7S A Y T B RFC

5424 349 AE F AU

<166>2018-06-27T12:17:46Z asa : $ASA-6-110002: Failed to locate egress interface for protocol from
src interface :src IP/src port to dest IP/dest port

(A% AFe) EMBLEM 3 2] ©] o} syslog WA A] ol Hjrte] = IDS ZFHH T vla =8 382 o 9% 249

218 9= 9 =5 Include the Device ID in Non-EMBLEM Format Syslog Messages(EMBLEM & 4] o] o} Syslog W] A]
Aol T ufo l* ID ¥3HE Ut} o] &= A2 9] 7]wko] ¥ = CLI ¥ E Yt}

logging device-id { cluster-id | context-name| hosthame| ipaddress interface_name [system] | stringtext}

o) g Thg-3} o] BRI

logging device-id cluster-id

logging device-id context-name

logging device-id hosthame

logging device-id ipaddress {{interface_name}} system

logging device-id string {{text 16 char or less}}

24e gdseytt o]l §Eg s A= viA 2 Frhghy ek vz ) gl U ok
logging enable

v 22 o] upx|u} Zof] 227] writememoryE 5=718F4] vF4] Al 2. th 4] show running-config logging ™8 % & =713}
o] ASAS] A2 el ABle7] el JH e =74 ¥R e AdE AEFY T

show running-config logging
T/dol W 5] ATHAL 4l 8k = 75 writememory W & o] ) §F = 9] wlj 2L = & AY/d 5} 1} Security Cloud Control
o) ) 4 HE Qe Aol = B ALgete] MARE Aot AT BE tuolxo] WH S AT 5 Uk

o},

write memory
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oA 9

Wl % 9] 9 0] 22 A3} Cisco Cloudel ASA A1 =% =1 ojwl= 4% [

A= /‘}ﬂ) M A 2~ Alo] T+ "permit" o] Hl Eof] o 3F 27 S A 3}t o] ©HA| = ASA Syslog ©] ¥l E = Cisco
Cloud = & A afel] Argw o A gk o] uj 2o &= 3235 o A 25T} th4l Security Cloud Control GUI®

HTE%qw

gA 10 w2 E2E A T)

s

Example

euduaze A% 9 S5 4EU

logging host {{interface name}} {{SEC_ip address}} {{tcpioriudp}}/{{portinumber}}
logging permit-hostdown

logging list {{message list name}} level {{security level}}
logging list {{message list name}} message {{syslog range or number 1}}
logging list {{message list name}} message {{syslog range or number 2}}
logging trap {{message list name}}
logging device-id cluster-id
logging enable
show running-config logging
%‘
Note = C}2 57 syslogID == W ¢ 7}3}‘* 7}741 logging list ™8 ¥ ©] 5T}
{{syslog_range or number X}} | 7H Aol = L2 = e v o i =R R R e A B

gom gz} QYA v gho] =¥ TY 0}71] %‘4‘:} R BE wjsf R grol] ghol A A H
A] -8 7 9- Security Cloud Controli= W] A 25 2 335}#] ko m i Aty = gHE =
2ol Zafof ks Mol Fo 84 A 2. B syslog ID7} A H 5o £ m R
event list name©] 7} Eoll A &L 3}A ‘rrx]%"]‘jr.

What to do next
v 2 Al

ASA Security Analytics and Logging Macro(}.¢F &4 2 27 v 2 2)& A st At S uja2 &
A 8)sto] ASA A 2=8l 271 oMl EE Cisco Cloud® 53 o)

= Ol ¥ o] ~E A}-85}4] Cisco Cloud©l]] ASA A] ~¢El

ZIIOoWHE A&

o] Ax}ol A= ASA Al 2~ 21 o] ¥l E Z SEC(Secure Event Connector)ol] A &3k t}2- 27 S 34
state= WHS AW AU o] gk X ]'Oﬂ/‘ib G AAEZTE St ol Do AR A

29

= O
U TE ASA A 2 S FAE S 9le BE o Tk 2} A 8 )88 ASDMI: Cisco ASA A 2] =
dHl & ASDM -4 7ol = & CLI 1%4 Cisco ASA A| 2] = &dk 3¢ CLI 74 7}ol =9 =Y H
IR = ot A P A

Secure Firewall ASA 11 E 2 UHY [
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Secure Firewall ASA o[ 1 E 2 U ey |
. ASA-&- Security Cloud Control 3 & 2 <1 & 3 o] 2~

A =] = ASA T Fof] th gk A & A}
Security Cloud Controli= ©}4] th2- Syslog ™8 ¥ H= WA A G 21S XY 3HA] 5T,
* Syslog®] EMBLEM & 2]

* 1.9} Syslog

ASA-£- Security Cloud Control & & = Q1 E| #| o] ~
o] Axle] = 2] & ASA-E Security Cloud Control©] & # 2 Q1] #| o] o)l A W&} A v}
HZE e H o)A FHol X & I S gl

Procedure

A1 9% A B30l A Security Devices(E.QF Tl ulo] 2)E S8 Y T
7 2 Devices(t]vteo] =) & = Ut
WA 3 A tuto)l A~ {8 §1S S5t 2 S S5 ASAE AE

@Al 4 2 2% 9] Device Actions(t] HFo] 2~ #¢) Aol A > Command Line Interface(™d & = Q1| H o] ~) = 8 gt}
7] 5 Command Line Interface( & & QIE #o] &) §1-& S U T o] A] ZFZE A ofgfjol] A d HES A=

Fn)7} 25U,

S 483 ¥ Send(A%)E =8 Ut Security Cloud Control 2] CLI Q1] 3] 0] ~= ASA°l 2174 A=
tlupo] o] A =l Ao FA] 7| S U th ASAQ] A2 FAlo] W AV 7] S5 H write
memory 8 %S F7FE A of g Th

Kol o]l E AUE o ASA Syslog ©|H E &

ASA A 2~EHl 277 oWl EE 21 Y 3l SEC(Secure Event Connector) 5 sttt =2 &3t oh& 27 & &

eherel e he ARl A A9 S S alof gt

Procedure

A1 ASA7} Syslog A Q1 ZIA ] SECel WA A& B =5 -4 o
@A 2 SECo| WEe B 29 A7t e gl = A A 2 o HE 555 A4 3ot

A3 279 B E
A4 W7 AR ASAS) A% Aol AR o,

| Secure Firewall ASA o ¥l E 2113
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CLIZ A} 8-3}o] ASA A ~El 271 o|HIE & (Cisco Z 2} 2 A%

Procedure

A1 ASA7} Syslog A1 B¢l A2 2 SECol| WA A& B == A gt

ASA°I A Cisco CloudZ Al =8 271 o| Ml E S A 53 uf 2] 5 Syslog A/ H Q1 A& SECE @&} SECO A Cisco
Cloud® WA A & A&t

syslog FIA] A 2 SEC| Bl t}& &A= =g},

a.

b.

TCP 1= UDPE AM&-3}o] ASA7} Syslog AW Q1 21 2] 31 SECO]| WAl A & A%t % ASAS 4§ th SEC
= IPv4 == IPv6 FAE AFRE 5 95U T TCP = UDP R ER o|HIEE A& Ut oWl T ES
oF 3}=%] 8213} ¥ Cisco Security Analytics 3 Logging®l] A}-& %] = t]H}o] 2~ 2] TCP, UDP % NSEL ¥ E 37|

s FxAA L

22 logging host ™ & 2] o QY Tk
logging host interface name SEC_|IP_address [ [ tcp/port 1 | [ udp/port 1]
o

> logging host mgmt 192.168.1.5 tcp/10125
> logging host mgmt 192.168.1.5 udp/10025
> logging host mgmt 2002::1:1 tcp/10125
> logging host mgmt 2002::1:1 udp/10025

« interface_name 2157 | A] %] 7} Syslog A Bl & A% 5= ASA S1E| o] 22 X4 gt} SDCH2] EA414)
oju] A}-g 521 5 U3 ASA QN E]H| o] ~E F-3 SDC Al =¥l 21 WA A S Bl Zlo] "md Al Y

1t =

t}.
SEC_IP_address ¢157+= SEC7} A 2] ¥l VM| IP F4~5 3E3Faf of gt

tep/port B udp/port 71 E-Q1 5 -2 A A8 R I WA X Z7FTCP 22 E S W A ¥ E = UDP X &
EZ Y I T EES AME] AEE =S A A Y UDP 4= TCPE AF8-31 syslog AW o] Hlo]El &
AEFET ASAS AT 7 YAT E G AR S e flSHT TREZS A AsHA] oW 7|2 T2
B2 UDPY YT
TCPE A A 3 7 9- ASAE Syslog A1 2] Aol = 74 o]-_TL BT XX 24 ASAE S22 A4S Ack
=z
=4

3} =
Z3HY Al L. UDPE A

U T} TCP syslog A1 ¥ el ti gk AZA el #Aglo]l A A4 E 5183t Hb GAE
A3k 75 ASAE Syslog A1 81 ¢] 215 of Ro 77| NH%EEﬂ#ﬂ%ﬁwﬂﬁiﬂ%k
Note

70 e] 7HHH syslog A H 2 ASA WA A & A FetH = 74T, THE syslog A1H o] A Ak QIE o] =~ 1P 5
2, 22 e F3 Y Y EZ AESLo] 7 HA| logging host H &S A 83 4= 5T

(A8 AL TCPE &3l o] MEE SECE &3l 749 SEC7t T = AA U ASAS] =71 o 7] o] & 24 Al
A4 o] ﬂﬁ%‘%ﬂr yslog*iﬂ%ﬂ“”“ﬂJ‘ilﬂVl%ﬂﬂ H] A H Al 2 A4 o] thA] 3] -85 Lt} TCP Syslog
Aol tig Aol #AGlo] Al A2 S 3] 835t o] S AFE-3Fe] TCP 42 Syslog A ¥ 7} th2-2 ujf A}
AAE %

3k
%ﬂ%}%ﬂ%%ﬂ%@ﬂ%qw
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B cu= Aeciolasa 20 = o E 2 Cisco Z -

oA 2

oA 3

o7 4

A5

Secure Firewall ASA o[ 1 E 2 U ey |

g
11
il
>
oy

logging per mit-hostdown
o

> logging permit-hostdown

UE W o R o Al 20 v A A& Syslog A B ol HE A A4 gy o
logging trap { severity level | message list }
o:

> logging trap 3
> logging trap asa_syslogs_to cloud

AR Ul 22 (1~T) B ol 55 AR E F ST dE Sl A4 eE302 A4% 45 ASAE A4 R 1
Hl 3 2, 19 3l syslog WA A& B @t}
message_list Q157 AFE2F X oI E 558 A3t A -8l H59] o] F o2 WA P UTh AFEA A A o] E
25 A4 d= | d H500 = A2 22w AXRE EQE o] HE AV E HE Tl 99 ool A

=

El

asa_syslogs to cloudi= ©|HIE 59 o] &<t}
message listE A}F-8-3HH Cisco Cloud= 55 &= syslog WA Al & A A A osle] v] &5 A oFat = o HF Yt
message listE AJd 3} ¥ Create a Custom Event List(3r5 & oMl E & JdlolE =3 2 A

E B2 A)E Fxs Al
E %] v]g-of tfgt A gk U] -8 Security Analytics and Logging 2}©]%1 2=, on page 315 33814 Al 2.
(1= AL) syslog BF ) A~ R S0}
logging timestamp "8 & & AH-&3}0 syslog M| Al A1 7F ASAC A A € @At B AIZES w A Al o] F7FghY o BF ) =
BT 7S SysdlogTimestamp 2 =0 F A Yt}
o :
> logging timestamp

Note

H 2 9.10(1)5-E ASAE oWl E A| 2~ ¥l & 70| A RFC 54240l whe} E}gl ~l 2 =
o] %2 B4 5tabH syslog VI A1 A ©] BE EFY) 2B 37} RFC 5424 3 2] ol whe} A 7hS %A%
5424 FA o] AE =H AU

<166>2018-06-27T12:17:46Z asa : $ASA-6-110002: Failed to locate egress interface for protocol from src
interface :src IP/src port to dest IP/dest port.

(¥} AF) EMBLEM @41 0] o syslog w2 A of] Tjulo] 2 1D 33}

tufo] 2~ IDE 54 ASAOA AEH BE syslog WA A S G A T8
F A= D%ME}. ] A& Non-EMBLEM & 4] Syslog M| A] #] o] t] u}o

3t U] =o] & & syslog WA A o] AFd &
121D E3-8 254X L.

ut
I

(A& AR Al Al o] A " permit” o]l E ] 3t =7 &g 5}

MA 2 A|of qFF o] g]azof tigk AM2E AR ol EV} Abs o2 2 AP YT A2 Alo] gfF o] A&

| ek A 25 3 wf BH = o ER 25t H, HA| 2 Alo] f Ao ek 24 S A A4 = Tor?ﬂ <
T o U Th A U ES A AA 2 Ao g2 of] g gk 27 & A A 3= W ol dl $F %] % Log Rule Activity(11
2 g5 Z2A)E FERIPA L.

2
:%

Note

| Secure Firewall ASA o ¥l E 2113


managing-asa-with-cisco-defense-orchestrator_chapter6.pdf#nameddest=unique_280
managing-asa-with-cisco-defense-orchestrator_chapter6.pdf#nameddest=unique_280

I Secure Firewall ASA ©]

HE ZUEEY

e agome 22 44 i

S

o141 2= Ao} 73 "permit’ oM T3 27& BB A o[ ME £ £EE /MO R HuR T

olf] =d& ¥ Bol ARgsA HYtt

A6 =7 &A%}

HY T2 E
sk Yy
o

ol 4] logging enables 1 ¥ Ttk ASACN A 2732 70 1FF o] o} A vulo] 2o tia) /g

> logging enable

Note

& A Security Cloud Controli= XH.QF 7] g/ 815 XU 3HA] 5.

AT A Al 8

g% L L E oA write memoryS U H FHH TE ASAC A 242 JNE gt F o] op 2} A A Hupo] 2ol tha &4

st Y
o :

> write memory

NESRE:

v AR
 SDC 7} WAl el SEC(Secure Event Connector) 4 %], on page 2

« HldEo] theh F HA = §-5 SEC 2 A]

o HIE B3 A4

1 = A5} Cisco Cloudol] ASA A| 2~ 271 o|HIEE 2438 uf) b33 o] E &

03 g .

e = Q1B | o] A5 AFE-3}9] Cisco Cloudoll ASA A 2~El 271 oMl E A%

Ju £L

tlo do

S

oX ok
olN

ot

* Security Cloud Control "] 2 & A}-8-3}¢] Cisco Cloud® ASA Al 2~8l 271 oW E A 5

U Al 7HA] 71500l whet message list?h il sh= o[ HIE B25-5 AT 4= QS
E

o Al 7_]—_11:_
« WA A] ID
57 27 o/ (el syslog A1 ¥ H+= Secure Event Connector) ©. % Xl AF-8-2} 2| A o] HE &H55 A

HaEw e BAE FAaAA L

Secure Firewall ASA 11 E 2 UHY [



Secure Firewall ASA o[ 1 E 2 U ey |

B isaagemsss gy

A1
w7 2
A3
7 4
A 5

Procedure

912 e Al 11 8.0 A Security Devices(H.¢F T Hfo] ~) S F2l gt}
Devices(H] H}OV\) B 9Py

A WS St BE Y oM E Hxol 3 A AF 200 v A A7) 9l ASAE A E Y
Device Actions(t] H} 12~ 2F4d) ol A > Command Line Interface(™d & = A E #l o] 2)E S8 3t

ASA®] logging list &S A st ™ o] & S AR T
evel |

=
logging list name { level level [ class message class ] | message start_id [ -end_id ]}

name 21 - 55 9] 0] & 4 FTI, levl levl 7191 2 L2 4 25 e 24 11 classmesage dass
7NN =R g2 54 vA A 2 Y25 A8 U v message start_id [-end_id] 7] ¥ =-915= 2 JE Al 2 2O
WA A A} B % }t}.ﬂ%% =) A4 g o}
Note
A7t gl o] 8-S syslog HI Al A B8] o] 2 0 & A& A Al . FA P o] Bl I, A, F8, oF, o
H, A gl oA o] 2t w7k 2 oWl E -5 o] 5o mh ok o] 2] tho] o] A 5 37l S AHE AFE-S
] U]’/\]/\] Q Cﬁ]-— = "err" = /\]ZJI'O]—L‘: O] H‘ﬂE .‘_E‘_% O]%% }\]_%__8 X] U]—/]\:}}\]__C])_
« A7z o] uh) o] Ml E 2 2o syslog WA A & 718U T | 2 So] A7 EE 302 e A4S ASAE A7)
= Eﬂ‘%] 3,2, loﬂ EHOH Syglog U-“}\‘le% E—ﬁ"]q

£

> logging list asa syslogs_to cloud level 3

H
53} 717152 ARG 5ol 713 %
3

o)A WSt FA WAL Y 3
S YL, o ol 051 o] 5ol E et syslog A1 A 71 E8 A

k)
710l th ek A =&
A4 sy

¢ 302013~302018 *H 9] ol 3l G 3}i= A =8 271 WA ] ID.

< A ZH e o] T8 o]l BE syslog MIAIA( &, B B 5 8)
« A o] Ao o] 3l EEHA SH A A AT 2O vAAGE, &9, A7, &F B A4

> logging list asa syslogs_to cloud message 302013-302018
> logging list asa syslogs_to cloud level critical
> logging list asa syslogs_to cloud level warning class ha

Note
o5 27108 st et e S5 314 syslog WA A 7F 24 F Yt syslog WA A 7F 2718 & o] 53t 7

Al =

S oA & A 250

WA6 AE el W7 AL A

e X2 E o A writememory S 4 33U Tk
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t]ulo] = IDE EMBLEM o] ©] 4] Syslog 74 <o) %3 ]

o :

> write memory

T]H}o] 2~ IDE EMBLEM ©] ] & 2] Syslog ™| A] %] of] 3 g}

EMBLEM & 2] o] o} A28 2 77 W A] %] of] t]u}o] 2~ IDE 35
syslog M| Al 4] ol T3l 17}4] tjvlo] 2~ ID -3 vF 2| g gk 4= »i%l% D}. E}% X}Oﬂ *1
AL L.

« WH = Qg H o] AE A3} Cisco Cloudol] ASA A| ~El 271 o|HE A4

* Security Cloud Control " ==& A}F-8-3}¢] Cisco Cloud= ASA A| =8l =77 oW E 5

o] tjule] 2 A 2= Event Logging(°] M1 E &= 7)) | o] #] of] 33 A] ¥ = A| 2§l 2 71 o] ¥l E ] SensorID
o gk g U

Procedure

GA1 Hulo] 2 IDE et = A 2F I AR 7F 9l ASAE A E E U
7] 2 Device Actions(T]HFo] 2~ 2+]]) ol 4] > Command Line Interface(™d & = <1 E]Ho] ~) & 28 gt
@A 3 tfvlo] 29 logging device-id B & A st W o] W= syntax(d H ) E AHE U T
logging device-id { cluster-id | context-name| hostname| ipaddressinterface_name[system] | stringtext}
o

> logging device-id hostname
> logging device-id context-name
> logging device-id string Cambridge

context-name 7| 9] =& A AE A~ E 9 o] 58 tnlo] ~ IDE A= S A A “4 (s HE2E Ryl
). s AYAE REO A R AYAE RES 9fs tulo| 2 ID 245 &g steh= 45 Alad 28 &
Lol A ””ﬂé‘}b WA A= Al 28] o] Tubo] 2 IDE ARS-SEaL WA} A E A E oA A S v A K] = dEl Ak 2
g AE o] o] 55 HHlo] A IDE AHE-F T

Note

ASA S| &Hd A= 3 AdgE o] o) thal 7] 2 FR P F4E AR L

cluster-id 719 == S| 2H A 7HE ASA 9] FE 74 34t °] 55 HHle] 2 IDE A4 gt

hostname 7] ¢] == ASA®| &2 E o] 55 tH}o] & DR ARESH=5 XA g ot

ipaddressinterface_name 7] ¢ =-¢15= %2 interface name. & %] g 1€ #| o] 2~ IP FAE tnfo] A IDE ARG
L2 AU ipaddress 7] 9 =& AR8-h= G- Al 2H I AIA 7 AE EM] o] Z=e A glo] t]uf

o]~ ID7} A1 ¥ ASA IE #l o] 2= [P F= 47} Utk S 2] 2 7 o A system 71H + Hule] 2~ D7} Q1E H o]
2O A ¥ P F 427 H 5 WU T o] 719 Bz tlulo] 2o A A F ¥ = B syslog A A o] 3l sfihe] A
el Huto] 2 IDE Al gy o
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. ASA t]r}o] 28 NSEL(Network Security Event Logging)

sring text 7)) =15 42 AL o] uko] 2 DR A =% A GG Th BAL L A) 1645 T 5 9

U EE e BAS ST S Y5

> write memory

ASA t] v} o] -8 NSEL(Network Security Event Logging)

ASA®] 7|3 Al =8 21 WA Ao = ASAC] A HaLgh o]l EVE 9198 YER=A] o] F-& Secure
Cloud Analyticsol] A #e+3}= o] E Q.31 o] ¥ 7} Ho] H-=3h Ul NSEL(Netflow Secure Event
Logging)<> 3|3 tlo] &l ¢} 37 Secure Cloud Analytics& Xﬂ s h=

FER I MEAD ol 2 g Falahis 9 5 S0 iz sh ) e s gelg
Ytk o] 8 5 H B2 34 915 ko] € NetFlow 2 €l E] = W g vk (=S 2 B2
A AL SELIT A5 ol F2 el 2ol 1P 4, 170 L vho] 2, el 2, Tos(A1]
2 §3), fZel Aol T8, 9 0 29 A sl 2 o) Al Ausl TRkl

Cisco ASAE NetFlow ] A 9 A H] A2 A g th NSELS] ASA 7-38 Z 2 90| A Q3 o|HlE
S Y= dasv UBUs 2HEZ P T2 74 PHS ATFUL ~HOEE T2
ZZJOM FHE 2 o A RS AR Y

| i-29 9| A = Security Cloud Control "] L 25 AF-8-3}o] ASAS] th &l NetFlowS 74 ah= 7okl 1)
Is]

r°*'
o,

o

HE @%‘6“45} Cisco ASA NetFlow T3 7}o] =+ ASAY] A NetFlowS 1A 8= W of] tff 3t o -
LA S A & AlEsh, o] el =9} A /83 2l AE S - dF YT
o A4

Security Cloud Control "] 7 2 & A}-&3}] ASA T]H}o] 28 NSEL T4 0. & o] &gt}
& A
« Security Cloud Control "] L 2 & A}-8-3}&] ASA t]H}o] 28 NSEL 7143
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| Secure Firewall ASA o] ¥l & 21 e
Security Cloud Control v =& S A]-8-5}¢] ASA T]u}-o] 2~ NSEL -4 .

* ASA°l 4] NSEL(NetFlow Secure Event Logging) 7~ 2} A

« ASA H¢ A3 9] o] F BHel

1. ("Cisco Systems NetFlow A H] 2~ Y. U] 7] B]7 9." QIEJ Ul QI YA & B 22T X2 W ES T 917]
1, ZWE 27:3954, 2004 10, B. Claise, Ed. https://www.ietf.org/rfc/rfc3954.txt)

Security Cloud Control "] =1 = & A}-&5} o] ASA t]H}o| 28 NSEL 14

ASA+ NSEL(NetFlow Secure Event Logging)= AF&-3}o] M5 14 oWl E do|H & Bastyt} &F
Wk Z 29 5 AE 2338 Secure Cloud AnalyticsE ©] 172 oMl E Ho]El ] 488 4= 9l5U )
o] Ax}o] A= ASA Tlu}o] 2ol A NSELS -4 8kaL o] 213 NSEL o| I ES Z 25 AeE 2 A5
She WH S A3ty o] 4§ =29 A @ E = SEC(Secure Event Connector) ¢} Y T}

o] Aaf= NSEL 74 WA 2 & FxHA 2.

flow-export destination {{interface}} {{SEC _IPv4 address}} {{SEC_NetFlow port}}
flow-export template timeout-rate {{timeout rate in mins}}
flow-export delay flow-create {{delay flow create rate in secs}}
flow-export active refresh-interval {{refresh interval in mins}}
class-map {{flow_export class name}}
match {{add this traffic to class map}}
{

policy-map {{global policy map name}}
class {{flow_export class name}}
flow-export event-type {{event type}} destination {{SEC_IPv4 address}}
service-policy {{global policy map name}} global

logging flow-export-syslogs disable

show run flow-export

show run policy-map {{global policy map_ name}}
show run class-map {{flow_export class name}}

OS2 BE 7]k, S8 el it o] 5 2 global policyol] 7148 =82 o] &3 Configure
NSEL wj Z =29 of| Yt} o] 3t A5 gustd v a2 = 33 FAFEY O

flow-export destination {{interface}} {{SEC IPv4 address}} {{SEC NetFlow port}}

flow-export template timeout-rate 60
flow-export delay flow-create 55
flow-export active refresh-interval 1
class-map flow_export class_map

match any
policy-map global_policy

class flow_export class_map

flow-export event-type all destination {{SEC IPv4 address}}

logging flow-export-syslogs disable
show run flow-export
show run policy-map global_ policy
show run class-map flow_export class_map

A 2Fst7] el
s AEE AU

« o] M of| Security Cloud Control "} T2 2 2}] gk A o] ¢li= 7d-%- Security Cloud Control Firewall
Management 7-/3 7ol Zof| A uj Z 2o tf 3] ¢lo] HA Al L.

» ASA°l| A tlo]E & 4=41E SEC2] IPv4 T2
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Secure Firewall ASA o[ 1 E 2 U ey |
| R EEE R RE]

« SECOl| Hlo]EH & B asad] ¢lE|H o] ~

* NetFlow ©|Hl E # &0l AF8-% &= UDP £ E ¥ 3 SaaS(Secure Logging Analytics)ol] AF-&%] = ¢
Hlo] 2~ 2] TCP, UDP & NSEL ¥ E 27|, on page 23] W& S 2441 2

« ASA 1 A A o] F =<, on page 61

NEEESS

o] 932 & -%-of u}2} Security Cloud Control "] . 25 A}-8-3}o] ASA t]r}o] o) o 3k NSELS 143
gyt 2 @A E e oF g

1. NSEL "j=L= 5" & 7], on page 54.

2. NSEL #lA| %] ] tf/d 2 SECE & 5] += 1+ A 9], on page 55.

SEC®E A %E NSEL o|HlEE A o] 5l= Zel 2~ W A A, on page 56.

> w

NSEL o]l Eof thst A & vl 24 2] on page 57.
5 F&H¥ A28l 271 W A]#] B] €A 8}, on page 57.

6. "= HE 2 HF, on page 59.
U A
NSEL "l & 53 D71, on page 54% ©]53to] 918 JAE=E A 24T

NSEL " 7= -4 & 7]

Before you begin

ol I HAEEY A A FEd Yo A Zet7] el Security Cloud Control 7} =L 2 & A}-8-3} o]
ASA t]u}o] 28 NSEL 43, on page 53%] W-&& x84 A1 2

Procedure
711 Security Devices(X. ) 5 0] %] o]l A] Devices(t] vl-o] ) €18 =2 gh ).

QF tupo] 2~
Al 2 A A3 tnlo] 2~ §8 518 £ 3} NSEL(NetFlow Secure Event Logging)2 74 & ASAE A1 &1},
7] 3 Device Actions(t] vFo] 2~ 2Hd) ol A Command Line Interface(™d & = <1 E] 3 o] )= &8 ).

— [

WA 4 Macro( 21 2) 8 W g 2 ste] Abg b5 @ AR B5S AU
@A 5 v 2 E-=o A Configuring NSEL (NSEL 1-43)& Al &l gy T},
A 6 Macro(¥] =L =) 42}l A View Parameter (7 71 ¥ <= ®.7))E S8 g}

| Secure Firewall ASA o ¥l E 2113



| Secure Firewall ASA o] ¥l & 21 e
NSEL = 4] 7| o] ]+ 2 sEc A5 = 104 o) [

What to do next
NSEL = A #] o] th4 2 SECE A 45 744 A 9], on page 555 X g}

NSEL 1 A %] o] thA 2 SECE A5+ 7-4 A 9]

NSEL WA A B B0 &G SEC 3 ShtE 153 5 gtk of AF e 229 o 44
& B2 L.

N

flow-export destination {{interface}} {{SEC IPv4 address}} {{SEC_ NetFlow port}}
flow-export template timeout-rate {{timeout rate in mins}}
flow-export delay flow-create {{delay flow create rate in secs}}

flow-export active refresh-interval {{refresh interval in_mins}}

Before you begin
o= Z YAZES9 4B Yy}t A F3sE7] Al Security Cloud Control ] 7 2 & A3} ASA
tjHpo] 28 NSEL -4, on page 53°] W85 Frx5H4 Al 2.

Procedure

A1 flow-export destination ™8 % 2 NetFlow | %l 0] &5 = AU EHE GO gt o] 49 SECE AFH Ut of & i
Aol et =g o=

« {{interface}} - NetFlow ©] I E7} 1% 5= ASA 2] 21E] 7| o]

[>
o
il
o
o
v
%
T
12 2

« {{SEC_IPv4 _address}} - SEC] IPv4 F4 = ¢ # ]t} SECE= Z 29
* {{SEC_NetFlow_port}} - NetFlow 3| 7! ©] {1 % 5]= SECS] UDP £ E WS & 4 gt
@] 2 flow-export templatetimeout-rate ¥ &> Bl 23 g 27 AR RE 8 o s AdE e 148 AATY
t}.

« {{timeout_rate in_mins}} - 1 E5 & A HAF S w744 o] A HE)S
FUYTh SECE W1E8 S A et &5yt £A7F 21 SECe ujsgt

i

T} 608 gh2 AHESHE Ao
E

2% o] Zol v,

o7 3 flow-export delay flow-create ™ @& flow-create ©| Wl E 9] A8 AW A 7HFZ)WHEF A A2 Y o] 3t 8%
Active Timeout(Z7 A7t 23} gk A A 8h ASAA] YH W Z29- o|HlE 5 Yt} o] &4 NSEL
SMEE=AA T A == AZ A F55% T o] w2 A A )| Security Cloud Controlol] #]& A g Ut} o] &
o] A EH| & AT Ado] glom EE5-7F A H = SA flow-create o] HIEZF Wl H U o},

+ {{delay_flow _create rate in_secs}} - 225 A4 oJHlE A% 7+o] XA A 7H(F)S 4Tt} 55% 3HS A
&3k Zlo] E5UTH

4] 4 flow-export activerefresh-interval 8 3-8 o] 71 Z 2 -0 )3t 8] o] E7F ASACNA AEHE N EE A
oyt F &3 #he 18~60% A YT} Flow Update Interval(Z =-$- 9 dlo] E 7+2) 2 =of A flow-export active
refresh-interval=- flow-export delay flow-create 7+24 2.t} 5% o] Z 7] 42 3}A flow-update ©] ¥l E 7} flow-creation
oM E R th WA A E ] gFH T
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What to do next
SEC= %2 NSEL o|HIEE A ofsh= Z a2 W A4, onpage 565 Yt}

SEC= {5 E NSELO|WIE S A osl= Sl W AA
gz o] thS W e Ze 0 RENSEL o HEE 1838 oS al @ 28 2~ 2 SEC(Secure Event
] A

class-map {{flow_export class name}}

match {{add this traffic to class map}}

Before you begin
ol ¢ T HPAZFZ 99 dFE-AYr} A2Hel7] Aol Security Cloud Control | 7L 25 AF-8-3F¢] ASA
t]rlo] 228 NSEL -4, on page 532] &S HZ3 Al &

Procedure

WA 1 classmap "8 %S SECE B ¥ NSEL E#j & A el Fa 2 o o] &5 A A}
* {{flow-export-class-name}}- =&l 2= Y 2] o] &S LHFU T} o] 52 dol= H ol 402F] Y T} "class-default" 2}
= olF 218" internal" =& " default"Z A2}l E EE o] F2 o 2FH o OV\W‘:} EE 79!‘559] ==
%EO’Yﬂ vl =oo] 25 Abgstu e, b & Fel2= Y F3 ol AHEH o] 55 AARES sSlsu

mO(

A2 = 7 AA (LA 3FE) EES AE U} {{add_this traffic to class map}} 2] zkoll thal oFe &4

Pt
« {{add_this traffic to_class map}} Z =0l any= 23U th NSEL E o] tj3t =& E g
FIYTE "any" @S A&k Blo] EH5 UYL

« {{add_this traffic_to_class map}} & =l access-list name-of-access-listE® ¥ & gt} o] 2 A & A3k A
M2 553 AAd 2E By o] AZA Yt} AFAI S U8 Cisco ASA NetFlow 7-& 7}o] = oA HEe] A
A2 aE e T2 Y] 7S AR L

S
ofN

=)

8

$8e vy

i)

What to do next

NSEL o] ¥l Eof tf gt 42 9 g 2], on page 575 AEFH T
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https://www.cisco.com/c/en/us/td/docs/security/asa/special/netflow/guide/asa_netflow.html#pgfId-1341494

| Secure Firewall ASA o] ¥l & 21 e

)
ox
L
i
o,
o
|

NSEL o]l

&
it

ol i

NSEL o] Hl Eof th 3k 4 2 ¥ 7d 2]
o] 2hd 2 o7l 2Fd el A Ad g = 2l 220l NetFlow WU 7] 2118 shdslar A A2 o] S~
£ E3YT o] A mjARe] o] AEE FEsAA L.

policy-map {{global policy map name}}
class {{flow_export _class name}}

flow-export event-type {{event type}} destination {{SEC_IPv4 address}}

Before you begin

ol o & HAEZ59 dF- YUt A &st7] Aol| Security Cloud Control M| L =& AF-8-3o] ASA
t]u}o] -8 NSEL -4, on page 539 U] 8-S 225 AA &

Procedure

711 policy-map 8 % - policy-map< 873 3 th ths 2Fglol A= o] A2 e 7
+{{global_policy_map_name}) - 231 el o] -5 1Tk el o] /) 4104 43 o) (= A )2 AL
ahe Aol EH5UT A A A o) 715 o] 52 global_policyd U TtH ASA 221 A H o] o] 5 AA S x4
A] 9. Cisco ASA NetFlow 7& 7}o] =9] Conﬁgure Flow-Export Actions Through Modular Policy Framework(:.&
WA 2l AR B FRS 7] A FA)e] wheh A A P Agela A Ao w A ga
FENSEEA RN E ERCER L ey

19
ol
_‘ 1
i
re
il
il n:?i'
L
A

mlm
o

o5}

rr

@7 2 class ™ %> SECE 742 NSEL o|Hl1 E Z 2 W A, on page 56914 A S Sl o] o] &
FEgUoh
] 3 flow-export event-type { {event-type} } destination {{IPv4 address}} ™ ¥ -2 Z =9 A HE{ (o] 4 $ SEC)= H 3l oF
sk oM E 73S Fol
« {{event-type}} - event type 7] ¥ == LEH 5
t}.

* {{SEC_IPv4_address}} -SEC2] IPv4 =4I Yt} al g 3k NSEL v A A o] th4F 2 SECE A %5 &= 72 A 9],
on page 55¢ 9} =gk gl A <5 Yot

rr

A9 olMES] o BT "all" g AHEFHE Aol ]

What to do next

THE A 2F 22 v A A Bl 24 5} on page 575 AlSE YT

%%%Ni%ilﬂﬂﬂm%@ﬂ
o] A F e Az o ANS FEFUA S BHES FHT DL} g1

logging flow-export-syslogs disable
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Secure Firewall ASA o[ 1 E 2 U ey |
= 77 WA A 1] 8 5}

NetFlows &4 8}sto] Z259-HHE lHl-MUS_ U5 39 A28 2 wA A 7 S E P YT s g
B E NetFlows 3]l WEWEE J5& 8l S5 A28 22 WA A& & stet= Aol £5
Yt
“
Note NSEL % A|2~®] 21 wAIX] 7} &5 g8l A F 27 53 1kl A7k o 2 4E =] &5y
t}.
Syslog ™| A| =] A NSEL o] ¥l E ID NSEL &7 o|HIE ID
106100 M2 Ao} 7+ 2(ACL) |1 — F297F A4 E  |0—ACLO] E29-5 3
o] WAy g wjwit} A4 | (ACLOA Z229-5 3 |83 4%
= {3 7
= 4%) 1001 — OJ:/_?H]* ACL
3—EESHATE A EESE AT
A
(AC:J’ﬂ | E255 7] 1002 — o] _—,_gﬂ 2 ACL
A SREEEE IR
106015 A AR HZ o] SYNH (3 — ZFZF7FAFE 1004 — 3 HA| 37 o]
Zol ol B Z TCP &= TCPSYN I 7l o] of ] =
-7t AR-H 2527 ARE
106023 accessgroup B HE & |3 — Z 297 ARE 1001 — <119 2 ACL
&l QlE] | o] 2~of] AAH oA EE25-E AT
A = a
‘;CLOH 1ERFE 7 1002 — o]:uﬂ]A ACL
S NN E=25E A5
302013, 302015, 302017, | TCP, UDP, GRE, ICMP || — Z 2 o7} A% | — LA
302020 A WA
302014, 302016, 302018, | TCP, UDP, GRE, ICMP |3 — Z =z o7} Abx|®l |0 — FA| 3
302021 A 3 A B
>2000— == 9-7} 3l Al
=)
=4
313001 tlufo] 2ol t)E ICMP [3— Z29-7F ARE 1003 — A 0.2 23]
g7l o] AR To-the-box == -$-7} A
B %)
=
313008 tjnlo] 2o )8t ICMP |3 — Z2 97 ARE 1003 — T4 0.2 Q13|
v6 H 7l o] A H= To-the-box = 297} A
H 5]
T
710003 tiupo] 2 QI so] 2o |3 — Z 247 718 1003 — T o= 213
et A4 A =7t AR To-the-box Z&-$-7} A
# n
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I Secure Firewall ASA ©]

HE e Y
Wazaeg 9% [
B A 2" 20 AR & v A sl A] ko o] mj A= E Hskar o] FNFAAE = 5]

53
t}.
logging flow-export-syslogs disable

NetFlow ¥l A| =8 =70 v A1« W] &2 31 5 vpA] 27 ste] Axpol] wpe} ypgofl 718 AJ~8]) 21
ﬁ:

HA A & A shstA Y v 2 A 31 E 5= s U T
AR e 2 A%
Before you begin
o= ¢ YA EE Y IFAYYrt A #sE7] Al Security Cloud Control M| L2 & AF-8-3Fo ASA
t]rlo] 28 NSEL 7-4J, on page 532] W& Fx34 Al L.
Procedure
A1 AR FEE e F Review(HE)E 29 3t0] ASAR HEH7] dol WH& HEFYTH
@A 2 ol dg o] 21 Send(HE)E S YT
W3 BHe A F AR Pe] Ay FU TS MANLS 5 Agrrlrhreks v A sk 3 F e YAst BA
2 5 e
& Sor nges to the running config Write to Disk  Dismiss
* Writeto Disk(H =0l 227]) & S &6t o] e o2 =33t WA Abekat A8 T 749 v& e WA

Abgre] Tluho) o] A% Aol AAE Y o),
« Dismiss(3 Al) = 223k w414 7} Abeb o),

Security Cloud Control "] T2 & A}-83} ] ASA T]H}o] & NSEL T+
2= g S

=]

’d, on page 53 A H A=

ASA°]| 4| NSEL(NetFlow Secure Event Logging) 7 2}~

o] A x}of| A = SEC(Secure Event Connector) S NSEL = 2 9- 2 2§ & %] 4 3} = ASA ] 4] NSEL(NetFlow
Secure Event Logging) T-/d = 21 A3} = WH S A &t} o] A=Jol A = Security Cloud Control 1
A= E AFE-3lo] ASA TJHFo] =8 NSEL 7/dol AW mja 2 & v = 3ot

o] A x}i= DELETE NSEL WA 2 & FF34 A Q.

policy-map {{flow export policy name}}
no class {{flow_export class name}}

no class-map {{flow_export class_ name}}
no flow-export destination {{interface}}
no flow-export template timeout-rate {{timeout rate in mins}}

no flow-export delay flow-create {{delay flow create rate in secs}}
no flow-export active refresh-interval
logging flow-export-syslogs enable
show run flow-export

{{IPv4_address}} {{NetFlow port}}

{{refresh interval in mins}}

2
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show run policy-map {{flow export policy name}}
show run class-map {{flow_export class name}}

DELETE-NSEL v =L 2 <& 7]

Procedure

711 Security Devices(.¢k T Hho] 2 ) 0] 2] o] 4] Devices(F] ko] ) 91 el g o),

oA 2 A48 tnto] ~ -8 B8 Z 2 8}31 NSEL(NetFlow Secure Event Logging) 7/ = 214l Sk ASAE A &3 o}
7] 3 Device Actions(t] vFo] 2~ 2+4d) #oll 4] Command Line Interface(™d 8 = <1 Ej# o] )& &8 gt}
ER P EER-FIa )2 2950 ALg s AR B5S EAFYT
G5 w2 HFo A DELETE-NSEL S A &3t
Al 6 Macro(W]| ZL=) “ 2}l A View Parameter (Wl 7 = 7)) & S8 FU T}
ol gt st No B ¢Hs
ASA CLI:= "8 % 9] "no" F A& AH&-ato] AU mj Az o] BEE & ste] B E 2] "no" F4 =
3 Pk
Procedure

SAI 1 policy-map {{flow_export_policy name}}

* {{flow_export_policy name}} - g3 W o] 59| 3= 4=}

@A 2 no class {{flow _export class name}}

« {{flow_export_class name}} - = 9 o] 52 @S A

] 3 no class-map {{flow_export _class name}}
« {{flow_export_class name}} - S22~ W o] 5 9] gko] 9] o] Aol A F&A T

7] 4 no flow-export destination { {interface}} {{IPv4 address}} {{NetFlow port}}
« {{interface}} - NetFlow | E7} & ¥ ASAQ] QIE]Flo] 2~ o] 55 Y H FH T
« {{IPv4_address}} - SEC] IPv4 42 48U}t SECE Z =2

)
o
« {{NetFlow_port}} - NetFlow 3} %! o] %% = SEC2] UDP X E W& = 9] g3t}

@A 5 no flow-export template timeout-rate {{timeout rate in_mins}

}
« {{timeout_rate_in_mins}} - flow-export &1 =2l A 3k A| 7+ ¢ & g},
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@A 6 no flow-export delay flow-create {{delay flow create rate in secs}}

« {{delay_flow _create rate in_secs}} - flow-export A/ &1 Z 29 BA £ 2 &3},

@Al 7 no flow-export active refresh-interval {{refresh_interval in_mins}}
7

« {{refresh_interval_in_mins}} - flow-export 24 A 2 113 7128 o &g}

ASA 71 & A A o) 01

ul{f
R
o

Procedure

Al 1 Security Devices(}.qt ] rfo] =) F| o] X of| A o A #) 2] o] 55 3t
@Al 2 Device Actions(T] BFo] 2~ 2] ol A > Command Reference(™ = % 2
7 3 Command Line Interface("d ¥ & 1 EH|o] ) Fo] LF I Eo th5-& =€

show running-config service-policy

ol-2f o 2] &2 ol A global policyt 1% A 2 2] o] &t}

o

> show running-config service-policy

service-policy global_policy global

NSEL 50| 5] Z29 24] 32
NSEL(Netflow Secure Event Logging) 742 31 oW T} A x}E x}-&-3o] NSEL o] fl E7} A}&-2}
ASA®] A Cisco Cloud® <% 11 Cisco Cloud”} ©] & F=215}=%] &<2l3tt}.

ASA7} NSEL o]l EE SEC(H.¢t o]l E AYENHZ Bl t}-3 Cisco Cloud® B == T4 ¥ 39
= OBl 7} SA] 32 %] 5 Y TE NETA A A4 == NSEL #& Ezj g o] Qlviar 7Fg st 3 |
A NSEL #| Z o] ASA| =&al= dl E & A% 28 4 5y th

)

Note o]
=

ﬂ%E—?—lﬁ "flow-export counters" 8 % 2 "capture" * & = AF-8-3}o] NSEL d]o|E] Z 2 &4
‘?3 HojFUt ol ef gk W& ARl gk 2pA &k W] -8--2CLI Book 1: Cisco ASA 4]
CLI 4] 7}o]=¢] "sj 71 A" 2 Cisco ASA NetFlow & 7}o] =.2] "NSEL 21 H

o
=Y

BN

ofr
ol
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Z
}-o K
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* NetFlow 3] % o] SECZ A% 11 =% &<l

* flow-export counters

* capture

"flow-export counters' 8 & S AF&3Fe] 45 = flow-export 9| %! 2 NSEL @/ <]

* NSEL ¢|HlE & SECZ # 5\—;}‘: ASAE T4 A =X &3t} Security Cloud Control ™ = 2
& AH&3Fo] ASA tlHfo] 28 NSEL 74 = Frxst Al L.

* SECIP 4= NSEL Ml E 9] Z 29 AdH FAYUTh HUEd & o]/42] SECE =2 Y3
BT SHE IP FAE ARESAL A Fl Y Th

* NetFlow Ml E S A3} d] ALE-5] = UDP TEWIE FHFYLC
Logging®ll AF-&-%] & tulo] 2~ 2] TCP, UDP ¥ NSEL X E 37| & 2234 Al Q.

« NSEL o|HIE & #&3h= ASACN A #FE = dE H o] 2= &g QI Fo] =YY th QIE] 7] o]
27 vE g dFH

@
<}
o
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[
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7
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Security Cloud Control2] ™ ¥ & Q1| | o] ~ & A}-&-3}o] NSELY| th &l -4 3k ASA] o] 2]t = &

A%

Procedure

A1 E Ao A Security Devices(E-QF Tl vfo] )& &= 3 T

©H7 2 Devices(t]vho] ) 818 & g},

A3 A g tubo] 2§15 883 NSEL | HIE S SECE AFate® 743 ASAE A B gt

7 4 2 E% <] Device Actions(t] vlo] 2 #+¢]) Aol 4] Command Line Interface(™d % & 1€} o] )& & g}

DAl clear flow-export counters 8T AYte] TR WIRWY] 72 EH S AL T o1 A 34 A oM ES}
Tl =2 A Gl 4 A= clear export flow 7F&E] 7F0 2.2 A4 74 g U T},

of Al

> clear flow-export counters

Done!
A1 6 NSEL =719 th, A9 97 = 2 75 21512 show flow-export counters ™8 & = 4 3 §1 v}
o A

>show flow-export counters
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NSEL o] 91 =7} sEC 155 11 217 5ol |

A management 209.165.200.225 10425
Statistics:

packets sent 25000

:',m

=2
block allocation errors 0
invalid interface 0
template send failure 0
no route to collector O
source port allocation 0

9ol ZHol| A EA %] =S NSEL o| I E7} A4 ASAL] Q1B H|o] 2, SECY] IP T4, SECY] ¥ E 104255 Hol %

1m

Ytk 538250009 A = EA gy
LF7Fla A o] AEEE= A olell 9 Cisco Cloudol] 4] NetFlow 3| Zl o] =415 a1 gJ =% Eelo 7 A Al A
o

o AH:

i

* block allocation errors(&2= &9 2 7) -85 st Q F7} A1 H ASA7 Z 25 A A~ FE

e & dehA] ek APyt
5 2} Cisco TAC(Technical Assistance Center)®ll 2] &1 T}
« invalid interface(ZH 5= Q1E] | o] ~) - NSEL ©| Wl E S SECE A 53be] 1L A vF Z 29 Y B U
Z1el sl A ol gk QIE Hl o] 27k A F st e F -4 = A ‘1’%9}-52 ‘/‘rE}‘ﬁ‘/l‘?‘r.
o« B 29 NSELS 14 & uff A &3t 9l E1 Hol~5 AEF U #e] QIE H o] ~ & AF8-5f
= Aol EHFUTh AR AL )IE Hlo] 2= vHE S U
« template send failure(§1 =23 A< 2 9]) - NSELS 4 o] s o 3}= Bl 23l o] 2nl= 7 i 24
= A FokFUTH
« 5 2} Security Cloud Control A] 91 ol| 2] 3} 4 A] S
* norouteto collector (2 & E o] 3k 4 =2 §12)-ASA A SECEZ ] W EY A H =27} ¢leS e
W o
« B A
* NSEL< 4 & o] SECol| AF&-8HIP =227} S0l 4] gl gt}

« SEC2] A el 7} Active(BH4d)o] oL F & FER| ES A53=4] gelgtyt}. spcel 94
4 9188 HF2EAA S

Secure Device Connector2] A} Bl 7} Active(Z-4])o] 3L H = SFER|E S A5 =4] &9l

e,
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B copturen el e X8 el o) ASAC) A SECT 7% ¥ NSEL 9% 7 %)

« sourceport allocation(4 2~ L E &) - ASAS] 23 FET} Q18-S YEbd = 95Ut

"capture" J & 2 Al-83}o] ASAS A SECE 7153 NSEL = %! 71 A]

A1
A 2
oA 3
w7 4
7 5

) 6

* NSEL °|Hl E & SECE A3 =F ASAE 74 =+ #2184t} Security Cloud Control 1] 2
£ AH&-38te] ASA tjufo] -8 NSEL 173

* SECIP 4= NSEL oI Eo] 229 AU FAYUYLE HldEd & o] 49 SECE &KX Y 3
S SutE P FAE AFSS A A Elf YT

o
Y
N
ol
ol
>,
>,
l-o

sl U AR E = UDP R E HEE 25U
= T]Hlo] ~ 2] TCP,UDP ¥ NSEL X E 27| & 22314 A Q..

(')
i
[72]
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* NetFlow ©]Hll
Logging®ll A}
L NSEL o] f1E 2 443H= ASASI 4] 17455 lE o] = she] olE) o] 2q) e}, 91E] 3] o]
PURSE PR

E =
—_=
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Security Cloud Control®] ™ & < 1 E] ¥ o] =& AF-&-3}o] NSELC| th3l] 74 & ASA°] o] & P&
AEF ok

L ZAA

g2l 2ol A Security Devices(H.¢F tlnlo] ~)E S8 gy},
Devices(t]v}o] ) 55 & gyt
A g tjuto] 2~ -3 §8 58 3F3 NSEL o| Wl EE SECE 53t =5 743k ASAE A g3t
2 22 9] Device Actions(t] Hlo] 2~ 2H¢]) Foll 4] Command Line Interface(*d 3 2 S8 #| o] )2 S8 3t}
g o A o] capture ™ #S A g}
>capturecapture_nameinter faceinterface_name match udp any host IP_of SECegNetFlow_port
SEER
« capture_name # 7! 71 4] o] o] &Y ot
« interface_name& NSEL ¥} 7l o] ASAS U7} ¢l 5 o] 2~ 9] o] 1Yt}
* IP_of_SEC= SEC VM 9] IP F24 Yt}

* NetFlow_port= NSEL ¢|HlE7} A& 5= L EQ Ut}
ol Z A st 3|7 4 A 7} A A Y T
0219 2715 1 2] show capture H &S A 3 gt}
> show capturecapture_name
o] 7] A capture_name o] & THA ol A A o] &k i Fl A A €] o] F Y]

Lo MA AIZE, FFl o] AEH P F4,IP T4 L 3 7lo] AEH x =
192.168.25.4%= SECY] IP 540|311 ¥ E 10425 NSEL ¢l EE 215} SECe ZE Ut}

A 67]2] 7

£
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Cisco Cloud°ll 4] NetFlow =] %1 & =413} 31 Q) =X] &<l

1: 14:23:51.706308 192.168.0.169.16431 > 192.168.25.4.10425: udp 476
2: 14:23:53.923017 192.168.0.169.16431 > 192.168.25.4.10425: udp 248
3: 14:24:07.411904 192.168.0.169.16431 > 192.168.25.4.10425: udp 1436
4: 14:24:07.411920 192.168.0.169.16431 > 192.168.25.4.10425: udp 1276
5: 14:24:21.021208 192.168.0.169.16431 > 192.168.25.4.10425: udp 112
6: 14:24:27.444755 192.168.0.169.16431 > 192.168.25.4.10425: udp 196
GA T WA WA E E o2 T8 W capturestop 1 E S A T
> capture capture_namestop
1714 capture_names: o] 21 T 6l 4 4 ol % 120 744 o] o] e .
O = T =
Cisco Cloud®] 4] NetFlow 3] %) & =215} 11 ¢) ==%] 8ol
Al 2}&L7] 2ol
NSEL o]l E 7} ASAo A A4 5 a1 1% gHelg o}

2}o] B NSEL |1 E &-21

2o 1 oWl E 5} 7] % o]l =

Procedure

1
o] A =}l A = Cisco Cloud”} A 1A] 7F W ol] 42213k NSEL o| ¥l E & & & g},

@A 1 Security Cloud Control = 335 w57l A, Products(A] 3% ) > Firewal (% 3} 9) & &2 o)
WA 2 912 ol A Events& Logs(o] Ml E 2 2 1) > Events(¢] ¥l E) > Event Logging(¢] H1E 2 7)& A &gt}
A 3 lee(F/}O] By S 2 e,
T 4 o|WIE WE]2 w4 o7 AU}
B0 ASA o] HLE 41410 4] NetFlow?} 2 9l s]o] 5137 sel g vl
A1 6 NSEL o|HIES 285 1/ jF ASAS] IP 5= 22& Sensor ID(A1A ID) B =0 & o}
@A 7 ZE ] W ool A Include NetFlow Events(NetFlow o]l E £ 3H7} M el 5] o] ¢)=x] ghel gt}
o] 2 NSEL o] ¥l E &<]

o] A= Cisco FeH-=7F A A & 717 el

A3 NSEL oI ES e g},
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Procedure

@A 1 Security Cloud Control = 3 3% w579l A, Products(#] %) > Firewall (43} 9)& 2
A 2 2 Ao A Events& Logs(o] Wl E 2 2 1) > Events(©] ¥l )>amumwmﬂﬂEiU%£@§WW
A3 7 Hs 2

Al 4 o] E FEE 1A 0 F JUtt

A 5 ASA oI E 2140 A NetFlow7} A8 5] o] 9li=#] gHel gy},
A 6 Security Cloud Control7} NSEL o] IE & =418 A o] Ql=%] &1 = Q= A&} AIZHS S4td] o] o= d4

.
@71 7 NSEL o] WIE S A E53HE 5 714 3 ASAQ] IP 542 E Sensor ID(A1A] ID) A =of o 2 g o,
WA 8 ZE] 9l o} ol A Include NetFlow Events(NetFlow o]l E 37} M el v o] ¢li=%] <&t}

TE B ASA A A~E 2 7 o H

A A28 27 oMl E &= thE Al 2H 2 7 oWl ER T T B o]
AE B4 oA HAE 4= 9d5 Ut SECE A A 3 BLE ASA 9]
A qk, obg] gl o] o] A ~E] 21 A A i o e " gy Y
oM E = A S F7] ¢ oA 2 FAFH YL

HE
HE

&S Xgksl,
£ Cisco Cloud= A
A BE A2

Al2~¥ 271D Al2~®l 2 0 R A28 27w A] x| e] 23

106015 Firewall AFE] 7 255 TCP A Y- e
Huoh

106023 Firewall A A 1P #) % o] ACL| 2] 3] AX-

#9141} o] WA 4] = ACLel
el 2o g4 B shelA o
& 7 9ol = Lhepg o

106100 o o 2 2L} A 571 0] ACLol ]3] &) &7}
AH-E A5
113019 A&} Q1= % 8 AnyConnect

302013, 302015, 302017, 302020 | A}

ofo
X
X
[Ro)

TCP, UDP, GRE ¥ ICMP 12 A}
AS A AL 5
Syslog.
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Al~El 271D

e

R EEE REEER

302014, 302016, 302018, 302021

AREAF AL

TCP, UDP, GRE 2 ICMP <172 A
Ae st Ad Az E F5

Syslog.

302020 - 302021

A A4

ICMP Al A7 2 3f A

305006

AF-8-2} A A /NAT 2 PAT

NAT 2 2 9

305011-305014

AF-8-2} A A/NAT 2 PAT

NAT ¥ =/&) A &

313001, 313008 Ip ) Fapol] AR A4S ey
o}

414004 Al 2~ %2 AnyConnect

609001 - 609002 Firewall ol olo] AAE 52 E ip-address

off tiaf UES A e e el
7} el /A A = A5 T

710002,710004 710005

A AR

Ak 47 )

710003

A AR

A AR-E A4

.

o

JeraY

746012, 746013

AR} A

%8 AnyConnect

Sl 7 o] ~ & A}8-3}] Cisco Cloud®l] ASA A]2~El 277 o]H E A

274 o] Aol A o E HE| T

ofy
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