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oA 4

A5

) 6

ASA Security Analytics and Logging (SaaS) "l =L = A 4] .

A A 50] AF-Q1 SECOl o[l ENE Bafje s HH & s A2 = Hagyr

logging trap {{message list name} }

o] 4 Aol 4] logging trap message list ™8 ¥ < A 818k 7 $- v A A 220 4] syslogE A 2] aflof BT} v
ST Y YS9 5 AEFAEA A ol E B2 A4S AUh Ohg PO A LG,
logging listname{ levellevel [ classmessage class] | messagestart_id[-end_id] }

o1& thev} o] &R Pk,

logging list {{message list name}} level {{security level}}

logging list {{message list name}} level {{security level}} class {{message class}}

logging list {{message list name}} message {{syslog range or number}}

up2] gk ¥ & o] A = v A %] 9}2} 0] ] {{syslog range or number}}E T syslog ID(106023) 5=+ W 91(302013-302018)

2 483 S AFYT WA A 558 whEEH Aok v o] FollA] sk o] WE My S ARE YT &

A A RAM T o] 5 BE iNHETFE AR A dE e A A gk AFE STk Aol o s A

Q. CDOE Wi/ M7 ulo] Q= AR E ddehA] eFU T

Important  |ogging list 8 7 = | L= ol A logging trap 8 7 kel Skok it WA 553 4 <] 51 logging trap
Hgol| A AFEE 4= A FU T ol o AE AR E FESH A L.

(A& AL syslog BRI =R 25

< F7H T B ¥ g

W dashA 5yt

logging timestamp

Note W7 9.10(1)-E ASA+ o[ HIE A] 28l & 710 A RFC 542491 mHe} B} ~B 2 5 g sl sl
A BT} o] 4L 84 3l5HH syslog ¥ A 2] 9] B E €}Q] 2~ Bl 3 7} RFC 5424 3 2] o] )i} A
FEAFU L thE-2 RFC 5424 24 9] A1 8yt

F7FHU . ASAC A AW S syslog M A A] of] 5}
< 3

2 SyslogTimestamp Z =0l AUt} o] H S
7

o

o tlo

<166>2018-06-27T12:17:46Z asa : $ASA-6-110002: Failed to locate egress interface for protocol from
src interface :src IP/src port to dest IP/dest port

A8 A& EMBLEM @ 2] o] o} syslog #| A A]of] Hluto] 2~ IDE £33 mja =5 A uf W A4S
¢l& o =5 tHlo] 2 IDE EMBLEM ©] 9] g4 Syslog A1 %] oll £&5 Yt o= v 22 7]Rke] ¥ +=
CLI ¥ & Yt}

logging device-id { cluster-id | context-name| hostname| ipaddress interface_name [system] | stringtext}

ol t&3 ol EFFH T

logging device-id cluster-id

logging device-id context-name

logging device-id hosthame

logging device-id ipaddress {{interface name}} system

logging device-id string {{text 16 char or less}}

27e 2R P of §He vl 2 A 2ol S At g
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logging enable

AT wlZ R e H Fof] 227] writememoryE 57}8FA] vF4] Al 2. gl 2] show running-config logging ™8 & & 713}
o] ASAS] A2} Aol AABlakr] el =g =7 B A3E AEJH L

show running-config logging

Lo w2 S ALY CDOS i W

S
£ tjupo) o] WL AT & 9k,

SGA8  FAdo] WA AT F213 = 79 writememory ol
= AH o] 2 75 S AFESte] Ml AR E AFE-Se] g g B

write memory

SA9 (e ALEH) A2 A o] T tpermit’ o M E ] )3k 270 A ST o] BAE WHE QE o] 2 ALE
3}o] ASA Syslog |l EE Cisco Cloud® A4 Axjol] A x| o QJA|vt o] m| 2= E@E]Oi AA] F YT
)4l CDO GUION A <=3 Ut}

GA10 "I EE AF3Y o

Example
e U vaRE A%E 93 B2 EYu
logging host {{interface name}} {{SEC_ip address}} {{tcp or udp}}/{{port number}}
logging permit-hostdown
logging list {{message list name}} level {{security level}}
logging list {{message list name}} message {{syslog range or number 1}}
logging list {{message list name}} message {{syslog range or number 2}}

logging trap {{message list name}}
logging device-id cluster-id
logging enable

show running-config logging

\}

Note X2 t}E =54 syslogID == HY= 17]—6]— 9 7}4] logging list 8 7 O] AFHT
{{syslog_range or number X}} v} 7| ¥ 5=ol = X} = Ve FEAF a3 1E R
ol =z} 917 a0 el B Felal HU e E ol gkl 445
A @235 CDOE= MiAmE AdYshA or e Aaste = W ygrt v 2o £3sof gt
= doll 28t Al L. B E syslog ID7} 5 U 3F &S0 35 2 & event list name®] Z}

ZoA LA FAg Y

What to do next
nf A2 A e

ASA Security Analytics and Logging Macro(}.9F 4] 2! 7] v 7 2)& WAl A S u|7 2 &
2180551 ASA syslog ©| Hl EZ Cisco Cloud 2 %4 gHu o).

. Cisco Security Analytics and Logging


managing-asa-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_176
managing-asa-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_176

| Cisco Security Analytics and Logging
el % Qe o] 25 AL &-5o] ASA Syslog ©] Wl E = Cisco Cloud 2 1% ]

& 2 E H o] ~E Al-8-3}o] ASA Syslog ©] ¥l E £ Cisco
Cloud= A

o] A x}ol| A= ASA Syslog o[ I EE SEC(H.QF o|HIE AV E )l Aegt of5 27 S S shete= W
HE Ayt ol st Aato| M= g JASZ2 & S5ste ol Zask AT A

ASAONA 27 S T T 4 Q= B E v ] 3k 2} A4 8 U] 8-S ASDMI: Cisco AS =24
% ASDM T4 7}o] = B CLI 18: Cisco ASA Al 2] = 4wt 29 CLI 174 7lol=9] U HH &
Zrzsta Al

D>
>
W o
N

2] = = ASA T F o o g Al gk AL
CDO= b4 T Syslog & = vl 414 948 A 9hA errvivh.
* Syslog®] EMBLEM & 4]

* H.2F Syslog

ASA-E CDO ¥ &= QI o]~

o] ko] HE 29 & ASAS CDO| W 2% Qe o] 20l 4 A5 ALtk B HE e o] 2
oA % A2 vl e 8 e,

rulo

@711 g B&oll A Devices& Services(tlHlo] 2~ 2 A u] )& F g,
7 2 Devices(t] ulo] ) B1& Z2 g},
GA 3 A% tntol 2~ {8 S S5l 27 S 43S ASAE A

Al 4 Q2% 2] Device Actions(t] HFo] 2~ 2F9]) ol A > Command Line Interface(™d ¥ & Q1 E o] ~) & &gt}
w7 5 Command Line Interface(*d 8 % 1 E] o] ) B1& ZE)3 ). o] 4] ZEIZE A oo A WS &3t

=H7F H A E Y

EHEE 99T F Send(H$)E 29U TE CDO9 CLI QIE o]
1*4*’2@ T A SA 7158 YT ASAS] A A T ol M A
F7h= A3 of

ASA°] A4 Ad ¥ ez W2 Hut

2 <
S 7158l ™ write memory HH S

Holo|HE AUYE o ASAAAE Z 1 o|HE A
ASA A 2~Hl 271 o]l E & & K o 3 SEC(Secure Event Connector) % 8L} 2 AEst o3 27 & &

dstete i b Aol A 2l e s s of Stk

A1 ASAC] A 2E] 2 A Q1 AR Y SECe] MAAE Bl =S 4 Tk

ot
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B cu= Aeclod AsASyslog oM = 2 Cisco ZEl9 =2 1%

7 2 SECO AEe e
@13 2AE &5

2719 7hE A i A28 27 o I E B2.8 A9 g ok,

Sl 4 W AL ASAS) A2 Aol A e,

CLI= A}-8-3}o] ASA Syslog ©| Hl E = Cisco 22522 A%

711 ASA©] syslog A H Q1 A A 7 SECo WAIA & Bl =5 A4 YT
3 <]

ASAC°| A Cisco cloud= A|2=8] 21 o] EE #

2] Cisco cloud2 WA A& HAE3 ],

syslog M| A] A1 & SECe] Bl ™ th3 @A & A FHth

a. TCP %i= UDPE AF-&3}9] ASA 9] syslog A H 91 2121 & SECol| WA A & A %625 5 4] F U ol SECE IPv4
EEIPv6 TAE AFEE  USFH T TCP 2= UDP X E = o|HIES ﬂiaqdr " LEZ A&l oF af=

A <15} ™ SaaS(Secure Logging Analytics)ol| AF-&% &= ‘qﬂ]’olj\“] TCP, UDP 5! NSEL £ E 37| & 336}
AIA]O
Y I

ot

uf 5 Al 2~®l 277 AW A X7 SECE &3 SECe]

£ logging host ¥ & -9 o Yt}
logging host interface name SEC _|IP_address [ [ tcp/port ] | [ udp/port 1]
o

> logging host mgmt 192.168.1.5 tcp/10125
> logging host mgmt 192.168.1.5 udp/10025
> logging host mgmt 2002::1:1 tcp/10125
> logging host mgmt 2002::1:1 udp/10025
« interface_name ¢15== ™| A| %] 7} syslog A B & A4 5] &= ASA SlE H o] 2= %] éf?jb]ﬂr SDC2}e] EA4lo
o] AHE TR F L7 ASA JIE H| o] 2E S8l SDC syslog MIAI A E Hl= Ao] "B ALY Y T

« SEC_IP_address 2157+ SEC7} A X9 VM9 IP 45 E &3 of gt}

« tcp/port T3 udp/port 7] Y =-01 = -0 Al A8 2 T WA X 7 TCP TREZ W ¥ L E = UDP 22
EZ 9 FEE AR AEE =5 A F YT UDP B TCPE AHE-381] syslog AT H ol Hlo|H &
AESEE ASAE 7S 7 AT E A S FEflsHY Z2EEFS A AsHA] oW 7| E 28
B2 UDPY YT

TCPE A A3 7 9- ASAS syslog B ] Aol & A AL BE ZX ZA] ASAS F3 A2 ﬂ AS

gtk TCP syslog Al H ol gk AA o FAIglo]l Al AZA S 5832l b DA E FFeH4H A 2. UDPE

33 737 ASAT syslog A H o] & of Jof] A glo] A A& A& 3 &t Fagh %k

Note F 71€] 70 syslog A1 ¥ & ASA WA A& A&t = -9, THE syslog A1H €] 214 gk Q1H 7]
Ol IP T, T2 EF U X EZ ALE-35lo] 5 HA| logging host ™ & S 21 3]st &= O’)\‘%D}.

b. (AE A8 TCPE 3 o WIE S SECE A48l 45 SEC7F F0H LAY ASA®] =1 t)7] o] =t 2 A4
A 70] AP T syslog A1 7} M9 5] 31 21 v 7] o] 1] 9 AT A 28 Ao BhA] 85T TCP A] 2=
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A 2

A3

oA 4

A 5

CLIZ A}-£-3lo] ASA Syslog o] Wl = = Cisco Z21-5== 1% [

o #AgLol A} A2 S 38t o] FF & AHE-3He] TCP A4 A =8 21 A7}
&

logging per mit-hostdown
SR

> logging permit-hostdown

UE W o ol AR 2 wA XS A AE 20 Aol dE A A
logging trap { severity level | message list }
o

> logging trap 3
> logging trap asa_syslogs_to_cloud

AT Wl 22 (1~7) B ol & A AHE F A5 dE S0 AZLTEE 302 A A ASAE AL 5
= 3,2, 19 3 syslog WA A& YT},

message_list Q1575 AFE A} A A oM E 25 A5 A5 alld B50] o] F o= AP YT AR AL A A o]l E
25 QT v d H500 = Al 2E 22w A RE EE o] M E AVE E ATl 919 ool A
asa_syslogs to cloudi ©|HIE &59] o] 54T},

message listE AF&3H Cisco Cloud= &5 &= syslog WA Al & A A A o sle] v & doFa 4 5y
message_listS A oFe] W ARG A A oWl E H5 AL S xR Q. Hlol B =7 Bl 2E g X] v -G g
A &2 oy 2EeA au5A4E FEs A Q.

®

r°"
2

(A8 AL syslog EFY) 2~ B3 =7}

logging timestamp "8 & & AH-&-3} syslog Ml Al A1 7F ASAC A A @t B A ZES w Al A o] F7FH o BRG] 2~
Bl 7S SyslogTimestamp 2 =0 A Yt}

o
> logging timestamp
Note H 7 9.10(1)5F-E ASA+= o]l E A| 8l & “10]] A RFC 54241 w}a} Bl 2w T 5 S 55l 348 Al

2 710
ST o] 50& 2455 syslog WA A €] BLE BFI 2RIV} RFC 5424 P4 ol uheh A1 2hS 3
Al ok o2 Rch4246é*ﬁ«l AE EEgyrt

<166>2018-06-27T12:17:46Z asa : %$ASA-6-110002: Failed to locate egress interface for protocol from src
interface :src IP/src port to dest IP/dest port.

(7= AR EMBLEM @2 e] o} syslog | A A of] Hlute] 2 1D Z 3

tulo] 2 ID= 57 ASAC A A E ¥ EE syslog WA A S GAl T3k Hl E50] &= syslog M A A of] AFd &
4 9= 1YYt A H -8 t]uto] 2~ IDE EMBLEM ©] 9] & 2] Syslog ¥ 4] %] ¢ E?E}% FEA Al 2

el AFaF) WA 2 A o] 7FF " permit” o] M E o) tiEk =7 g4 3}

NA| 2 Ao gt A o] Bl Ao Bk M 2E ATl o HETV AF o2 mA P UTh A2 Ao gfE o] Bl
of gt AM 25 38T u) A= oMER 2 st H, dA A Alo] Fao g 2 S An L= 35S
T3 oF gt A vl E S A AA 2 Alo] af A o] gk =S A sk W ol th e 132 Log Rule Activity(TF
A 2y 27)E FEAAA
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B e xgomes

e
o
ox

Note 4|2 Ao} 2 "permit” o] Wl £ v)e 70 BB A o MIE 4 SES /Wroz Shuw

Tl e HiolH WS o Bol AR&SkA HU T

A6 =7 &A%}

" I E A logging enables Y ¥ FH th ASAC A 272 N gt F] o] of] e} X A tuto] 2o ths) A
]

o :
> logging enable
Note @] CDOE St 27 B4 A8 ek,

AT A Z Aol WA AR A

¥ X F S E o A write memoryE ¢ 3t ASAO A 2 7] /I 2] o] o}y g} [ A tlulo] 2o o &l g4
sk

o :

> write memory

T gn:
* SDC 7} M4l SEC(Secure Event Connector) A1 %], on page 56

« CDO ©| "] A & A}-8-3}o] SEC A A

AR A A oI E =% A

(@]
U5 W 5 shuE AFE-SHo] Cisco Cloud©ll ASA syslog O|HIEE &S uff Bk58 oWl E 55
A2 o
« & Qe H o] 25 A}-&-3}9] ASA Syslog ©] Ml EE Cisco Cloud® 714

* CDO "] A 22 A3} Cisco Cloud® ASA A| ~8l 271 o|HE A&

5 Al 7HA] 715200l et message list2h il 3h= o[ WIE H-55 AT 4 dF T
cOJHIE S~
R A
« M| A| A] ID
54 27 )23l syslog A1 ¥ H=+= Secure Event Connector) 0. & X1 A}-8-2} 2|4 o] Wl E E.5-S )

AW Thg B S A 2

A1 1 Devices & Services(t]v}o] 2~ & A H] ) #| o] X] | A Devices(t] H}o] =) 12 28 gt}
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AHGAE A A o W E =

it
o%
oX,
|

@A 2 s S S 2EY oHIE H5 233 syslog WA A 7} L=
7] 3 Device Actions(t] o] 2~ 2+ Zoll A1 > Command Line Interface(™d & = <1 E{ ¥
Al 4 ASA° logging list &S A 8)ete|H o] M 7S AR FU T
logging list name { level level [ class message class ] | message start_id [ -end_id ]}
name 914+ 1= 5% 9] o] & A 45 o level level 7191 = 5 915 A48 1 7Hie 2 4 ¢
71 =204 -2 EA A% S AE XA U U} message start_id [-end_id] 7] -1~
WA A 22} B A R E A Tk

E U
<
T

. classmessage class
e s 2

ok

Note 417} € o] §-2 syslog M A4 B59] o] 0.2 AFgEHA A 6. FA R o] Bl = A1F, A, F
ﬂﬁﬁ%%%@ mtwﬂﬂiﬂﬂﬂﬂﬂﬂﬂﬂiﬂﬂE%%ﬂ%Qﬂ%ﬂﬂﬂﬂﬁﬂﬁ

a-.

< 7ol whek o] MIE B%o) sysog WA A E FAF T A Fol AT 307 YT AT ASAL 47}
= 3,2, 190 T3] syslog WA A1 S ®yoh

3

> logging list asa syslogs_to cloud level 3

s TE 7)ol mhE Al A E 2O VAR E oM E H5of F7kg .
oA WA UG B Y £3} 3717152 AP B2l 2718 7t
Z1ol e A 22 W RS dHEFUTE & 50 vt o] 5ol 9 syslog WA Aol Rk 7]5E& ]
43 5 gyt

¢ 302013~302018 *H 9] ol 3l F3}i= A 2~8) 271 WA ] ID.

« A7 glo] T8 o]l B syslog WIAA(ZF, B e 58)
« A7 gRlo] FaL o]l BE HA SU & Al AE 2 wAAX S, &, A2 0 e A )

> logging list asa syslogs_to cloud message 302013-302018
> logging list asa syslogs_to cloud level critical
> logging list asa syslogs_to cloud level warning class ha

Note U 2705 sttt e 5551 syslog WA A 7F 27 1 U T syslog WA A 7F 2705 & o]
THohe A5 WA A= g mivk 22U

=}

o

A5 Al Aol i ALY

2

HE X2 E o writememory S ) 2 g ok

o :

> write memory
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. tjulo] 2~ IDE EMBLEM ©] ] & 2] Syslog ™| A] A o] 3}

t]ulo] 2~ IDE EMBLEM ©] £] & 2] Syslog ™| A =] o] 3%}

EMBLEM 3 2] o] o}d A 2~8] 271 | A] X of] t]u}o] 2~ IDE X335 ASAE TS 7 2
syslog Bl A1 Aol T &l 17}4] t]ufe] 2~ ID 87 X g st = lHF Ut th3 Aol A o] A&
ok

« WElZ o1 H| o] 22 AR} ASA Syslog ©] Ml E = Cisco Cloud 2 %4

* CDO W] A2 E AF23}9] Cisco Cloud= ASA A ~Bl Z 1 o|HE A&

o] t]ujo] ~ = Event Logging(©]H1 E 2 7)) H| o] X| o] T A| & = A] 28] 271 o] |l E 2] SensorID
o]
[e}

2] 2
= of whd Yo

A1 o] A IDE @k = Al 22 WA A 7F 9l ASAE A B U T
7] 2 Device Actions(t] HFo] 2= 2F4]) #oll 4] > Command Line Interface(™ & = <1E o] ~)E &g},
7] 3 t]njo] 20| logging device-id ¥ ¥ -S 4 5] ©] W ] syntax(H H ) E AHE YT

logging device-id { cluster-id | context-name| hosthame| ipaddressinterface_name[system] | stringtext}

o :

> logging device-id hostname

> logging device-id context-name

> logging device-id string Cambridge

context-name 7| $] == A A HEAE Q] o] 55 THto] A~ IDE AME-SHEF A QY t(thE A Y AE REo gt

AE). U DHAE R Azt Y AE RES 98 tnlo] 2D 2743 &4 3ste -5 Al2" A9 ¥
Zhol A LA S o Al 2] = A 25l e) Eluol 2 IDE AL el ah AE s ol A W Alsh e vA A= g
82 9] o] &2 tuto] 2 IDE AHEFL ek,

Note ASA S 2E oA = &2 el s g Fo] 2~of tisl] 7] & FH 1P F4AE AU T
cluster-id 71 99 == Se] 2~E oA 7 ASA FH 9 HE 74 11F o] S tjulo] A~ IDE X A Y}
hostname 7] §] == ASA Y] & A E o] &5 t]ulo] A~ IDE ARSI =2 XAk}

N
N

ipaddressinterface_name 7] 9 =-21= %2 interface name® = % A ¥ ¢l E o] ~ IP TAE fulo]| A~ IDE ALE-E}
L2 A AT ipaddress 7] 9 =& AF&-ahE -9 Al 2 21 WA A 7 A E = E1 #l o] 2~of FA gle] tlut

o] 2~ ID7} A| 4 ¥l ASA S1E #| o] 2~ IP F=47} %143} 2o 2~ 87 ol A system 7] 9] == Huto] 2~ D7} Q1E H| 0]
2O A 28] P FA47t H =5 whg Uyt o] 719 == Hupo] 2ol A A FE = B syslog WA Aol tial shube] A
¥ gupol A~ IDE ATtk

sring text 7] 91 =-915 -2 40| Huo] 2 IDE AHEH w2 A G T BALE Ad) 1648 23T 5 9)

U EE O BAE A S 5
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ASA ] H}-o] -8 NetFlow Secure Event Logging(NSEL) .

> write memory

ASA t]1}o] 2~ -8 NetFlow Secure Event Logging(NSEL)

olsl=
7| Secure

e HEb=A] o 5

ASA 2] 7] ¥ Syslog Pl Al Al ol = ASAO| A B a1k o] HlE 7} ¢ e
3 o] B ¢}

g 3t o] B 7} Wo] F-=3t ). NSEL(Netflow Secure Event Logging)-<-
Cloud Analytics & #l| -84t}

2 o
Sk
=

"Zg o=y EYT WH}O]*E Fets 2 A 38 A0 e A Y T Al g AR ’M%
Ut ol EA 1 E F25-5 95 tfvlo] 22 NetFlow 2 &) Eii YEWHAYUG Y EY T 225
UH“I‘ ALty o & 301 Z2 YIA=o =P FA, 97 W ol E 42 g AT Tosmﬂ]
2 53, = Aol XE, 98 2 249 Qg o] A 5o Al F Rt £33 k!

Cisco ASA+= NetFlow B 71 9 A H] =5 2] &1t} NSELS] ASA &S Z 2904 T3 ol E
S EdIEd R Y= A AF P EZ29 F49 IS AFFUT ~HOEE 29 F
oM FHE Z2-= dd Ay WS AR YUY

o] EAo| A= CDO M) A2 E AFR-31o] ASAY T3] NetFlow S A 8= 7Heksk vl S A w gl o)
Cisco ASA NetFlow 173 7}o] =+ ASA° A NetFlowS -4 = v o] o 3 v 9 2} A3+ A9 L2 A

3o, o] Frl =} A F&3 gl AanE S 5 AdFUTh

F5 2

CDO " A2 & AH&-3te] ASA t]Hto] -8 NSEL 144 0. & o] &gt}
A

* CDO "} =L =& AF&-3F] ASA tfHfo] 28 NSEL -4
« ASA°l 4] NSEL(NetFlow Secure Event Logging) 7-d 2}

* ASA 9 QA9 o] F <]

R

1. ("Cisco Systems NetFlow A H] 2= ] U] 7] 7 9." QIF Y A Yo & B~ X2 HES A 7]
%, ZHE & 3:3954,20041 102, B. Claise, Ed. https://www.ietf.org/rfc/rfc3954. txt)
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B coo == Agael asacinlo) 8 NSEL 4

CDO " =1 & = A}-&-3}o] ASA tjr}o] -8 NSEL 4

ASA T NSEL(NetFlow Secure Event Logging)S AF-8-3Fo] A5 14 o|HlE dlo|H & Kt} o
ek Z 2 9 575 E3H6} Stealthwatch Cloud 2412 0] <14 oWl E do]E] o] & &3 4= &
t}. ] A4 ASA F]vho] 2 4 NSELE 742531 o] 219 NSEL oWl = & 523 2efEl 2
Fole S Ayt o] 49 =29 A9 E = SEC(Secure Event Connector) ) U T

o] Ax}= NSEL 4 Wl A2 & =Ptk

flow-export destination {{interface}} {{SEC IPv4 address}} {{SEC NetFlow port}}
flow-export template timeout-rate {{timeout rate in mins}}
flow-export delay flow-create {{delay flow create rate in secs}}
flow-export active refresh-interval {{refresh interval in mins}}
class-map {{flow export class name}}
match {{add this traffic to class map}}
{

policy-map {{global policy map name}}
class {{flow_export class name}}
flow-export event-type {{event type}} destination {{SEC_IPv4 address}}
service-policy {{global policy map name}} global

logging flow-export-syslogs disable

show run flow-export

show run policy-map {{global policy map name}}
show run class-map {{flow export class name}}

T2 BE 72 S e At o] & Y2 global policyell 71 Z 8l 2x W o] 3% Configure
NSEL v A2 9] o Yt} o] 2] gk a5 ¢hmshd w3 == ohg3t FARH o

flow-export destination {{interface}} {{SEC IPv4 address}} {{SEC_NetFlow port}}

flow-export template timeout-rate 60
flow-export delay flow-create 55
flow-export active refresh-interval 1
class-map flow_export class_map

match any
policy-map global policy

class flow_export_class_map

flow-export event-type all destination {{SEC IPv4 address}}

logging flow-export-syslogs disable
show run flow-export
show run policy-map global policy
show run class-map flow_export_class_map

AlAFsE7] el
05 ARE Y
» o]xlofl CDO WA= 2 #d e A o] gl B - tha &= SlolBAA L.
- Tjulo] 2~ #eE) & 98 CLI v a2
«CLIWjA2 A%

* CLI v == 23}

+ ASA°l A tlo]EH & 4=41& SEC2] IPv4
1B

« SECO] HlolE & B asa2] Q1E| H o]~
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* NetFlow ©|Hl E # $-ol] AF8-% &= UDP X E 3 SaaS(Secure Logging Analytics)ol AF-8%] = t]
Hlo] 9] TCP, UDP 2 NSEL ¥ E 2}7], on page 542] W& FZ34A L

« ASA 4 QA 9] o] F &<, on page 27

aE=

o §12E o] me} CDO =L EE AL§3ho] ASA Tluto] o] T ¥ NSELS TH AT 7 vhA 2
e s)oF gt

1. NSEL "l3=Z 5/ €7], on page 21.

2. NSEL #W]A| A o] thAF 2 SECE 45 = 7+2 A 9], on page 22.

3. SECZ %= NSEL o|MIEE A o|st= =2 ¥ A4, on page 23.
4. NSEL oWl Eof th3t A2 = 74 9] on page 23.

5 T&HE A2~¥ 21 WA A] ¥ 24 8], on page 24.

6. "= HE Z HF, on page 26.

Fe 24

NSEL "l A2 54 € 7], onpage 212 ©| &3l 99 JAZZE A &3 Th
NSEL " =& -4 | 7]

Before you begin

ol=d A AAER A WA F-Z AU Al #s7] el CDO v AL 25 ARE-8Fo] ASA Hubo] 28
NSEL -4, on page 209] W]-§-& =314 Al Q..

YA 1 Devices & Services(t]Hlo] 2 @ A H] ) & o] %] o] 4] Devices(t] HFo] 22) B1-& S8 g},
oA 2 243 tulo] 2 78 ¥1S 2831 NSEL(NetFlow Secure Event Logging)= 74 & ASAS
7] 3 Device Actions(t] o] 2~ 2+4d) &oll 4] Command Line Interface(™d 8 = Sl EjHo] 2)E &8
G714 Macro(l 228 W10 o Sejate] ALg b @ M AR RS BAG T

GA 5 w2 E-Zof| A Configuring NSEL(NSEL 7+4)& A &gk},

A 6 Macro(Tl] A 2) A&}l A View Parameters(vl 7 ¥ <= B 7)) E S8 gt

What to do next
NSEL HAI A o] th/d 2 SECE A5 = 7+ A 9], on page 225 X 3 YT}
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B nseLoia 7o) o 2 sece A H s A Ao

NSEL #] A %] o] ]/ B! SECE & 5] += 1+ 4 9
NSEL W44 = Bl E o] £ 598 SEC % shhz 453 dgvith o A48 wjaze) thg 4
A o
flow-export destination {{interface}} {{SEC IPv4 address}} {{SEC NetFlow port}}
flow-export template timeout-rate {{timeout rate in_mins}}
flow-export delay flow-create {{delay flow create rate in secs}}

flow-export active refresh-interval {{refresh interval in_mins}}

Before you begin

ol=t E HIAZEFY dFAUh A Fst7] Al CDO v A= & AFE-5to] ASA T HfFo] -8 NSEL
T/, on page 202] W8-S FZ23}IA A Q.

711 flow-export destination ™3 %‘—8— NetFlow 3|7 o] &%= AHE & Z o FHth o] 49 SECE HAFH YT th3 v

Aol e 2=g g Fuh
« {{interface}} - NetFlow ]l E7} A4 5= ASAS] Q1E]H o]~ o] 52 & gt}
[e=]

« {{SEC_IPv4_address}} - SEC?] IPv4 F4 = &g Uth SECE Z &

i

2| Eﬁ

st
o
=&
v
=

o]
T =1
* {{SEC_NetFlow_port}} - NetFlow 3 %l o] &%= SEC®] UDP X E ¥& & } =3},
4] 2 flow-export templatetimeout-rate 8-> B8 P77 FAE RE S8 AR AS5HE 74 S A4 g
t}.

« {{timeout_rate_in_ming}} - Bl &3 & A A Ee w7h=] o] Al ZHE)S 4 E
FUth SECE Bl 238 A 234 %%‘4 th &2 7F A SEC] gk E

)

) 608 @< AL8 ek Aol
g o] Zof Huitt.

o

7] 3 flow-export delay flow-create ™ & 2 flow-create ©] W1 E 2] M55 XA A A|7HZ)THEF A AA YL} o] ke A%
Active Timeout(Z4d A7+ A1 &h) k3t A =&} ASAS A Y E W Z 29 o]HlE =2 2]t} o] &0 4] NSEL
°1HﬂEt A2 TR A e A4 B F 552 T O ME Al ol CDOl A& AR U o] o] A A &
S A5 Ado] glom Z29-7F A == SA flow-create o] I E 7} Y H U Y T}

« {{delay flow _create rate in_secs}} - =2 A4 oJHIE A% 71o] A A 7HF)S YU 55% kS A

gk glo] EHUh

[‘

A 4 flow-export activerefresh-interval 32 =1 o] 71 Z2 9 )3+ A e] JHo]ETF ASAC A AFH=HEE A
ot} F &3 S 135~60% ) Y T} Flow Update Interval(Z 2-$- Y o] E 7+2) & = A flow-export active
refresh-interval=- flow-export delay flow-create 7+2 B .t} 5% o] Z A 44 5} flow-update ©] ¥l E 7} flow-creation
oMl EX T} A A HA| gHEH T

« {{refresh_interval_in_mins}}-13& #k-& AH&-3t= 3lo] EH5UTH fash

g.ﬁ\l_{
rlo

Py

S

13~60
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SECE 7142 NSEL | EE A o5}

rlr
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&

[
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ox

ox
|

What to do next

SECZ #$4-= NSEL o|HEE A olsl= =l W A4, on page 235 X3}

SECE Hd5E NSELo|HIE S A Y st= S~ A4

A1

oA 2

A2 thF HH-S S 29 XENSEL oM EE T1&73}3H v 3l & | 22 & SEC(Secure Event
Connector) = WX Wttt o] A& vl =9 b5 A& g

class-map {{flow_export class name}}

match {{add this traffic to class map}}

Before you begin
ol YA ZE o AdR-Juth A Z38}7] Mol CDO vl AL 25 AF-g-3Fo] ASA T]Hlo] -8 NSEL
7-/4, on page 209] W-&-& 2ok A Q.

classmap % %S SECE W2 A NSEL E ¥ & A Hale= &

>

RO

2= o o] F& A A I

* {{flow-export-class-name}}- Sl 2= W2l o] 5 JHF Yt} o] 59 dol= H U 402 Y t}. "class-default" =}
ol 283" internal" T " default"2 Al 2}l B o] F-2 dofH o] JlH UL BE F39 S
< T aHo|2E ARt R R, & S Y TR A AFEE o] F5 AR glsu T

_4

o

o 2} ?i (A 5te) EY S 2E Yt {{add_this traffic_to_class map}} 2] #koll thal oh2 54 5
pERe!

—~
f-“-t
Q.

add_this traffic to class map}} Z=of anyE Y = gtk NSEL EZj o )3k L& EF
%‘5“43}. "any" @t AHEShE Aol FHEUTh

8

$8e vy

)

« {{add_this traffic_to_class map}} & =l access-list name-of-access-list= ¥ & gt} o] 2 A & A3k A
M2 553 AA4E e Ey o] A2 Yt} AFAI$H W82 Cisco ASA NetFlow 7-& 7}o] = oAl BEe] A4
A ZYJYAE S 2 R S FEsHA L.

What to do next

NSEL ¥l =l tha 441 9 4 ], on page 238 A%},

NSEL o]l Eof tfj g+ 7 =] = 7] <

O

n@ 2

]

=
=

& o] ol A A4 & 28 2=0] NetFlow 1) 7] 24918 ahe-aha A 43 glo] Zo)2
U o] AL Az the A4S BRI

policy-map {{global policy map name}}

b
9

class {{flow_export_class name}}

flow-export event-type {{event type}} destination {{SEC IPv4 address}}
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FTHE A2 21w AR v 2 5}

Before you begin

o=t YA EZE Lo ARt A ZHEL7] Aol CDO w A2 2 AF-8-3Fo] ASA THFo] A~ NSEL
T4, on page 209] W8-S FZ3IA A Q.

711 policy-map ™8 &2 policy-map2 A4 FUTE th5 Aol A= o] A S A A A4 FU

WA 2 class 32 SECE A 4= NSEL | EE A 2] 5}

rU1

H
* {olobal_policy_map_name} - 2 ) o] o] & el LI ch. wav ol 7] A A4 ol (ol A )&
3 Zo] EH UL A9 F A o] 7] E o] &L global_policyd Uth ASA A9 A 2 o] o] & 8¢S x5}
2. Cisco ASA NetFlow -3 7}°] = 2] Configure Flow-Export Actions Through Modular Policy Framework (.
QA Q)9 A8 Ba F2 g Unu)7] 4] Tl weh ) 4R P Agem AelHow A ga
Vel A AL A A e ) 84 S o,

s

S~ W A4, on page 23914 AT S 2= Po] o] B&

g,

7] 3 flow-export event-type {{event-type}} destination {{IPv4 address}} ™ ®-& Z 25 A& E (0] % SEC)Z HEafoF

sk oM E 73S Aol
« {{event-type}} - event type 7] ¥ == LEIH 5

rr

A oIl ES] o] F Ytk "all" #hE& AF8-3h= Ao

ot

4

oZi

<],

« {{SEC_IPv4_address}} SEC«] IPv4 YUYt a3 3k NSEL WA #] 9] t)d 2 SECE 45 = 7+
on page 2201 9} & gk ghol| A A& T

What to do next

S E A28 277w A1 2] B 2] 8 on page 245 Al U T

T I Al 20 | A A H] %‘“*éﬂ

o
mﬂ

SEEEE EEERRUIEE S8

£

Y-S 57

127} gleet.
logging flow-export-syslogs disable

NetFlow S &/ 3}sto] Z29 AR E WR WA v 9] Al&H 22 WAA7 S 59U 5
J B2 NetFlows S8l WEWER s 9] T35 A0 20 wA[ A& v &g 8feh= o] £

Y.

]

f

ofy o

o

~
Note NSEL @ A48l 27 WA X7} 2F A3 A F 27 538 kol Aoz A5 A &5
o}
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AP EEENEREYEN |

&+

Syslog ™| A] %] A NSEL o] ¥l E ID NSEL &4 oWl E ID
106100 ACL(H A 2= Ao 72 |1 —Z2297F A48 |0—ACLe] 2295 3]
o] WAy & wjuit} A |(ACLONA S 2923 |83 4%
=) a8 79
= o T 1001 — 91712~ ACL
3—ZRYIIANE (A ERSE AR
NERSE 7
@gﬁLﬂaiT 11002 — o] 2e 2 AcL
A oA Fz4E AR
106015 A HAA 7o) SYN 3 |3 —ZZ9-7FARE 1004 — A HA 37 0]
o) ol B & TCPZ 2 TCPSYN | Zl o] of =
$7F A% 2 ER 97 ANY
106023 3—E297bAFE | 1001 —Q11E 2~ ACL

AN E29E 5T

1002 — o] 282~ ACL
ANA ZFZ2-E AKX

302013, 302015, 302017,
302020

TCP, UDP, GRE, ICMP
A4 YA

3

1 — 22971 844

0— A

302014, 302016, 302018,
302021

TCP, UDP, GRE, ICMP
A4 A

2— EZS7L A

0—FAIg
>2000— =257} & A
%)

=

tJupo] 2= €]
e A Aok A
=]

313001 tlupo] 2o FHICMP |3 — ZE$7F AR (1003 — T4 2 3]
g7l o] AR To-the-box == -$-7} 7

B %)

T |
313008 tlutol o] B ICMP |3 — Z 297} ARE 1003 — T4 o2 913
v6 | Zl o] AF-H To-the-box = Z-F-7} A

H )

T =
710003 Hlo] 2 Qg Hlo] 2o |3 — Z 297} AXE 1003 — T4 0.2 2l

To-the-box =297} A

i=]
g

T A 2~E 270 WA A E 1] 2] 5151

o},

logging flow-export-syslogs disable

NetFlow & A28 2 71 v Al <] v] &
HA A & & shsl A v &4 813t 5=

AEUH

oy o) AR g WAL o] 0k 2HA

i

& Ay

sk 2 v 2 ste] Aafel whet vl ) Al 2
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| IEEER LR

oby

LEERLR RS

Before you begin

o= 0 & JAZESY dF- AUtk Al &S] Aell CDO vl A = & AF8-3Fo] ASA TlHko] -8 NSEL
T4, on page 202] W8-S FZ3}IA A Q.

A1 A2 I=5 Y3 T Review(HE)E Z8510] ASAR A5 7] Aol S AESY

Al 2 el gk &iho] W22 -1 Send (X %) E 2 FTh

A3 HES A Frd R wyeo] A3 Fol A HMANE = dsUth el vAX 9} A F el H ATt FA
2 sy

£ Some commands may have made changes to the running config Write to Disk  Dismiss

« Writeto Disk(T] =201l 227])& S2]3tH o] HH o2 st WA A dd 59 A4 vh& 2E B
Apg}o] Tjufo] 2 0] Al &} g of] A g Y T
« Dismiss(Zl Al) & S8 3 WA A 7} A Y o}
CDO " 25 AF8-3}o] ASA t]Hlo] 2~8 NSEL 141, on page 20°] A ¥ Y AZ 2= A5+

g},

ASA°]| 4| NSEL(NetFlow Secure Event Logging) 7 2}~

o] A =}l A = SEC(Secure Event Connector)S NSEL & 2 -9- A @ E] 2 %] 4 3}+= ASA| 4] NetFlow
NSEL(Secure Event Logging) = 2HAl| 3= W& A gt} o] Axfo A= CDO v A2 & AFE-35)
o] ASA t]u}o] 2§ NSEL 740l A € Uﬂii Hho) 2 e g v

o] A x}+= DELETE NSEL "j 2 2 & #=x3h ),

policy-map {{flow export policy name}}

no class {{flow export class name}}

no class-map {{flow export class name}}

no flow-export destination {{interface}} {{IPv4 address}} {{NetFlow port}}
no flow-export template timeout-rate {{timeout rate in mins}}

no flow-export delay flow-create {{delay flow create rate in secs}}
no flow-export active refresh-interval {{refresh interval in mins}}
logging flow-export-syslogs enable

show run flow-export

show run policy-map {{flow export policy name}}

show run class-map {{flow export class name}}

DELETE-NSEL v =1 2 & 7]

A 1 Devices& Services(t] Hlo] 2~ & A H] ) ] o] %] o] A Devices(t] v}o] =) ¥1& &8 gt}

]
S- &8 3} 32 NSEL(NetFlow Secure Event Logging)

@Al 2 AAg Huto] 2~ /] HS 2 & 2HAE ASAS A gy
7] 3 Device Actions(t] o] 2~ 2+4d) ol 4] Command Line Interface(™d 8 = <l EjHo] )& &8 gy}
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WA Az gEN g FYstel Ag bs B AR S5 BT
G715 v A= H=o] A DELETE-NSELS A &gt}
@7 6 Macro(] =L 2) A}l 4] View Parameter (7}l 71 ¥ 5= 1.71)2 223

<
o

Az gh= kel No W E &
ASA CLIE W29 mo" 34% ALg-5e] A4 gt vz ol A=8 g1 she] B9l 'no” B4 &
S gt

A1 policy-map { {flow_export_policy name}}

* {flow_export_policy name}} - 42 W o] 59| 3k-& 4=}

@Al 2 no class {{flow export_class name}}

« {{flow_export_class name}} - Z 2|2 W o] 9] 7t

tio
iR
8
r
i
vl

@7 3 no class-map { {flow_export_class_name}}

« {{flow_export_class name}} - =2 = 9 o] 59 kol 9o DAl A &gyt

@7 4 no flow-export destination {{interface}} {{IPv4 address}} {{NetFlow port}}
« {{interface}} - NetFlow o] E7} A 55 ASAS] Q1 F o]~ o] & I &H g}

—

<,

* {{IPv4_address}} - SEC2] IPv4 45 98Ut} SEC= A9y 98-S

=5 .
* {{NetFlow_port}} - NetFlow 2} 7l o] %% ¥ = SEC®] UDP X E W35 & ¢ 93t}

I

7] 5 no flow-export template timeout-rate {{timeout_rate_in_mins} }

« {{timeout_rate in_mins}} - flow-export B =31 | 3k A 7S ¢ & gk o},

7 6 no flow-export delay flow-create {{delay flow create rate in secs}}

« {{delay_flow_create rate in_secs}} - flow-export A1 &5 A =& A&

A 7 no flow-export active refresh-interval {{refresh_interval in_mins}

h
« {{refresh_interval_in_mins}} - flow-export &4 A 2 113 7+24S 48 g},

ASA S A A 9] o] & &2l

ASA®] M A ]2 L

J \
[-40
_O|L
it
0+
o
dlo

N
2

ﬂ.]
>
o
ot
v
o
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B nseLviors 225 2a a2

S71 1 Devices & Services(Fl ko] 2= 8 A u] 22y sflo] Ao 4 A 4 H ] o] &2 3+& tlubo] 25 HE g ch,
7] 2 Device Actions(T] HFo] 2~ 2Hd) ol 4] > Command Reference( & %)= Al gt}
7] 3 Command Line Interface(™8 & & S1E{ #H| o] ) Fo] L FEE Eo t}&S 4H Y

show running-config service-policy

ol-2f o 2] &2 ol A global policyt 1% A 2 2] o] &t}

o

> show running-config service-policy

service-policy global_policy global

3T [T = =
NSEL tjo| 8 =29 A 3| 2
CDO " AL 2 & A}-8-3lo] ASA tjulo] =8 NSEL 74 % & o o5 A& AF-&-3}o] NSEL o] Hll
E 7} AF&2F ASAQ A Cisco Cloud® 7 4% 3l Cisco Cloud”} ©] & F-AI 8 =X] &13 .

ASA7} NSEL o] ¥l EZ SEC(H.¢F o] HlE AV E)E Bl t}S Cisco Cloud & B U =2 G244 3o
= Holg7 54 24 sy NETOM A4 ¥ = NSEL ¥ Egfjd o] lvhar 7k shd 3 ¥

A NSEL | 7l o] ASAo E=&et=d 2 &+ AL 44 5 AFHTH
)
Note o] £

] AE Z9-= "flow-export counters” H ¥ 2 "capture" T & S AF-83}o] NSEL U] o] & =%

g 75 W g welFuh ol eld

i

[ =]
SR E RS

A
5t ™ v AR-g-of th) 3+ X} A g U-8-2CLI Book 1: Cisco ASA A
Y= Autk & CLI 74 7Fol =9 "5 %] 782" 2 Cisco ASA NetFlow -3 7}o] =2] "NSEL & U §

S Al 7HA 2 S Y
* NetFlow 3} % ©] SECE A% 5 11 9=+ &2l

» Cisco Cloud®l| A NetFlow o} 7]l & 4413} aL 9l =%] 32l

NSEL 013357} SEC=Z &5 a1 9l &=4] &2l

@ T 3= AF8-8ko] NSEL #j7lo] SECR A& L 913=4] 13 o

* flow-export counters

* capture

" flow-export counters' ™ #H S AF-8-5te] AEE = flow—export 3f 71 2 NSEL Q.7 &<l

* NSEL | Hl EE SECE A &3} == AS AM?— =% gelgdyt} CDO W A 2 = A}-8-31o] ASA
tjd}lo] A8 NSEL +A < #

%N
ol
o
EZ
2
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A1
oA 2
A3
A 4
A 5

) 6

NSEL oWl =7} sEc= 158 7 =7 29 [

« SECIP 7/ NSEL o[l E ] 29 e 49U th BldEo] 5 o] 4o] SECE £ 1Y &
A9 Sule P 742 AHEe T 9l BelF ).

* NetFlow O | HIEE A Esl+= Y A EH =UDPXE HIE

o] AFg-F =t }01*4 TCP, UDP % NSEL ¥ E 27| & UL}:S}N Al Q.
* NSEL o|HlE & A3} ASA A AAE = JdHFA o]~ #E] SIg H o] =YYt} 1E 9]
27 9E F AFY

i)
rulo
A

CDO9] ®H = Qe H o] 2~ & Al-8-3}o] NSELO| thall 4] 3+ ASAd] o] ] 3k 3 Sy

2l 2ol A Devices & Services(tlHlo] 2~ 2 A H| )& S T

Devices(t] ¥l =) §i& S 4 T

249k tinfo] 2§15 238}l NSEL | Wl E& SECE A% } = 733 ASAE A E gt

Device Actions(%d ] 2+4]) ol A} Command Line Interface(™d 3 = <1 #| o] )& g}

clear flow-export counters '3 %8S A3t T2 U 7] 7t HE Ad QT o] 2| s A o] WIE L
TAEEA] GA &lE 4= Q== clear export flow 7H+E 7} 022 A4 G Y}

o A

> clear flow-export counters

Done'!

NSEL 3{ 7 o] th, d&H 7 4+ 2 O7FE 2213t#] ¥ show flow-export counters ™8 7S A 3§ §H o},

o Al

>show flow-export counters

4: management 209.165.200.225 10425
Statistics:

packets sent 25000

il

L
block allocation errors 0
invalid interface 0
template send failure 0
no route to collector 0

source port allocation 0

Qo] ZHo| A EAA] £ NSEL o|HIE7} A% ¥ 2l H o]~ SECY] IP 4, SEC] ¥ E 104255 HojHFY
TFASA H31250002] A5 w7 = EA] Fyt)

LF7F glar o] A== A9 ol 9] Cisco Cloudoll A NetFlow 3| %! & 4135} a1 9l=4] &l o2 AU H A A
(o]

.

A
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B capturen el 2 xpclo) ASAC) 4] SECE 1% NSEL 771 41 A

=
o AAH:

* block allocation errors(55 &9 0. 7) -55

w22 ddshA] e AP
55 2} Cisco TAC(Technical Assistance Center)°l| 12| 1 T}

]

F Q{7 A EH W ASATE ZE$- A A FE O

« invalid interface( 252 Q1 E] 3 0] 2) - NSEL o| Wl EE SECE A 538 2L A 7k Z 2 Y 1)
71l i3l Aol gk e o] 27} A FF == ?—*éﬂ%l %}a&%e— LFER U o}

o 55 2 NSELS 7S w At AQHHl o] =& HEYT} #e] e o] 25 AFE-3)
= Aol EHFYTH AFEALS] I H o] 2= vE 4 JHFY T
« template send failure(§1 &5 % 2 3)) - NSELS 4 o] &l oF 3= |l &5 o] Snp= A -4 &4
H A kst
o B 293 Defense Orchestrator A of] 9] 3140 A S
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noktlufol 2 A WE 158 ALGFUT o= SDCE FHeHE 7bE A g HE T
« LA VMo B8F Tlrho) 22 AW F5F AL HU T
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Secure Firewall Cloud Native-2- Secure Logging and Analytics(SaaS) - & .

o ol o|H E AU E] A x]3) 0w BE Secure Firewall Cloud Native©l] 4] H W E ol &1 9 % SEC
ZoMMEE AL AdFYY

+ o 7H2 B ALg Aol o)

e
&

o
olN
o
(0
o
)
i)y
i
)

Cisco SaaS(Security Analytics and Logging)= - & 3} 32 ¥ ¢ o]l E A Y E] = %3} Cisco Cloud = ©] 1l
ES A= HAEES

1§19 "A|#shr] AolnE HESIA 3H7 o] EulE A A H A=A FRIEHI Al

2. ZH2AH AEFQAE YAy o)~ EES ARE-3He] B ok 3 Secure Firewall Cloud Native
fulo] A5 TE53Y ‘:]r

3. Secure Firewall Cloud Native A] =¥ 271 o]l E Z Cisco Cloud® %, 42 o] A,

4. Secure Firewall Cloud Native T} #}©] 2~-8- NSEL -4, 46 ¥ ] #].

5. o]HIEZ}CDOYY %A & =] g2lgyt) &4 2 of] 4] Monitoring(X- U B &) > Event L ogging(©]
WE 27))% Aegch shol v ol E S 1l Live(@hol 1) 99 2 ght,

6. Firewall Analyticsand Monitoring(*-s}¥ 4] 2 1] ¥ %) B+ Total Network Analytics and
Monitoring(F Y E$ = 4 2 XU E &) gho] A 27} 9= 7 - tha 4142l Cisco Secure Cloud
AnalyticsE AF&-sto] o] I E 41 & A4 X ot

Cisco Secure Cloud Analytics = A}-83}¢] o]l E 54

X
Firewall Analyticsand Monitoring(*83}9 =41 9 B E &) &= Total Network Analyncsand
Monitoring(d A M ES 2 4 D XU ) gho] A 27} &= A5 o) ©A & A o5& a7

Sh=
1. Cisco Secure Cloud Analytics 328 X 2 H] A, 75 7| o] A].

2. Total Network Analyticsand Monitoring 2}©] A 2~ & F-uj| 3k 7 9- 3} 1} ] /2] Secure Cloud Analytics
AMAE WF NEY I F5FUS A VEY A 24 2@ Bi1E 9]¢ Cisco Secure Cloud
Analytics A A 55, 77 # o] A o] W] -§-& FZ3HH AL

3. Cisco SSO(Single Sign-On) A4 F1g 9l 14 ¥ Secure Cloud Analytics AF-8%} o] 7} E & A A 3}
E5 A8AE 2UdY . CDOC A Cisco Secure Cloud Analytics &5 171, 78 3 o] %] o] U]-&-&

EELRRES

4. tjnlo]2 ol E ol A A A ¥l Secure Cloud Analytics 23 & X U E] & 3} CDO®J| A Secure Cloud

Analytlcs S 2} A &3 th CDOOY A Cisco Secure Cloud Analytics &3 H.7], 78 | o] %] 2] W&
= FxsHA L.

CDOoI| A x|} 2 8 5}o] Cisco Secure Cloud Analytics 43 &=

Firewall Analytlcs and Monitoring(*4-3}¥ 41 2 WU ¥ &) &=+ Total Network Analytics and
Monitoring(ZF W EH 2 ¥4 9 Y EY) gho] A5 A3 CDOO A Secure Cloud Analytics =
wxp A gPste] tuto] 2~ ojHlE)] ofg] A H 4SS HES F AFHh
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« CDO 2191
» CDO®I 4] Cisco Secure Cloud Analytics &% H.7], 78 ¥ o] X]

* Cisco Secure Cloud Analytics ¥ &4 <l ¥ ¥ 2l

Aaz=z

Hebwl FA 27] o]l EE AMg-gl A 3l Aol A & Cisco Security Analytlcs 2730 A A H o]
HE S A& SFo] AFRAZF U EQ A 2] Aol AA 28 o= gl ol 75 st WH S Ay
=3

Wk ol E 7)ak ohel 2HSl e Fh sk Al QL

Secure Firewall Cloud Native | =& = 71 o] ¥l E = Cisco Cloud = A&

o] A z}o] A= Secure Firewall Cloud Native A] 2~ 8] 2 71 o] ¥l E & SEC(Secure Event Connector)°l] %
93 g 2L B stehe e AR ol @ Aol A T HABZRSE guse
ol 2o gk ARt g gt
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Secure Firewall Cloud Native A 2~ 8] 271 o] ¥l E = Cisco Cloud = <% .

A 2a7] Aol

7o o] AAb= Hntol & A 9+ 9] syntax( )l o <&
Defense Orchestratorel] # % 3
npo] 2~ A8 Mt Ao FHUTL o s A U] A4S 5L & 9\1%‘43}.

=
=

1. WH]Alo] A ulol A Devices & Services(t)Hpo] 2~ & A H] 2) =
2. Deviceg(t] o] &) 1S S Th

3. HAs gulol X~ F3 BHS Z8 sl 7S -4 & Secure Firewall Cloud Native T HFO] =& %
gt
4. Q&%) e Fo| A Configuration(7-4)= &8 g ok

5. Download(th+=2=)E 834t}

7] 1 Device Configuration(t] vlo] 2= +43) g1oll A Edit(H {)S &8 gt}
A2 4 Aol A "snmp-server-config" 2ol Al CRD §H5-& Ay AJ 8L o gfjol] A H
i

olf
o
ins
I
ot
i
0

########## CRD ### name: entry-name, order: order-number, generation: 1 #########4#
logging enable
logging timestamp
logging trap {severity level | message list}
logging list name {level level [class message class] | message start id[-end id]}
logging host interface name SEC_IP address [[tcp/port] | [udp/port]]
logging host interface name SEC_IP address [[tcp/port] | [udp/port]]
logging permit-hostdown

o]

HH#H4#HE#SE CRD ##4# name: syslog-events, order: 4, generation: 3 ##########
logging enable
logging timestamp
logging list sfcn syslogs _to cloud level critical
logging list sfcn syslogs_to cloud level warnings class ha
logging list sfcn syslogs to cloud message 302013-302018
logging trap sfcn syslogs_to cloud
logging host outside 192.168.1.5 17/10125
logging host outside 192.168.1.5 6/10025
logging permit-hostdown

« entry-name: CRD &5-2] o] 55 #|

o
o

P ol Bol WE()S AHakA mhal A 2

s order-number: Y3t= AN E dE S A3 SAE X AHTUY A FUo A AR E = M S oA
Qo] & &= -3 Ao ofF Fu )

« logging enable: 718 i o] ohu] e} A A] tlupo] o] sl 7o) B4 shg YTk i @4 CDOE Kok 27
2452 A eHA Lo

« logging timestamp: logging timestamp ™8 & S AF-&-3}o] A 2~8ll &2 71 WA 2] 7} i g} o] A A 2h At 9l AJTE
S WA Aol F=7HeU ) BFY 281 S 21 SyslogTimestamp 2 =0l EA] g Ut}
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Secure Firewall Cloud Native A 2~&] & 1 o| ¥l E = Cisco Cloud = %

* logging trap {severity level | message list}:

U o ofwl A 2g 2w A X8 A 2w 20 Aue] A% e A g
o
logging trap 3
logging trap sfcn syslogs to cloud
AP I A S 015 & AR QLG T. o Bl A A0S 302 AR A st
Zh @ 3,2, 19 thaf Al 2~El 21 v AR S BT

message_list Q15 AH8-2F A4 oW E %i = AT AT 559 olg o= WAl g Ytk AR A A A o]
HE 555 A 4% v = ald 5500 v A28 271w A X R HE o]l E AYE &2 dEFHT 919 4

of| A sfen_syslogs to cloud= ©|HIE %E ol &g Ytk

message_list2 AF&3H Cisco Cloud 2 A5 5= Al 28 20 WA XS A A8 Ao sho] v]-&S dofst 4=

Ay

logging list name {level level [class message class] | message start_id[-end_id]}

name 15+ EE9] o] 28 XA} level level 7] & W Q= AL Azt w gHl& % A3t} class
message class 7] ¥ =-Q1 = -2 57 WA %] S22~ & A A T} messagesstart_id [-end_id] 7] 9] E-91 5 42
N Al 28 2 WA A] 22) e w2 W9 E AT

=

e 715 W AlsE 2o A A g ol E B2 71T
ol d @rlot BAT WA A ate] 71F vAA] B2o] o] 53 F7h 7| E S AAF T BB o] F1e 2}
Z)zel e A2 BH S G A E Sof thev} o] B o] L3 syslog WA Kol Bl E 7] EE A

48 5 AU

* 302013~302018 H 9] ol al| F3l= A|2=8 =1 WA ] ID.

231 U 2718 sty s 53814 syslog WA A 7F 27 F YT syslog WA A 7F 21 & F o] =
St A5 WA A= g AN 27 gy o)

* logging host interface_name SEC_IP_address [[tcp/port] | [udp/port]]

* logging host interface name SEC_IP_address [[tcp/port] | [udp/port]]
TCP %= UDPE AF8-81¢] SEC7F Al =8 271 AW Q1 A 5 SEC WA A& % %35 Secure Firewall Cloud
Native S 778 FH th. SECE IPv4 H1= IPv6 7425 A& T AHF U T TCP = UDP XE R o|HIES A5 3

t} o] H L E Z AL-&-3f| of 3}i=%] <15} ™ Cisco Security Analytics and Logging®ll A}-& %] = t]u}o] 2~ 2] TCP, UDP
2 NSEL L E 27|15 ZX3 A Q.

logging host interface_name SEC_IP_address [[tcp/port] | [udp/port]]
=+ logging host ™8 & syntax(™d H )] a4yt
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tju}o] 2ol th 3 NetFlow NSEL(Secure Event Logging) .

logging host outside 192.168.1.5 tcp/10125

logging host outside 192.168.1.5 udp/10025

logging host outside 2002::1:1 tcp/10125

logging host outside 2002::1:1 udp/10025
interface_ name Q1<+ MW A X 7} A| 228l 2 77 A 2 % 5 %] = Secure Firewall Cloud Native $1E 3 o] 25 %] 4§
t}. SDC e} EA18lE U A &5 = A 3 5 U3 Secure Firewall Cloud Native Q1 E] ¥ o] 20| A SECE A| 28 2 71 H]
A& A%k Aol "w A gl

SEC_IP_address 17+ SEC7F A X ¥l VM 9] IP =4 & &3l oF Pt}

tep/port B2 udp/port 71 Y =-014 B2 A28 2 I WA 7} TCP 22 EE 2 H ¥E L= UDP 22 EF 2

#HH X EE ARSI A ] 43 Th UDP =+ TCPE AH&3to] Al 28l 271 H‘ﬂ o HolHE HAE3ste

= Secure Firewall Cloud Native =, ‘—r“‘é o7 AN & G AFE S e sy ZREEF S XA A FoH 7|

TR2EFL UDPYYTh

TCPZ %] A4 3} Secure Firewall Cloud Native7} A| =8 271 A B8] Zol| & A Ml Het WS E 9 ﬁﬁ Secure Firewall

Cloud NativeE &%t Al A4 o] AFkg Yt} TCP Al =8 271 A ¥ ol tgk AZ ] #AGlo] Al A& & 83hed

b @A E ZZ36F4 Al .. UDPE X A 3 7 9- Secure Firewall Cloud Nativet= A| 228l 2 1 A 1] o] 25 of o] #A Gl

o] Al AAE AL &8k

a Secure Firewall Cloud Native H| A A & ¥ = 9]
I A AEg Qe o] 2~ 1P T4, 2
T AFYTH

2

Azme 2 qE 22 Agse e A4S O AlA
ZEZ Y X EE ALE35Fo] F WA logging host T & & 4 3@

m?L'\'m

* logging per mit-hostdown
(A8 ALEH TCPE 53l oMl EE SECE %53t 4-$- SEC7} T 5 %I A 1} Secure Firewall Cloud Native2] =
I 7)do] # 2pd A A o] bk YT syslog A 7 Wl E o 271t 7] Do) B YA A A 2 Aol t}
Al & 8-HYTh TCP Al =8l 21 Ao g st Aol dAgle] Al AAE 383t d o] §& S A8l TCP
A4 A28 20 A7 oh-E o] A AA S Apdste 7] 5 S v sty T

G 3 Save(A ) E S YT
A 4 el T WA A S TEFY L

t]u}o] 2~¢f o] 3+ NetFlow NSEL(Secure Event Logging)

Heb s Seb9-= vlo] Bl B o] 7] & Al 28] 2 71 | A]#] o] = & 29~ = Cisco Secure Cloud Analytics
7} Bt i3} EL‘j)r—orc dlo]El Ho A B argh o]l E7V} 91§ & YEhl=A Flshs o 2 s v
o] E] 7} Wo] B-Z 3t} NSEL(Netflow Secure Event Logging)-2 3l & dl o] ¥ ¢} 317 Secure Cloud
AnalyticsE A3t}

"ERFEUESN D Hutol 25 et B A 3 A 0] e Al ek Al A A ey
Yt o] & A =8 E E255 9 tule] 22 NetFlow A B = WRHHY T UES A Z29=
w3 Al st Utk d & 5ol E25 dAaso= 1P T4, 7 B uko]l E S B A8 ToS(A H]
2= F3), N Ad X E, = B E9 AHF o] 2 5o AN AR £3F Y
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. Secure Firewall Cloud Native T] v}-©] 2~-8 NSEL -4

t}. NSEL 9] Secure Firewall Cloud

A}l EH ;qx]—lp ’1‘:?‘12";—(3; H]—]:H

< Zﬂ%’*% O AHOIEE 229 FA A FAHY ZRS= dH A WS AR Y

o = 851 Kot whaly FEl9-= Ul o] E] B t]ujo] 2of o
3 NetFlowS -4 8= 7hekel 2 w2 S A gy v}, Cisco NetFlow ?fﬂ Zhol == Bk Wl
Z2}9-= vl o] E] B ol A NetFlowE 743 3= ol o gk vl -§- ZpAI gk A g & Al F-shv, o] Zrl=
A F&st gl anE S 5 dFYth

am=

Secure Firewall Cloud Native T} v}-©] ~-8- NSEL -7
Secure Firewall Cloud Native U] H}-©] 22 3= NSEL(Netflow Secure Event Logging)< A8} Al 5 A4
oW E HlolH & Haugyth e Z 25 545 333k Cisco Secure Cloud AnalyticsE ©] A4
ol E dlo] g o] 483t 4= )5t} o] A2}l A= Secure Firewall Cloud Native ] H}-0] ’\Oﬂ 2] NSEL
= 773 38kaL o EJ?ﬂNSEL OJHEE Z2 9 AYHE dFste HE S AP o] B EE2S
Z @ B = SEC(Secure Event Connector) ] 1] E}

AR gake e T4 Sele] AE @ W 4TS b

@A 1 Device Configuration(t] H}o] 2~ A7) g1 ol A Edit(A F)E S Ut
A 2 4 91 o A "snmp-server-config" 2ol Al CRD &5 JStaL ofgfjoll A e HH S e

i

.

tlo
>
>
o

#H#H4#H4#HF CRD ##4# name: entry-name, order: order-number, generation: 1 #########4#
flow-export destination {{interface}} {{SEC_IPv4 address}} {{SEC_NetFlow port}}
flow-export template timeout-rate {{timeout rate in mins}}
flow-export delay flow-create {{delay flow create rate in secs}}
flow-export active refresh-interval {{refresh interval in mins}}
class-map {{flow_export class_name}}
match {{add this traffic to class map}}
policy-map {{global policy map name}}
class {{flow_export class name}}
flow-export event-type {{event type}} destination {{SEC_IPv4 address}}
service-policy {{global policy map name}} global
logging flow-export-syslogs disable
show run flow-export
show run policy-map {{global policy map name}}
show run class-map {{flow_export class name}}

52 class-map 2] AW o] & H global policyoll =718 S22 ol B 7]Egko] 18 % oy

#HE#FH#HES CRD ### name: nsel-config, order: 5, generation: 1 ##########
flow-export destination outside {{SEC IPv4 address}} {{SEC NetFlow port}}
flow-export template timeout-rate 60
flow-export delay flow-create 55
flow-export active refresh-interval 1
class-map flow export class map

match any
policy-map global policy

class flow_export class_map

flow-export event-type all destination {{SEC_IPv4 address}}

service-policy global policy global
logging flow-export-syslogs disable
show run flow-export
show run policy-map global policy
show run class-map flow_export class_map
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NSEL v A <) o] o 4 2 sEc= A% 114 el ]

@A 3 Save(A ) E =€ h
oA 4

0>

NSEL H 4] %] o] o)/ 5t SECE 5] = 714 4 <]
NSEL WA A= Bl Eol] 85 SEC T stz AF e 5= dFuH . o] A 3& rja=9 v A
e FEdudh
flow-export destination {{interface}} {{SEC IPv4 address}} {{SEC NetFlow port}}
flow-export template timeout-rate {{timeout rate in_mins}}
flow-export delay flow-create {{delay flow create rate in secs}}

flow-export active refresh-interval {{refresh interval in_mins}}

Before you begin

ol=0 £ YIZE o dRAY T} A AE7] Aol CDO W A& S AF8-8)o] ASA T]HFo] ~-8 NSEL
T4, on page 209] W8-S FZ3IAA] Q.

o7 1 flow-export destination ™3 %NetFlow sfZlo] s = A E Joldytt o] B9 SECE AFg YTt oh5 1)
ﬂ%%ﬂmﬂﬂté1 .

« {{interface}} - NetFlow ©]| ¥l E7} A4 5= ASA Y] ¢1E] o]~ o] &5 ¢ H gt}
* {{SEC_IPv4_address}} - SEC9] IPv4 T4 5 1 H gt} SECE Z 25 <
* {{SEC_NetFlow_port}} - NetFlow 3} 7l o] X5 5% = SECS] UDP £ E "Z & &g
@] 2 flow-export templatetimeout-rate § -2 B 23 g 27 AR RE 8 oz A5E e 1148 AATY
=

* {{timeout_rate_in minS}} HE9S AAEE W7hA] o A G = %"‘é‘.ﬂﬂﬂ} 60—"% %ko AH&-3he= Blo] #
FUTH SECE W& & A EebA] 5T seA7F 2 SECH ti g E

F

o7 3 flow-export delay flow-create ™ 3 - flow-create O]l E o] A5S A A H A7 (Z)WHE A AA YL} o] ke A%
Active Timeout(Z7d A1+ A gh) ¢k L X5l ASAo| A R H Z29- o|HIE & S Yt} o] XA NSEL
01‘3*1‘5” A4 FE A B A2 A F 5% 5 0 #E A CDOl A5 EAF YT o] o] 73 H A &
S A Ado] glom 2797 WA E = =4 flow-create ©] I EZF R Y YT}

+ {{delay_flow _create rate in_secs}} - 225 A4 o|HIE A% 7+o] A A A 7HF)S 4T} 55% 3HS A

88 glo] E5U L

oA 4 flow- export activerefresh-interval &2 o] 71 22 9o 3 Ae] JHlo]|E7F ASACNA ASH=HIEE A
ot} &3 7 13~60% ) Ut} Flow Update Interval(Z 2-5-  dlo] E 7+2) & =0 A flow-export active
refresh-interval-=- flow-export delay flow-create {F4 Bt} 5% o] Al 7/ 3 flow-update ©] ¥l E 7} flow-creation
oMl EH L A A H A gFFU T
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« {{refresh_interval_in_mins}}-1% & AF8-8F o] EHUTH a3 32 138~60 Yt

What to do next

SECZ 752 NSEL o|HlEE A osl= 2~ W A4, on page 235 1 F Tt}

=
A2 o] S W He F e XENSEL oM ES 15 3}3F of-2 dld 2 2| 22 & SEC(Secure Event
Connector)® WX WU} o] X H & wjm 2o t}g AAHAS 3}

class-map {{flow export class name}}

match {{add this traffic to class map}}

Before you begin

ol=t & HAZEFY dFAU A8t Al CDO v A= & AFE-5to] ASA T Bfo] -8 NSEL
T4, on page 209] &S ?}}_3}/&} Al Q.

A1 classmap %2 SECE W1 ¥ NSEL E&| & A Edl= S 9o o] 52 A AT

gA2 &

* {flow-export-class-name}}- 2 &l = W o] o] 5& YHF U o] 52 do]

ZH ) 4023 Y t}. "class-default" 2}
O~
=

= H T —E‘
°]F 1¥]AL" internal" B=i= " default"® Al A}ShE EE o] F2 o oo QI UTE BE FP Y] SHA W

AT UILA ) LS At ER, & S Y FE ol AHEE ol &S A D = fls YT

rlo rir

P AAE (DA sHE) EdF S A EFU . {{add_this traffic_to_class map}}e] gkell tisl thg- 54 F
Ay
« {{add_this traffic_to_class map}} Z=ol any=S &g th NSEL Eg ol i3t & EdY F3S ZUH
BT "any" e AHESE Slo] EHUTH
« {{add_this traffic_to_class map}} & =l access-list name-of-access-list= ¥ & gt} o] 2 A &8 A3k A
M2 553 AA4E 2E E o] A2 Yt} AAI$H U8 Cisco ASA NetFlow 7-& 7}o] = A BEe] A4
A ZHAdYPIAE T EZ2FHEUNY] S FERHHA L.
What to do next
NSEL o|HlEof tjst A 2] %) A 2], on page 235 A& T}
Eof tjgh g4 9 g o]

o A& o 41 Zioll A A3 F el 220 NetFlow 7] 2} sk A 43 wol Fo) 2
£ 2P o) AF e AR g AL FaF ek

policy-map {{global policy map name}}

class {{flow_export_class name}}
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APPSR PEEEZEN |

flow-export event-type {{event type}} destination {{SEC _IPv4 address}}

Before you begin
o= YA ZZ 99 dFAYYE Al Fs7] Wl CDO vl A 2 5 AF-8-3Fo] ASA t]nfe] -8 NSEL
T3, on page 20&] W-&-& Fx3A A L.

A1 policy-map "8 & policy-mapa A Ut tha A il A= o] A s A A} A gy

* f{global_policy_map_name}} - 43 W] |55 =gtk ekl o] /1 1o 43 o B(2i A 9)E A
SRz 710] 471t 2% 4 99] 7142 o] -2 global_policy] 1t ASA 1 2 31) o] 5 el kil

el

$.. Cisco ASA NetFlow 7-& 7}o] =¢] Configure Flow-Export Actions Through Modular Policy Framework(*:- & 3
7(37—’1] YA AE T E=F W] A Aol whek Al AR WS At Ao w A Esks P

“

SEEENE EERESEE IS

S 2= W A4, on page 239 4] A S S~ o] o] &

rr

A 2 class ¥ %2 SECE %142 NSEL |l EE A o] 3}
ey
7] 3 flow-export event-type { {event-type}} destination {{IPv4 address}} ™ ® - S =29 A& E (0] 4 F SEC)Z H 53] oF
g o|ME F3 & Ho g
* {{event-type}} - event type 7] ¥ == DEH == A o]l E ] o] YUt} "all" k2 AM&3h= Aol 5
=3

« {{SEC_IPv4_address}} -SECY] IPv4 4 U T} a1 35S NSEL w4 %] o] thA 2 SECE A 55 = 7+ A 9],
on page 22°1 9} & gtoll A &gt

What to do next
FT3¥ Al 2El 2 7 v Al X ¥] 24 8}, on page 245 Al S T
T A 28 20 v A %] v g 5

o] AP e AR o NS FEFUL FHS AL Y

o
)
>52
L
XL

logging flow-export-syslogs disable

NetFlowE &4 3lslo] 22 AR E WHYH oS £
A HE NetFlowE Sl WRWEEZ A 5S s =
[Sh=3

\)

1> DS
l
>.
o
i
&
é
E
of
L
i)

Note NSEL 2 Al 28] 2.7 w4 2|7} % S 5hel 29 27 68 ol A om AeEA) g

.
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Syslog ™| A] %] A NSEL o] ¥l E ID NSEL &4 oWl E ID
106100 ACL(HA = Alof 32y 11— F=97 84" 10— ACLo] 255 5]
o) WA urbeh A4 |(ACLAIM B2 92 3 |83 4%
=) g3 Ao
= o T 1001 — 91712~ ACL
3—E297HANE |dAM ERsE AT
NERSE 7
@gﬁLﬂaiT T 11002 — o] 22~ acL
A oA Fz4E AR
106015 A A 70l SYN 3 (3 — Z297FAKE 1004 — 3 WA 3 F] o]
o] ol m & TCPZ 2 TCPSYN | Zl o] of ] =
7 A% 2 2297 ARE
106023 3—F297FANFE 1001 — 128~ ACL

AN E29E 5T

1002 — o] 282~ ACL
ANA 25 AKX

302013, 302015, 302017,
302020

TCP, UDP, GRE, ICMP
A4 YA

3

1 —S2571 844

0— A1

302014, 302016, 302018,
302021

TCP, UDP, GRE, ICMP
A4 A

2— EZ7L A

0—FAIg
>2000— =257} & A
%)

=

tJupo] 2= €]
O A Aok A
=]

313001 tlupo] 2o FHICMP |3 — ZE$7F AR (1003 — T4 02 3]
s 7l o] AF-H To-the-box ==Z-%-7} A

B %)

T |
313008 tlutol o] BigHICMP |3 — Z 297} ARE 1003 — T4 o2 <13
v6 HZl o] AF-H To-the-box = Z-F-7} A

H )

T =
710003 Hlo] 2 Qg Hlo] 2o |3 — Z 297} AXE 1003 — T4 .= 213

To-the-box =297} A

i=]
g

8 A 20 20 WA A S 0B siel A o vl o] WARE W o] A4

o},

logging flow-export-syslogs disable

NetFlow & A]2~8) 2 71 v Al <] v] &
HA A& & shst A v &4 813t 5=
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ASA 1 4

2_9——5—]_34\?:]_ ]‘4—% %—ii}% ‘{l\“ég ?:}‘L] q

A 1 Devices & Services(TlHFo] 2~ & 4] ) Hlo] x| ol A M A A o] o] 28 25 t]nfo] A~ S
@A 2 Device Actions(T] vFo] 2~ #}]]) ol A > Command Reference(™d & #%)=
Al 3 Command Line Interface(™d & & Q1B H| o] ) o] T E L Eo| 55
show running-config service-policy
oball ol o] %20l A global policy= 71 4 39| o] 21t}
o :
> show running-config service-policy

service-policy global_policy global

ASA o|HI E 73

oJHIE =7 ¥
3ol E
oWl E {3 o]
ASA AJE] = Al 2~

o
R

]

m oY

Bl oft
flo

o]

| 200 A A Thel Sl A A a2 gl

oT, ol

oA o] HIE AN 2 AE e uf] o] E {3 HE oA AMeld 4= 9l &1t} o]
Al2~"l 2 7 1De 15 S VEFH UL ol i ojW A AE 21 1D7F o)W ASA
AEA RoFUTh 54 A28l 271 1Dof| o3l A}A| 8] ¢l B2 ™ Cisco

AR A 2®l 277 oWl Eof = 7} 44 "EventName"©| %35 U T}, attribute:value *&< 7]= 0.2 I H
3 50] EventName 5 4-& 41§ 8h] o] 41 = Blo] 22 A E g afe] 12 5 1%L Th Syslog o ¥l =0
B oTHE o] F 542 BEAUNL

AE A 2H 271 oWl E o= 7} £ "EventGroup" 2 "EventGroupDefinition"®] 151t
attribute:value -5 7] 0. 2 e sto] o] Y3k F7} A S AHEste] o|HIE Ho| &5 EH T
AEYTh A5 A 2~' 271 A X] o] o) 3 EventGroup 2 EventGroupDefinition 4 & 322314 Al
o

.

ASA t]H}o] & NetFlow Secure Event Logging(NSEL) £ A] 2~ 8] 271 o] ¥l E ¢} t}5 1 t}. NetFlow
¥ &= NSEL gl Z =5 A A1 3 & NetFlow oMl E IDZ 7 A ght}. o] 213 NetFlow ©] Wl E IDE

Cisco ASA NetFlow & 7}o| =of o] & o] Q)&

=]

EES

Y o]& g A28 271 o] ¥l E I = NetFlow ©| Il E
AAA 109001-109035

113001-113027
30 338001-338310
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B asacoiu= 59

ZE o] = e A| 28 27 o] ¥l E = NetFlow o)1 E

Aol 23 101001-101005, 102001, 103001-103007,
104001-104004, 105001-105048

210001-210022
311001-311004
709001-709007

ulsl A s) 106001, 106007, 106012, 106013, 106015, 106016,
106017, 106020, 106021, 106022, 106023, 106025,
106027

o)

Wahe] A5 o] EL= NetFlowell 223 4= 9l
© 1 NetFlow ¢|HIE ID % A28l 271 D9} 5
A Bard 5 YTk

106001-106100, 108001-108007, 110002-110003
201002-201013, 209003-209005, 215001

302002-302304, 302022-302027, 303002-303005,
313001-313008, 317001-317006, 324000-324301,
337001-337009

400001-400050, 401001-401005, 406001-406003,
407001-407003, 408001-408003, 415001-415020,
416001, 418001-418002, 419001-419003,
424001-424002, 431001-431002, 450001

500001-500005, 508001-508002

607001-607003, 608001-608005, 609001-609002,
616001

703001-703003, 726001

vy E g3 o] ¥l E = NetFlowol] 32 4= 9
© ™ NetFlow ¢|H1E ID 2 A ~" 271 Do} g
A BaE 4 dHFyh

ok
to
1%
[
o)
S

IPsec VPN 402001-402148, 602102-602305, 702304-702307

NAT 201002-201013, 202001-202011, 305005-305012

SSL VPN 716001-716060, 722001-722053, 723001-723014,
724001-724004, 725001-725015

NetFlow 0,1,2,3,5

o AE A 2~® 2 71 Al X o] t] $F EventGroup % EventGroupDefinition <73, 96 1| ©] %]

« Syslog o] Wl Eof] t] gt oWl E o] & &4
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T 2] ¥ Secure Firewall Cloud Native A] 2~ 271 oWl E .

% Secure Firewall Cloud Native A| ~8l = 71 o|Hl E

TE B A A2 2O oMIEE T2 A28 2 o|WlERT T B2 oM E £4& X 3sh,

2R 5 A Ao A AME S 9T SECE AFEAL7}F A A $F 2 E Secure Firewall Cloud

Native ©] Wl EZ Cisco Cloudol] A &3} x| gk ol o] A| <8l & 7 WA X9k & EA gy} -5

TAE RE A LE 2o olHlEE A S 57] 8l ol YA = FAH Y

Al 2~E 211D A" 2O RS A 228l 2 01 | A %] o] A

106015 )5} e 7T 25 TCP AF-E e}
Wt

106023 1} 5} e A A 1P 3l 5l o] ACLY o] 3l A H-
H%%Hﬂ‘lwﬂ1 ACL]
el =15 S &g shehA] &
%%%154QWHW

106100 N A 2 5/ 482 Al A 3 F1 o] ACLe 2] 3l 3185 At
AFHAEFUT

113019 AFE-2} Q1= % 8 AnyConnect

302013, 302015, 302017, 302020 | A}-&-=} 4] 4 TCP, UDP, GRE 2 ICMP 172 A}
A A AL TR
Syslog.

302014, 302016, 302018, 302021 | A}-& =2} 4] 4 TCP, UDP, GRE 2 ICMP 1724 A}
AE A AL TR
Syslog.

302020 - 302021 A2} A A ICMP M A A7 2 3)j A

305006 AF-8-2} A A /NAT 2 PAT NAT 12 A7)

305011-305014 AFEAF A A /NAT 2 PAT NAT W =/3] A #&

313001, 313008 IP =8} A AFE A4S e Y
t}.

414004 Al =€l %8 AnyConnect

609001 - 609002 1} 3} Qoo AZAH T AE jp-address
o thel U E9] = Ael Ad o]y
7h o H/ A A = A F U

710002,710004 710005 AF&-A} Al A AR} oA Al

710003 AR&- A} Al A A-H A4S e Y
t}.
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. SaaS(Secure Logging Analytics)oll A& %] = t]n}o] 2 2] TCP, UDP 2! NSEL X E 317]

A 26 211D RS EETE R EEE PR

746012, 746013 ARERF A %8 AnyConnect

SaaS(Secure Logging Analytics)ol| A}-8 % = t] v} o] 2~ 2] TCP,
UDP 2 NSEL L E 317
SaaS(Secure Logging Analytics)E AH&-3}H ASA B+ FDM ¥&] t]u}o] 2 of A} SEC(Secure Event

Connector)2] 57 UDP, TCP == NSEL X E & ol EE B 4= 5t} 219 t}2 SECE 39
oMl E & Cisco =2 A&y}

o] 2]k EET} o} A ARG Fo] obdl 75, SECE Ml EE A3} H 2 EE A|881H, SaaS(Secure
Logging Analytics) A ™ A Oﬂ e 7)5S A o £ E AFSS AFsh )

* TCP: 10125

» UDP: 10025

* NSEL: 10425

O] 2 gk X E 7} o] m] A& F2Q1 7 -9- SaaS(Secure Logging Analytics)S 7-/d 3} 7] # ol SEC t]H}o] 2= A
T AARE gRIste] AR o HEE F21381= t] AME T XEE 1Y

SECOI A Abgal EE MBS o dw Bes FAgY,

NZL‘

A1 CDO "ol A =t 2 A ]2 > Bk AV & d ety o
A 2 Secure Connector(H.QF 71 9l E]) H o] 2| | A] o] HIEE 43k SECE A1 8] 3 o}

A 3 Details(AF- A 1) o] oWl EE %3 oF 3}+= TCP, UDP % NetFlow(NSEL) ¥ E 7} A Ut}
l

Boston-SEC
Details v
ID 54b039f6-8944-46a4-ac07
Tenant ID Oa2cdcb4-5e63-4491-9fda
Version 202004270848
IP Address 192.168.25.4
TCP Port 10125
UDP Port 10025
NetFlow Port 10425
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nerope Aue [

Bk ol E A H

SEC(Secure Event Connector)i= H.QF 741 3! 2 7] SaaS &FA o] 4 2 491Ut} ASA % FDM 2]
tjuto] ol A o #l EE =418} o] Cisco Cloudol] 29Utk CDO= ] b7t 8 ] o] A| o] A Ho =
Cisco Secure Cloud Analytics& AF-8-3Fo] o| I EE %418 = 91 %25 Event Logging(¢| M1 E 2 7]) 7| o]
Aol o] EE FA|FHH T

SEC+ HIE9] 3 ®=% AWS Virtual Private Cloud(VPC)oll -5 Xk t]nfo] A~ AVE = U ES
ol 75 AHA CDO AV E] 7} M Alel A A g Ut

HetoHE A4 ID

Cisco TAC(Technical Assistance Center) 5=+ 7] E} CDO #| ¥ ¥} 3 & g v = SEC9] ID7} 2 8.3 4=
H YT} o] ID= CDO9J Secure Connector(}:-SF 9 H) 7| o] 2] o] 95t} SEC IDE 2t o e t}
= TP

1. 94Z2] CDO 7ol A =7t L A H| 2= > Bl AVE & eyt

2. A3 SECE FYFYh

EC ID*= Details(A]5- % ) 2] Tenant ID(H Y E ID) ¢l U< 5= DY o}

o)
AN

o
=

w
)

*7%]

oL

H:

.

« ASA¢]| t]$F SAL SaaS(Security Analytics and Logging) 7 X.

* SDC 7} W A1 9] SEC(Secure Event Connector) A %], 56 ¥ ©] #]

* VM o] "] A& A}g-5Fo] SEC 4]

* VM o] 1| %] & AR-§-3}o] SEC A A]

» Terraform X5 -& AH-8-316] AWS VPCell Kol oWl E AYIE] 4 %], 72 7] 0] 4]
« Hel oM E AYE A A

* Cisco Security Analytics and Logging(SaaS) 2 H| A 3

Het ol E Ay AX]
SEC(H.St oI HIE A E])= SDC7F A Y Sl HAE] A& 4= 54U

ek T ko] 22 AW (S B9 FAT 74 7)Ao Shbe] SECE A & JHU T E
=9 0] 4] F2) el 3z A1A) CDO AWE 7P v Aol SECE M A 3 4 slruith

s A AL E A e e 35S FRAAA L
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. SDC 714} ™ 41 <]l SEC(Secure Event Connector) A %]

* Terraform =53 AF&3Fo] AWS VPCol| H.¢F oMl E A Yl g A ], 72 3] o]

SDC 7}’ ™ Al o]] SEC(Secure Event Connector) 2 %

SEC(Secure Event Connector)= ASA 2 FDM #2] t]u}o] 2o A] o] Ml E & 4=413}¢] Cisco Cloudoﬂ ﬂ
23yl cDOE #E] &7} 39 H| o] A] o] 4] T Cisco Secure Cloud AnalyticsE AF-8-3}o] o4l E
#4938k 4= Q1 =& Event Logging(¢| M1 E 27]) o] 2] o] o] HIEE FA|FY T}

Hetgupo] 2 AGE (A& A9t T 7 Ml dfite] SECE A& 4= 5tk e
E oA A Tl sl x4 CDO A E] 7F4 Bl Aol SECE A A e 4= 95y T}

o] Ao A= SDCS} B3 7 M Ao SECE A | &h= WS Ay} o] @S SECE A A
3™ CDO o] U] A & AF&-3}e] SEC A ], 59 | 0] A] == VM o] ] %] & A8} o] SEC A =], 64 7|
o] A o] Y-&& FZ3HA AL

NEEEEL

* Cisco Security and Analytics 27, 27 9 E& &4 gho] A& o g o}, = Cisco Security
and Analytics = “10}-2-& A A| =8l H CDO°ﬂ 213kl 7] g A K Fof| A A > o]l
E 27 & A 93al Request Trial(33 7FHE 8.34)S S8 F Yt} ®3F Logging Analytics and
Detection(27 4] % ©-2]) 2 Total Network Analyticsand Monitoring(d ] Y E ¥ 7 &4]
RUE ) glo] A5 5} Secure Cloud AnalyticsS o] Wl Eof] 4838 4= 9l &t}

« SDC7} A A = A=A 14Ut SDCE A A &) oF 3t 4 9- b5 H A} 5 shvbs 3y oh

 CDOS] VM o] 2| AF&-3lo] 1k Tufe] 2 AW 7%

« AR VME AFgte] Bk ko] 2 AW 5

%

i zZA) vMel &Z g u] A SDCE A X3 A o EV} SDCO TEst
5183l ™ A A 3k VMol A %] ¥ SDC % “‘ CDO A4 Hof tjgt 7} -4 01
83},

* SDC7} CDO%} TA18=4] &2l
1. CDO "ol A =7 2 Au| 2> H ek AVE & A8y},

—

2. SDC9| npA| 3L EH| E 7} SEC A A A 105 n]vto] ¢l o SDCO| A7} 84 91 %] &<l 3l
[Bh=1
Al 2~8l @ A8 - SDCE A & 5hi= 7 wAlell 7 CPU 2 W X228 & &3y
Q.
O

* CPU: & 671 9] CPUE THE7] 93l SECE <=
=

« W28 & 10GBe WX E w5#H SECY| 8GB2] | & F7t2 dgEoh
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SDC 7} ¥ 2l o]] SEC(Secure Event Connector) 2 ] .

SECE &3l=% VM| CPUS W B2 & o] Edt & VM2 [ S 73l Secure
Connector(}.QF # 9 E]) #| o] x| o] SDC7} "Active(Z43)" e 2 HA| ¥ =4 gAYt}

A1 cDoll 2103 )
@A 2 CDO W7ol A = ‘;—l AH) 2 > Kol AWE 2 A eldh T
A 3 g &l Bl ES 28 381al Secure Event Connector (H.¢F o] Wl E 7 Yl E])

QA8 SPRAS] [RAE AL 3 20 2 o] BEIC) oA 2 Ao 4 928 Felshol SEC R

EXE
Deploy an On-Premises Secure Event Connector X

dRaU9pSmhNMLIUxXWTJVMFppMDNNakZ rTFRSaFpUVXRPVE13TkMweU5UZG10VESoTWpnMUSHVIWIMQBpPq
YkdsbGJuUmZhV1FpT21KaGNHa3RZMnhwW1lcTME1IuMC5tTzh@bTZMZ1N6cjI4b1ZGZERQY jJNRzVQUE
ZmYTZQYzVsRjRITT1teVVEVZzh2Qk 5FWW44c3VBZ3NTQUoBTH15NOxzVGsydEx4NB5nbSOBSTB6SMZ6
aWdQTkRiV1RsRW1tcjI5SkFVZ2NBWEhySkdzcktMREszUnJUMBhZU3 JkZ21Hd1dGb3FwWUdZNkJHRU
VacmI@YVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3c1Q8p1Sn1JMnFZbGpNUzBXeVg3Nm9KeTQ2
ZX1MTO9qgcjRicENBUNnhYaEVNMUFzV19qQW1PNXM3TmO2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaW
1rdDNsYnRRbDNrTHMxeWduaXdVU1RuWkQxMBc5T2F JWEXCQB93T3NESGdNeH16UUT3ZWJVNUAGT2RS
NFN6c2ZBb1VXRDNwWZ2Y2V0BgzUzBNT2ciCkNET19ETO1BSU49InNBYWdpbmcuZGV2LmxvY2toYXJBLm
1vIgpDRE9fVEVOQU5SUPSJDRESTY21zY28tYW1hbGxpbyIKQORPX8JPT1RTVFJBUFIVUkwIImh@dHBzZ
018vec3RhZ21uZy5kZXYubG9ja2hhcnQuaW8vec2RjL2Jvb3RzdHJhcCIDRESTY212zY28tYW1hbGxpby
IKTO5MWVIFVKVOVE1ORZzBidHJ1ZSIK

€21 Copy CDO Bootstrap Data

Gep 2 \

Read the instructions about deploying the Secure Event Connector on vSphere.
Copy the bootstrap data below and paste it when prompted for " SEC bootstrap Data" .

& The SEC bootstrap data is valid until 10/13/2021, 10:44:14 AM

UTNFX@RFVk1DRVIJRDOiZTBhZTJKNmMtMDdhYyB88Y2JkLWEZNWQtOGYzZDJkMia1ZmU3IapTUBVTRE
UBVTTT1RQPSI5Y2IZNTI4ZWZ1MzgB0TQ2NjViMDFkZmEYY jUyMGUXNSIKVEVOQUSUX85BTUU9IKNET1
9jaXNjby1hbWFsbGlvIg==

2] Copy SEC Bootstrap Data «———

. J

Step 3

Verify the connection status of the new SEC by exiting this dialog and checking the " Last
Heartbeat" information.

. Cancel
Ao

9As Huld

A 31 SDCY| "edo" AFE AR Z 1213y T)
of = "sdc" AFEAFE AP YT dEE =

Q) A 7 EA S Tedo” AR FEE QI L,
e ol % 3ol Yo,
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. SDC 7} ™ 41 o] SEC(Secure Event Connector) 2 %]

A 7

w78

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

TIEIENM secsh A 2AHEES A8}
[sdc@sdc-vm ~]$ /usr/local/cdo/toolkit/sec.sh setup

= - =

EFIEE Zo 48 A A HALEE REX~ES] Hlo]H & o] ¥l Enter 7] & T T

Please copy the bootstrap data from Setup Secure Event Connector page of CDO:
KJHYFuYTFuIGhiJK1KnJHvHfgxTewrtwE
RtyFUiyIOHKNkJbKhvhgyRStwterTyufGUihoJpojP9UO0iUY8VHHGFXREWRtygfhVjhkOuihIuyftyXtfcghvjbkhB=
SEC7} 2 1.9 ¥ sec.shi= SECO| JH & &lst= 2AHES AFF Ut = | &lo] "5AQl 739 H
SRl o ol E 2 10 AE oM EE ALYt A E oWl E= o]l E & 719]] "sec-health-check"2}= 0. 2 3

Al Y Ek

Events Plugin is:
UDP syslog server is:
TCP syslog server is:

send sample even

5ol AAFAAY SEC & ol Ao Fvh= v A A7} A E A Bk o il E AVE 1Y ol ZA a2z o]

« A 74 mAlel SDCE A% 4 5- A4 g VMol A A%l SDC B CDO 7 ¥ Ef ol tj gk 57} 7-4, 69 | o] %]
= A% B FY

* CDO °JW| A& AHE-3e] SDCE A A3 49 "th= 2" A 3o

5ol =3 & 24l
ASA tjn}o] 2=of t]$t SaaS(Secure Logging Analytics) 7-3, 7 3| o] %] &2 Fo}zt ).
v g

< gk Tvhol 2 A £4 2

« Het oMl E A YE E| &Y

* SEC 253 Aol = A a2

c Bt olHE AYY 55 Auf £A4 a2
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SEC A X = 2eHA 2 g},
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2 A E)o vyt

2. CDO M E] 7} M Alo] Hel o[l E A e X, 70 o] A
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K

VM-S A48k CDO A9 E & A st A/ gk vMell A %] SDC 2 CDO A 4] Ef of] o] gt

E FEA AL

[e]
T

7}

p

e 29
CDO VM o] W] x| & AL-§-3e] 13T o M= AU & «] 2317] §18 CDO AW E] 4], 59 0] | &
A% A g,

CDO VM o] 1] 4| 2 A}§-5Fe] mok o HIE 7] 9] 2 % 13k7] 915) CDO 7] &) 4%

A#s7] el
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HEof 483 % o FYTh
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Q830 718 u Aol 4 kol 4] 24 > o] E =72 531 Request Trial(B 7 £.0)
ey

+ CDO= 9173 Q154 BHelo] B .5t] CDO AU E 9} Q1L Zhe] §I/Z A= T2 A] HALE A
2317 STk == ) A8 & AL g8l 9 CDO A B s CDO el E#®) 7ALE W84

o] LR A| 2o A A X H CDO A Y E| &= TCP £E 4430l 4 e Ylo] thak A o} $-nfg= o
A2 ARE 7HA oF ot

Connect to Cisco Defense Orchestrator using Secure Device Connector(}.QF tlu}o] 2~ AU EH & A&
3} Cisco Defense Orchestratorel] &1 Z2)E F E&lo] CDO A4 E o tf3t H A3t Y E A N A
~% gAF
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2 A}-8-5}o] Kok o] E AEZ % A35}7] 9 FFeD0 A W E A

CDO<= vSphere ¢ Z2Fo] A E L= ESXi ¢ F&lo] A EE AFE-3H CDO # 9 E] VM OVF ©] 1] 4|
AR E AL

« CDO= VM vSphere B 2==135 SEto] A EE AFE-¢F CDO # Y E] VM OVF o|v| =] A A& A ¢

844 e,

« ESXi 5.1 3}o] H{ufo] A,

« CDO AYH ¥ SECTF & ~H 3= VMY A| ~H @ T A3l

* VMware ESXi &2~ E | & vCPU 47§ 7} & 8.3t}
« VMware ESXi 3~ Ed| &= H 4 8GBY] v =227} Z .3t}

« VMware ESXioll &= = 2] A1 A glo] w2} 74 w418 1) 95}7] 918 64GBe] U] =3 F
7ko] B @ g},

C A E A A Aol e ARE FHSAIA L

« CDO A9 E VMol AF&-8F 114 [P F24.
e A TR A F AAAAEEroot B cdo AFEAFS] B H S
A of| Al A}F-8-8F= DNS A1 H 9] [P 7

«SDC FA27F J= HEH A9 AloJE O] IP T4

1—)4

AlZF A¥ €] FQDN %+ [P F 4

£ CDO AU 714 P4 & 1ok A& A7) A 0w BASES FAH ], o] 2 9184 = LE 80

shgnhe= g dojof ghjrh,

xg A3 CDO HIU Eo 2123 1;],

TR H 3] = 3 = o}l Secure Event Connector(iOP oWl E 7] E)

- @

Secure Event Conner:tor{?

il

=
=9

ot

e,

1Al A Download the CDO Connector VM image(CDO # 9 E] VM o] 1| %] th 2 =) & &8 34t} o] = SEC
£4

] T B A~

= 55 o u AUtk HA o u X4 & AL g3k W 4 CDO AME VME the 2 ES A 2
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A5

7 6

A7

A 8
A9
7 10
AN

Al 12
w7 13
A 14
7 15
7] 16
A 17
w7 18
w7119

w7 20
oA 21
A 22
7 23

CDO VM o] 1] 4| & Ahg-5o] mek ol IE= A 2 A 15k7] 915keno A e 42 [
Deploy an On-Premises Secure Event Connector b4
€) SEC will be deployed on a new VM
Step 1
r WM bind follow the documentation to deploy the CDO VM on

vSphere. You will be prompted for *CDO Bootstrap Data” . Copy the data below and paste it into
the CDO Bootstrap Data input field in vSphere.

GO0 Boorstrap Data

QBRFXTRPSAYOPSJ LeUpoYkdjal9pEliVekkaTmLdcBluljVOBKZEWtWWFZDS | kuZ K1Kc2FXNXJaV 1
JyWlctaGlulnpdanBiNENIaNRTVNL. amepTUNJcALUT JFZ0KS0Y2 1 Sd2RHDHT Lk 1 pT2xzaViUk VM

zip LY BE LS FEFUT thS 3 Zol ZAFE YT
* CDO-SDC-VM-ddd50fa.ovf
* CDO-SDC-VM-ddd50fa.mf

* CDO-SDC-VM-ddd50fa-disk1.vmdk

vSphere ] Fe}o] A EE A}8-810] VMware A v]o]l ¥2] A2 21918 o,
2 VM vSphere H| 2= =45 S 8F0]| A EE AFE-31A] vl Al 2

A Aol whet OVF §1E 8l el A 22 m] 2= CDO AV E 7Hd wAlE 53U th (RE3S 753t ¥ ovf, .mf
2 vdk Fd o] Bt}

Aol dmEAE vVMe] ddS AU

A} cDO AYE VM2 Z&S )

cdo AFgAFZ 203Ut} 713 S = aamizzY Y th

L ZIXE | sudo sdc-onboard setup= Y =T

[cdo@localhost ~]$ sudo sdc-onboard setup

222 E7} TAHE cdo AFEAQ] 7] E B H T 4am123S QB ST}
A Aol wte} root AH&AFS] A 5 E A Y T
A Aol whet cdo AF&-AFe] A e E A S T
Z| Al el W} Cisco Defense Orchestrator =H] 91 A X & ¢ =g},
CDO AYE VMol A& 14 1P F45 42U

CDO AYE VvMo] A8 Y ES T2 AolEg o] IPFA22 &gt}
CDO 14 NTP | 4 £5 FQDNE A=Teh.

Docker H2]%] RS B 2T E7 FAHW GRS QP A o) E %] 9= 749 6] 91531 <Enter> 7] &
U

Qe gelgch

"5 SDCE AA A AF U/ TEZEF e ng 9 3t
cdo A& AHE 2 1918ke] CDO 7 ¥ Bl o]l th 3k SSH 48 A4 gt

E%igoﬂ sudo sdc-onboard bootstrap2 ?Q Ej.?g'b] E}

AN

[cdo@localhost ~]$ sudo sdc-onboard bootstrap
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. CDO VM | M A & AL-g-3o] Bk o]l E AE S A 3t7] $13FCD0 7 Y8 2 A

WA 24 ZTHFIZEVFEAEW cdo AHEA MBS S A H T

@726 TEZET FAHY CDOE Eo}7) CD O FEXAE# to]HZ B3 th-g SSH Al o] ol ¥ 54Uttt CcDO &
ExEf Ho|HE HAlet WA a5 A F UL
1. CDO9 &1¢lgh ]t}
2. CDO W7ol Al = 2 A 8] 2~ > Het AYE S Ae sty
3. SEY S AAE Eet o E AVEE MY gt 4Bl 7} "Onboarding(+> 1.3 )" & & A ¥ of of gt}
4. Actions(2+%]) %ol A Deploy an On-Premises Secure Event Connector (==~ & 1] 2~ H.QF tjujo] 2~ AU

g 2
5. tjs} AAbe] 15kA6] A CDO - E~E o o] E & BA1gh

Deploy an On-Premises Secure Event Connector X

0 SEC will be deployed on a new VM

Step 1

Download the CDO Connector VM and follow the documentation to deploy the CDO VM on
vSphere. You will be prompted for " CDO Bootstrap Data". Copy the data below and paste it into
the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPXT1RPSBVOPSJleUpoYkdjaU9pS1INVekkxTmlJcOluUjVjQOk2SWtwWFZDSjkuZX1KM1pYSW1PaU
13SW13aWMyTnZjR1VpT2xzaWRISjFjM1FpTENKeVpXRmtJaXdpZDNKcGRHVW1IMQBpoTTJVMVKkyVTBa
aTAzTWpGa®xUUmhaVFVBT1dNd@5DMH10VGRpT1R0aE1qZzFPR1VpWFN3aV1XMX1Jam9pYzJGdGJIDSX
NJbkp2YkdWek1lqcGJJbEpQVEVWZ1UxV1FSVkpmUVVSTINVNG1YU3dpYVhOeklgb21hWFJrSW13aVky
eDFjM1JsY2tsa@lgqb21NUB1zSW1saBlgb21labVF3TBdReVpHYXRNM1ZpT1MwMFpEYZRMVBkwW1dNdF
pUWXhOVeUyWmp jNFkyUmlJaXdpYzNWaWFtVmpkR1I1YBdVaU9pSjFjM1Z5SW13aWFuUnBJam9pTURB
VacmI@YVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3c1Q8p1Sn1JMnFZbGpNUzBXeVg3Nm9KeTQ2
ZX1MT@9qcjRicENBUNhYaEVNMUFzV19qQW1PNXM3Tm82Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaW
1rdDNsYnRRbDNrTHMxeWduaXdVU1RuWkQxMBc5T2FJWExXCQB93T3NESGdNeH16UU13ZWJVNUdGT2RS
NFN6c2ZBb1VXRDNwZ2V2VBgzUzBNT2ciCkNET19ET@1BSU49InN8YWdpbmcuZGV2LmxvY2toYXJBLm
1vIgpDRE9fVEVOQUSUPSJDRESfY21zY28tYW1hbGxpbyIKQBRPX8JPT1RTVFJBUF9VUkwIImhedHBz
0i8vc3RhZ21uZy5kZXYubG9ja2hhcnQuaW8vc2RjL2Jvb3RzdHJhcCIODREITY21zY28tYW1hbGxpby
IKTO5MWVIFVkVOVE1ORzBidHJ1ZSIK

%] Copy CDO Bootstrap Data  «f—

Cancel

o}

=)
>

o
2
)
o
A
o

726 o] 24& o] EakA Ay ek A A 7L A
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@71 21 CDO<2] Deploy an On-Premises Secure Event Connector(<=> X2 2| 1] 2~ K ot o]l E AW E +5) g3} J A2 Ho}7}

OK (&)= &8 gt} Secure Connector( X9+ # 9l E]) ¥ o] 2] ol A] Secure Event Connector(2.¢F o] Wl E # 4] E])
7} 2= @A Onboarding( 5.9 &l 2 A Ut}

o5l g 2
CDO A4 E VMol Bot oWl E AYE] A %], 63 70| X & F g}

CDO 7] Y& VMol B.et o]l E 7 YlE A ]

A1
oA 2
@A 3

<A 4

A5

7 6
oA 7

A 2Fst7] ol

CDO VM o] A & AF-§-3lof Bet o HlE AMUE & A dst7] 913 CDO AYY 4], 59 7 o] 4] ]
A ¥ = CDO A48 VM= A #| 8l of gt

CDO 211§t}

CDO "ol A = 2 A u] 2~ > w ot AdE S A e gyc)

oA 193 CDO AYE] S A8 gt} Secure Connector(H.QF # W E]) B o] ol A= o] & HQF oW E A Y]
(1.9 o] E AU E])E}aL 8} of 2 3] "Onboading(+-1.9)" A el of oF .

=

QL E2%9] 214 Aol A Deploy an On-Premises Secure Event Connector (=X 2| 7| 2~ K F t]nlo] 2~ AU E %)
& Sk
upAL 2 A A H A E S5t SEC HE tlolH & AR TR

Deploy an On-Premises Secure Event Connector x

VLN WY RESEK LSMENIDWX T SWHY AV DTUROFR THIWKOY DERYVILLFUZ AWK K ] NEXAS T BSVETON LRZ8EIRHT
JaamMANTJSallpd2 1hb 1 wSWpwal1ESKpNVFEWTkdVdFpgWmhNGz AwT 1 RZMkx KETFZak 18 TURNMVDE
VidNe Lk wiiWpaaE LuMCSYh1 hr RnVKOVEANGZ TeG L s eFFMNBRESOMZ Y ThANXEWCWNTRINY e KFMOUSDZN
Z2¥WZPeCl4anFSZChveHdPRETZCUNIX2ZGYVpLLYF pbmF JWVIUTTR taYREDUTS5AGI2Y1 10dnAITINT
VMFWWGT jbAxOUSTUUUJHTG JNNITTGEY JdDh x U2 oRMBRGMNVUMXAHZ 251 ¥WxJd jVTZFRK SDdann Y451
JGHWZ vV INBNT Iy SOhXRzZROWLsZ2prZEnPa2pTaGNS58pFbmiaN jYELFUBSNBSRGT 1bKNNY 1h2Y Uz
bmSKYUSFOTNNONI0SHI 63 pMek gZbHVATWRDTASUV KAYDXCWMFUARIBAUNZ 1d17 1cxhul XewSUFueF
BEWcFRpc@YadmphelB2ZWhY dik SkUTVENRHZ TeUYzbmt hbGS60KZVZUNQU DK wi 1 FMUGA0cWZ HUK VR YTLX
S52XPeYELCKNETT1SETE 1BSUSATnNBYHdpbmC uZGY2 LnxvYZ LoYX.JBLn1 Y TgpDRESTVEVOQUSURS.IhDm
RSEWFsbG1vL WNpc2NvIgpDRES FOKSPYFNUUKFQX1 VETDB1aHREcHM6 Ly 9zdGFnaWSnlmR1di55b2Nr
aGFYdC5phyzZGEMY Yy dHNACMFWLZFUZHI T YW saNBTYZ12Y2 8vYWikeW 1 hbGxpby 1 ]aXxN by 1TRE
MiCkBOTFLIRVZFTIRJThe9InRydWUiCo==

£ Copy CDO Bootstrap Data

Step 2

Follow the documentation to install the Secure Event Connector.

Copy the data below and paste it when prompted for " SEC bootstrap Data".
SEC Bootstrap Data £ valid until 11/24/2020, 3:34:51 PM

UINFXBRFVK1DRVSIRDA10GZhM] ImMzethmAi Y SBAYROSLWIhZ Te tHDNNY mYwYzJjOTY 11gp TUBVIRE
VWSUNFXB5BTULGTINDSUBQREVNSUNFIQp TUBY TRLFET JA103RNZ2 1uTy 1202 Y2 12YBUY29C10pT
UeVFT1RQPSIAMjg2YzIwNzA4M ] gxMDM2YmA J0TUZHZEXOWG2YWIzY 1 IKVEVOQUSUXBSBTULIImF uZH
1TYWx2aWBTY212YZ81

I £¥] Copy SEC Bootstrap Data I <

CDO A4 E ol st SSH 25 A A 3FaL cdo AF&-AF= 2 113yt
2913 o= sde A AR AUt b5 S B WA X7 FA H W "edo" AR ALY FEE JH gy o)
52 ol ol o dut
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2 Ahg-3ho] SEC 4

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

EEMEN A sec.sh A ~2THEE A3}
[sdc@sdc-vm ~]$ /usr/local/cdo/toolkit/sec.sh setup
B E o 4uk Ao A HAlg REAE dlo] e S B W Enter 718 FEUTH

Please copy the bootstrap data from Setup Secure Event Connector page of CDO:
KJHYFuYTFuIGhiJK1KnJHvHfgxTewrtwE
RtyFUiyIOHKNkJbKhvhgyRStwterTyufGUihoJpojP9UO0iUY8VHHGFXREWRtygfhVjhkOuihIuyftyXtfcghvjbkhB=

SEC7} &1 Y 5™ sec.shi= SECS] JHI & &RIste 2 HES A3t e A &2lo] "5l 294
g gl & oWl E 210 MZ o|HEE ALt ME oWl EL oWl E & 19| "sec-health-check"2}= 4 3 o

2 3AE Y

Running SEC healt ck for tenant

SEC Events Plugin is:
SEC UDP sysleg server
SEC TCP sysleg server

SEC send sample eve

to

S5 Ao YA SEC & R A ks v A A 7k EAEE SEC ST A FA S| AR o] 53k .

O
dF WA A 7} A EH CDOE & °}17}3L Deploy on-Premise Secure Event Connector (<22 2| 1| 2 H.QF o] Hl E
H %) U3} 4 Aol A Done($5)E S8 FU T

X
i

"What to do next(th2 2= Al ok

el =3 & 2l
ASA t]ufo] o] t] gt SaaS(Secure Logging Analytics) T-&, 7 #| 0] x| &2 Fo} i},
v G

« Bt tjuto] 2~ AVE A A

« Helt ol E AYE] A 4

« SEC 289 2 &4 3|2

VM o| 1| x| & Al-g-5l o] SEC A #|

SEC(H.qt o]l E AYE] )= ASA 2 FTD| A] Cisco cloud® ©|HIE & A3t 2 & glo] A 2o ulzg}
Event Logging 3| o] Z| o] 4] o]l EE- H 31 Secure Cloud Analytics= ZAFS 4= 9 HFH T}

HYEd 5 7 o]/d9] SEC(H.QF o] HIE AYH)E A X5} ASA % FDM v Y %] = t]ufo] 2 9] o]
HEZ X3 SECE B ¢ %QW@HSRE}%aﬁﬂiq%%ﬂﬂmmééﬂﬂi
Cisco Cloud®l] o|HIE & A%3t= 2GS ¥ = A5k
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VM o] 7] %) & A}g-5}o] SECE A et = cno A el 4% [

ZHA] VM o] 1] %] & AF2-3}o] o] 2] SECE A X3 2] 2 30 A 2 gyt oS 7 b A & 43
&l oF ok
1. VM o]"| A & A}&-3}e] SECE A Y3l =5 CDO A9 E A, 65 9| o] A]

2. AAdgk vMmel A ¥ SDC % CDO A4 H ol tj st 371 -4, 69 =l o] A & AF-&-3fo] vMell o gt
R 7 F7F 73 dAE S F U

3. CDO 71HE] 7} wA4lol] Bl o] flE 71 dlE] A A]

%

31 CDO A E] L CDO VM ©| 7| A & AF8-51= Al o] 713 A3 ASsln] A3 5= CcDO AWE A X v
WU E] o) & L8821 CDO o] U] 2| AFE-a}e] SEC 414, 59 o] 2| o] )42 a4
o

ohg 2

VM o] 1| %] & A}-83}o] SECE X Y3 E= CDO 79 E A, 65 dH o] A& ALy T)

VM o] 1] %] & A}8-3}o] SECS A Y5l == CD0 A E A X

CDO A HYH VM= SECE A A|sh+= 71 WAl H Tk CDO A Y H 9] 542 Cisco SaaS(Security
Analytics and Logging) 11745 9]¢ SECE A ¥ 3t+= A Yot

A 2Fst7] el

. C1sco Security and Analytics Logging, L ogging and Troubleshooting(= 7] 2 A 3] 2) gfo] A 2

-1 3} 3L, Logging Analytics and Detection(= 7] 4] 2 ©H4]), Total Network Analytics and

M onitoring(?ﬁ AVES A 24 D RYH ) gho] d~E 1|51 Secure Cloud Analytics & ©]
‘ﬂEoﬂ a5tk = olﬂqlﬂr

Y3k 75 CDOoN| Z1%13}4 Security Analytics and Logging(H.9F &4 W 27]) H7FS Q8
Aotar 7] B A ol A 4] > o i E 2705 488k al Request Tr.aj(ﬁ 7hi 2 3)5 29

Eg=i=g
« CDOT A3 ATA] &<2lo] Fastm CDO AYE 2 QIEI U 7He] /2l = L EA] S X L3}
A kUt
* CDO AYH = TCP X E 4430 A Q1EJUlof] tf gt H A of-uf-= A2~ AghS 7hA of 3y
c}.

« 1o} t]n}o] Z: 7 "i] HE /\]—*‘16}01 Cisco Defense Orchestratorol] 12 & 7 E 3} CDO # 9 E o]
5l %

e vCenter ] F2}o]AE T=+= ESXi & oA E ¢ &7 A X H VMware ESXi &4~ E

H3 ySphere U E FeholAEE AHET A& A 954 R,
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B v oln 75 218510 SECE A 8t == 00O 7 M E] A

* ESXi 5.1 3}o] T nlo] 4.

*Cent OS 7 Al ~E -G A A.

+ CDO AYE % SECWF & 2H®3H= VMO A28 9 AFg

« CPU: SECE €& F A EF 4719 CPUE I3}t
« W 22]: SECol| t3l] 8GB9] " E ] & &3},
s T]2=3 F3}: 64GB

o o] A5 T3 AFE A Linux 74 ol A 2Fdstar 9t d x-S 9lal vi A1 24 HY 7 & AL
&3k d o sl ofF Y.

* CentOS 7Hg W 419l CDO ConnectorE A x| 8= 743 A7) 4 0 & Yum Bt | x| & A X]5}+= A
o] LU Yum Ao Wl Yum QU0 EE 71 L8 EE 80 H 44390 A o} 2ul2 = of
A=E dojok & = s Ut =3 Qo] EE o oF&t 2] ¥ yum-cron BE+= crontabs 174 &l oF
Ytk Bt 4 © 3 &7 Yum o] EE B 9138l M A &l oF gf= Kok A Alo] /Il =] &
A3t
« AR & A EsL7] def g HE RS Al L.

« CDO 7Y H ol AF&-3F 3174 IP 4.

AR L2 A2~ F A S=root 2 cdo AFEAS] R H S
« 220 A] AL8-31= DNS A H] o] TP 4
* CDO AYE F471 A= UEY AL AoEdo] IP F4

« A|ZF AW €] FQDN =& IP 4

£ CDO AYIE] 7b3 A1 & uek A4 § 4714 02 M ES T, o] 5 94 LE 80
ob$uhe =5 Aofof k.

L A12EE7) el o] AAe] Wed S Habahol vl Fol el @A wa thAl AU L. A

Gl m-th A7 EEI 0, el ] % el 9] TR A o) A o el & -t AR

jus]
[e]
g5 ol Wol AojE 4 dF Ut

A1 Eeboulol = AYE Ho| Ao A gkl e E % S okal Bel oMl E AV E(E Lt o] I E 7Y H)

EREIIe)

GA2  AFE FAE AFE-3FY "Deploy an On-Premises 1.9t o] I E AW E (232 1| 2~ Kol o]l E AHUYE v i) 79

2710l A SEC - EXZEF HolH & HAFY

A3 o] AApo) AP & ALarell vhel 9l vl Ee], CPU B U2 F7) o] A S & CentOS 7 7H Al
(http://isoredirect.centos.org/centos/7/isos/x86_64/CentOS-7-x86_64-Minimal-1804.is0)= A %] gH T}

G4 AX7FS4EEECDO AME Q] 1P T4, A Bl v B A ES o] & X s 5o 7| MEYN] S T
Yt
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VM o] 1] %] & A}-8-3}of SECE #| A3} %= 5 CDO A ¥ X .

75 DNS(Domain Name Server) A ¥ & -4 § T}

@A 6 NTP(Network Time Protocol) A1 ¥ & -4 $Hu t}.

SA7T  CDO AE 2] CLIZS] £4& FF 28-S 9138 CentOSell SSH AW S A %] gt}
A8 Yum Y Ulo] EE 433 5 open-vm-tools, nettools & bind-utils 3 7] %] & A %] g o},

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

TWAl9  AWSCLI package(AWS CLI 3 7] #]) (https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html) &
A g,

i --user & o1& ARESHA] PR AL 2

e

@710 Docker CE packages(Docker CE =} 7] A]) (https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce) &
ARG

B AT Aol A W A F T

)

A 11 Docker A U] =5 A 2}elal H-8 Al A| 215 =5 g4 sl gy o)

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker
Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

WA 12 AFgAHedo B i A8 EYth edo AHEAHE W] 7152 AW 91a) Z1Q1 sk AbgAe] o) (FE AHE:
A8 27 A8 T DA} 919, sde AHEAHE CDO AUE =7 A o]UE AQshs g AU

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc —-d /usr/local/cdo

A 13 cdo AFEA}S] B|EH S E A o),

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

G114 cdo AHE-AHE "Wheel" ZL-oll F7}8ko] ] (sudo) T EH-E F-of T

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

@A 15 Docker7} A X & H AL &2} 15 0] A EH YT} CentOS/Docker Bl A ol W} "docker" =+ "dockerroot"2F 1L F-=
T AF YT} fete/group IHD S EF]lsto] oW 155 0] A EH A=A RIS U5 sde AFEAFE o] T1E FUHE

e

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#
[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

%74] 16 /etc/docker/daemon. json E‘I}%]O] %j\"f:" 73“?‘ Eﬂ'%]% *g)‘él

A A A g,

ol
=
£
A
=
ofo
tio
o
)
o

Yt} A4 =¥ docker H#S T}
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B wwoiuxs Aaeol secs 98w oo A 44

oA 17

7] 18
o719

=1

=k 37

"group" 7]l Y=g 1F ol Fo] @A 153 A=A I

[root@sdc-vm ~]# cat /etc/docker/daemon.json

{

"live-restore": true,
"group": "docker"

}

[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

& 7 vSphere & M AE AH-8-8F= 74-F- SSHE A 3+6}al cdo AF& A= 21913} 21
2w W7 g E}. Ao E B AR 7F FAIEE cdoAHEAFS] dEE g
[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

o] A e 2] Z Jusr/local/cdo® A 7 g o}
bootstrapdatah= Al 3L S A 3Far vl i AL 1A o] FEAEF Ho|E & o] 3t EojdFu ) 9
< Save(A ) F YT vi 1= nanos AH-g3te] 38 A S S Qs

Deploy an On-Premises Secure Event Connector

0 SEC will be deployed on a new VM

Step 1

Download the CDO Connector VM and follow the documentation to deploy the CDO VM on
vSphere. You will be prompted for " CDO Bootstrap Data" . Copy the data below and paste it into
the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

ZE 3 Hlo]E = base64 = A A

QORPXTRPSBVOPSJleUpoYkdjaU9pS1NVekkxTmlJc@1luUjVjQOk2SWtwWFZDSjkuZX1KM1pYSW1PauU
13SW13aWMyTnZjR1VpT2xzaWRIS]FjM1FpTENKeVpXRmtJaXdpZDNKcGRHVWIMQBpoTTJVMVKYVTBa
aTAzTWpGaBxUUmhaVFVeOT1dNdB@5DMH10VGRpT1R0aE1qZzFPR1VpWFN3aV1XMX1Jam9pYzJGdGJDSX
NJbkp2YkdWek1qcGJJbEpQVEVWZ1UXVIFSVkpmUVVSTINVNG1YU3dpYVhOeklqb21hWFJrSWl3avky
eDFjM1JsY2tsaBlgqb21NUB1zSW1saBlgb21abVF3TAdReVpHVXRNM1ZpT1MWMFpEYZRMVOkwW1dNdF
pUWXhOVBUyWmp jNFkyUmlJaXdpYzNWaWFtVmpkR1I1Y8dVaU9pSjFjM1Z5SW13aWFuUnBJam9pTURB
VacmIBYVFLSjFTdnJ5RjVFZ2FqajZFZKkNVaERNMUE3Q3¢1Q8p1Sn1JMNFZbGpNUzBXeVg3Nm9KeTQ2
ZX1MTe9qcjRicENOUNhYaEVNMUFzV19qQW1PNXM3Tm@2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgal
1rdDNsYNRRbDNrTHMxeWduaXdVU1RuWkQxM@c5T2F JWEXCQB93T3NESGANeH16UU13ZWJVNUAGT2RS
NFN6c2ZBb1VXRDNwZ2V2VBgzUzBNT2ciCkNET19ET@1BSU49InN@YWdpbmeuZGV2LmxvY2toYXJOLm
1vIgpDRE9FVEVOQUSUPSJDRESfY21zY28tYW1hbGxpbyIKQBRPXOJPTIRTVFJBUF9VUkw9Imha@dHBz
018vc3RhZ21uZy5kZXYubG9ja2hhcnQuaW8vc2RjL2Jvbh3RzdHJhcCODREOTY21zY28tYWThbGxpby
IKTO5MWVIFVKVOVE10Rz@idHJ1ZSIK

€] Copy CDO Bootstrap Data  «f—

X

Cancel

bial
i
£
o
il
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A2

oA 22

o7 23

4143 3 Mol 4228 $De 2 €00 7 Wl Efol] i3t 71 4 I

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]1$

cat § < Aalste] T H vlo] Bl S SHelgr) Wl @ o=y H vlo] e vhe ) Zol AIH U,

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata

CDO_TOKEN="<token string>"

CDO_DOMAIN="www.defenseorchestrator.com"

CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"
ONLY EVENTING="true"

s HEds Adste] add FELE oy o 445 g Hez YRy,

[sdc@sdc-vm ~]$ sed -e 's/"/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]$

CDOYNA FEAEH HES vl 2=t}

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:=--:-= ——:-—-:—— —--:-—:—-- 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/cdo/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

CDO # Y ¥ tarball 5% 3} 3L bootstrap_sec_only.sh 3} - 2 85} CDO AMNE 3 7] 2| & A %] § .

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC

<snipped — extracted files>

[sdc@sdc-vm ~]$

[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap_sec only.sh
[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar
toolkit.sh

common. sh

es_toolkit.sh

sec.sh

healthcheck.sh

troubleshoot.sh

no crontab for sdc

-bash-4.2$ crontab -1

*/5 * * * * /usr/local/cdo/toolkit/es toolkit.sh upgradeEventing 2>&l1 >>
/usr/local/cdo/toolkit/toolkit.log

0 2 * * * sleep 30 && /usr/local/cdo/toolkit/es_toolkit.sh es_maintenance 2>&l1 >>
/usr/local/cdo/toolkit/toolkit.log

You have new mail in /var/spool/mail/sdc

cheel S 2l
4% VMol A28 SDC % CDO AUl ol g 571 74, 69 H 0] 4 & A% T .

A A3 YMel A x| ¥ SDC 2 CDO 7 9 E] of] tf &+ 7} -4

ZHA] CentOS 7 71 W Alol] CDO AMYE & A %] 3l 74-¢-) o| Ml E7} SECo)| =& 3= = 5833 ™ o}
S F7F A AAF shuE sl oF gyt

*» CentOS 7 VMol A firewalld 4] H] 2~ & ®] &4 3} g1t} o]+ Cisco A3 SDC VM| T4 3} 4 A]
Eash=;
A=} .
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1%
i
i

)

B coo vy A o) mek e Ay

« firewalld A ¥] 227} A 5 2.5 5] -3k 31 WP 773 S F7keko] oM E E) % o] SECO] %
&E%ﬁ%ﬁﬁ%ﬂmﬂlk1EQM%EMﬂEEﬂQ%ﬂ%ﬂ%EWﬂ¥@ﬂ@E

A g,

Cent0S 7 VM9l 4] firewalld A 8] 2~ & v &4 3} 31 o).
1. SDC VMY CLI®Y "cdo" AF&AFE 2113t

2. firewalld A B] 25 5% 3 t}-2, o] Fo] VM-S A -8 et uf v A 3l9 A& 54 ¥ =% g9l
gtk WA 2] 7} A A cdo A& A MU H S E oY

[cdo@SDC-VM ~]$ sudo systemctl stop firewalld
cdo@SDC-VM ~]1$ sudo systemctl disable firewalld

3. Docker A H] =E thA] A 2F5)o] Docker & 35S 27 Wl of ThA] 4F9) & o}
[cdo@SDC-VM ~]$ sudo systemctl restart docker

4. CDO 7AYE| 7} mAlell Bt o]l E 7 dE] A =], 70 3| o] A & 1 PGt}

firewalld 4] 1] <7} 2 & ¥] 525 5] -8} 31 W5} 372 & F7bahe] o)Wl =2 o] SECO] U ES
3-g3 o,

1. SDC VM| CLI®l| "cdo" AF- A} & 2 1913 o},

2. 4% TCP, UDP 4= NSEL ¥ _E_oﬂxi SECE 72l & Ed TS 3 &3t es 27 el 12
< F7FH o SECe "1 AF8-3H= EE 9| U3l 4] = SaaS(Secure Logging Analytics)oll A8 =
tjulo] 2~ o] TCP, UDP % NSEL X E zL7] = 22544 A & WA X 7} A5 W cdo A& H]
dEs 4EdU a2 olHF B R Ay v £ E & Ao & o syt

[cdo@SDC-VM ~]$ sudo firewall-cmd --zone=public --permanent --add-port=10125/tcp
cdo@SDC-VM ~]1$ sudo firewall-cmd --zone=public --permanent --add-port=10025/udp
[cdo@SDC-VM ~]$ sudo firewall-cmd --zone=public --permanent --add-port=10425/udp

3. firewalld A H] 222 thA] Al gsho] A) 270 b 72 34 9 97 FH o2 A4 g
[cdo@SDC-VM ~]$ sudo systemctl restart firewalld

4. CDO 7MYE 7} malo] Bt o] flE AYE M X, 70 #lo] A & 2 P&t}

€D 7 ] E] 7}4F v 10] Bk o]l = A ] E] A

A 2FEE7] A e
o T A A S 3T
« VM o] 1] 2| 2 A}£-3}o] SECE X 13 E= CDO AUYE A ], 65 0] A

« A3 vMel A x5 SDC 2 CDO A E ol thak 371 74, 69 | o] A

@Al CDOO 21913k
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CDO 7 ¥ 7H m Aol Bk o]

rg
[
A
15
i)
it

A2 CDO wlrel A = B A H A > Bk AV E & A E gy o

SA3 Y AR 8T ARl AAFE AFS-sle] A A g CDO A E S ¥ 3t T Secure Connector( 2.9 # ¥ H)
glo] Eoll A= o] & Kk o[l E AV E (Xt o]l E 7 v E])etaL eyt

Al 4 E%:2] #4] Zoll A Deploy an On-Premises Secure Event Connector (<22 8| 7] 2~ H.QF Tjulo] 2~ AV Y F15)

SGAS vPHAR 2R Al N FAE 2 Eete] SEC FEXAER HloJE & A
Deploy an On-Premises Secure Event Connector X

dRaU9pSmhNM1UXWTJVMFppMDNNakZ r TFRSaFpUVXRPV@13TkMweU5UZG10VES50TWpnMUSHVW1MQBpq
YkdsbGJuUmZhV1FpT21KaGNHa3RZMnhwW1lc1MELIUMCS5tTzh8bTZMZ1N6CcjI4b1ZGZERqY jJNRZVQUE
ZmYTZQYzVsRjRITT1teVVEVZzh2Qk5FWW44c3VOZ3NTQUoBTH15NBxzVGsydEx4NB5nbSBBSTB6SMZ6
aWdQTkRiV1RsRW1tcjI5SSkFVZ2NBWEhySkdzck tMREszUnJUMBhZU3JkZ21Hd1dGb3FwWUdZNk JHRU
VacmIBYVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3c1Q8p1Sn1JMnFZbGpNUzBXeVg3Nm9KeTQ2
ZX1MTB9qcjRicENBUNnhYaEVNMUFzV19gQW1PNXM3Tm@2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaW
1rdDNsYnRRbDNrTHMxeWduaXdVU1RuWkQxMec5T2F JWExCQB93T3NESGdNeH16UU13ZWJVNUAGT2RS
NFN6c2ZBb1VXRDNwZ2V2VBgzUzBNT2ciCKkNETT19ETA1BSU49InNBYWdpbmcuZGV2LmxvY2toYXJBLm
1vIgpDRE9fVEVOQUSUPSJDREITY21zY28tYW1hbGxpbyIKQORPXOJPTT1RTVFJBUF9VUkw9ImhedHBz
0i8vec3RhZ21uZy5kZXYubG9ja2hhcnQuaW8vc2RjL2Jvb3RzdHJhcCIDREITY21zY28tYWThbGxpby
IKTO5MWVIFVkVOVELORzBidHJ1ZSIK

£ Copy CDO Bootstrap Data

Gep 2 \

Read the instructions about deploying the Secure Event Connector on vSphere.
Copy the bootstrap data below and paste it when prompted for " SEC bootstrap Data".

£ The SEC bootstrap data is valid until 10/13/2021, 10:44:14 AM

UTNFXBRFVK1DRV9JRDOiZTBhZTJKNmMtMDdhYy@8Y2JKLWEZNWQtOGYzZDJkMia1ZmU3IapTUBV fRE
UBVFT1RQPSISY2IZNTI4ZWZ1MzgOOTQ2N]jViMDFKZmEYY jUyMGUXNSIKVEVOQUS5UXB5BTUU9IKNET1
9jaXNjby1hbWFsbGlvIg==

2] Copy SEC Bootstrap Data «ef———

\_ J

Step 3

Verify the connection status of the new SEC by exiting this dialog and checking the " Last
Heartbeat" information.

Cancel
=

oA 6  SSHE AM-83}F9] Secure Connectorel] 2 3} cdo AF &A= 21213t}
AT 293 Fol = sde AFEAR AT 45 E B vAIA 7F FAE W "edo" AFEAFY] A E JH L
S o)y HE el o gy

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

GA8 ZTEITEAsecsh DY ATHEES A3},

Cisco Security Analytics and Logging .
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B rerratorm =52 x1-8.510] AWS VRGO 12k o] wl = 4 u)E] A1

=79

7 10

[sdc@sdc-vm ~]$ /usr/local/cdo/toolkit/sec.sh setup

X EILE Zof 4thA|o| A FAle LEAE@ flo|E & o] Yl Enter 7] S F5 Ut

Please copy the bootstrap data from Setup Secure Event Connector page of CDO:
KJHYFuYTFuIGhiJK1KnJHvHfgxTewrtwE
RtyFUiyIOHKNkJbKhvhgyRStwterTyufGUihoJpojP9UO0iUY8VHHGFXREWRtygfhVijhkOuihIuyftyXtfcghvjbkhB=

SEC7} &1 9 ¥ sec.shi= SECO] A H| = gelst= 2 HES A3yt & g g¢lo] nm o] 749 A
B 30l & o|HE 2 70f] AZ o] ‘i‘ﬂETE: AEUeh A& O]EﬂlE% o]l E & 19| "sec-health-check"2} = Xé Ao
Running SEC health
e ——————
SEC Connector statu
SEC Events Plugin is:

SEC UDP sysleg server is:
SEC TCP sysleg server is: |

5ol AP A SEC = Bgoll Aol Rk wAI A 7F A S Bk o] HlE AVE 2R ol A s d =
=
[e)

& WA A 7} %A = H Deploy an ON-Premise Secure Event Connector (<=3 21| 2 H ¢t o] Wl E 7 U E] %)
U} 5} 22kl A Dong($+5)E 8 3 th VM o] r| Ao SEC A & 8 P51t

"ok A AL

ool 3 e A
SAL SaaSe] T-& & A&l ¥ o] AAZ Fol 7k Al 2. ASA t]ulo] 2ol o] g SaaS(Secure Logging
Analytics) 7@, 7 3] 4] .

HE AR
« Wl tjupo] 2~ AMY A &fd
Wl olMlE AYE EvaH
* SEC =R el A4 &2

* SEC 55 A 4 sf4

Terraform =5 2 A}-8-3}o] AWS VPCol| H ol o]l E AYE A A

A2}7] Aol
- o] 21 ¢ 4552l W CDO Bl =0 4] SALE B4 53] of BT, o] Al Mo A = SAL 2ol
27k Qlekan 7 g o ehol M2t §lis A9 Cisco et B B4 27, 27 3 %4 34 ehol
Hog g
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A1

oA 2
oA 3

A 4

A5
A 6

oA 7

) 8

A9
710

‘].

Terraform 5.5 2 A}-8-3} ] AWS VPCo]l 1.9 o]l E A

i

« A SEC7} A 5] o] Q=7 &1t A SECE 473 3l el W SDC 71 ] 419 SEC(Secure Event
Connector) 41 4], 56 0] 4] ©] W] §-& F25441 4 &

* SECZ X% 1 CDO ¥ EXET o] % SEC FELEH g8 & Ho] FA4L

Terraform @ A] 2~E ¥ 2] Secure Event Connector Terraform =& 2 ©]% 3} 12 %] 2l o] u}2} SEC Terraform =& &
Terraform =0l F7FgUt},

Terraform T =& 4 -& 3t}

instance_id 5< sec_fqdn 9 = 2 L]'%‘Oﬂ 7;%7_(]'01] /‘1 -‘?,._]B_?S‘]—EE QJ&HE‘H O]: ?;’3'14 D]'

daL SEC &A1 & 3| 43}2] ™ AWS Systems Manager Session Manager(SSM)E A}-8-3}¢] SEC Q1 =¥l 2~ of] ¢
Az of T SSMe AF&-aho] I~E 2o A sk= Wi ol o & A gk W &2 AWS Systems
Manager Session Manager A " X & %3314 A Q..

SSHE AR-E-3Fef SDC Q1228 2=0f] ¢34 3}

rlr
e

E

rr
fz

el ol 2 mEHA FFU T

ASA° A SECE 215 dEsted A3 SEC] 1A A NS 7HA o A 3¢ &9 3 3 v 8 =
atol g2 ASAE AAF U
rm -f /tmp/cert chain.pem && openssl s client -showcerts -verify 5 -connect <FQDN>:10125 < /dev/null

| awk '/BEGIN CERTIFICATE/,/END CERTIFICATE/{ if (/BEGIN CERTIFICATE/) {at+}; out="/tmp/cert chain.pem";
if(a > 1) print >>out}’

A7

o

/tmp/cert chain. pem-/] IH‘Q‘*% H_Hi. Oﬂ }%LL] E]’

& @ a A&l SECO] IP F+4E 7] 53] w5t
nslookup <FQDN>
CDO®ll 228kl A EAE ZAE WA F7He AU AA R W82 A28 5= 91 CA ISA 714
F7E FxE4 A 2 Add(F7HE £ 3817] Aol Other Options(7] EF +3-41) el 4 Enable CA flagin basic constraints
extension(7] % Al oF 231 ghgel A CA Z 1 &3 3} Sl whe] A eE FH A oF et
Add(F7hE =9 8taL Ingtall Certificate($1 54 A ]) 31| ©] 2] £ CDON A A4 & CLI 8 & & A+ th - Cancel (5]
A)E Y P

lil
O
o
o

SSHE ASA t]H}o] 2o 037—‘36}7{ 1} CDOI A ASA CLI 54 & AF-&-3}

DataCenterFW-1> en
PaSSWOrd: Kk ok ok ok kk ok ok ok ok k ok ok ok ki k ok

DataCenterFW-1# conf t

DataCenterFW-1(config) # <paste your modified ASA CLIs here and press Enter>
DataCenterFW-1 (config) # wr mem

Building configuration...

Cryptochecksum: 6634f35f 4c5137f1 abOc5cdc 9784bdb6

ohgoll ey 8k 2]
SEC7} AWS SSM= AF-&-3810] 371 & =41 81a1 QL =] &1E 4= )5t}
oS-} SAbe 217} A= U o)
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https://registry.terraform.io/modules/CiscoDevNet/cdo-sec/aws/latest
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator/basics-of-cisco-defense-orchestrator.html#Cisco_Task.dita_73e2654b-b66c-4574-bd10-7482958ed082
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator/basics-of-cisco-defense-orchestrator.html#Cisco_Task.dita_73e2654b-b66c-4574-bd10-7482958ed082
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time="2023-05-10T17:13:46.13501821472" level=info msg="[ip-10-100-5-19.ec2.internal] [util.go:67
plugin.createTickers:funcl] Events - Processed - 6/s, Dropped - 0/s, Queue size - 0"

Cisco Security Analytics and Logging(SaaS) X = H| A J

Cisco SaaS(Security Analytics and Logging) a5 2ol d 27 e H R 383t 45909 9] -4
713ko]l Al Ut o] frofl 713F 2t 5 gho] A E A s A §- A H| 27 S e e A F YT
217 91 9021 9] ol 7]7ko] AT 5] A A AT WE 17 Blo] 8 W] ek o o
oMl E 27 #H o] A o 4] ASA B FTD oWl E & B} ASA == FTD oWl E B Y ES T =
G- dHolg ol 54 A e $2F £4S A8 5 glsyth

H

b ol E A E A A

74 aL: o] Aab= Bt tynpo] 2~ AV B o] A Kl o] Wl E A B & AL A g T}, o] 2 A| 31 SaaS(Secure
Logging Analytics) & A& 5= glG Ut o] & HEE & glisyth Aiolu -2 Abao] gl 49
o] 2+3]S S8 5}7] Mol CDO Aol F-2] 544 Al &

1k T ho] 2 AW o] A 1k o WE AMENE A A 2L thee] 25 A 2,
1. CDO®°ll A SEC #l| A

2. SDCol| A SEC I} A A.

F-4¢ 2+9:CDOCN 4] SEC A A Al

CDOo°l| 4] SEC A A

A #k3}7] ol

Bt ol Hl E AYE] A7, 74 # o] A &] -&& A L.

A1 CDOl 21913t}

GA 2 CDO H ol A = 2 A H| A > Kok AYE = A elsh)

©A13 intel 2§ <) nek oM E A7} gl AL A,
I 53k Al Q. Bot tuto]l & AUE S A EEhA] npal Al Q.

A 4 Actions(ZFS]) ol A Remove(A| A)E =9 fsh/]gr

oA 5 OK (22 & 5lo] Hok o)Wl E AW 242 gl g},

g5l g =]
SDCeOl A SEC o+ A A, 75 #H| o] A & 21 8§ g},
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socel 4 sec 512 A7 ]

SDCo| 4] SEC 3}-<] A A

o= SDCOI A B.et o Wl E A YE| S A7 ek 26k 7] M Abe] 5w R Th A 2Hek7] ol 1
St oWl AU A7), 74 A o] A & FEFAA &

SA 71 WAl shel o nte]l 4 & d a1 SDCo) tl g E& Al A& Al =y T
@72 SDC A AR A&k o
[cdo@tenant toolkit]$sudo su sdc
U3 TELEA the e F shiE PPk
« A A E T g sk 7S
[sdc@tenant toolkit]$ /usr/local/cdo/toolkit/sec.sh remove

P E o] BUEE B sk A% HUE o] §9] A% Fo] CDO_E F ML) o & 5 vhet 2

£

[sdc@tenant toolkit]$ /usr/local/cdo/toolkit/sec.sh remove CDO_|[tenant name]

W7 4 SEC UL A AT Q1% ol ),

Cisco Secure Cloud Analytics 32 & 3 =& H] %

eboldz: 27 A R A AR ED $A 2 5 e

L
g

L ogging Analyticsand Detection(Z7 4] %
AMNE] D A D ZUHY) gfo]daE

433k - Secure Cloud Analytics 3~ & - CD

A]) B+ Total Network Analyticsand Monitoring(#
5l 7%, SEC(Secure Event Connector)E -5 &}l
o] 9174 3} oF Secure Cloud Analytics & H S & 4= 9)
H Yt} 7] Secure Cloud Analytics XX & © A5 gtold2~& Gl @ | Secure Cloud Analytics
xY o] 58 A& 3skal CDO LYol A UFH
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109027 AAA Server error
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109028 AAA Bypassed

109029 AAA ACL error

109030 AAA ACL error

109031 Authentication Failed
109032 AAA ACL error

109033 Authentication Failed
109034 Authentication Failed
109035 AAA Limit Reach
113001 AAA Session limit reach
113003 AAA overridden

113004 AAA Successful

113005 Authorization Rejected
113006 AAA user locked
113007 AAA User unlocked
113008 AAA successful

113009 AAA retrieved

113010 AAA Challenge received
113011 AAA retrieved

113012 Authentication Successful
113013 AAA error

113014 AAA error

113015 Authentication Rejected
113016 AAA Rejected

113017 AAA Rejected

113018 AAA ACL error

113019 AAA Disconnected
113020 AAA error

113021 AAA Logging Fail
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113022 AAA Failed

113023 AAA reactivated

113024 AAA Client certification
113025 AAA Authentication fail
113026 AAA error

113027 AAA error
T A 2~E 27 oJHIE ID Y oHIE o] &
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338001 Botnet Source Block List
338002 Botnet Destination Block List
338003 Botnet Source Block List
338004 Botnet Destination Block List
338101 Botnet Source Allow List
338102 Botnet destination Allow List
338202 Botnet destination Grey
338203 Botnet Source Grey

338204 Botnet Destination Grey
338301 Botnet DNS Intercepted
338302 Botnet DNS

338303 Botnet DNS

338304 Botnet Download successful
338305 Botnet Download failed
338306 Botnet Authentication failed
338307 Botnet Decrypt failed
338308 Botnet Client

338309 Botnet Client

338310 Botnet dyn filter failed
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101001 Failover Cable OK
101002 Failover Cable BAD
101003 Failover Cable not connected
101004 Failover Cable not connected
101005 Failover Cable reading error
102001 Failover Power failure
103001 No response from failover mate
103002 Failover mate interface OK
103003 Failover mate interface BAD
103004 Failover mate reports failure
103005 Failover mate reports self failure
103006 Failover version incompatible
103007 Failover version difference
104001 Failover role switch
104002 Failover role switch
104003 Failover unit failed
104004 Failover unit OK
106100 Permit/Denied by ACL
210001 Stateful Failover error
210002 Stateful Failover error
210003 Stateful Failover error
210005 Stateful Failover error
210006 Stateful Failover error
210007 Stateful Failover error
210008 Stateful Failover error
210010 Stateful Failover error
210020 Stateful Failover error
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210021 Stateful Failover error

210022 Stateful Failover error

311001 Stateful Failover update
311002 Stateful Failover update
311003 Stateful Failover update
311004 Stateful Failover update
418001 Denied Packet to Management
709001 Failover replication error
709002 Failover replication error
709003 Failover replication start
709004 Failover replication complete
709005 Failover receive replication start
709006 Failover receive replication complete
709007 Failover replication failure
710003 Denied access to Device
MPEE AN A 28 2 o] WE 1D H o] lE o] B

o]l E ID oWl E o] &

106001 Denied by Security Policy
106002 Outbound Deny

106006 Denied by Security Policy
106007 Denied Inbound UDP

106008 Denied by Security Policy
106010 Denied by Security Policy
106011 Denied Inbound

106012 Denied due to Bad IP option
106013 Dropped Ping to PAT IP
106014 Denied Inbound ICMP
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106015 Denied by Security Policy

106016 Denied IP Spoof

106017 Denied due to Land Attack

106018 Denied outbound ICMP

106020 Denied IP Packet

106021 Denied TCP

106022 Denied Spoof packet

106023 Denied IP Packet

106025 Dropped Packet failed to Detect context
106026 Dropped Packet failed to Detect context
106027 Dropped Packet failed to Detect context
106100 Permit/Denied by ACL

418001 Denied Packet to Management

710003 Denied access to Device

Wt Egig AJ2E 27 oW E ID B o]HIE o] &
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108001 Inspect SMTP

108002 Inspect SMTP

108003 Inspect ESMTP Dropped
108004 Inspect ESMTP

108005 Inspect ESMTP

108006 Inspect ESMTP Violation
108007 Inspect ESMTP

110002 No Router found

110003 Failed to Find Next hop
209003 Fragment Limit Reach
209004 Fragment invalid Length
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209005 Fragment IP discard
302003 H245 Connection Start
302004 H323 Connection start
302009 Restart TCP

302010 Connection USAGE
302012 H225 CALL SIGNAL CONN
302013 Built TCP

302014 Teardown TCP

302015 Built UDP

302016 Teardown UDP

302017 Built GRE

302018 Teardown GRE

302019 H323 Failed

302020 Built ICMP

302021 Teardown ICMP
302022 Built TCP Stub

302023 Teardown TCP Stub
302024 Built UDP Stub

302025 Teardown UDP Stub
302026 Built ICMP Stub
302027 Teardown ICMP Stub
302033 Connection H323
302034 H323 Connection Failed
302035 Built SCTP

302036 Teardown SCTP

303002 FTP file download/upload
303003 Inspect FTP Dropped
303004 Inspect FTP Dropped
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303005 Inspect FTP reset

313001 ICMP Denied

313004 ICMP Drop

313005 ICMP Error Msg Drop

313008 ICMP ipv6 Denied

324000 GTP Pkt Drop

324001 GTP Pkt Error

324002 Memory Error

324003 GTP Pkt Drop

324004 GTP Version A| 314 &5

324005 GTP Tunnel Failed

324006 GTP Tunnel Failed

324007 GTP Tunnel Failed

337001 Phone Proxy SRTP Failed

337002 Phone Proxy SRTP Failed

337003 Phone Proxy SRTP Auth Fail

337004 Phone Proxy SRTP Auth Fail

337005 Phone Proxy SRTP no Media Session
337006 Phone Proxy TFTP Unable to Create File
337007 Phone Proxy TFTP Unable to Find File
337008 Phone Proxy Call Failed

337009 Phone Proxy Unable to Create Phone Entry
400000 IPS IP options-Bad Option List

400001 IPS IP options-Record Packet Route
400002 IPS IP options-Timestamp

400003 IPS IP options-Security

400004 IPS IP options-Loose Source Route
400005 IPS IP options-SATNET ID

. Cisco Security Analytics and Logging



| Cisco Security Analytics and Logging

4
ox
|

Syslog | E o] t gl o|HIE ] F

o] 4l E ID oMl E o] &

400006 IPS IP options-Strict Source Route
400007 IPS IP Fragment Attack

400008 IPS IP Impossible Packet

400009 IPS IP Fragments Overlap

400010 IPS ICMP Echo Reply

400011 IPS ICMP Host Unreachable
400012 IPS ICMP Source Quench

400013 IPS ICMP Redirect

400014 IPS ICMP Echo Request

400015 IPS ICMP Time Exceeded for a Datagram
400017 IPS ICMP Timestamp Request
400018 IPS ICMP Timestamp Reply
400019 ICMP Information Request
400020 IPS ICMP Information Reply
400021 ICMP Address Mask Request
400022 ICMP Address Mask Request
400023 IPS Fragmented ICMP Traffic
400024 IPS Large ICMP Traffic

400025 IPS Ping of Death Attack

400026 IPS TCP NULL flags

400027 IPS TCP SYN+FIN flags

400028 IPS TCP FIN only flags

400029 IPS FTP Improper Address Specified
400030 IPS FTP Improper Port Specified
400031 IPS UDP Bomb attack

400032 IPS UDP Snork attack

400033 IPS UDP Chargen DoS attack
400034 IPS DNS HINFO Request
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400035 IPS DNS Zone Transfer

400036 IPS DNS Zone Transfer from High Port
400037 IPS DNS Request for All Records
400038 IPS RPC Port Registration

400039 IPS RPC Port Unregistration
400040 IPS RPC Dump

400041 IPS Proxied RPC Request

400042 IPS YP server Portmap Request
400043 IPS YP bind Portmap Request
400044 IPS YP password Portmap Request
400045 IPS YP update Portmap Request
400046 IPS YP transfer Portmap Request
400047 IPS Mount Portmap Request
400048 IPS Remote execution Portmap Request
400049 IPS Remote execution Attempt
400050 IPS Statd Buffer Overflow

406001 Inspect FTP Dropped

406002 Inspect FTP Dropped

407001 Host Limit Reach

407002 Embryonic limit Reached

407003 Established limit Reached

415001 Inspect Http Header Field Count
415002 Inspect Http Header Field Length
415003 Inspect Http body Length

415004 Inspect Http content-type

415005 Inspect Http URL length

415006 Inspect Http URL Match

415007 Inspect Http Body Match
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415008 Inspect Http Header match
415009 Inspect Http Method match
415010 Inspect transfer encode match
415011 Inspect Http Protocol Violation
415012 Inspect Http Content-type
415013 Inspect Http Malformed
415014 Inspect Http Mime-Type
415015 Inspect Http Transfer-encoding
415016 Inspect Http Unanswered
415017 Inspect Http Argument match
415018 Inspect Http Header length
415019 Inspect Http status Matched
415020 Inspect Http non-ASCII
416001 Inspect SNMP dropped
419001 Dropped packet

419002 Duplicate TCP SYN

419003 Packet modified

424001 Denied IP Packet

424002 Dropped Packet

431001 Dropped RTP

431002. Dropped RTCP

500001 Inspect ActiveX

500002 Inspect Java

500003 Inspect TCP Header

500004 Inspect TCP Header

500005 Inspect Connection Terminated
508001 Inspect DCERPC Dropped
508002 Inspect DCERPC Dropped
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509001 Prevented No Forward Cmd
607001 Inspect SIP

607002 Inspect SIP

607003 Inspect SIP

608001 Inspect Skinny

608002 Inspect Skinny dropped
608003 Inspect Skinny dropped
608004 Inspect Skinny dropped
608005 Inspect Skinny dropped
609001 Built Local-Host
609002 Teardown Local Host
703001 H225 Unsupported Version
703002 H225 Connection
726001 Inspect Instant Message
ID 7|5k W3k AJ2H) 27 o|Hl E ID B oM E o] &
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746001 Import started

746002 Import complete
746003 Import failed

746004 Exceed user group limit
746005 AD Agent down
746006 AD Agent out of sync
746007 Netbios response failed
746008 Netbios started

746009 Netbios stopped
746010 Import user failed
746011 Exceed user limit
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746012 User IP add

746013 User IP delete

746014 FQDN Obsolete

746015 FQDN resolved

746016 DNS lookup failed

746017 Import user issued

746018 Import user done

746019 Update AD Agent failed
IPSec A] =8 &1 o]l E |D B oWl E o] F

o] ¥l E ID ol E o] &

402114 Invalid SPI received

402115 Unexpected protocol received
402116 Packet doesn't match identity
402117 Non-IPSEC packet received
402118 Invalid fragment offset
402119 Anti-Replay check failure
402120 Authentication failure

402121 Packet dropped

426101 cLACP Port Bundle

426102 cLACP Port Standby

426103 cLACP Port Moved To Bundle From Standby
426104 cLACP Port Unbundled
602103 Path MTU updated

602104 Path MTU exceeded

602303 New SA created

602304 SA deleted

702305 SA expiration - Sequence rollover
702307 SA expiration - Data rollover
NAT Al ~El 27 oJHIE ID % o|HIE o] &
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201002 Max connection Exceeded for host
201003 Embryonic limit exceed

201004 UDP connection limit exceed
201005 FTP connection failed

201006 RCMD connection failed

201008 New connection Disallowed
201009 Connection Limit exceed

201010 Embryonic Connection limit exceeded
201011 Connection Limit exceeded
201012 Per-client embryonic connection limit exceeded
201013 Per-client connection limit exceeded
202001 Global NAT exhausted

202005 Embryonic connection error
202011 Connection Limit exceeded
305005 No NAT group found

305006 Translation failed

305007 Connection dropped

305008 NAT allocation issue

305009 NAT Created

305010 NAT teardown

305011 PAT created

305012 PAT teardown

305013 Connection denied
SSL VPN A] 28l &1 o]Hl E |D Y o|HIE o] &
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716001 WebVPN Session Started

716002 WebVPN Session Terminated
716003 WebVPN User URL access
716004 WebVPN User URL access denied
716005 WebVPN ACL error

716006 WebVPN User Disabled

. Cisco Security Analytics and Logging



| Cisco Security Analytics and Logging

4
ox
|

Syslog | E o] t gl o|HIE ] F

o] 4l E ID oMl E o] &

716007 WebVPN Unable to Create
716008 WebVPN Debug

716009 WebVPN ACL error

716010 WebVPN User access network
716011 WebVPN User access

716012 WebVPN User Directory access
716013 WebVPN User file access
716014 WebVPN User file access
716015 WebVPN User file access
716016 WebVPN User file access
716017 WebVPN User file access
716018 WebVPN User file access
716019 WebVPN User file access
716020 WebVPN User file access
716021 WebVPN user access file denied
716022 WebVPN Unable to connect proxy
716023 WebVPN session limit reached
716024 WebVPN User access error
716025 WebVPN User access error
716026 WebVPN User access error
716027 WebVPN User access error
716028 WebVPN User access error
716029 WebVPN User access error
716030 WebVPN User access error
716031 WebVPN User access error
716032 WebVPN User access error
716033 WebVPN User access error
716034 WebVPN User access error
716035 WebVPN User access error
716036 WebVPN User login successful
716037 WebVPN User login failed
716038 WebVPN User Authentication Successful
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716039 WebVPN User Authentication Rejected
716040 WebVPN User logging denied
716041 WebVPN ACL hit count

716042 WebVPN ACL hit

716043 WebVPN Port forwarding

716044 WebVPN Bad Parameter

716045 WebVPN Invalid Parameter

716046 WebVPN connection terminated
716047 WebVPN ACL usage

716048 WebVPN memory issue

716049 WebVPN Empty SVC ACL

716050 WebVPN ACL error

716051 WebVPN ACL error

716052 WebVPN Session Terminated
716053 WebVPN SSO Server added

716054 WebVPN SSO Server deleted
716055 WebVPN Authentication Successful
716056 WebVPN Authentication Failed
716057 WebVPN Session terminated

716058 WebVPN Session lost

716059 WebVPN Session resumed

716060 WebVPN Session Terminated
722001 WebVPN SVC Connect request error
722002 WebVPN SVC Connect request error
722003 WebVPN SVC Connect request error
722004 WebVPN SVC Connect request error
722005 WebVPN SVC Connect update issue
722006 WebVPN SVC Invalid address
722007 WebVPN SVC Message

722008 WebVPN SVC Message

722009 WebVPN SVC Message

722010 WebVPN SVC Message
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722011 WebVPN SVC Message

722012 WebVPN SVC Message

722013 WebVPN SVC Message

722014 WebVPN SVC Message

722015 WebVPN SVC invalid frame

722016 WebVPN SVC invalid frame

722017 WebVPN SVC invalid frame

722018 WebVPN SVC invalid frame

722019 WebVPN SVC Not Enough Data
722020 WebVPN SVC no address

722021 WebVPN Memory issue

722022 WebVPN SVC connection established
722023 WebVPN SVC connection terminated
722024 WebVPN Compression Enabled
722025 WebVPN Compression Disabled
722026 WebVPN Compression reset

722027 WebVPN Decompression reset
722028 WebVPN Connection Closed

722029 WebVPN SVC Session terminated
722030 WebVPN SVC Session terminated
722031 WebVPN SVC Session terminated
722032 WebVPN SVC connection Replacement
722033 WebVPN SVC Connection established
722034 WebVPN SVC New connection
722035 WebVPN Received Large packet
722036 WebVPN transmitting Large packet
722037. WebVPN SVC connection closed
722038 WebVPN SVC session terminated
722039 WebVPN SVC invalid ACL

722040 WebVPN SVC invalid ACL

722041 WebVPN SVC IPv6 not available
722042 WebVPN invalid protocol
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722043 WebVPN DTLS disabled

722044 WebVPN unable to request address
722045 WebVPN Connection terminated
722046 WebVPN Session terminated
722047 WebVPN Tunnel terminated
722048 WebVPN Tunnel terminated
722049 WebVPN Session terminated
722050 WebVPN Session terminated
722051 WebVPN address assigned

722053 WebVPN Unknown client

723001 WebVPN Citrix connection Up
723002 WebVPN Citrix connection Down
723003 WebVPN Citrix no memory issue
723004 WebVPN Citrix bad flow control
723005 WebVPN Citrix no channel
723006 WebVPN Citrix SOCKS error
723007 WebVPN Citrix connection list broken
723008 WebVPN Citrix invalid SOCKS
723009 WebVPN Citrix invalid connection
723010 WebVPN Citrix invalid connection
723011 WebVPN citrix Bad SOCKS
723012 WebVPN Citrix Bad SOCKS
723013 WebVPN Citrix invalid connection
723014 WebVPN Citrix connected to Server
724001 WebVPN Session not allowed
724002 WebVPN Session terminated
724003 WebVPN CSD

724004 WebVPN CSD

725001 SSL handshake Started

725002 SSL Handshake completed

725003 SSL Client session resume

725004 SSL Client request Authentication
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725005

SSL Server request authentication

725006

SSL Handshake failed

725007

SSL Session terminated

725008

SSL Client Cipher

725009

SSL Server Cipher

725010

SSL Cipher

725011

SSL Device choose Cipher

725012

SSL Device choose Cipher

725013

SSL Server choose cipher

725014.

SSL LIB error

725015

SSL client certificate failed
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A1 CDO "7 Egroll A 4] > oWl E 27 & 83t}

7] 2 Filter(ZE]) o}o] & T & Fslu A& 99 A2 uA g

WA 3 JE| FAE9] Wl o} g & 2= E3}9] Include NetFlow Events(NetFlow o] ¥l E 23} ZE] 7} A8l F 459 =A] 8
A3t}

Al 4 ASA Events(o| 1 E) ¥ Eg] & ThA] 2= 3}0] NetFlow 227 A8 ] A% Q=R 218yt

76 ASA E3= FTD ZE 7|2 A& A8 g}

SERE-L

=

IHY o|MEE dubA 0% CDOC %7 LW 1135 w5y th ™ W5 "AND S 3L W5
el gk "or"E Ul DE S A& A} a1 go] A 7 } Yt ol E d¥ e 4
© g8} ufo] 2 oWl E FE % "oR"Y UL o2 = = A9 3T,
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T Q. ResponderPort:443

FTD Events (i ]
Connection

File

Intrusion

Malware

AAA

2 BotNet

Failover

Firewall Denied
Firewall Traffic
IPSec VPN

NAT
SSL VPN
NetFlow

8 Time Range
Start

05/07/2020 09:40:17 PM
End

05/07/2020 11:43:24 PM

o] ZE & AH8-3tH CDO= 919 Wol tlulo] 2~ ¢
o[ HlE Bl AIZF 9] o] 7 |l
Futh AIRE S W] 7= o ES V| Eo R

G A oM EZE A Y
54 488 A

HA LEof oWl E &4 B
STdse Mg AW
JYtt 221 CDO7} Se

W E 7} g}kl 0 2 A
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oWl E H= ASA BotNet F=+ 3}
1! ResponderPort 443 X513} o|HIES
Ut} gho] B o] H E #H| o] A of =

Arelof e ol

ﬂﬁl/\ o] 2=

USIs) eols 715 ol
Event Logging( O] Hﬂ E=Z7

%Hqﬁﬂ ‘Sq%ﬂﬁﬁqﬂ
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Event Logging

[ Historical | Live ] | InitiatorlP: "10.10.11.11" AND EventType: "3"

i)
After 05/03/2023 07:23:40 PM &
Views View 1

Date/Time Device Type Event Type Sensor D/ Hostname Initiator IP

May 3, 2023, 7:23:40 PM ASA 3
Action Deny IngressACLID
ConnectorlD 08c0aBBB-b619-4f1a-a655-d4 Ingressinterface

hd005ddEcs, InitiatorlP

DeviceType ASA InitiatorPort
Egressinterface 4 LastPacketSecond
EventType 3 MappedInitiatorlP
FirewallExtendedEvent 1001 MappedinitiatorPort
ICMPCode 0 MappedResponderlP
ICMPType 0

o] of of] A = InitiatorIP Zk 10.10.11.11S Z Q. W3} o] & E 3l A S

A gk oY Ale] o]

B IP B &l F o] A4 Eabd el F7FE AF U ths & 2, Event Type(O] HE 738)35 283}
A A el 5748}l CDOCIl M ANDS F7Flss YT, whehA] o] 3324 9] A 3ki= 10.10.11.1100] 4

AlAREL o] HIE B 3 o HIE 8 o] B o] Uitk

919 eloll 4] gk3 Goll £Vt A&k ENAE B
AAE Hestel Ao FHE e AE T FE AFU

—_—

of el ol ] = "OR"7F A 8 &I th. o] 7 4 2] A= 1010111104 A4
OJMIE 89 BZo] HLith. 44 WE b H]o} g Blo] el A gk v

S} Th2 gho] §lom 2 NOTHAFE-& 4= 9l o).
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Event Logging

[ Historical | Live ] | InitiatorlP: "10.10.11.117" AND EventType: "3"

3 -

After 05/03/2023 07:23:40 PM &

Views View 1

Date/Time Device Type Event Type Sensor D/ Hostname Initiator IP
May 3, 2023, 7:23:40 PM ASA 3
AND
Action Deny IngressACLID
ConnectorlD 08c0aBBB-bE19-4 OR Ingressinterface
InitiatorlP
DeviceType ASA NOT InitiatorPort
Egressinterface 4 1 LastPacketSecond
EventType 3 AND NOT MappedinitiatorlP
FirewallExtendedEvent 1001 MappedinitiatorPort
ICMPCode o] OR NOT MappedResponderlP
ICMPType 0

2 Zowsn ek o = AW A Y @

o

24 Aol 748 4 ¢l

bl

e,

e

AND, OR, NOT, AND NOT, OR NOT Z E] 14k=}

A A EAFD ol A AF-5] = "AND", "OR", "NOT", "AND NOT" % "OR NOT"¢] &2} th5-3} 4514
ot
AND

Hel

AE E2L o)A AND A2HAE A}E-3le] BE EA
A FAE S A2 4 gls Uyt

A& Eof oo AM EAGL oA ol o] EIP F4 10.10.10.4300 4] A ZF5 11 o] U Al o] E] L E
59614914 H4%¥ TCP L2 ES ANDE ¥ 3§31 o/l EES At} 7+ 7} AND &3 AF&3}
o 7S S5 o HIES 7 A o A& Ao =2 o dgyth

Protocol: "tcp" AND InitiatorIP: "10.10.10.43" AND InitiatorPort: "59614"

o

ok oI ES 55U T AND 1A=

T
E=
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g o AT .

A4 8

Fll‘
[1{

LE) EALo) A OR AAAE AHG3he] 5L EFaH o]l EE R th OR A4HA
AdS A A g sy

o % ol ol#e] 74 BAAL TCP LREZS T el ol MlES T atalis o] HlE, Ei= o] A]
o o] § IP 4 10.10.10.4391 4] A| 2}l BE3= o] L Alelo] B L E 596144 A& H o) NES FA T
Ut} 7} 57HOR ol 4] 158 FE ek ol M= 57k 4 B A A0 gy,
Protocol: "tcp" OR InitiatorIP: "10.10.10.43" OR InitiatorPort: "59614"

NOT

54 &4 0] »}t OHEE Al&fsteid FA FALE o] A2 Fito| qk o] & ALESIHAI L. A E &
o] A B2} & TnitiatorIP 192.168.25.3¢] o|HIE S Z 1ol A A 9] 3t}

NOT InitiatorIP: "192.168.25.3"

_1

AND NOT
EXH EAS xE e o] EE A9 ste]d BE E21G o)A AND NOT A4S AF-&-3 Utk AND
NOT2 A F2td o] A2} Fitof] AL-3F 4= gl o

d & 50 o] ZH =AE 2 InitiatorIP 192.168.25.321 oWl EE 3 A] 84| 7} ResponderlP =427}
10.10.10.19] oJME = A 81A] k5t

InitiatorIP: "192.168.25.3" AND NOT ResponderIP: "10.10.10.1"
NOT¥ ANDNOT-S £ 8 3t0] of 2] A S Al & = 5 Ut o & 50 o] B &AL 2 Initiator]P
192.168.25.32] o] ¥l E 2 ResponderIP 10.10.10.12] o] Hl E = A £] gt}

NOT InitiatorIP: "192.168.25.3" AND NOT ResponderIP: "10.10.10.1"

OR NOT
574 axE Aelshe A4 23S 23353 W ORNOT 4kAHE AH8-3H o OR NOT 944k Ah= A
A E2LE o] Al ZF Htof] AR 4= gls U T
d & Eo] o] AN ERE & T2 EFo| TCPQ o] ¥l E W= InitiatorlP7} 10.10.10.43¢) o] H E =
InitiatorPort 596147} o} oWl E & 2-1 T}

Protocol: "tcp" OR InitiatorIP: "10.10.10.43" OR NOT InitiatorPort: "59614"

(ZZEZ: "tep") OR (InitiatorIP: "10.10.10.43") OR (NOT InitiatorPort: "59614") & 74 8 1= Q)51
=

st =she 7

oM E Yol A3E zHoH A attributervalue 7 2 2] value 2 =0 A oL =7l= 5 Vel e
EME ARG R ol & B0l o] R B4

URL: *feedback*

& ¥29 feedback & %35} oWl =] URL 54 Aol 4 #249& v,
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W) b Eol| A 7] 2 o]l E A
CDOE= A 7188 Aolsta Ao A4 7 Eol whe) ol il E 208 A shs 7152 AT 3
Woehe s A V)5 e AHgEte] ek Eo A ol MlE 20 S st Wk = 4 o)
hsw A4 AN E B 5w Qs
T TE Gy W Au 2 BES v|ulo 7 Wt e o] 9hE Y e S wr)
MR A Aol Aol 4 AU G A A GRS AT § A0
aehe = 7 Ao] A4 ol ME] ta) ABE R o okl AL W AL ookt 5 gl

SA HA oA B4 > o ME 248 Aug

il
w7 2 Historical(7]5) %+ Live(glo] B) §& S8 gt}

ad A H oA & o] &3t %L%QLEEﬂUr gy

E 27] Ho] Aol A o] HE 7 A1

A B = 24 7] 5 S AF8-5FO] Event Logging(CIHIE 27])) d| o] x| o] M 27 B= ofwll
EEESF S’J%‘%E}. W Eke = PAL V)5 oWl Ed] ARt 5 = 5y

W

.

—

A 3 WHAlo] A o & o] Fate] 7 MAS 9l Elal Search(F M) M ES el ste] AAS At A A7+

9 AR E B ool A2 B AG 39 5 AU

= Search(7A) =50 220 A Search in Background(® L2} =0 A 7 A) S A el 3le] 74 5| o] %] of A
Hoju ol 5ot W b =o A HAS Ayt A A7t ) H W g o] A g YT

Event Logging Q search

[Historical | Live] [ : b (i) ] Background Searches @
Clear Time Range  After 03/22/2023 02:36:14 PM & Search in Background

Views View1 X  View2 X

Date/Time Device Type Event Type Sensor ID / Hostnam Initiator IP Responder IP Port Protocol Action Policy

Search(#1 ) Bl =5 2931 237} Event Logging(O| M E 27]) B.7]o 214 vebduvh. 574 14 235 A9
st GA A2 5 A= F A 7IEo] A ol vEbd U

oo e AN S APt dE—‘i’é‘}‘?i A 2ol 7] Gell F7he Al o] kR gy ol FAEY
ok ek Eo A of g A g P& AF Yk

mlm

7] 4 Background Searches(®] 12} = A M) ¥ &S 28 3} Background Searches(®] 12} = A M) H o] 2] & F T},
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ol e Hojol 4 wagte= 74 oo i

Background Searches x
Start a Background Search View Notification Settings
Search Name File Size User Status Run Time Actions
Completed Started Mar 21, 2023, 3:48:03 PM
Search_1679428080471 3.74KB admin@example.com 2 P 5 View Download
(Expires in 5 days) Completed in 2 seconds
C leted Started Mar 21, 2023, 3:47:27 PM
Search_ 1679428045727 374 KB admin@example.com SComgleted et ol e View Download
(Expires in 5 days) Completed in 2 seconds
Completed Started Mar 21, 2023, 3:46:35 PM ,
Search 1679427993327 2.25KB admin@example.com 2 £ : View Download
(Expires in 5 days) Completed in 2 seconds
Search_167942230313 662 Bytes admin@example.com DCempleted Slanted Man 21, 202351 5000 PM View Download
(Expires in 5 days) Completed in 3 seconds
C leted Started Mar 21, 2023, 10:13:44 AM
Search_1678408015574 662Bytes  admin@example.com SiCatplete Rrtec Varsl, 2k view Download
{(Expires in 5 days) Completed in 3 seconds

Background Searches(¥] L2} = 7 A) Hjo] X of] A A A} H=o] ZAHYTE AN g BA, &= =81
L A A S = dEU T g A Hol A Z o] Fete] 7 A EAVY A- T L ASFUT o Hol XA A
S A& M Start a Background Search(“—‘ilﬁ‘r%li A A2 HES A8t

TE FAS mA s el d@ s 3 A4S s L.

chgol e 2]
W A7 Bed A, BE e e s A oobe Waehe s Ao m A8 5 gt
AT UG£ o HIE ool A M reh = 714 dof, 135 H o] A & FEFAIA

OTHIE Fo o] Aol A M reh ol A uki 7] S o SfFLich, A 4L 715 o =] T A
dlobg gLk dlokel A A EA FAAAY A 2T F ABUTh 71E A w4
Mo 2R FE AHU

S|
=

ra
u
%

A 1 B 2S04 Analytics(ofl € 2] B &~
@] 2 Historical(7] &) E&< Z8lslo] %

E]—ﬁ] 3 4 )\ll;g—oﬂ papN| o}g%“ ]5]
ek el A [ A)E A
WA (HE A P ol B

> Event Logging(¢|HE 27)& A9
G 7] % oMol o3 W e)e- 355
A 2 Ut Search(7 ) =5t Bl &5 2 2] 8hal Searc

i
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B s J2 A g

u
A 6 Setup recurring schedule(A 4 ¥ djek) & gRlsta th& A4S 4
Lol d

N

WA 7 % Sherel A olobe 714
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Al A S A2t £-

H £ o] Schedule Search(# 4] ol °h) = F AT}

I
™
2\
ol
ol
>
59 |
fo ¢
o

—

4
slobel W1ehe = Ao Az cDoY A AHF oz AAlEY] A A 79 B AR 5 Y

et E AN TR E

A7 2 A #Ag = CDO7} As o2 A A A7A 79 2t A YT 2 A oMl Ee ff
g W e s P Ao CSV HAME S the R =gyt

jLL)
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oA 3 AAS g5y ol okE A AE Queries(H Bl) Hell AE Yk

@7 4 Download(th& 2 =) 2 gk .SV 31U 27 Sefol B o) 7] ~RalA] )Xo g o R U2 =g
o},
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oW E Fod HAH = &S FE 35| = Secure Logging Analytics(SaaS) S &}-3-=ol A% o]l
E e ZoeA gon, ofE FojolA & F = oME = Fo] 5 YT

oWl E = 90% "5 <t Secure Logging Analytics(SaaS) 2 2h-t-=0f] AUt} 1 Sof = Al A g YT}

SEYA GYFE A ek T YU T o @A ok Tz
o] BAIE S AsH: F /b4 W & vhe vt g,

s
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S AT ARG B Gt B A A A o HMES 28 oF U7
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Welcome to Cisco Defense Orchestrator

r Muticlowd ey Inventory & Objects

Connectivity States Configuration States Object Issues

@ Poicies >
- A“ 0 synced

w7 2 Logging Settings(2 74 A A)E &2 g oh
@7 3 View Historical Usage(7] 5 AH8-%F B.71) & S=lato] 2 12702744 o] 2E A ARS &S S 5 5T

Object status Number of objec| @ Sign Out

Q

l

SaaS(Secure Logging Analytics)ol| A}-8 % = t] v} o] 2~ 2] TCP,
UDP 2! NSEL ¥ E 27|

SaaS(Secure Logging Analytics)E AF-&3}H ASA B FDM 38| t]ufo]2of A SEC(Secure Event
Connector)2] 57 UDP, TCP == NSEL X E & o[l EE H 4 4= &5t} 21 t}3 SECE 39
OJHIE & Cisco Fe}9-E==2 Ay}

o] 2]t L EV} o} ALg Fo] ol A9 SECE o E & F-218 = d] ZEE #3317, SaaS(Secure
Logging Analytics) A8 Aol A= 7] oS 743 o] X E AME-S A

* TCP: 10125
* UDP: 10025

* NSEL: 10425

o] 2]k L E 7} o] u| AF§ F <1 7 9- SaaS(Secure Logging Analytics)E 7-/3 31 7] 71l SEC t]H}o] 2 A
AR S lste] A Z oJHIESE FAlstke v AHE T2 REE SIgH T

rol e SR

P

SECo| A A}8-3l= LE S E
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SaaS(Secure Logging Analytics)ol] A} = t]n}o] 2~ 2] TCP, UDP % NSEL X E 3l7] .

A1 CDO "ol A =7 A H] 2= > Bl AVE & dg o

@7 2 Secure Connector(H.QF A W E]) #H| o] x| of| A o|HIEE M 4E SECE A &g T},

@A 3 Details(H - 4 1) ol o]l EE A3l oF 3}+= TCP, UDP 2 NetFlow(NSEL) ¥ E 7} % A Ut}
[

Boston-SEC
Details ~
ID 54b039f6-8944-46a4-ac07
Tenant ID Oa2cdcb4-5e63-4491-9fda
Version 202004270848
IP Address 192.168.25.4
TCP Port 10125
UDP Port 10025
NetFlow Port 10425
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