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B cooeivmoiri = Abgstel mek tulel 2 A e %

£ SDC /b3 Ve el AN E A7) 4 07 MA SRR TYH M, o] F AL LE 80 obnt
=2 dojok gt

94Al1 SDCE A4 e CDO HlYEd 2123t}

@Al 2 CDO ol A Tools & Services(5 = 4 H] ) > Secure Connectors(H.¢F 7] 9 E])E A el g},

@713 Secure Connectors(1.2F 71 9 E]) 5 o] %] of| A 3} gk T] 51 7] B] =5 3 = 6} aL Secure Device Connector (X9t T v}
o] AYH)E &4 Th

é © -~ tenant name

user name

-

Secure Device Connector @1
Secure Event Connector
11/18/2020, 4:47:08 PM

11/18/2020, 4:41:08 PM

A 4 19-A]o) A Download the SDC VM image(SDC VM o] 1| #] t}¢ 2 =)S Zel gt W

Deploy an On-Premises Secure Device Connector p ¢

lo
i)
2
>
ne
o
i
vl

Step 1

Download the SDC VM Imagedand follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for ‘CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

Lz

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjalU9pSINVekkxTmlJcBluljViQBk2SWEwWFZDS JkuZX1Kc2FXNXJaV1
JVWlciaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT jFZbk5qY215d2RHbHZ 1bk 1pT2xzaVNWUKVH
YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
x]bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pYTWLPbHNpVINSSTVIW
OUJSRTFKVG1KZEXDSnBjM@1pT21KcGRHUWIMOBpqYkhNemRHVN1TV1FpT21JeE1pd21jSEpwY1dGel
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y0dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SHtD
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaU8k2V31KMGNuVnpk(Q812zSWSKbF 1XUN1MO8
k1T1RSbUBySTRNQzFpWW1NNUXUUTNPRGNEWN1 Zek 1DMN1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNtbDBa
UBpkTENKcFpDSTZ JamN3T 1dRMVpHSXpMVFpoTmpZdESEVTBZUZABTIRCbUXXUXhNelJr TURZeESGWT
FPUB1zSWIWMGFTSTZJakZpT1Rjd@1tVmpMVGhoT1dZdESHTmx0eTA1 TVRBNExXSmx0ak SpWk RRMBS5H
TTJa0BoSL1INSZEyNzhoNUNSZDNPRUUSHUAXTZVRd 104aHpkS1htR3BhUmt SYWSIZDJ1dmRFQzg1TH
hoZkB40Q19PNFBmVjNSTHpNRUSmMcBFoSTVDNHBGVNFSLNo2RDJ10z1FRy81 TzNZcGpWdGe3N1 FnY2hi
ek5XNedKajRyTT1yVzM3RXdRdF9zeWh5azVkTOV1TVIrMlewR1 JReXhLoempoU1JLUT pKNXQBeGxuN1
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j
dGR1ic1p4WFZoSkVGa215Zk53YjZCdaFARUp2VDk2bmRMYVVaYzNjWGdJVBETYU1zeF JPb1VRR2ZRBDN
BKcHM5a24 tNGBwZWtxcB1BTXo5UVZeOMXZ1S ) ZWNmSNdBgyV3J1cDRZMTY 1MC1yeDBpb1hWNFdzQSIK
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvemNoZ XNBcmFBb3TuY29tIgpDRESFVEVOQUSUPSIjaXNjby
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A 5

) 6

A 7
A 8
A9
7 10
AN

w7 12
A 13
A 14
A 15

7 16

oA 17
o7 18
oA 19

7 20
oAl 21
o7 22

A 23

CDOS| UM o] v] <] & A}-g-5}o] gt jutol 2~ A vie] % [}

ip 999 WE 591 & FH YT o33} o] EAH Lk,
* CDO-SDC-VM-ddd50fa.ovf
* CDO-SDC-VM-ddd50fa.mf

* CDO-SDC-VM-ddd50fa-disk1.vimdk

vSphere § E8}0]AEE AF-8-3}0] VMware A ¥ ol |22 2103 o,

e ESXi 9 ol AEE ALE3HA) vh A <.

A Alel] w2} OVF Bl &3 ol A] Bk tlnto] 2~ AUE 7P WAlS S5 o)
o] ShE ¥ H SDC VM AYS At
A SDC VM2] 245 Yt}

AFgA} o] cdo 21913t 7] B ¢F 5 = adm123Y Yt
EE%%EEEEQ]sudO sdc-onboard setupé% %}%1§} EL

[cdo@localhost ~]$ sudo sdc-onboard setup

H]Uahiﬂi% %2‘5 adm123% ?:} E’%@'L] E]’

A Aol whe} cdo AF&-AFS] A e E A F U T edo AHEALS] HIEH S E S
Please choose the CDO domain you connect to($1 24 gk CDO =] ¢1-S- X &l 5}14]
Defense Orchestrator =91 A H E 1&gt}

| A1 2] 7} FA) S SDC VME] TS =w ¢l AR = =2yt

a) IP 54~/CIDR

b) Al E 9]

c) DNSAH

d) NTP A® Fi= FQDN

e) Docker H.2]#|

W= docker B2 A 7} 485 ] &= - Enter 715 Ut

1 2) WAl A 7} 3 A =W Cisco

i

Are these values valid(®] #to] 2uF5U71?) (y/n) WA A 7F e y 2 ALS-3Fe] 9 3-8 golgh

JEs FAFh

"Would you like to setup the SDC now?(*] & SDCE A A 314 215U 7F?) (y/n) #IA A 7F ey 1S 9 38y
t}.

VM & A A5 0 72 2 1okt

SDCol| th3F SSH A4S AU} cdo® 22203t H|UHT E I H ).

X EZ X E | sudo sdc-onboard bootstrape Y& T}

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

[sudo] FIEH S & == WA A7} EA = A 14004 A S edo HIEH S S = FHoh
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W0 vmel st ol 2 A 5

7] 24 Please copy the bootstrap data form the Secure Connector Page of CDO(CDO<] H.¢F AW E #| o] x| of| A F-E A
EF do]H & HAFSHA A Q) wIA A 7} 3EA H W oh3- A aLE el

1.
2.

7] 25 Do you want to update these setting(©] A2 A< ¢ dlo] EaLA 25U 7F?) (y/n) #IAI A 7 YERE 1S 9
@A 26 Secure Device Connector(H.¢F Tl ufo] 2~ A 9 E]) # o] x| 2 E-o} 7t} A SDC2] AHEl 7} Active(Z4)) = W 7

CDO°l =118t}
CDO 7ol A1 Admin(¥2]) > Secure Connector(}.¢F # 9 E) S A&l gt}
Actions(Z}4]) ol 4] Deploy an On-Premises Secure Device Connector(<> 3 2| v 2~ K ¢F tufo] 2~ AU g -
)& 289
o 3} A} #}2] 2 A o A Copy the bootstrap data(*-E~E 3 dlo] 8 HANHE 835}l SSH Foll B ¥y
t}.

Deploy an On-Premises Secure Device Connector X

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

(QBRPX1RPS@VOPSJleUpoYkdjaU9pSINVekkxTmlJc@luUjVjQBk2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZ ibk1pT2xzaVNWUkKVMH
VUpoYzJVaUxDSm91Vep5YVdRdAETpNHdJaXdpYm1kbWR5SmRMQBoxYz WeVgyNWhivV1VpT21KamIyWm
xJbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWELlpT21KellXMXNJaXdpY285c1pYTWIPbHNpVWsSTVJW
OQUJSRTFKYG1KZExDSnBjMB1pT21KcGRHUWIMQBpgYkhWemRHVN1TV1FpT21JeElpd21jSEpwY 1dGel
VWUmx1ibUZ1ZENJNmJuVnNiQ3dpYzNWaWFtVmpkR1I1Y8dVal9pSiFjM1Z5SW13aWMzQkpaQok2SWt0
RVR5SXNJbUYxZEdodmNtbDBhY1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQok2SW
prMUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWWMLJcB1tTnNRY1Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNuYnpkQ81zSWSKbF 1XUW1MQ8
k1T1RSbUBvSTRNOZzFoWW1NNUxUUTNPRGNOWW1Zek 1DMW1ZVBpaWldaaE16aGhOR1 10 TENKM2NtbDBa
QBRPXBRPTUFJT jBid3d3LmR1ZmVuc2VvemNoZXNBemFOb3 TuY29t IgpDREIFVEVOQUSUPSjaXNjby
1hbWFsbG1vIgpDRE9fQk9PVFNUUKFQX1VSTDAiaHRAcHM6LYy93d3cuZGVmZW5zZWayY2Zhlc3RyYXRy
ci5jb26ve2RjL2Jvb3RzdHIhcCIjaXNjby1hbWFsbGlvL2ZNpc2NvLWFtYWxsaW8tUBRDIgo=

#1 Copy bootstrap data

7HA g A= g Y

o gH:
« el tjulo] 2~ AVE A 32

« SDC9}e] tnjo] 2~ AA A &l A

iy

LA UMY 10} Tl vho] 2 A g 75

tlulo] 2 244 F1 S AF-8-31e] CDO & t]Hfo] 2~of 7,5’_5}35 <-, U E ¢] A ol 4] SDC(Secure Device
Connector)E UF¥ 2 =313l 15 6}o] CDOS} t]vfo] 2 7o —g— )5l = A o) = Abdg QU )

AREA o & o] 2] gk tnfo] 2= A A E 7INEO & 514 O}ﬁ‘ﬂ &8 1P 427k 7 95 Qe H o]
2ol o gk 7 E 2 E V) Q)5 Yt} ASA(Adaptive Security Appliance) FDM #2] %], FMC(Firepower
Management Center) % Secure Firewall Cloud Native T] B} o] & 5 t]Hlo| A 274 5w S AF8-5} o]
CDOCl| &R 3 4 g5yt
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213 VMO B.oF t]nfo] 2~ AW L3 .

SDC= WU A = tjufo] o) A A g &) of 5= o & 7} vy X = t]nfo] 2~ 2 -3 of sha= w] A A] o]
& CDOE U E H gt SDCE CDOE Al ste] M-S A s, vjyx| = tulo] A2 Al
3lo] CDOoN WA A& A E3har, vy A = tlufo] o) A CDOE S HS Eey o

@ SDCo A #HE] S 5= QL= Tupo] 9] fr5= i tlufo] o FEE Vs E a7 wd e =
7)ol wher gt dych ey S A8 S w)i= 1) 9] SDC7E oF 5007 ©) tlupo] 28 2] 13 Al o
2 o gyt ARA g 8- @ CDO Bl Bl A] o] 2] SDC A, 23 Flo] A & FH23H4 A Q.

o Aafell M= AHA 7S WA oW A & AbE-ske] UIE S o SDCE A A5k e Ay

\)

)
m[o

Fi SDCE AA s 7 A A8 5 9l W2 CDO2| SDC OVA o] P A & thf- 2 =3e] A X5}
= A9k 89 2122 CDOSJ VM o] 1] 2] & AHg-3te] 1k tlupo] 2 A E] 3, 8 3] o] 4] 9]
W8S Fxst A L.

SECEEL)

- CDOE A7 A% A Felo] AR ake SDC AE Yl The] /2H =
=

* SDCE TCP X E 4430 A4 QUEJYlel] tf gk 4] of-2ub&-= A2 AghS 71  of i th,

[I:l

R

o

8 2

2

« YE Q7] A& Y X = t]n}o] 29 Cisco Defense Orchestrator 142 7 E 34 A 2

s vCenter 9] Z2}o|HE L= ESXi ¥ Fglo]AdE 9} g4 A X5 VMware ESXi &~ E

4

Fal vSphere HlATAF FEo|AES AL A A= A ¥ A G

« ESXi 5.1 3fo] 3 ufo] A,
* Cent OS 7 AI=E G A Al
* SDCHF A= VM| A28l @ F AL}
* VMware ESXi 32~ E | &= CPU 2717} E 8.3t}
« VMware ESXi T2 Eol & 4 2GBY] vl 2] 7} B e gyt

* VMware ESXiol = 220 A\ A el ue} 7} v 4lg 4| 9al7] §19 64GBe] Tl 3
ol Wa gtk o] e Waol upeh Wad vaa FhS 4 5 AwS A ¢
7l LVMG=2l 4 B e & A vk 7 gy

« H W E-& SDC % ©& SEC(Secure Event Connector) 7} 1= VM) A| 28l @ - AL8} (SECE Cisco
Security Analytics and Logging®| A A}&-5 &= T4 24U t})
VMware ESXi &~ E ol $7}38}= 2+ SECOl = 470 9] CPUS} 8GBS] =7} vl =2] 7} F 2 gt}

webA] shube] SDC9F 8] SEC7T 91 VMware ESXi 3.4~ E o 3k 8 A3} oS3 2
Fyth
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W0 vmel st ol 2 A 5

* VMware ESXi &2~ E o] & vCPU 6707} & 8.3t}

« VMware ESXi 3~ E o= H 4 10GBY] w227} Z g 3t}

« VMware ESXioll &= Z 28] #| 3 A &o) ufg} 7} m A8 X d35t7] 9 &l 64GBL| t] A~ &
Zkol A o3t}

* VM2] CPUS} M| 22| & Y dlo] Ed & VM2 A8 7 3l Secure Connector(H.SF 7 Y E]) 3] o] %]
ol SDC7} "Active(Z79)" el = FA = =4 AP

« o] AAFE a8 AFEAHE Linux B4 ol A 2k akar 3+ BPS 918l vi A4 AP E AL
&8kl of el oF F Tt

CentOS 7} W Aloll 2Z v SDCE A i]s}b 4% A7) 02 yum B et B2 2 A 2] 8=

o] £HFYTE Yum 7o Wl Yum Y HI 0 E 7}Z%£E%@ FE 80 B 44300 A ofzuhg=

MA| 22 Fojof gt = dH Ut T3 P H o] ES of okl M yum-cron 5= crontab3- -4 &
oF it} ®et —Sroé D7 37 Yyum QU0 EE ‘?:7’7] Q18 WA sl oF k= Bk G F o] A=A
gL

g?

o
=

A7) Aol 242) 1 S akstel B9 el dk] 90 23t ol Sl sl 0 ey
= et A7k E 3 ], ek 7] el @) 2 A 2ol A o]l B & i A2 A g5 of 3
wo] W@ 4 e

@71 SDCE A4 E CDO HIY Eo] 2123t}

@A 2 CDO vl yroll A Tools & Services(E 2 A H] 2~) > Secure Connectors(:.¢F A Y E)E A &gt}

A3 Secure Connectors(X.2F 71 9 B]) | o] x| o] A sh-gh Al T] 517] W =5 2 ¥ 8FaL Secure Device Connector (X<t o] 1}
ol AVH)E S}

é\’ e ~ tenant name _

user name

c K3

Secure Device Connector@
Secure Event Connector
1171872020, 4:471:08 PM

11/18/2020, 4:41:08 PM
A4 FO 2R AN FEAEY do 6 S v m Ao BAg T

SA5  H 24 SsDCol EFE U RAM B H 2 H 7S AF8-8ke] CentOS 7 713 Al S A A Y o
* 8GB RAM
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7 6
A 7
A 8
w79
7 10

AN

oA 12

A 13

%A 14

&7 15

7] 16

A 17

A Mol w.et ol = Ade w5 [

« 10GB t] == &7}

AA7F R SDCE] P F4, B Y w2 B Aol Edo] & XA st 5o 7] UM EYA S 783U
DNS(Domain Name Server) A1 ¥ & -4 gt}

NTP(Network Time Protocol) A ¥ & -4 3+ T}

SDCe] CLI9F| =42 5 285 913 CentOSell SSH A H & A A g

Yum ¢} Hlo] EE 2 83}  open-vm-tools, nettools 2 bind-utils 2} 7] | S A 2] gt}

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI 9| 7] A & A %] 3+ t}. https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html 2] &<
A L.

e

il --user =Y 1E AFE-SHA] mR Al 2

Docker CE 3] 7] X & A x| gk}, https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce-‘ﬂ yee
A4 2.

B2 ARRE LSS AN PHE AASHIG

Docker A H] 225 Al Z}alal 8] A] Al 215 =5 2] 319U ),

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

F AHg A (edo” B sde")yE BT cdo A A ¥ )5 A7) 918) Z a8k ARG Aol v (FE
AHEAE A AL D27t §19), sde AHEAHE SDC 7] Bl o] U A A sHE ALE Al v,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc —d /usr/local/cdo

cdo AHEAFS] 1] W 5 % AT T,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo AFE-AFE "Wheel" 155l F7138}9] #2](sudo) 3+ F-o 3},

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker7} A1 %] ¥ AF-8-2}F Z155-0] A4 Ut} CentOS/Docker B A ol wh2} "docker" B+ "dockerroot" &}l -5
T A5 U fete/group L& H2lste] oW Lo B H A=A FA G o sde AHEAFE o] LFo FUF

S8
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WA vme) et ool AAvE 75

%7 18

o719

7] 20
SA 2

oA 22

oA 23

oA 24

oA 25

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

fetc/docker/daemon.json 3} L o] §l&= A S Jd S AL o} &S AHFY T AA = docker Ul &S thA]

A Ag e

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"
}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

& 2] vSphere =& A S AFE T2 749 SSHE A 335l "edo" AR 2191 th 219138 $-of = "sdc"
AREALE AU S E 5 wIAA7E AT E W edo" AHE A S E A HF U

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

t] @ el 2] = Jusr/local/cdo® W 7 gH o},
bootstrapdatafl Al IU-& A s 323 D] 2~ Bt tufo] 2~ AVE -5 npHALY] 2k Ao A 7HA] 2 FE
2E glo]H & o] 3o BE@HFYTE 3YS Save(A DT U vi =E nanos AFESY] LS A S 5
o]f\

)t
HEA~E W G o]E & base64 = AT Y FH YT o] = U] A Y 3} L extractedbootstrapdatailis YU 2 W H Y},

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]1$

cat 9= A Akl g d vlolEE Ayt HE R v E HolH = w53 o] FAE YT

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

g WS el agE RE2E dolE o] Mg #7 MR Yy

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]1$

CDO A FREXAEH HES 2 =3 )

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:==-:=-= —=—:=-—:—— —-—-:-—:—-- 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/cdo/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

SDC tarballQ/] L‘—'T“OE_T = 3l bootstrap.sh -4'01% 0]'011 SDC -41 7] ]%‘ }.\:‘ji1 é_:]]—]/] 1:]'
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Terraform 5 < A}-8-31o] AWS VPCol w.ot trto] = A9 % [

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC

<snipped — extracted files>

[sdc@sdc-vm ~]$

[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar
toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally
sha256:d98£17101dbl0e66db5b5d6afdalc95c29ea0004d9e4315508£d305790275458: Pulling from
ciscodefenseorchestrator/sdc _prod

08d48e6flcff: Pull complete

ebbdl10b629b1l: Pull complete

d14d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped — downloads>
no crontab for sdc

o] Al SDC7} CDOCII A "Active(Z73)" = F A5 Ut

taoll =3 2y

* Onboard Devices and Services(T] HFo] 2~ 2 M H] A~ 2 B )2 o] F3le] CDOE ¥&]sld & tu}
o] ~E 2R}

s Hot o]l E AVE S A X]3}= 4 -$- SDC 7} w4l o]l SEC(Secure Event Connector) A %] 2 o}
Ay

s B Eol A o] o] mok o I AWE S AR sHz 49, Bl Ee] vls] o e SEC A A=
Solghu .

Terraform .53 A} -85} AWS VPCol| E ¢F tjujo] 2~ AUE =

Al#re7] Zdel
AWS VPCll A SDCE +53817] Aell th5 AFd 8335 A=A &
« CDOE A% Q5] Felo] B 2stm SDCOF QB Y 7he] /el = L EA] HALE A Y31A
GFEUTE ZHA] A& ARS8 45 SDC(E.QE Tluke] 2 # ¥ E]) 2k CDO 7Ho] EF = A}
& vy

u Y A = t]u}o] 2of Cisco Defense Orchestrator 145 A ESIe] 4 H3 Y EY T A ~E 3

A

« ©] 7% AWS A1, kit o] 2] A B ule] gl AWS VPC Bl AWS Route53 5221 g jo] L&
Easies

* CDO FE~E =] Hlo]E, AWS VPCID % g A LU D7} gli=A] SRl g .

* SDCE 753t Zeto 8l A Hulo] NAT Alo] Efo] 7} A = o Ql=A] el

Cisco Defense Orchestrator®] 732 213 ]


managing-asa-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_49
managing-asa-with-cisco-defense-orchestrator_chapter5.pdf#nameddest=unique_50
managing-asa-with-cisco-defense-orchestrator_chapter5.pdf#nameddest=unique_51

Cisco Defense Orchestrator2] 7] - A} 3}

| EESEE R RN ENEE

HTTP Qe o] 27} A &) Tl ZE o A NAT Alo| Eflool] A4 %
3

uu)
)

2 [P o]

@71 Terraform el 0 TE & FAAGUTE Wl T IS 502 1ok ik

module "example-sdc"
source
env
instance name
instance size
cdo_bootstrap data
vpc_id
subnet_id

"git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"
"example-env-ci"

"example-instance-name"

"r5a.xlarge"

"<replace-with-cdo-bootstrap-data>"

<replace-with-vpc-id>

<replace-with-private-subnet-id>

o nnnn~

}

e H4 "l M BE9 GQecure Device Connector Terraform E5 S ZZF3HA A Q..

@A 2 Terraform = Oﬂ /\'] instance lde Eaﬂqgi CEUL”Q’

output "example sdc instance id" {
value = module. example-sdc.instance id

}

instance id = AF&3}9] AWS Systems Manager Al A T2 ZHSSM)E E3+ 57 ) 25 918 SDC Q1 =¥l 20 A2
g = 9lG Ut AR 753 &8 B2 -8 Secure Device Connector Terraform 25 2] &2 & %35} Q

okl S & 2]

ELE SDC Al 314 9] 75, AWS SSMS AH8-3Lof SDC Q1 2~® 2o A A s oF g}, Q128 2o
AAsI= w ol tf $F AJA gk ] 8-> AWS Systems Manager Al A #2] AF &5 3234 Al & SSHE AF
£3}o] SDC Q1 ~®l 2o AA S LEE B o] 2 =E 5 A gH Ut

Hektjuto]l = AVE 9 IP 4 W7

A2k317] Aol
o] 24¢] & S5l v el Rpef of v,

* SDCi= TCP X E 443 F== tluo| 2 el & 9] 3l 774 3 L E A QIE Yol tigh A A ob-ube-
= A2 Aghg 7hA of Tt

%

il SDCY IP 45 WA S & tnlo] ~E CDOC HHA| 55 Z a7 gl

GAI1 SDCO Wi gk SSH 25 A stAY 71 M4le] 2458 €31 CDO AFEAFZ 2 113 o)
GAl2 P FAE WASHY] Ao SDC VML Y EH A SIEFH o~ 74 ARE B W ifconrig H 58S AFEFU T

[l Cisco Defense Orchestrator2] 7] A}


https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=inputs
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=outputs
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
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oA 3

A 4

A5

7 6

oA 7

) 8

A9
<7110

<A1

A 12
@A 13

wet vtz Aveie p 2wy i

[cdo@localhost ~]$ ifconfig

ot

g},

SlE]H o] 9] IP 45 W73} ™ sudo sdc-onboard setup B H S Y&
[cdo@localhost ~]$ sudo sdc-onboard setup
sEred uNEE g

[sudo] password for cdo:
FE B CDO U E QA s TEZE v dH A
Would you like to reset the root and cdo passwords? (y/n):
HES A A7 ZEZE 5 5 dyrh

Would you like to re-configure the network? (y/n):
A 2] 7} A 5] SDCel $Hdate] = Al IP F429F SDC VM| thE =9l A HE =)
a) IP Address(IP 5=4°)

b) Alo]ES] o]
c) DNS AH

d) NTP AH] IE= FQDN

YE= NTP A H] B3= FQDNo] 28 ¥] %] ¢+ 7 - Enter 7] & FH U T
e) Docker H.2] 4|

W= docker B2 A 7} 485 %] &= - Enter 71 & U U
el Ao e Z= A A EAEE v 2 TS gy

Are these values correct? (y/n):

B ol ®ue ey o)W 1P T4l Ul SSH Ado] Zoj B B §eay] Aol gho] 4B
shel g,

L

u

AFg3lo] SSH A A S s
gJste] SDC7F A8l 1A &le 4= dHFH T

[cdo@localhost ~]$ sudo sdc-onboard status

SDCol| &3t A} IP =45
A7 e H s gL

mz it

BE S S SR  ox(aq) jolhal Ao oF F Tt
Fa VM| Z&E A o] AaE Faeh= 4§ ghol SntEA] lstd A4 e HlAET A s o w A
=51 el 7F EAIE Y Tk

CDO A&7 Q1B Fl o] ~ & &&l SDCO| 25 e % lFH T o] # A st W CDO of &8 Aol d & daL
Tools & Services(=7 2 A H]2) > Secure Connectors 3] ©] X

Aol A& W A2 AP FAaE WA Bt AMEHE A9
Actions(2F'%]) %ol A Request Heartbeat(3tEHI E 2 H)= Z gt}

SHERIE 23 A vl A 7} A E AL, whA| 2 SFER]| Eo] A A)] Eatef AlZho] A o oF it
9 WGP T4 TE GMT 2.3 34] o] ol vk SDCE] Al 4 4 1. ol wked g U th.

m1m
X,
of 1% o
ot
i
O
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- EERNEEREE R

ok ol o gk Al g &2 AFA] vMell Bot tulo] s AVE -5 12 H| o] X & x5}

VMell SDCE Hj
A&

1ok T nlo] & AU E A
A\

Warning o] 7 z}of 4} 3= SDC(R.SF Tl o] 22 AWENE ApA| guith, o) B EY 4 gyt o] 4]

o = Al SDCE 4 A8} 3L tlufo] 2% ThA] AT w717 &% SDCe] A H Tinjo]
s} 5= gl o tlubol 2% T Ak W thA] A sl of 51 2} tlubo) 2ol g v A A1
F12 thAl g alof & 5 v

= T3
i

pul

Y Eo A SDCE Al A 8te W the a5 a3

21 AHAE SDCol A2 F RE tufo] 25 AATUT, e T A i F sz s fy
+ Q1% T]ujo] 25 ThE SDCR o] 5514 1E SDC A $ 3] Mol A1 A 2. A Al & Ul 82 o} 2 & Hx 8}

=

1—0

« 21413 SDCe| 1A ¥ BE t]ulo] 2~ & CDOoN A #| A T,
tiuto] 25 A stE 5 U3 SDCE A8kl CDOCI| 2 8h= 2= Hufo] &

a. SDCOllA] AHg3h= Wi
275 A L.
b. Inventory(A] i == 3| o] x| ol A 2] 3} B E tlnfo] A2 Mgt

c. Device Actions(t]Hlo] = #41) ol A Remove(H A1) S 28 811l OK(Ee)ZE Y 3to] 21y S gelghy

o},

9l A1) 22) > Secure Connectors(2.QF A9 E)E A &gt}

Al 2 CDO H| 7l A4 Tools & Services(E
WAl 3 Secure Connectors(H.QF A Ul E]) # o] X| o) A s} &4 f3}7] W &8 &2 8} 3L Secure Device Connector(.9F T] H}o]

2 AE)E A8,

¥ o - tenant name

=

user name

c &3

Secure Device Connector@
Secure Event Connector

11/18/2020, 4:41:08 PM

11/18/2020, 4:41:08 PM
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soc ztol asa <15 [

7] 4 Secure Connector(2.SF 7 Y E]) | o] o A A A g SDCE A B gt} o] A tlnfo] 2 427} go]of of gt}
@A 5 A4 el A @ Remove(A A)E S FU tha 4 a7k A E Y TH
Warning  <sdc_name>S 21 A ate 3L U th SDC 2HA| = H &9 5 fl5Hth SDCE AHA|sHA tluto] 25 &1
FatAL A 21 Y sE7] Aol Al SDCE A4 skl 21 g sl oF Pt

W E tufo] 27 9lo. R SDCE A7 6k W A SDCE A e F 8% Tl 22 thAl A ek A
ThA] Al g3 oF B o,

A6 2] thE} Akl M AlS ek 7 AL v
A7 OK(ER1)E S48kl SDC A& FAgHY

SDC <1<l ASA °]&

CDO @ CDO HIF E 4] o 2] SDC A& T A AFE AFE-31e] ¢ SDCol| A th& SDCE ¥ ¥
ASAE o] &5 4= 55Ut

A1 B 250l A Devices & Services(t]Hlo] 22 2 A H]
7] 2 Devices(t] Hlo] ) 18- 22l 8 1} & ASA B 223t}
tHA) 3 TFE SDCE o] 3} = ASAS Aeldh},

7] 4 Device Actions(t] Hlo] 2= 2}4]) %ol 4| Update Credentials(#14 < Hdlol E)E S84}
A5 Het tnfo] =~ AVE M ES 85l tHlo] A& o] F3lE = SDCE A ¥ gt
A 6 CDO7} tHfo] 2ol 2 118}= ] AbEshe Bel Ak AR AL o] §3 FEE Y ¥ stal Update(FHIOlE)E 2%

Ytk MAE A 92 A% el AL A o] B3 FEE ASA SR AT A3t FAR A SR AU o]

g7 Abgr Hubel 2ol w2 ed 8= gl Y Th
oL T ASA7F LR A S S AHE-8hE 75 8 SDCOl A tHE SDCE ASAS o= o] 5 & 5 3l

;4 U ASA°l v 24 SR o] Q= A5 & Woll shute] SDCOlA thE st s o] el o Tt

Meraki MX &1 4 212 = o gjo|E

Meraki tHA| =0l A A} APL 7] & A4 8k 74 -F- CDO A 72 A4 T 5 Ao EdfoF F .
A 718 WA H Meraki API 7] A3 2 A Aol A] z}A| 8k U] &S 8Ho) a}g A] ©.. CDOO A= o)}

o]~ ApA o sk A4 24 STHE Hulo]Ed 4= glH Ut F 2 3k 9 Meraki T A] HL.=0l] A API
7NE 5 OE"HELE]—’F?}QW‘:}.XV—% TS Qo] Estal BA1S thA] A4 sk CDO Ul

A APL7)E 5502 el Edlof gtk
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| IESEEREEEEREE

\)

Note  CDO7} T ko] 22 7] 34614 281 CDOS] A7 4ol ol "Invalid Credentials(§ & 81 4] & 77
Z3)7} EAE 5 QuIeh o] A5 APL7I S AgShel 3 A =S 5+ 9171 o 4 B % Meraki MX

o] API 717} Sk Bhol g},

Meraki MX tH}o] 2ol Bt 244 S & Jelo] Ested v dAHE AR T

A1 W H] Al o] A rlol] A Devices & Services(t] Hlo] 2~ 2 A ] 2)E S8 gt
@A 2 Devices(tlvlo] ) §1S &8 ¢t th5 Meraki §& S8 34t
SA 3 A2 A4 TS Qo] EE Meraki MXE A Bl gt

7] 4 Device Actions(t] Hlo] 2= 2}4]) o]l A Update Credentials(A124 57 fdlo|E)E &8 Y}
A5 CDOZF vluto] 2o & 1913}k H| AE-3h= API 7] & ¢ 9 33l Update(H Bl 0] E) & S8 v th W7 8HA] e4+= g
©] API 7]3= Meraki MX & K9 8h= t] AR&-gF A3} U gk 244 S et o] g gk W7 AFal-E Tfnto] 2of -

e der gy

1.9k tluto] 2 AV E] o] & W

-

A1 CDO ™79l A Tools & Services(% 2 4] H] 2) > Secure Connectors(}X.¢F 71 9 E)) S A el gy o},
@A 2 o] F& v e = SDCE A g3ty

A 3 AE B oA SDC o] & ol 1 HA ofo]
o7 4 SDCO] ©] &< vk Yt

T

.'E'gll

il
ot

g},

u

Inventory(31 W1 2]) ¢ 2.¢k tlufo] 2 A ¥ E] A & E3kske] CDO ¥ 3] 0] 2] SDC o] Fo] 1}
Ehe wjuket o] A) o] o] hEhgy o,

713 w.ek tlubo] 2 A e 4]

A H = o} A5 CDOON A 8] 8l B tHlo] A7} SDCE E3) DO A Z2E YT} SDCE E3)
CDOYl A3t tlrlo] A5 LH st 49 LY Fo g AAsHA] =3 HUES 7] &E
SDCe} AA Ut}

B AYE Foj Aol M 7] &4 o2 e s = SDCE AT 4 3

oy

S8

A1 CDO Waroll A =7 2 A H] 2> Bl AYEE A8 gy
GA 2 7| EG o2 AFEE SDCE A YY)
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oA 3

wertutel = Ay gujol = [

24 Zoll A Make Default(7]2 3t 0.2 A 4)E =2 U Th Make Default(7] 23t 0. = A7) 2 o] A = A] &2

W SDC7} o] v] 7] SpCel A YY)

R.Qk tlufo) 2 7 vlE ¢l o] E

o] AatE Al 2 =2 AFEF U AWHA 02 SPCE AHs o= YJUlo]| EH B R o] HAE A

A1
A 2
o7 3

oA 4

475

o

st 7k glEF YUY 8y vM e A3 A o] 2 E A $- SDCE

el EE A1) 918 AWS

o AAE  glFUTh o] A= SDCO Qo] EE Al A8 Al 578 S A= 1S /75 A

sathcl

SDCo| & At} SSHE AH&-3Fo] <1 A3 7 L VMware 8to] 3 vfo] A o A 4 B 7S ARS8 5= l5Uth)

cdo A&} SDCell &1l gt}
SDC =71 AH ol E o] Eale] ¥ SDC A& A= A 83t}

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

SDC E7l& 2ol =9yt

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~1$

SDCE 1@ o] =3tk

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$

CDO B\ Eof A o] 2| SDC A&

HEEl thal = ©]4<] SDCE 538 A5 Ast glo] § B2 tnfo]2s #e] @ 5 35U
T SDCO A el & = Sl Hupo] 9] = sl Hutol 2o - H 7] R aF A o A

7)ol whah ek o

HH Eof SDCE FAIgto. 2 X3 4= lHF U 7} SDCE= st IEY A MU EE #2835
AFUYEE o]k SDCE dE HIEY A A2 ES] tyulo] 25 5L 3 CDO HW Eof A3t
o2 SDC7} §l oW A 2 T2 CDO H W EE A1-8-31o] A2 YESY A M2 Ed A tulo] 2 &

el shof gt

FHA = 54 SDCE 156 AAk= 3 WA SDCE 53 w9} 5L Ytk CDO2] VM o] 1]
2| & AbEEFe] Hel tuto] 2~ AVE] fLESA Y AFA] VMol Het tinfo] A~ AE 5T 4= G
Utk HlJE9] 7] SDC+= HUE S o] &3 524 18 T3 2} 71 SDCE A g =2 HE 7}

A Y
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B 59 socs Ahestel cooel A st B cjubo) 2 3]

5 Y3 SDCE AH-E-3+e] CDOC 3733}—‘5 EZ Hufo] & 2]
= 5 ohe

A3t SDCE AF-&-3Fo] CDOC

A1 B B30l A Inventory(A] 3L 55)E gyt
w7 2 Devices(E] Hlo] ) W18 Zel5le] t]ufo] A S 5 Th

@A 3 3 trte] 2~ S FE e
SA 4 ZE 7)) olv] A€ 49 Inventory(A] 3L £-5) H o] & kel Sl clear(X]-71) Wl &2 8 6to] CDOZE ¥

2lehis WE tlube] 2 8 AJW] A8 EAG L

@75 WE HE T S 2elete] P oirE g
@Al 6 2 E 2] Secure Device Connectors(io} tlufo] 22 AUE]) A Mo A 3}= SDC2] ©] 55 &<t} Inventory( A
i 55 Hol &= Yo A A8 SDCE &3l CDOC A4 3} tfnfo] =1k A g Y T
WA 7 (A8 AR ZE Hlarel A F7F DEH E At AAS O A S U o
A8 (AE /\]-5]’) Zk§} o] ¢+ %W Inventory(A 3L H-5) B o] & kol 2= clear(X]5-71) &S 283t CDO= ¥
g B tupo] 2~ 9 A H| A5 AP TH

ok Tjuo] 2= A VE] 9 s @ A =T dho] 4 B4

* amqplib *
amgplib copyright (c) 2013, 2014

Michael Bridgen <mikeb@squaremobius.net>

o] #7]#] "amgplib™= MIT 2Fo] A 2ol whe} gho] A 27} ol gl th, AL o] t] g E 2] o
LICENSE-MIT s}lo| A AU thg-oll A v 2= 5= 95Ut

http://opensource.org/licenses/MIT

*async *

Copyright (c) 2010-2016 Caolan McMahon

B azEgole gd B4 (IS A ZE MY RS EF REAFS B AT E 0T
A g1o] th& 2 510, 01o] 6l H 8. 2 eet A el o ol - 5 5 A10] 9] 418, A, S,
B3 A, W, 8] eheldl s o] Bl hmEgo] o AHES wvlah A2l s X E AT gl 1
98 AT B, 2T Ed 0] T AT Aol A o2 @ A2 5 ol gholl w2t v ge] 23

off whe}of gt

919 A2 EAISh o] 37} TAIE BE ATES o] o] AL = A A Frel] £ ojof I

.
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I Cisco Defense Orchestrator2] 7] & A}3+
wokrjupol 2 AWE @& an g Auate ojds 5y ]

B ATEg ol YA i HA 0 oW T FH RFE TP A e AU dE THRE
AZHU ol 44, 54 Boe] 434 L ehelo] AL E FohohA ad ol nFe] ¥
51 ool DA A sr ol Aol A s s A e e slo) s
E AT O)9) AHS ek H 3t Briste] At A9, B B EE e P9 S 2

ol i 71Eh A 9le] sl AL A4 ek o,

* bluebird *
The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

AT E oot B A B (o]st AT ES o) AHL S S 5T REANES L AT EY
AR Lol tHE 4= 9o, of ol that v]-§2 F-EekA] B U o= 22 E Qo] o] ARE, FA,
S AN EIE, 89 ghold s Fho] Bl AT Ego] o AHRS vl eh= A E 3 Al ¢l
2 & Al etk E3 AZE O] S Al T2 Aol A] o] 27 A& F-of el whet v 9
off whzhof gt

S0 A4 TAIS) 0] 57} A BE LEES 0] o] AR E AR A B3o] T ehH o] of g
o,

B AEEGE YA H EE FA S ofm g FRO| nI L
AFHUh ool = 44, 54 B0 o 4G 2 ehole] Pel T AesA ehg Be) nFe] %
B olof @S A @ e ol Aol A i Ao n ke e o)
S s glols] Abg i 718 3 ot Bl shol Aok a9, W A9 i ek 99 Sl Fel9)
&, = 71e Aol el AL A4 g,

1,}4 rir ‘W i

r_‘_‘ F” o, mlm

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

¥ E g o} o} gkl F4] 5h(0] 8 A E g0} )] AR B 5 LE A}
A2 §lol HE 3 glom, o]of vl w8 P e Qg ol £ e

A, W, 9 ehol A Ho] R AL ESolo] RS Pofsh Fel T ER AW P T
OB A E T T 3, 45 E ool & A E ML Alglol A o] el el & ol ol uheh o] 211

o wzho} g},

919 A2 EAISh o] 37} LA BE ATES o] o] AL Ei= A A Frel] £ ojof I

.

¥ REEG e YA A Ei FAF el ofu] g FRe| IR A e FE( Qe e
AFHLh olol = 314, 54 BAol o] 44 L Eele] 94 E AsA ehg Bo wFol ¥
e Ak olo] T A BHUh o wl T B 9ol £ AL A E AL BFAE 2TE o] E
= aEE o] o] ALy = v|eh 3 B ste] Aok A9l By B9 = ole A9 Fo) 2o
&, wi 71e Aol el AL A4 g,

* command-line-args *

MIT g}o] 21 2~ (MIT)
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B oocrotol s Aue o= a9 qeste goj i 54

Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

W aZEg ool Rl FA (o] s "AZE o)) AR S 57 REANEE P AT EY oS
Al glo] v 4= glom, ofofl thak v] 82 F-aekA] b F Ut o] AL E o] o] AR, FA|, A,

25, A, WE, 549) ehol 2 o] @ s mE o] o] AHLS ol Ael B XS AT fE 7
22 AFgUT 3, 2T e o] B A TWE Aol A] o] 23 Ae] B ol gl whe) thee] 21

o ok gk,

S9] A% A} o] B7h HA = BE £TEojo] AP = A Al ¥ %ol L35 ofof I

.

W AN E el Al g EE BAHQ o u £ B
A

= ('
AFGULh ool e 404, 54 BHol o) g 2 ehole] Bl ASHA @S 5o nFol =
A

T XL E oo ARE B 7] 34%” drdsto] Alof e, 2 A9 £ 7lE A9 SO 24,
3, = Z1EF A el el A& A1A] 5k

M r

* |p *
o] A E Qo= MIT ghol Al 2ol whe} gfo] 4l 27} Fhof gt}

Copyright Fedor Indutny, 2012.

HaZES oo A T A (O] AL E M) AL S H5T BEAFE L AZES S
A gk glo] tH& = glom, oo gk v & F-iebA] FFUth o] = AZE Yoo AL, H A, 4
&5 AL B, 39 ol 2 Fo] Bl A E o] o] AL S dufjeteE A E 2 E S A e A
2 & AU gk AZE O S Al Aol A o] & A & Fof gl whet th5- o =1
of whetol Tt

o] A=A FAI9} o] B BAl = BE AT E o] o] AHE = AW X Q] Fitol] A ghE] o] oF Y
t}.

T ES o= A A i BAHR oW 3 FHO] BT
AFHUtt olol = AdA, 5%

u

=

T AXEY o] AL = 7 e FHF 9w
&, = 71 A]lol thaf Aed & <A eyt

o, = A9 £ 7lE e S 24,

* json-buffer *

Copyright (c) 2013 Dominic Tarr

A Edoe B T A Spel(o] 3} "R L ES O] O] ARLE 5T BE A L AZE 0l
A glo] T 5 9lom, o] ol o3k ] 8- Rekax] eigurh o= Az E s oje] A4S, B, 54,
S5, AN, W, 39 Bo] A Rof 9 s Egolo] AHES sk Wl g x4 Qe A
98 AT B, AL EG oS AT W Aol A o] & A B ol gl whe} ohge] 21
o upeol g,

9ol A=A FAI9} o] 37} A E HE 2T Eg 0] o] AR i AR A Q) Rio] E 3] ofof ]

o},

¢
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webrlutol 2 AV 0 F 2w ey gojda 54 [

i HA A0l oW FH REE LA g AU dE THEE
AT ool B, 535 ) A o el DS WA @ 5 0ol 2
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