A7 1D A 2

& TAI= ID A3 D A& whEaL
«ID G2 A1, 1 Ho]A]

«ID A gho] a2 9 - ALEH 2 H o] 4]
«ID G A 87 A H AR 2.7, 2 F o] A
< ID G 3 A, 3 # o)A

< ID 73 27,5 9 o] A

« ID 74 A4, 12 ¥ 0] A

«ID g4 2], 14 o] A

« ID 713 e, 15 ¥ 0] A

r:i
o
Q‘L
rr
o
L
o
il
oH
%
i
v

ID %42 4 x

ID

(¢

A Ao) = 1D it o] AU D H e B AFS 9 R AF PAEIAL 9%, B4

AT, de =) dd gk

U gt A A5 dhe
TrEA o] & T & F YT

o) 9] AFaFo] ol o] 4, ALgatel = o9} Q1% WhE & WA Ao D

« ID 8 & &7, System(A] 2= &) > Integration(E §) > Realms(d &)l A 9 95 A4 F T A
gk W82 Active Directory % & 2 4 T & e 2] A& Fastir

« System(*] 2= &) > Integration(53) > ldentity Sources(ID Z2=)ol| A A B 215 ID & 29]
ISE/ISE-PICE T Y th & A|3F -8 AF-&-2} A o] = 91 3F ISE/ISE-PIC A A S 211314 A]
[e)

—a-.

* Firepower System &] F-ol| Al SfA] B Q15 ID &2 2=Q1 TS of| o] HEE A At} 2pA g U 8-
Cisco TY(Terminal Services) ol o] A E 7}

< ID A A el A HE B Q15 ID 22291 e B XS A vk, ZhA g )82 ARE-A A of o]

°]
L.
R EEE SR e R LR RS

» Remote Access VPN A 2 of] A oI E] H 9l
-2 Remote Access VPN S155 1314 /\] .9.

PRSI EEN |


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter84.pdf#nameddest=unique_943
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter85.pdf#nameddest=unique_1339
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter86.pdf#nameddest=unique_2057
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter86.pdf#nameddest=unique_2057
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter50.pdf#nameddest=unique_1278

AHEAHID A |

| IEE RPN

},ll

oo ID F2 ¥ ID A Aol 748 F, 715 2AE A FUTh A 2D e 0B 2 WEel
we} 89 AR 2 o] 43 AXsh=A S Gelghth o] Axeh A WA 37 o]
Ed9e Qe st FH AU

Hemon D AAE LA sl M= AAER Ed=e AHY T 5 AgUth el o)
orh o] A el ks o e Ase] 2@ 5 7 vue] 27k w Bl shiz v £ 9]
7} Al kg U ot tulo] Ao A U EY 7 e H & 4831 A threat defense H A 6.7 o] AF-S 2l 3] & oF
P

=D A9 S oA AES A Ao] A ok FTh e
ﬂaAEwﬂwmﬁﬂ°§7ﬂgwaan HeEdng A4d JA7 Adet] A4 D

IEEREEERE:

ID 3 thgo] WF el F9 Wash g,

« A2 Ao] Ao A AFER EE TE S ALEEA 4T

o MA| 2~ A o] A el A} SGT(Security Group Tag)E AF-& 3 oh. 2pA] g U] -8 ISE SGT % gt
SGT 7% 27 v W& 334 A L.

U{N'
of!t

Threat Defense 2} 0] 41>~
Any(E+
7]+ gpol =

Aol

- IREEAEE


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter83.pdf#nameddest=unique_2045

| #H&xib A=

"EEREN |

A D E = =l
RE

AHEAE
- e A
o NA| 2 P2}
- ES A et

IEERE

RO

2

ot

) 6

=

)

=

=

A25}7] Aol

A= A EE A 2 0] f ool M AHg Ao} 1S AH8-a 2] W ID 4 2 o] 9lof oF L Th. Active Directory
d % A v g Aol A e iz skt o] de] d o Ak EA s

(A8 AH). 54 A = ﬂﬂﬂ*ﬂﬂ°4ﬂﬂ1fﬁ+wﬂa&_o%ﬂ*ﬂgﬂHﬂE
qquqga]aogpumlf 7)o Abg A g S A Al S 5 AF YT 2 A, 9
of L= A EE AREAF o] A om FYEA &S 5 YFHT Tupo] 27k M 6.7 o)
IHN%H%%%ﬂwAﬂE A EEUESD 5 M o EdE v RUE P =S 1D
A 2T S dFUTE MES A A E Ak ES 2 A A o] W8-S Fxst4 A
[©)

ID A& thgo] 5 39l 49 FashA gHyth
« ISE/ISE-PIC ID 2=~ & AF&3H )

L oA 2 Alo] Aol A AL A = 1 F AHEEA gL

T

o MA| 22 A o] A Aol A SGT(Security Group Tag) S AF-& 3 tF. A4 8k 1] 8- ISE SGT % 953
SGT 712 231 L& Farshid Al Q.

L2 A A

management centerol] =103t}

Policies(”d 2 > Access Control (2} 4| 2= A o) > I dentity(ID) =(&) = & 3} 2 New Policy(M 2% A )
s Y4k

Name(®] &)< &8k E Qg % ¢, Description(X )< 9 & @ th

Save(A ) E S I U

Aol 4 Fhstel WD A A, 12 90 o A E o2 Add Rule(iF 3 7)< 223
.

T2 7Hel 2] & A4 512 Add Category(ZHEl 28] =7hE 83t}

Al |


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter84.pdf#nameddest=unique_943
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter84.pdf#nameddest=unique_943
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter46.pdf#nameddest=unique_626

. ID v e YA

ID 78 2

AgAm A |

JRE) B X e HE B ES AAste]H e B 28 AA 25 D A A A E o2 Active

o
=

(A A, =2 A A A el dentity Souroe(lD 2:25) B E F S
=204 o] ID A Ao ) B2 AEFal o A8 U= 2 ) FEF T A uE

3 MAS AAE7] Y8 Add(G7H ()2
Save(A°hHE =85t ID A & & A 43

cheol S & 2]

« QA N7 AFEAE A A ID AT e AL 726 ST 12 A4, 12 #9]
A Bz).

i

ol

(ID A AL WA s AEE QAo AR A AFEATE A 2] 2 m0] WA A
ol x

Sp7Ik A 254 sl T vkl A2 Alojol he A A ),
MU = Eute] 2o A MANGE FEFUKETAY WA AT TF

Y

).

TAZE RS Aol = ARG AL Alo] A S d A S FE AL
v e

e H X9 A 2% 1D 82 A4

ID vi=3 =¥ 47, 4 #Ho]A

7N E] B. 3 ¥ (captive portal) Z =

AHE2L Ao} A 34

2373
ID vlj28 ZE] = 1D 72 o] A &5 &= U ES A& A g3l bl A8 & 5= 9l H5 Ut 9l & £ ©, management

center’} A +H ko] W27} 1= FTDE &8t A BYUHHS= U EYIE AT = U5F

[Bh=3

Al &Fs)7] el

o2 9S8 gy

1. ID A Ao I3 oS WAt} Active Directory & & 2 49 t] & g] Ao &S 3=
SHA Al 2

2. IDAYES AAFYUC ID ZF A, 3 Ho]#] 9 &S Fx3tA A L.

3. (AEAgh WEA /A Aol A e g2 YEY A MA B MENY A 137 MAE A4
Uk A= HEY A /1A B2 152 1D 4 3o 1 e = = gufo] 27 EUHPY S U E
HAZE AYslof .

D BEE AL W A D F denz ol A=A

A,

_IS’é

| RERIEE


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter86.pdf#nameddest=unique_2111
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter55.pdf#nameddest=unique_698
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_126
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter86.pdf#nameddest=unique_2111
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter86.pdf#nameddest=unique_2081
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter84.pdf#nameddest=unique_943
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter46.pdf#nameddest=unique_626

| #H&xib A=

I
2
o&
12

2

=

o

2

=

)

(RUBNAURN AU

X,

IEEELN |

L 2AIA

management center®] = 1913t}

Policies(d &) > Identity(ID)& = &4 t}.

Edit(59) (#) M ES 223U

I dentity Sources(ID _Lﬁ) S 283y}

Identity Mapping Filter (ID -8 Z¥) 5504 FE 2 AT M ES] = QA 9] o] 5-& st
A HA S AR st A Plus(T aH7]) (H)E el gt

AMUEAD AAES st HES A HA Ao W8& Fxsh A L.

Save(A7hE SH YL

chol S g 2]

A2 Alofel] vhE A A Ad el A ¥ =2 ID Z A& A= Ao =)} AA g

AFEAF L UEAE Y= IDAANS VA 24T F UEY

2P S

i)

Ry
Y

=
=

olo

rlo

v

oo

=

:

ofy

o rr
it

A =4

HeF A2 HEAAS Al e o] A steto] of 2] tufe] o] A Qe so] A5 15 8hehs W

& 53 Eg i%% e etal B =S A AU

A rHe) 2L 220 Bt A T EAF S AT A2 H Y 9 5

of 20 F7h B 2 9 T shte] /IE o] 2ol Ed R i E Alztstal B} 9

shte] QI H o] =0 A F =8 of .

F o) B Qe o] 27h F A7 fr A o] o] oF 3= A} pRRTFA 2(RLE el i, 291
$H), 9 200 AHE BE Gk TAF K olofof g PRI REEEE

ojnE EE S AFetA] don A H QIE A A5 td o st & AT 5

Ut

PRSI EEN |


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter46.pdf#nameddest=unique_626
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter55.pdf#nameddest=unique_698
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter60.pdf#nameddest=unique_1578
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter32.pdf#nameddest=unique_709
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter56.pdf#nameddest=unique_1476
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter32.pdf#nameddest=unique_712

AgAm A |
| IEREEESEREEE RN

53] wok Jo, MEAZL A 2 LE A e AX 71 FE Abe A9 FA 09 Fnh o el

ﬂ%%ﬂ@ﬂ%%%ﬂi%ﬂﬁ%z@%ﬂ%ﬂE%%%éé%ﬂWﬂOﬂMﬁ%ﬂqq

H qolom FAg ARe: A8 Ax B ANE 5+ e P T WY F ST
o] kol 9] QIE o] 222 B Eel ol 2§54 G H 9, Y 1L 3P tlnpe] 2]
Aol Qe A A v

et =40 2 HE HEA
55 el el ), e mlel A o rhe w2l et 2o) gl ArHol 2%
i@%?%‘ﬂﬂdﬁﬁwﬂ4“ﬂiﬁ§?@%%%ﬂ41wﬂ o ALEAT B 5 g

=9 27

MENZTH 202 W A0S ALgse] 2R £ R Y IPFAE FS
& AT 97 AT E AL eks HY FHelE VEAD A g4l HY ASE
.

A AolEl MAE AFEStAA MEY A 20 & AASAWY, T2 ME P TFAEE TAESS

A o AdsyH

%

e
Rl

ID i H ol 4 FDQN VI E91 3 A2 A8 8 5 e

)y
<
o

4

Z AzEle 72 sl gis) BEe Y EY A P 2 Ik g el 3o A 2 d 1p
FAaE AFEste] o] A 1Yol d & Al gl o 71 %] gF AR HAE 4 A FH T 5H] =<l
e A= A o7t A st A E AFEete] 2 S0 uHA S 2 Hy ol s A
AU

dA UEY T A 2 EE JfAof st AX] 7= 73k A5 &3 v 9] F U T of E
7S ARG E A ANnEH =AY 7o BE 2= 23 g8 XA Aok gt

SEUYJUESND 3 o= gy

(Snort 3.0%F S )y—AE| B ol A &4 AT 2ol AH82 5= = 1E] | 0] =] FQDN( 1f 3}
).

FQDN-& 2] 5] = Tl ko] 220 913 Q1Ef sl o] 2= 5 supe] Ip 74 2 1915]o]of 3]k FQDN-Z A}
£3d gdoldlest 490 94 o FAFHE FYY S YO B, A= tuto] 2 p
751 [e)

| RERIEE



| #H&xib A=

TYEEEEESN |

A4 += 0541 9] SAN(Subject Alternate Name)©ll 5F112] FQDN, ¢} =7} = FQDN X+ ¢ 2] FQDN

Qe A9k glt] 9@ FQDNS A A 84| &+ 45 AFR-2t
Ho]2~o] AEH ¥ Y EZ gAML}

FAE 0|20 7|t] M FQDNS Al F3514] ¢k 49 HTTP 7], HTTP <% ¥ ©] %] 2 NTLM <
= W ol A QIE Hl o] 29 [P F A& ARl o] AFEAHE HH B XY & 2] A Atk L L HTTP
Aol 7 9-oll = AF-8-#7}F A 3} ¥ DNS ©] & firewall-hostname.directory-ser ver-domain-names- A}
shof 2o g U i*E o]5 o2 gt]e A FQDN §lo] HTTP H4S AF&-3le ™ DNS A H &=
Julo|Este] &4 Q15 T8l oF sk Be Wi IE o] 29 IP F40 Ol ol 5= "33 oF &
yt}. o] F A shA] eF o E]ﬂ@'ﬂﬁ% A45d g o AR QIS E 4 flsH T

Q1% W3 Ry YTE FAS WP 98] P EAE o] B R T M FQDNE AT

=k 371 ou/q]}\ -IT[Lzl,] VLAN EHJ_.‘E_ L]a}?_ d

& 5tol| gt
B QlE oo] 0] E =3} Aol ekt

|7 22Utk VLAN B 27} 9= a2 F 28 v

s}

VLAN 72 272 Q-in-Q(£=¥] VLAN) E ¥ & X33 VLAN 27} 9= EdE S Aloj gy}
Al 22512 744 QFE: 0] VLAN | 71L& AF-&-3Fo] VLAN E g9 & B & 3tH, 1f 2 o[ A] 7} v 2% ©]
VLAN B 15 AFE-3he= AP ZH A A2 of 9yt

Ther Q-in-Q A ell 2] 3H 4 Al 2
» Firepower 4100/93002] Threat Defense - Q-in-QZ #| -1 3} #] &5 th(&}1}2] VLAN B Z17E %] ).
« T}2 ®E w9 9] Threat Defense:
el H3H 2 A H e F o] 2 - Q-in-QE A Y THE T 2711 9] VLAN B 72 7] ).
shH NE H 0] 2~ - Q-in-QE A U384 FF Y Th(EHe] VLAN B L7E %] 9]).

L]
ok

AP g ol WA E AFE-ste] VLAN 2708 2Hd st A, 101]/ﬂ 4094 A}o] ] VLAN B 12 %0 7
A= 5 dFUTh VLAN B 29 991 & A3t ato] £ AFE- o
Z o 5071 9] VLAN 2715 A4 8 5 gF

S ] 2~2H oA VLAN Y X[l A 7F A e H A 2 o] A 4] 3155 541 9] Transport/Network
Preprocessor Settings(Z /U E91 A A A 2] 7] -4 )%— HAF 3L Ignore VLAN header when tracking
connections($1 2 4 A] VLAN 3| FA]) 545 A elgyo)

PRSI EEN |



AgAm A |

EE 3 21
N
A A 2 2lan el 1o o) W] =S W e AT g el el o 2E e
VLAN B} 18 AHg-3}e] o] v zwef o] g Al ghala o 71 %] @& A77h B e 5 gl 39]
Sl ARk A o) 7 & Bk WA E ARSete] 2 gl Al 2R Av adeld e =
Aat 2= 9=t}
XE 3 =23

53] Bt d o UEL A NA L LE QAo i3t A= 7|22 7he e 45 &2 019 Fuh o g
O

241 A ok G k.

FTDS} o] Alojsh vlo]e] 55-& o) Mwe] WS 540w of = o Z2] 7 o Mol &= o Z e 7 o]
A ge o] PP LE 7]uk o 2 AbgshE olel @ il el 7o) Ho
uhE A 2FE s ek Al wo] A o] Abehe ¢ 2l

o

2D O X E A 21 ALE

AU ZEAG RS B SIS A bl AF EEE%(TCP E= UDP)& &8k X
Eut =718 = 9l YT O & S50, &A% EEE DNS over TCPE 3=713F 4%, thA £ E 9] Yahoo
W24 &4 AW (TCP)S 571 = A A 1F Yahoo #4214 43 ZHFJ(UDP)~ ?SHDFFJ A g5y
SAFEWES WG LEG SIS A HE S TRESS AM S 2ES F7ME 5 ey
t}. o 2 S0}, DNS over TCP & DNS over UDP 272 ¢ A~ Alo] F2] o] AX FE Z7HOR
_ir

4} EEE /7o B QNG 7 F0 meh, EEE O

Ed9g Aol d 5 AUtk AL 25
e W A 0 A T e B 9 E AL ehed o) 42 el
TCP(6)/22

—
@)
g~
e
(@)
o
s~
|

Hil
mlm
N
M
o
fru
T~
@)
"o
SE,
@
)
r av]

< ICMP — QI Yl #lojo] ZR2EZ ¥ Ae % {3 3 F=of whe} ICMP % ICMPv6(IPv6-ICMP)
EfIT S Aofed 5 dFYTE ol ICMP(1):3:3
s Protocol( L2 EF) - LEES A4 & U2 L2 EFS ALE35le EF=

g},

6
tlo
i

2= 0]
Tooam|

7] o]

| RERIEE



| #H&xib A=

9 2

=3 Rot g, MEYANA D EE AR BT DA A1 E b A4S A S B ol
e AR A9 Azl s A QE 7 Ee] wE Zel= 25 e U XA Ak g

EEE A AL JFAAIAE o2 S A1 E) PYYUT Tef} 1HY HES A
g3to] A2 o] BEL SH G fFel Aol MG AT & Agrivh ek Ee= S o)
o2 A ae et A G4 TE 7|2 B o Eel Aol d el /) B8 AFESHIA 0 A

L 2o ol Z 2 Aol A e UL AT 5 glgn.
FTP2} ko] A0) 9} tlolE] 582 9o Wl A 0g $402 o of el Ao] Hlol = ofE el A o]
A BE ol YA EE 2% AL ol @ F 7o) | Zel Aol do] &
nhE A 2HEsA) el Al wo) A A Aol gk gy,

S g X E A SF 27 ALE

22 O TEAG 2AS BT F71E A 9 Y A TR EZ(TCP E UDP)S &-fahe
Ent F7te £ dG5YTE o & 59, 22 EEZ DNS over TCPS F713F 9, tA £ E Yahoo
WA A SA A Y (TCP)S 5718 = A WF Yahoo Wl A1 A -4 | & (UDP)S &l 35 %] 51Ut}
AAFTEWNTEE RN FET VIS HAS- U2 A5 T2 EZF S ALESE FES 3718 5= 35U
t}. ¢ & Zo], DNS over TCP & DNS over UDP 255 ©@el A~ Alo] 12 ¢] g4 TE 2707
F7hs 4 5y

0 EE I T2 ERS v 0% FE UG AREA RO P ETF o]
AR ahA Bk ¥ TP Eeh =3 AASHES £ 20S TAT 5 AA W, B 7 A @ Aol

« QA2 Ao] g - 7] tlnto] 0] ¢ GRE@47) TR EFS I £ E 202 AFESh= W
WO 2 GRE A3t Ef S A 2~ A o] 112 2} w X] & 4= 9l 5 Y Th GRE Al gk 71 2 o = U E
A 7N 2D, P F2, EE, VLAN Bl vt F7F 5= Qs oh B g, A28 9] 8
HE ALE3te] M2 Ao A o] BE Ee| ¥ & GRE Al g 12 7} A X A]Z] Lt} threat defense
tupo] 2~ 9] 49, b dH Z A §d 91 & AH8-3Fe] GRE &3t ET S Ao gt

* SSL 7% — o] &3 # 2 & TCP X E 213k x| gt}

* IMCP © 5L - EH’?}ICMPEEQ] 3ol 02 AAFHAAY YA ICMPve ZE 2] £-3 o] 1292
A7E A5 A & ol & SR X Pk ICMP ol 5 8.7 mazz Soto z@ﬁa
ICMP 9| 3 §H-2 FAFH U B ICMP o 3ol d A ek 113 9] 749, ICMP # 3
ICMPv6 -3 128 A&t}

_ T
T

A E 21

Realm & Settings(% & % 4
T AFHT AHE L

PRSI EEN |



AgAm A |

2,
18
)
i
o
=
o

N
)

P L= GG A=A

Realm(% ) 5504 99 = Jg A A2E FHFYrh

#1174 € Action(2H4) S A Z AHE AT 23HE ] B GG AL G EE GG AAE S
8] AR ID T H A o] F FH o B F AF U

N

i hA AA| 22 VPNo| A 8lE o] 9l F-F ol A VPN 150l RADIUS A ¥ 135S A8 74 ¢, o]
RADIUS M B 153 A A 998 A H3H4 A 2

24 Tl s g 7 e A
215 -3 © = Active Authentication(Zd ?15)S A B3} A 1} Use active authentication if passive or

VPN identity cannot beunable(3] A| H. 2= VPN IDE A A & 5= gl 49 &4 <15 A1-8) Selars
A EEhs 75‘% & FAS AE S 5= A5y

tlo
>
o
gt
L
o

TE& ETVPNIDE 752 7§l B9 24 <1s
SA|H BE= VPN Q15 o] ARE-2LE A ekA] e A
portal) HE] H Q15-& &3 A}ﬁx}g ASFY
H (captive portal) 2 E] B Q135S A 3l oF Ut}

o] FA & H| &4 38t VPNIDZF gl A s A B
T el o ® AT

AFAA ALEAE AEE = §le 4 55 IDIAIEER 2 H3)

o] A& AestH A A SR A E] B XY (captive portal) ouﬂ H °]z°ﬂ "Uﬂd /\}%X}ﬂ
HES ol ALER AA| 2 5 gl
&2} o] 5 (A& ©] F-©] AD H+= LDAP H‘ﬂ of A& A) EE Guest(ﬂ]iE)(*}%X} O]%%
o le A= AEE YT o] 992 1D ol A E G JYTt (7] =11l A 3
_’__1__ 3ﬁ O]L}q.)

o] & =1= Active Authentication(} E] . Q15)(Z ME| B £ 8 2A15)S 717 Action(F) o= A
A wiwk A Y

Authentication Protocol(od% EiE%)

ZNEI B ¥ ¥ AEH 9l Tt ol A A YT A8 AR o o] /-3, LDAP T
= ADl wh&} %}E‘ré‘ﬁt}.

. °L§§]-E] A ¢F-2 HTTP BA(Basic Authentication) 172 S A}-8-3lo] AL8-A5 1S538l = 4
F-HTTPBasic(HTTP 7] )& A el ok AR8Af= Hep9-A o] 7] 2 5 Y F= &3
YEY Ao =l
Q-2 o) 9 B2}9A = HTTP Basio(HTTP 71%) 2. 1919] 4 412 A A ek, 44 4
HE AREate] 7] Al o] AlTte] Z3stH A Al S et Al A2 ok

* NTLM(NT LAN Manager) 9474 & AF&-3to] AF&2HE Q153He] = 49 NTLM S 24 8 g
T} o] A ¥ ALEES AD 94 S A B gk A -0l v ALE 7Hs vk A8 AR o] Behe-A] o

| RERIEE



| #H&xib A=

SEEREEEESN |
2150l FAHE A, A A Abs o2 2l Ytk B QlFo] FA R A S AT
AHEARE Bepg-A o) 718 A F FE 58 vl ES] Aol El?l Futt.
. Kerberos AA & AHE-ete] ALEALE Q1 Ee] = 4 - KerberosE A B gLt} o] A8 A}g}
2 X QFLDAP(LDAPS)7} &4 3} Aol tfsl] AD & &S A &gk 7 9-of ok 218 7}Lﬂ
Tk AREALe] Bep9-Al o] T QlFo] AR AT, A}ﬁx}” AEo & 2ol g T
ATl FAHA B2 A, AHEAE BEpg-A] 9] 7] 1F ] S 9 LﬂE—‘%JELOﬂ
2
“
Fal Kerberos 74 E] B X € (captive portal) & E] H. 2155 S35} ™ A &3t

4

Realm(< 1)l AD Join Username(AD ¢! A}%Z} °]&)¥ AD Join
Password(AD %<1 HIE /%) & A g 3foF Futh

i
El

%

Kerberos 71 E] B 3Z Bl (captive portal)S 33 & ID 112 S A4 F©] 3L DNS
kS A 4§, 7 E] B 3" (captive portal) T H}o] 2~ 2] FQDN(Fully
Qualified Domain Name)2- <1 & DNS A H = 4 3 oF §F4 t}. FQDN-2
DNSE 7% v Al & 2E o] 53 A&l of gt

threat defense T] W} o] 22 2] 73 -$- FQDN2 7 E] H. X B o] A&7 2}-9-E| = 2]
B oo 2=9] [P =4 E Sl dof ).

« 7WE] B ¥ Y (captive portal) 4] ¥ 7} 15 1 2 ol HTTP Basic(HTTP 7] ), Kerberos &=+ NTLM
ZFo| A Hest 5= 9 == & HTTP NegotiateHTTP &) & A &gttt o] 5382 AD
B s A G50l v AFE 7hs S T

o
Kl

%

HTTP Negotiate(HTTP )7} Kerberos 74 E] 2. 3 & (captive portal) ) E]
HOlFS M ESL e 5l W, A B e Realm( 9)oll AD Join Username(AD
%01 Ap&-7} o] %)ﬂr AD Join Password(AD ¢! W] 3) = A A s of gt
ISh=

o
K

HTTP 34 7 Bl B XY (captive portal)S 33 & ID 712 & A4 FolaL
DNS 218 54§+ 7 9-, 71 E] H. 3 & (captive portal) T] H}©] 2= 2] FQDN(Fully
Qualified Domain Name)S- 912 DNS A H & A A g oF gty 2 E] 2
H (captive portal)ol] A}-8-& T]n}o] 2~ 2] FQDN2 DNSE 4 & uf A 3%
T 2E o5 YA S oF Fth

PRSI EEN |



AgAm A |
- EEEE

=] A
ID 112 A7d
ID 712 2] A4 Aol o g+ 2FA| 3 W] -&-2 Identity Rule Fields(ID 712 Z =), 13 #lo] %] A A S Fx
S A L.
Al 2Fat7] el
B e G ADEE At S sksfoF

* Active Directory 4 & % 4 & o] =g 2] A Aol A ¥ o) & Microsoft Active Directory % & 3 4

o T e 2 & A4 gk

AFgAE CE B o) AR U S E 0F S e REsn 99S B4,
C(IE AL, G AT Ao HBE UE G AASE YT

A\

Fol sl gk sl o] W shale] sl wl(e1A2s AEE A ol 551 AA] £ 2 ) AL W
|1 Q15 37U pbA B o] 1 915 AA G A5 1elo] 4 WA ALE-E 5 ) Snort
SR A2t AN E B B AA QA A 0w FuLh o] Fu 717 Bk Ed 2 o] A4
=) oUW F7b 1A} glo] FohE A A tlrbol 27k E a8 A ¢ s gol weh 2et

Aot ZA g U8 Snort A A 2F Ed T 5 2HS Farst 4 Al L

g4 1% 7t & o] = Active Authentication(Z4d 215 712 214 T=& Use active authentication if
passive or VPN identity cannot be established(¥] A/ 2. 2= VPN IDE 24T = gl A9 24 I
AF&)7}F A B E Passive Authentication(S1 A B ¢15) 7F3 Z+¢o] l5U Tt

L RAIA

@Al1 management center®l] =113 T},

@Al 2 Policies(d #) > Access Control () Al 2~ A o]) > Identity(ID) HES €&t}

SAI3 D ES F7HE D A Gl 9= Edit(TA) (4H)S 2T
View(E.7]) (@)°] thal A ¥ = 4 -0l = A o] 9] vlel LatAY HAAS 48 dglho]
S Adyoh

A4 Add Rule(13 F7hH& 83t

@A 5 Name(°] &)< &y}

A6 7F % o] Enabled(Z4 3}) FEIIA o -5 A FU T

A7 71E T g el 3 S FUhskE Y A S Insert(F ) E 91X E Ve YT Al e ae]l & S0
“'o‘}E% ™ Add Category(7}el i22] #7h 2 S84}

o7 8 2ol A 7+ Action(24)<S A8t

A9 7131:4.‘1 IS At Aol = AR Alofel tig HE B Y AR W Al S R Al Q.

| RERIEE |


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter84.pdf#nameddest=unique_943
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter84.pdf#nameddest=unique_2061
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter84.pdf#nameddest=unique_2062
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_103
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter86.pdf#nameddest=unique_2057

| #H&xib A=

Identity Rule Fields(ID 12 I =) .

(A ID TR o] 278 F7Fste A ID 13 27,5 Fo] 2] AAS e A L.
Add(F7hHE 2= 3yt

A A7 NA 2 A E ARG o) FA st A A& S et EAY L% ZE 1
EAREste] et i ol W FUTh A & a7 A G v 15 E A AU T Al ~'S 0 F
T2 MEe et sk AR E o] 1A 3 A s=AE R YT EY T AR eh=
HA gt 2 o] EYRT S APt A YU 912 A7 S EH U ES I EdY Ao 2
ﬂ**ﬂ%f&—éﬂdﬁ T2 A7 o] WAyt

Save(A7hE 28 3T

F N
(% My 3

ﬁf

okl 4 & 2]

* Deploy configuration changes(7-/d ¥ 74 Abad F-5) %=,

Identity Rule Fields(ID 2 2 =)

ID 73S AW b D=8 AR Th
Enabled(Z4 3}

o] §41< F4 3hel T ID A Aol A D 74 o] B4 FHU T o §4& M H 2509 D 3 o]
NERELISIE

A ]

=
A7k g Aol Q= AREALel thsl) A e Q1S F S AT o PassveAuthentlcanon(JH/\]
H QAZF)(7]1E%h), Act |veAuthent|cat|on(°”FJE ©1=) ¥+ No Authentication(215 ¢12)2 A1 4
S AFUT IS W, S 1D 225 48] 73Ok ID 1FF ol A o] & A o= Hedd
01_/_\.141;}_
= .

T3 VPNo] &4 3hE A 9-(F 4 sy o] 2] v U X = tinpo] 2] A -4 ) Remote Access
VPN A2 VPNol| 9] 3] dE] B QFH Ytk th& Ml 13 2 S AF8-3HY Tt <, VPNoJ

2o e o B Rt ?.aﬂ l Alglo] BE Al thafl VPNID &Sle] WA S=ag vtk 2| 4«
g VPN ID7| )= o] & ID A2~ = A& Y T} No additional captive portal active
authentication is done, even 1f selected.

VPN ID 2227k 4= 29, A4 5 2lol whet 22 4] 27} A% A FL ek VPN ID &7 ¢
=739 1D A AE VPN Aol @ A 83 5 0], MR 2o wpek 72 o] 4851

rJ

PRSI EEN |



AgAm A |

°]  SSL 93 s 5o nj @A stE o] Q1S (A AES 4 Ao SSL A A o] F3¥] x| kS o)
WA NE] B Q1S F7stA Y UWE} NE B QTS AAG Ao 1eo]d WA AFS
st uf Snort ZZ M 27} AAIZFEH B2 E ] AAZE A o2 Fekgy o] e 7|7 E
E g o] 2| ¥ =A] o} 71 AL §lo] T3y =X = gl vule] 27 Ef S A 2l 8=
Wi ol whel ey ZAHA S W82 Snort A A A E g H 28 FarstA Al e

SN

i re

g4 215 72 ofl = Active Authentication(Z4] 215 712 2F9] B=1= Use active authentication
if passive or VPN identity cannot be established(#| A 2. 2= VPN IDE A4 & = gl H ¢ &
A} ¢l A}-g)7) A B ¥l Passive Authentication(S] Al B 915) 7F2] 2k o] al5Y )

A A B35 ¥ % ] Firepower Systemol| A o] 45 B e H 1 F Wi S A sp==] ol gk
W& AL A ID A2 RS FEEAA L

ID 73 2} ¥

(RUNEN VRS V)

2

(RUBNAU)
X

(RUBNAU

=

=

Q4Ith k9] wolelo] A AR A A EAHA T, ol el @ A A4S 5 gt 519)
ERERRE R ESE

\
o
ol
)
ra
o
oft
o
2
O,
o
fru
r>~1
riet
o
it
>
to

L RAIA

management center®l] 21913t}
Policies("d ) > Access Control (¢} 4l 2~ Al o]) > Identity(ID) W &< 283}
A 25 214 8] W Delete(2HAl) (W )= i?ﬂﬂqt‘r AEE &
Aol A9 mrele) &t AY AT el S AT Aeke] gl YT
S AQsE A A2 ol = Edit(54) (4H)S St D FF AA, 3 Fo] X A o)
Likcieani=g Vlew(iﬂ)(O)O] Al FAE = Aol = A7 o] e e dlel Lt AY A S
3

.

%4aﬁm0ww1mﬁ%eea§qq.
e B S Bgsted A 4 B Al A o) 2 Report(H.aA) (B)S ZE

ox
)

to to L 2 wo

o

)
A )
BN

o

NEEEREE IR

TS EFYE A48k d Add Category(H F F7H)E S FY T

3]_ Al /\] Q.

ox
i)

ohgoll A @ 2]

| RERIEE


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_103
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter83.pdf#nameddest=unique_2043
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_154
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_152

| #H&xib A=

ID 7 3]

ID 773 22 .

o]

o

(2

[AUBNAURN AU

2

=

=

L EAA

management center®l] 21913t}
Policies(*d @) > Access Control (2] A 2~ A o]) > |dentity(ID) ¥ &S Z2 &t}

FAste = A A ol = Edit(54) (4HE U View(l 7)) (@)0] thAl A H = 7§l
= Aol A9 mrlel] FatAY 2SS AT Agke] gl YT
ID 712 & A5t W Edit(58) (£)S 223t D B3 A4, 3 do] Aol e o= 2 & W
Khiani=g

5 1D 712 & A1 4|31 2] ¥ Delete(214l) (W )& 22 @),

T Zhelae] & /3 6k Add Category(ZHel aLe] F7hE S8 8kaL 9141 oF v & Ay
Save(A7hE SH YL

taoll =8 2

* Deploy configuration changes(7-/d W7 AF& 7-5) 3=,

PRSI EEN |



AgAm A |

| EEEE

| RERIEE



|W__

3
El

ar
Tl

— =
E
=

Mo



