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Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

Yes
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This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Data Interface v

Switching the manager access interface from Management to Data interface causes the
deployment to be blocked. To unblock the deploy, pick a data interface and enable it for
manager Access. See the online help for detailed steps.
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This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.
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This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.
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Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status
[

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

ections with peer went down

Close ‘

AAE A A= Hl 103 o] 2 A5, A AIE siAs o Ut HiolH S1E o] 2o
A he] A2 A S, 51 01X o] W 8-& Fx

AL 7FEAd ] BEl A AA A QIE o] A HolH ol el = A

-8 7 QIE] T o] 2 Ei= vlo]E IE o] 2ol A FTDE ¥ & 4= 3lF U th vl nke] 22 & Cisco
Defense Orchestrator®l] 57} 3+ 3 CDO 4 A2~ QI E | o] ~ 5 W 7 3} A v THA| o] w2} do]E <1
o] 2ol A ] QY #| o] 2~ & mfo] 1 o] A T ‘jr% Weko 2 mpo] g o] Aot W el At
NA 2 IE] o] 25 17H87d o] Thejoll A HolH &= WA, 30 #|o] A & W& Fxet A2

HloEfell A #2] 28] CDO A2~ wholm1e o] d & A28t 75 A] CDOCl A= 8-y v A
= A7 sk o Q1E # o] 2ol A CDO ‘—’Mi—% A2 shafof o

‘_.

A A A 2. T
A0 578

giolg e #| o] 220 A CDO N Al =5 W& shstar vh2 B4 A = st wl vy &A1& 3
ZEAA L.

| Jutel = w2 [l



dutol s g |

o ghel 2} oA 2= QLE sl o] 2% El ol Bl ol A W) = A
ZRAA
A1 Qe H o] 2 mho] e o] 5 Al AR Y .

a) WH] Aol A vl A Inventory(A] i 5-5)E == 3T

b) FTD ¥& S8 34h

¢) NEIH tulo] AE HEEta © B2 9] Management(2H2]) %ol A Device Summary(t] Hho] 2 8
°hE syt

d) Management(2]) & 9ol A Manager Access I nterface(ZHe] Ak A 22 1 E] | o] 2~)of] T gt & =
s YU
Manager Access | nterface(¥2] A A A 2 Q1 E] o] ) L o) = & 2] e Qg o] 27} o] E]
2 EAEYY. 32 2338 1 Manage device by(t]Hlo] 2 ] 7]5) EF TS B-Eo A A

o1 €] = o] 2 & 21 Management I nterface(¥2] ¢1E] o] 2)E A eigy ),

Manager Access Interface Q

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.
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AL = o] F53Fal Acknowledge(EHe)E &8 sy o} th2-ol 5 & v management center -4 < threat
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o] v sk ol A Th& H o X & AL

9 e ol A
management center 2 threat defense®l| 4] Manager & A 2= t] o] E] Q1E| # o] 9] -4 vl u & 213y
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t}S- o ol] A = threat defense©l| 4] configure network management -data-interface ¥ & ©] ¢ 2 ¥ threat
defense®] T4 A5 ALEHS WUtk 5 o7 7% FAH 28 2po] 7S Acknowledge(E2l)
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Manager access - Configuration Details ]
Manager access configuration on device have been updated outside of Manager. Review the differences and update Manager values
accordingly.
Configuration CLI Output Connection Status
——
Last updated: 2022-09-02 at 20:35:58 UTC [ Refresh ]
Configuration on Manager Configuration on Device
s 4. Ethernet1/1 -
Interface Configuration
FMC Access Enabled Disabled Enabled
FMC Access - Allowed Networks any
Interface Name outside
IPv4/IPVE Address 10.89.5.29/26
Static Route Configuration
IPvd Gateway 10.895.1
IPvE Gateway
~ 5. Ethernet1/8 5
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.
Close Acknowledge

o
;g o

—

Manager access - Configuration Details

of| = management centerol| A] S1E] | o] ~E 4] 3F
AR ekaL BT A A 7F A A AF Y

o

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Qutput

Web Update Type
~ 4. GigabitEthernetD/0

Interface Configuration
FMC Access Enabled
FMC Access - Allowed Networks
Interface Name
IPv4/IPvE Address
Static Route Configuration
IPv4 Gateway
IPvé Gateway

Legend: Above configurations will be

Configuration on Manager

Enabled
any

outside

10.89.5.29 255.255.255.192

added,

Connection Status

madified or

Last updated: 2022-09-09 at 07:10:54 UTC

Configuration on Device

Enabled

any

outside

10.89.5.29 255.255.255.192

10.89.5.1

disassociated from manager access interface on next deploy to device.

of of Ao x| & KolFHth I H o]~ A

[ Refresh ]

‘ Close
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Manager access - Configuration Details [7]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

Show command output of Manager Access associated configuration from Firewall Threat Defense

ow runni

—————e=[ 1010

on 7.2.0 (Build

on 9.18(0)104

Close ‘

A4 gH
] A FHE FUTE T ol #e] dZ o] o 8] 2] "management0" Q1E # o] 2~ & AFE-&}aL
Noa HolFHr
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Manager access - Configuration Details (2]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Qutput Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

Tue May 10
UTC

UTC

o A H= W "tap_nlp" Q1B F| o] 25 W o] == HloH QB Ho] 20 HE A AA S HoEY

Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

Last - con = nnel
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> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

sof AY L SHERE Rt EAEE AE F Ado) e ke BE S BRI L

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC
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%

Far o Owpol 2~ ] IP FAE WA 5= 49 configure manager add & & A}-8-51¢] 27] tulo] ~ 4 A
%9l management centerS 2 'H gl WH of] )2} management center 912 o] ) $F U5 2F S FHFEHA
A Q.

« IPaddress(IP F24~) - 29 o] glsyth A4 745 g IP T4 5 AFE-319] management centerE 2
He A3 i 5 v ddo] AF o A AZHUY. AR E 573 dHl = Al sk
management center®l] A == THFO| A~ 1P =4 % W 7 8= Z o] £ 1t} Management Center
oA TAE o]F = 1P T4 YHlolE, 21 #Ho] A 9 W &S FRIFHPA L. o] AP A4S
o w2 A A G sk dH =] 2 ¢ A5y #Hal A4 S 5= gl management center [P 4~
£ A7 45 ol 9] NAT ID A& 2514 Al Q.

NAT ID% - =50 2 A4S A4t} NAT IDYF AF-8-3F9] management centerS 2] 3
F A4 & AsoZ A4 4 glFU Y o] 49 Management Centerol] 4] .~ E o] & &
T2 ddol E, 21 #H o] X o u}2} management centerol] 4] tjH}o] 2~ g [P FAE WA YT

4

S
=

317}-8-2] management center 7-/g ©l| A T]H}-o] 22 CLI %=+ management center2] ¥+2] IP 745 7 8}
M X % management centeri= HA 5713} 7} Z U= W7 AFeHS Wb 314] 951U Th H % management
center= §] o] E X A 3}& " T management center®] & &2 W}4 K 3 management centerE ¢ E| B
oz s oF sttt A Al & E] B management center2] T]H}o] 2 THe] ¥ o] X] o] 553l t]n}o]
2o #e P F4E T8I

A 287) 7

L ZAA

GAl1 FE X E E= SSHE AHESe] tinfo] 2 CLIo At
dA2 AHAAREA o] F R HE e R 2 13T
GAI3  (Firepower 4100/9300%F 3l &) 7 HA| & Qg o] =5 o|HIE H-& g A o] =2 &35

configure networ k management-inter face enable management1

configure networ k management-inter face disable-management-channel management1

@24 o) E9)98 vlolel el Qe o] 27} B a ghiek, tiute] o] Wi e Q] o] 27}
Q= 4% o MIE A g Edh el el ol S B FE = Atk
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configure networ k management-inter face disable-events-channel ™ & & A}-83
20 o[ HIEE e A o7 v &3t = lFU T 7 A5 ol A Huto]l 2= o E A
Hlo| 22 oM EE AFate] il Al =8t 3 A E #lo] 27} th- = oWl E A d-& v &g sta)
7 9o & 7] Sl H| o] 2o 4] o] HNE S AEF T}

A H o] 2o A o] HE g e A E-S v &g sed 5 glsyTh

o) A

ﬁd
2
N
z
(m
o
)
&
o

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

e e Ho] 2~ Y/ oWl E QlE| Ho] 29 YEY A AAS AT TH
management_interface Q155 *| A 3} %] gr o 7] 3hg] Sl wo] o) th3H U E Y T A4S s}
A F Ut} o] E QB 3| o] A5 74 & ] management_interface 155 #] 4 &fl oF &t} oWl E
o] 2= ] Qe o] =9 M E o Y EY T AU T U E] T A& 5 9

4 TR RIE Ho] 20 AAF ] Qo AAo] FAFHYTE A IP =40l thA] AZA S 5= )

a) IPv4 4 14
«FE A

configure network ipv4 manual ip_address netmask gateway_ip [management_interface]
o] & <] gateway ipt= tlHlo] 29] 7| E H RS vt = d AR UL oWl E A& 21E] H)
o] =% Aok A9 o] AN gateway_ipE 2 Slof Ttk 1euh o] FEL ARG
A7 A B g gholl th gk 7] A = rt A7 sk oWl E Qe o] 2ol s o] uA FRE
AetA syt e QI A o] =9 T U ES Ao A oM E & E | o] 25 AL
3= 49 B e A o] 29} 317 AL8-8F gateway ip= A A g t}2- configure network
static-routes ™ & = AH&-she] o[ HIE A& Sy Ho] 2o sl Mo 1A A2E B st
o] E4 Utk
of:
> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl

Setting IPv4 network configuration.
Network settings changed.

>

* DHCP(7]+% ¥ Q1B #| o] 2ol A 7k %] 21 ):
configure network ipv4 dhcp
b) IPv6 F4& TA:

) A A A
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configure network ipv6 router [management_interface]
of:

> configure network ipv6é router managementO
Setting IPv6 network configuration.

Network settings changed.

>

TE T

configure network ipv6 manual ip6_addressip6_prefix_length [ip6_gateway ip]
[management_interface]

o] ¥d ¥ 2] ipv6_gateway_ip= tlufo] 9] 7| E A2 E THE = f AU oJHIE H§ <l
Bl 7ol 22 M A st A9 Hel o] AR ipve_gateway ipS ¢ 3l oF g et o] 3
o X182} 7} X A S ghol] o3k 7| 2 A Zuk A A o)Wl E Q1 E o] 20 Ul Mo 1
A ARE QYA & B ¢ HA]V&P4EWE%iﬂHOHU§ A8 Qe H o
22 ALg 8 9 ] ol E H o] 2 9F 3 AHR-E ipve_gateway ipES A A 3 U2 configure
network static-routes " 75 AF-&-38to] o[ HIE M-8 Qe Ho] 2o thef Mol vy AR E

A8k Aol E5UT
o :

o

> configure network ipv6 manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

* DHCPv6(7] 2 ¥He] Q1E 3| o] 2ol A ik =] 21 ).
configure network ipv6 dhcp

IPv62] 7 9- ICMPv6 Echo Reply ¥ Destination Unreachable ™| A| X & &7 8}5} A v] &4 s} o
ol # g m A A= 7|2 A o= &g sk YT

configure network ipv6 destination-unreachable {enable| disable}

configure network ipv6 echo-reply {enable| disable}

A MqH 2 AR FAO Y WEelY] G8 ol @ AL MBS = QBT o= S
o 91202 W B4 B B2 E B4 0 2 tnte] 2 3o Q1E| o] 2] IPv6 ping 2 AT 5+ G145
o,

o All:

> configure network ipv6 destination-unreachable disable
> configure network ipv6 echo-reply disable

71 % 7] 21 E # o] 2] DHCP AW 7} A4 E S AEd 1P F4S A28 4= QA 43y

configure network ipv4 dhcp-server-enable start_ip_address end_ip_address

cutel = ze) [l
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o A|:

> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254
DHCP Server Enabled

>

] AEHO| 2P FAE FEL
management center virtual of| Al A L =]
networ k-dhcp-server: & 9 2 gt}

2 A4S vk DHCP AW & 748 5= A5t o] B2
2] ¢kZ=1]t}. DHCP A 8] A | S ¥ A3 show

> show network-dhcp-server
DHCP Server Enabled
10.10.10.200-10.10.10.254

management center/} 42 U/ ES] T o Q)= 2§ o|HIE A § Qe H| o] 20 A HZE F7HE )
A gow BE EdjFo] ¥y QI H o] 25 Fall 7] A=t dAIsHA H U
configurenetwork static-routes {ipv4|ipv6} add management_interfacedestination_ip netmask_or_prefix

gateway _ip

71 2] Aol BH S
RE 71 B2 A Edel 1

ol A|:

S AF8-3HA] w4l Al 2. configure network ipv4 B ipv6 &2 AL-8-E )
IP F425 WA 7 AdFHUTEHA Fx).

AN

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipvé add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98: :3211

Configuration updated successfully

>

AA AR

i
=

A8 show networ k-static-routess 1 2 U th(7] 2 4 2 A 5 A 22,

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0

T~EYQ AA
configure network hosthame name

o) A

> configure network hostname farscapel.cisco.com
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A28 2 A A= 2R R E A A EAEY S R EhA] Ut

949 A w1 A
configure networ k dns searchdomains domain _list

o All:

&
k1

> configure network dns searchdomains example.com,cisco.com

gufo] 2o gk A Er S HERE FEske] AA Ol T Q1-8- v (el ping system)el]
2] FQDN(Fully Qualified Domain Name)2 A 43} 4] &2 4 5 ~E o] =X ] F7HE YUY el e
] QI H o] 2ol A ARG AL e IE F|o] =& F3shs W ® ol s A nk ARy

SAM0 AERE Eske] Hdf 3719 DNS AW & A gt
configure network dns serversdns ip_list

o) A

> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3

i
s

@A 11 management center9} 2] TAI S 9] 94 A X EE AT}
configure networ k management-inter face tcpport number

o Al

> configure network management-interface tcpport 8555

management center % W U A = tjulo] A= 7[R A 02 L E 83059 = Y SSL-¢ w3t TAlS

Abg-sto] FA g

il Ciscooll A= 94 & LEof sl 7] A
7 ES A9 D}E AN FE .
& BT, 5 AN M E FA e oF = BE Hufe] 20 A5 WA s of

e

7] 12 (Threat Defense &) 7H8] 1= o ¥l E Q1E] 7 o] ~ MTUE A A Z 1 th MTUE 7] E-4 © 2 15000}
SEECIEIcH

configure networ k mtu [bytes] [interface id]

* bytes- MTUE Hfol E Wh9] 2 AA ) e QI Ho] =0 A5 IPvds &4
o] W91 64~ 15000] 2L IPv6 S S/ 31k 7 -9 ah-2 1280 ~ 150051 Y t}. o]l
739~ IPvaE EA 38t 49 7k W9 = 64 ~90000] 2 IPveE &/ stst= 4
90001 Y T} IPv4 2 IPv6 S E5F A 8t6t= 49 23k 12800 U th vlo]| EE & 51H] &
oW s JYstEtE TEZEF FAE Y

- interface_id — MTUE A4 & Qe o]~ IDE A A G ZHFol upef ALE 7Fs g Q1E o
o] 2~ ID(*|: management0, managementl, brl, eth0)E X 2™ show network ™ & S A&t}
A H o] 25 A A 3A] o ] Qe o] 27} A8 YT}

-{o[m_\o#

| Jutel = w2 [l



tupol 2~ e |
. CLIcl ~] Threat Defense 32| Q1 E] 3| o]~ =4

<) A

> configure network mtu 8192 managementl

MTU set successfully to 1500 from 8192 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full'
NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

GA13 HTTP ZZA S 74 Yt} t]vlo] 2= TCP/443(HTTPS) 2 TCP/8O(HTTP) - Eof| A 2 % 21 Yl o]
AZA =5 A F Ytk HTTP EM%ﬂiEE A AT T Ue IFA AABE AR F UF
o} HHEl S A sH HTTP ZFA] =49 X E, X EA] Q10| & Q3R] of Foof Tk
NWiﬂ%ﬂ%ﬂgﬁﬂoTi%H}%4ﬂﬁzéﬂﬂgmiﬁiﬂﬂ%ﬂ§g'%ﬂ
et T 5 ZETF AU

2 threat defense2] = A] H| A H 5 o] A9~ A~Z, a~z, 0~9 A} A8 4= 9l 5 o)
configure network http-proxy

o) A

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: ¥
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

GA 14 tnfol A Al 1P T4 5 H e 7§ configuremanager add ™ 8 S AF-&-3lo] 7] tlulo] A A A
%9l management centerE 2] ¢+ WH o} u} 2} management center 1 Ao T g+ o} & S F 23

Al L

. IPaddreSS(IP F4)-ZAd o] gyt AZ 75 IP 425 AFE3F9] management centerS 2
HE A3 8 5 vy ddo] Apsom A AARULY AR E 573 H 2 fA sk
management centerdl] 3 A| ¥ = tlnlo] 2 [P T4 % W7 31 Al o] =54 th Management Center

NA T2E o]F = 1P T4 Y Hlo E, 21 ¥ o] ]4 144 = FEFAN Q. ol A HE S
w2 A A5t d B=go] 2 4 A5y Fa: A4 4§l management center IP -4~
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2 AAL ]—E_O. 24 A Xq k4= g5 Ut ©] 7§~ Management Centerol| 4] .~ E o] & H= [P
T fddlel E, 21 #H o] X o] u}2} management centerdl] 4] TjHfo] 2~ #E] [P A4S WA UL
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threat defense CLI®| T 3 2} Al 31 U]-8-2 Cisco Secure Firewall Threat Defense ™ & 2F%9] W £& =%
S Al S

SECHEL

« configure user add ™8 % & AF-&-3HH CLIY 2108 5= A= A2 AR S AT 5 A5
o W8-S FZA A L. SSHoll T 3t 9] - Q15 A A o] bt AAA AMEALE AT T Y
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configure networ k management-data-interface disable

o) A

> configure network management-data-interface disable

Configuration updated successfully..!!

Configuration disable was successful, please update the default route to point to a gateway
on management interface using the command 'configure network'

#2)7 A 2§ A Elo) ] QlE o] 2 9] o] & T FLITh
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configure networ k management-data-interface
2w dlol ¥ Qe o] el Bl 7] W E A A S A ekehs WA AIZF AR YT

dlole el QB o] 28 BA T U= L] Al AB o] A2 WA W= AB o] 2 IDE A9
bt o] 1 QIEIso] 2ot 59 A A2 A Bk B0, A Bob) o) T o) 79 A
ABZEIA? (yin) [n]: 20 thal y& A gieh o] 42 A o)A dlolel e Qe o]
2 o] A A B A QB Ho] 204 P T2 L AE A o] 2 o] B& HFHOZ AMNGE 5 9

&y,

> configure network management-data-interface

Data interface to use for management: ethernetl/4

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]: y

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

(A9 A1gh) 57 dl E$] ol A management centerol] T gk o] E e | o] 2~ MM =5 A g3 T},

configure networ k management-data-interface client ip_address netmask

7[R or REYES A7 &g YT

AAdL 5o 7 QYA ARt management centerol| A <148 v &A 33T}t D‘r/\] g slsld o

AS o wEA A3t dl =30] Y Tth Management Centerol] ] £~ E o] 5 L= 1P 4 4l
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sftunnel-status-brief
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> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC
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Management Centeroll ] <172 21 &

@749 management center2] Devices(t] H}©] 2~) > Device M anagement (t] B}-o] 2~ ¥+2]) > Device(T] B}o] 22) >
Management(¥+2]) > Manager Access - Configuration Details(ZHe] A} A M| 2~ - 4 A5 AR S A
85} 3 Refresh(M 2 313) 2 Z et

management center= QB #H o]~ W 7] & A2 A WA S ©X| kAL threat defense®l] t} g+ =2 2

gyt guto]l 2o 24 2 o] Qe H o] A~ A A& M A 3= 7 -$- management centerol] A 5=
To 2 A ALeS 23| oF 3kt Configuration(7-7d) ¥ ol /] management center2} threat defense
el HELAE E 5 AFHH

w7 10 Dewces(\’% H}-o] 2) > Device Management(t] B}o] 2= ¥+2]) > Interfaces(S1 E] | o] 2) & A &5} a1 T
S WA
a) o dlolg &g g H o] e A [P F49} o] 55 Al AL o] QIE H o] o] T3l ] A} N A
25 v A st}
b) ol AE H o] 2~(CLIN A AF&-3F Q1E Hlo] )] A o= A tlo]y #e] 1Y H o] =& A7}
L B2 AN A E SA s o)
@A 11 Devices(t] Hl©] 22) > Device Management(t] o] 2~ #2]) > Routing(ZH$-8) > Static Route(2 % 73
2)g MYt 7]E dloly #g] g Ho] oA A AR E 7|2 A2 E AT
@712 Manager Access - Configuration Details(Manager 4 4l 2~ - -4 4|3 A 1) th 3} AR} = Eo}7}
Acknowledge(Z<1)E =88t 5 55 AlA Y
t}2-o +5% & w] management center -3 < threat defense2] U A S& A4S dojFycth A+5F
3}7] A ol management centerol| 4] 7442 5 0.2 A= A2 AFEAe] Ay}

"Config was cleared(7-d ©] A] ¥ A HFYTthH" 2 "Manager(¥ 2] A}) Access changed and acknowledged(<}
Al 227} W7 w o] FRlE AFUTH ek |IA A 7 A Y o

o,
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Management Centerol] 4] A2 S A 4§ 7S F5o=2 =9
threat defense ¥2] & 913l FTDOlA] tlo]E] JAE #H o] 2~ & AF&3}aL Y E%ﬂ A4 s T+
management center 74 W7 AL&HS #5845 Bl 2SS HYT 5 U EF threat defense«] -
SupA e g FEE FA s ZuE Gyt 1d gy U ES A A de] A H =
management centerl] A AAE st bA| 5T 7 AFUTE AH o] E71H ‘”O}E iﬂ”
A SHE] 2] 55

Daselc
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eE AT F Aginh ol o A A2 3FO
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T TE T Aol B A4S T A NS B8 S dFUTh 7FH 4 57,67 9 0]
2| =Z

o] 1 %1 threat defenseol 4| 271 2 AL§8 ¢ AU T ol H FHOZ BN 5 glgLth
P G A E Bo] A RN AT Fe) 2E Y FHANAE Bl A A ek

- 7HEA AR A ol Bulo] (1A ek
=

* =92 management center®l] 4] A 3@ T A= TR G TS P H YT o & E0] &2 threat
defense CLICI A ¥F 74 & = Ql= A& wHe] Q1B o] 2ot e 24 7ol 9FSFA &5
Y t}. configure network management-data-interface ™ & -2 A}-&3}o] 7} %] 2} management center
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threat defense CLIO| A o] Z A o &2 Eulght)
configure policy rollback

E  ECE S L EEREE R IR

e

1 & threat defensei= =9 o] A &4 S 2 ¢k 5 ¥ 9 8-S management center®]] ¢ 1 TF. management
centerol| A -5 s} o = A o] WM E QS-S ¢l wiv Tz FAH Y

21 1 o] 2 7)) 5} 31 management center ¥+2] 7} -8 79, ANEH Q1 -5 Aol o oF
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.html2] W8-S 323 Al .. 4 $-of w2}
management center ¥+2] N Al 227} E-91H & E9) o] A o)) g 4= 9l HF Ut} o] -9 management
center 7-J - A & 3| 2 3} 31 management center®l] 4] ThA] 5 & = Q) HF U T}

o A

H 2 A 25 918 vlolH Q1E 7 o] 225 A}-8-3}+= threat defense ] 7 -9-:

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.
Policy rollback was successful on the FTD.

Configuration has been reverted back to transaction id:

Following is the rollback summary:

o) A

management center 4 A =5 913 W] o] E] QI | o] 25 A8} 7184 28 9] threat defense2] 73

..
T

> configure policy rollback

Checking Eligibility ....
============= DEVICE DETAILS =============
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Device Version: 7.2.0

Device Type: FTD

Device Mode: Offbox

Device in HA: true

Is HA disabled: false

HA state: active - standby ready

Device is eligible for policy rollback
Do you want to continue [YES/NO]?

YES

Starting rollback...

Preparing policy configuration on the device. Status: success
Applying updated policy configuration on the device. Status: success
Applying Lina File Configuration on the device. Status: success
Applying Lina Configuration on the device. Status: success
Commit Lina Configuration. Status: success
Commit Lina File Configuration. Status: success
Commit Lina File Configuration. Status: success

POLICY ROLLBACK STATUS: SUCCESS

>
e dd ol ALAE A=A S AT

management center2] Devices(T] H}-©] 2) > Device Management(t] v} o] 2= #+2]) > Device(t] v}o] =) >
M anagement(3+2]) > Manager Access - Configuration Details(Z2] A} M A2 - A7 A5 AL3H >
Connection Status(1 72 7 ) Zl o] Aol A #2] A2 el & S Pt

threat defense CLIS A 2] <12 AE] S 8H21 3} sftunnd-status-brief 8 33 9 &gy},

A4S A Ak b 102 o 28 A5, A4 wAE s Al oF gyt ol Bl 1E u| o] 2o
A t’rﬂ} A2 A a2, 51 HolA o &S Fx

dolg I Hlo] el M ] A2 24 =4

A8 e I H o] 25 ARE-Shs tial ] A} Hl ol B QIE ¥ o] 2 F AFE-8F= 7%, management
centerol| A threat defensel] )3k Q1E|Ho| 2~ W YEQ I A S HAT ] AHo] THHA FE=
2] 3l oF g1t} management center®l| threat defenseS 713 & 2] QA EjH o] 2~ {3 S H| o] H 9

A g 2 B ol A dlolEl 2 MAsHE B, el so] 2 R U ES D Aol SutE ] g
) grom wa] 7ol Zojd & YLy,

o] F+Al= vl A4 B4 £AE S
Ve AA dE 1]

management center2] Devices(T] B}o] 2) > Device Management(t] H}-©] 2= #+2]) > Device(t] H}-o]
=) > Management(¥+2]) > FMC Access Details(FM C 2} 4| 2~ t] €] ) > Connection Status($1 2
AE)) #Hol Aol A e A4 FEE gl

threat defense CLI® A #2] A4 4] & &35} sftunne-status-brief 8 S ¢ &
sftunnel-status ™ & & AF&-3te] HA ARE & F5 55U
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> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

>
mlm

slo} A4 2 SHENE AR HAEE S F Qo] 0@ thg AE FH S FESAA L.

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

threat defense I EY I AKX H. 7|

threat defense CLI®| A #2] W FMC A~ dlo]g] Qe Ho| A Y EY T HAS FHeldh}

show network

> show network
===============[ System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6 Default route

Gateway : data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ IPV4 J-—————————————————————
Configuration : Manual
Address :10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 |]—————————————————————
Configuration : Disabled

===============[ Proxy Information ]
State : Disabled
Authentication : Disabled

W ool el
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======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces : GigabitEthernetl/1
===============[ GigabitEthernetl/l ]|===============
State : Enabled
Link : Up
Name : outside
MTU : 1500
MAC Address : 28:06F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-——mm—mmm e
Configuration : Manual
Address : 10.89.5.29
Netmask : 255.255.255.192
Gateway : 10.89.5.1
—————————————————————— [ IPV6 J-—————————————————————
Configuration : Disabled

threat defense”} management center ol 555 $1+=%] &<l

threat defense CLI®] 4] management center 55 ©] 5= A =%] A Fc) o] W2 e A4
o] A el E EAISA ZFU
show managers
> show managers
Type : Manager
Host : 10.10.1.4
Display name : 10.10.1.4
Tdentifier : f7ffad78-bf1l6-1lec-a737-baa2f76ef602
Registration : Completed
Management type : Configuration
management center pingsl} 7]
FTD CLI®| A threat defense T} ¥ S AF8-3}o] d| o] E 21 E] 3| o] 2~9]| A] management centerS

ping 3y t}.
ping fmc_ip
threat defenseCLI% 4] T}& = &

t} o] Q1B 3| o] 2= W E | 913 53

ping system fmc_ip
Q1] 7 0] 2ol A

threat defense CLIo A 1] 5-
Ty =A] gy}

capture name interface nlp_int

threat defense W] 5-

show capture name trace detail

W QIE s o] 2 e, A B Sl 5

threat defense CLIO| A U] 5 W= <1

show inter ace detail

=7

45 AF8-31o] 2] Q1 E ¥ o] 2ol 4] management centerE ping3;

dlol ] Q1E] o] 2 295 o] of G o}

57
0]

R

A

o1 E] 5 o] Z(nlp_int tap)2] 7S 74 A &}o] ¥e] 7l o] A

ps

_tap trace detail match ip any any

<l
SIE{H o] 2~ nlp int tapoll T3t A B 5 234 A L.

cutel = ze) [l



B vo asso zey v 228 24 92

> show interface detail

[...]

uel s v |

Interface Internal-Data0/1 "nlp int tap", is up, line protocol is up
Hardware is en_vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec

(Full-duplex),
Input flow control is unsupported,

(1000 Mbps)

MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1,
37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

O O O O U o o o

input
output

1

(G2 O I e

5

queue

minute
minute
minute
minute
minute
minute

0 resume input

(blocks free curr/low) :

input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec
input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

2% % NAT 2<

threat defense CLI®| A] 7]
NAT 7t A o] 3l=A] &<

show route

> show

Codes:

g
C
L

W ool el

route

L - local, C - connected, S - static,

24
5

=
A

D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,

E1 - OSPF external type 1,

i - IS-IS, su - IS-IS summary,

ia - IS-

IS inter area, * - candidate default,
o - ODR, P - periodic downloaded static route,

SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

0.0.0.

10.89.5.29 255.255.255.255 is directly connected,

input errors, 0 CRC, 0 frame, O overrun,
pause input,
L2 decode drops
packets output, 370 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions, 0 interface resets
late collisions, 0 deferred
input reset drops, 0 output reset drops
queue (blocks free curr/low):

subnet mask 255.255.255.248

0 ignored, 0 abort

hardware (0/0)

hardware (0/0)

Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

O - OSPF,

output flow control is unsupported

(S *)7} F7FE 9 ar ] Q1 e o] Z~(nlp_int_tap)ol] th 3k L -

R - RIP, M - mobile, B - BGP
IA - OSPF inter area

N2 - OSPF NSSA external type 2
vV - VPN

Ll

IS-IS level-1,

0 0.0.0.0 [1/0] via 10.89.5.1, outside
10.89.5.0 255.255.255.192 is directly connected,

E2 - OSPF external type 2,

L2

IS-IS level-2

U - per-user static route
+ - replicated route

outside
outside
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show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6 intf3 interface
ipvée service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>

g el

e

i
J

& Aol A=A el ¥ v W S 3254 A 2. management center] Devices(T]
Hl-o] 2+) > Device M anagement(t] Hl-o] 2= ¥2]) > Device(t] vl o] 2~) > M anagement(¥+£]) > M anager
Access - Configuration Details(3}+2] 2} 9 4| 2~ A 5] 17 o] 4 t]H <) > CLI Output(CLI Z=2) 7
o] Ao A o] & WS Wol & AdFHTL

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

2182 <] DDNS 9l dlo] E &2l
threat defense CLI%l| 4] DDNS d t¢o] E ol A& =%] &2lstyt}.
debug ddns

> debug ddns
DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

outo] = e
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o] elolH QI o] 2ol A #he] AAA A 32

DDNS: Another update completed, outstanding = 0
DDNS: IDB SB total = 0

A do] E7} A 35l debug http 2 debug sdl & S AF&-3HU T Q154 ol Ao ek 7§,
Oas &3 FE ASA7F npo] 2ol A 5o 3l=A] gl gyt
show crypto ca certificates trustpoint_name

DDNS 2H9] & Zlsted g g8 & ARSsHA A 2.

show ddns update interface fmc_access ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success
FODN : domain.example.org
IP addresses : 209.165.200.225
management center =1 3} &2l

https://cisco.com/go/fmc-reg-errors 338 Al

=
o] FErell M= aL7HEAA(HA) S HlolH QlE|so] 2o A ] AZ o] BV ZAE el dst= tl =

o
o
i J
i
:L

4 % gguh
L OB o] o ALgH = wlolE QB s o] o] A7 E A7 AU

FEOR 2ulubo] RO o) 21 thE CDO N ~E 918 A HlolE] AE o] 25 T
o Frioh.

CDOZ tlnto] 2= A4S B U5hel Wl CLI 8 ALg3he] e 1 fulo] A Al W =912 A %
NS FEO R Qo]

NEIH F39] HlolE Ae] e A o] o A ZA7F A+

1. CDO°IA HEJH {51 2~glnfo] fHl o2 5 23T} Threat Defense 31718 430l 4]
27 dof Ao W&o FEsHAA Q.

Y= MEJH f5lo) A nofailover active W &= A3 & 5 5 U
Zinto] ynpe] 2= 3 7hgA o] A NE| B tinfo] 27} HaLC

2. WAshel: tnel 2 kg4 4 9 o) Edit(RH) (4) 2 e,

W vl v
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managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter25.pdf#nameddest=unique_98
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter25.pdf#nameddest=unique_98
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3.

4.

7F873 el viol ¥ IE Fo] 2ol A #he]

Routing(2}-$-8) > Static Route(3. 3 skar

o5 1A AZE AbA g o)
Interfaces(¢1 €] o] =) S &

1 o)l Hlole] ] QlEjs o] 2o A P Fat o] B&
oA 25 1 2 8h ]

BE)E DY

olx dlely ¥e]

SEPECEEN |

AE] | o] 220 Tl 4

glakal vh5 3} o] WA T
A A38EAL o] Q1E # o] 2~ ¢] 3] CDO

FTAE ARE ALESHE W o) HlolE e <

AEf A o] = A BE A A7) ol AlF- A

Feh& 7]

1. AAZ AE A o] 29] o] Edit(HA) (£

Zelg.

Edit Physical Interface
General IPvd IPv6 Advanced Path Monitoring Hardware Configuration
Firewall Management Center Access
Name:
outside
Enabled
Management Only
Description:
2. Name(°|&) Z=9] &5 A5yt
3. Enabled(27d3t4) el ghe] A8 S FHAdHH
4. IPv4XE= IPv6 ol Al &4 45 A AR YT

5. Firewall Management Center Access(Firewall Management Center < A <) 519l 4| Enable
management on thisinterface for the Firepower Management Center (Firepower

Management Center & 913} o] Qg #H| o] =l A #e] 35 A8 HAF o

6. OK(EohE Z 3yt

7. Yes(el)E S8l W4 AeHS gkl sy o)

2. o7 1*(CLI°1W AHE-EE QI H o] )0 g o &2 A dlolH ] QI Flo] ~5 A
g3kaL CDO A =& & 33t o}
1. #E EgES A ste = vlolE Qe s el Holl gl Edit(A ) (4HE FH
2. Name(°]5) 2ol g o] o] 5S A ATt}

3. Enabled(Z43}E) &0+

4. 1Pv4 E= IPv6 B ol Al &4
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o] elolH QI o] 2ol A #he] AAA A 32

5. Firewall Management Center Access(Firewall Management Center Y 4] 2~) 5] ol 4| Enable
management on thisinterface for the Firepower Management Center (Firepower

Management Center & 913}l ©] 18 | o] =l 4] e] & sh)E A8 gt
6. OK(ZMNE =3

7. Yes(e)Z 2 sto] W7 AFEHS 8ol o},

High Availability(17}-8-4) 91 =8} 31 0ho-3} 7ho] 7 shuck.
1. Monitored Interfaces(= U €] 3 5] 3= Q€] ] 0] 22) & Aol A A g o] E] a] Q] 5] o] 2 o 9]
Edit(d ) (/)& 2H

vvvvv face Name Active IPv4 Standby IPv4 Active IPV6 - Standby IPv6 Active Link-Local IPv6 Standby Link-Local IPv6

outside-new 192.168.0.11

Active IP Address(Z4d IP F=22) 0l &= &2 tfnfo] =9 P =47} A Ut

2. IPv4 ¥l A Standby IP Address(2=§lB}o] IP 22) 2 Gateway(Zl ol ESl o)) 45 = ¢
Yt

Edit outside-new ]

Monitor this interface for failures

IPvd IPvB

Interface Name
outside-new

Active [P Address:
192.168.0.11

Mask:
255.255.255.0

Standby IP Address:

3. IPv6 ol A FE O 2 IPv6 T4 FASHE 45 AE B IP F4 D] Edit(T ) (£H=
g 8tal ~eiulo] |P T4 E 9

4. OK(EehH=E =83

) > Static Route(L7g 7 2)& A8 staL A tlo]E 2] Q1E #| o] 2=of ti3) 4 9
¥ 178 BAEE F7HU T A dlolH 1E 7 o] 27} Interface(Q1 E 7 ©] =) H-F-of] Ve T

W vl v
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Add Static Route Configuration ]

Type w [Pud IPv6

Interface*

hifies it is available for route leak)

outside-new (Firewall
Management Center
Access)

Selected Network
outside-new (Firewall Management Center Access) |

outside-new

diagnostic

. IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12 =

Gateway™*
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Management Center2] Devices(t] B} ©] 22) > Device M anagement(t] v} o] 2~ ¥+2]) > Device(t] B} o]
2~) > Management(¥+2]) > FMC Access Details(FMC 2 Al 2~ t] | &) > Connection Status(1 2
ZH]) Ho]H el A e A el E FIgH Tk

= FTD CLIGIA ] 9472 A El S 2<218H= sftunnel-status-brief 4§32 92 g oh.

AU A= S F A7 A H A5 U
ISPE WA T 45 a7F8A el Aol ehie de] ddd ol Fold 4= UF U CLI ¥ & & AHS-
sko] #he] IEjH o] o] A M EY A AR A RBE 743
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27444 o] ol el Sl sl o] 2o A $he] A Al A

[e>

ol gt & AL = & LEE ALEof syt #e] Ao THE A4S A S
= A9 g T AdE o] 2o gk SSH A2~ @ dto] l= A9 3] SSH A2 S AHE-E &=
o]&:L]E}
=] .

Threat Defense T} B}o] 2~ 2] W e & Qg o] 2~of 21212 &S AZ3HA L.
2. #AYA AR o] B H o SR 217 T
3 Julel =@ =T ghol ueh o3 B F shbE ALE P

» configure network management-data-interface ipv4 manual ip_addressip_netmask interface
interface id

» configure networ k management-data-interface ipv4 gateway _ip interfaceinterface id

» configure networ k management-data-interfaceipv4 manual ip_addressipv4_netmask gateway ip
interface interface id

o:
Configure network management-data-interface ipv4 manual 10.10.6.7 255.255.255.0 interface

gig0/0
Configuration updated successfully..!!

4

3L configure network management-data-interface®] t}& 25 CLI ¥ 3 2 117} 2] t]nlo] 2o A

A QHA ey,

T4 o] 2Eluto] tlulo] 2ol ApE o 7 FAFH Ut
4. A8 ALek 24 Y ES T4 cDOS 3 dlo| €] o1E]Ho] 2 x| A= A sHa T}
configure network management-data-interface client ip_address netmask
Ao R BE Y ES AT ST
5. e A do] A A E Y= soldh )
sftunnel-status-brief

o] A 9 SIEHE AWt A = 2Hs Fl AZd b

o

}
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e}
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BN
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>,
>
to

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC
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7. threat defense & 1 ® 5}l @ E%2] Management(Z2]) %ol A Device Summary(t] vlo] 2~ @ oF)
= 9

8. Management(¥2]) > FMC Access Details(#2] FMC Al 2~ Al 5 7 B)o| A Refresh(A 2 11%])
= Y
CDOT= QIE #lo] 2~ | 7] A= -4 W7 S ©A|38taL FTDol| vl ¢k 458 2§y o). tivfol
2o mA R vloly A FH o] 2 HA S WA et 4 -F- CDOM A 5 0.2 WA ALaEE 27 o
ofF gt} Configuration(7-43) B9l 4] CDOS} threat defense 7+ LU X & & 4 A FHTh

9. FMC Access Details(FMC Al 2~ Al - 1) o 3} 4AF= 5o} 714 Acknowledge(2H]1)E &2 3}
ol 5 E55 AR

thgol 5% Wl CDO 74 & FIDS] i) 3% 442 Yol th 4175 37] 1ol cposl
A T4 e FEow FAsE AL AHgAte At

"Config was cleared(7-/d ©] A1 A5 TH" % "FMC Access changed and acknowledged(FMC <4 A
27 E o] S H AFH T ek WAIA 7E EAE Y

NE B {3l 4 W AP AE o2 2ulvto] Al = FAFH YT CDOE A E B £33}
o] A4S HY3H CDOC A Z=®ulo] IP =45 ¢ d o] EFFL

AL 5= AR AR B

Device(t] H}o] 2) 7] o] 4] €] Inventory Details(#A] i == A5 A B) Al 4 of| &= CPU 2 | &g 9} 7+
APAL A A B A Y

% 29: A 3L EF A A H

Inventory Details [
CPU Type: CPU Xeon E5 series 2300 MHz
CPU Cores: 1 CPU (4 cores)
Memory: 8192 MB RAM
Storage: N/A
Chassis URL: N/A
Chassis Serial Number: N/A
Chassis Module Number: N/A
Chassis Module Serial Number: N/A

12 ¢ o] =52 v Refresh(d 2 2 3)(@)2 2o

EEE R EE

Device(t] v} 22) =l o] %] 2] Applied Policies(4] 8% 7 2) Al A of = W3} ¥ o] 2 8% v} A Wo] 3%
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. Applied Policies e
Access Control Policy: Initial AC Policy @
Prefilter Policy: Default Prefilter Policy
SSL Policy:

DNS Policy: Default DNS Policy

Identity Policy:

MNAT Policy:

Platform Settings Policy:
QoS Policy:

FlexConfig Policy:

lm

CEREEE DR £ 25t 4L B 5 A5

Access Control Policy(H Al 2~ A o] A 21)2] 7 -$-, ]3%_(0) olo] & &8 3} AccessPolicy for
Troubleshooting(:=- Al 3l 4 S 918+ A A~ Xé A A E)Eﬁi‘r RS GR1g Y T o] g8} A Af= A A
2~ 5+ 2 S ACE(Access Control Entry)2 g733t= W& Boj5Uth

JHMEAEFES AT A=A AR

Access Policy Information for Troubleshooting

3df319dfb31

04294968119

Close
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@Al 1 Devices(t] H}-©] =) > Device Management(t] Ho] 2~ #H2])S(E) A &3yt
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9 3244 sk
Policy Assignments 7]
Access Control Policy: Initial AC Policy 57
NAT Policy: None 2
Platform Settings Policy: None "7
QoS Policy: None -
FlexConfig Policy: MNone g
Cancel |m
A5 2 A Fol el =5k vlarel A A S Ay 7S AR gy
@7 6 Save(A)E S TH
ohgol S g 1)
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Auto Rollback Deployment if Connectivity fails Disabled
Connectivity Monitor Interval (in Minutes) 20 Mins.
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Auto Rollback Deployment if
Connectivity Fails:

Connectivity Monitor Interval (in
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Change Log: 10.10.35.97

A This device requires a full deployment as auto rollback operation is performed in the device.see more
Hide Roliback Changes

Preview Changes Rollback Changes

Changed Policies Deployed Version Version on FMC
Routing Routing:
- Virtual Router {Global) Virtual Router: Virtual Router (Global)
Static Route IPvd Static Route [Pvd:
Static Route IPvE IPv4 Route:
Static Route Interface(Unchanged): outside outside

Static Route Network{Unchanged): any-ipvd any-ipvd
Gateway: literal:10.10.35.63 literal:10.10.35.64
Static Route IPwG:
IPvE Route:
IPvE Static Route Interface(Unchanged): inside inside
IPv6 Static Route Network{Unchanged): any=ir  any=ipvG

IPv Static Route gateway: literal: 20::20 literal:20::23

* Deployment History Preview(7-5 7] 5 vl 2] B.7])ol| A &9 WA AlahS & 5=

2B T2 B W&S FEska Al Q.

A1 8 e Ado] A HJ=A AT
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X
Legend: | Added | Edited | Removed
Modified By
admin
admin

management center2] Devices(t] H}o] 2) > Device Management(t] v}o] 2~ #2]) > Device(t] v}o] 22) >
Management(¥+2]) > FM C Access DetailS(FMC ¢ Al 2~ T] E] &) > Connection Status($1 2 A+ 3] o]

Aol A el A2 FEE gy

threat defense CLICI 4] 2] A4 JH] & <2138} += sftunnel-status-brief &S ¢
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AAS A A= H 10+ o] 2 B, AE AIE s AsoF . HiolH S1E o] 2o
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Secure Firewall 3100°1| A] SSD 8->~ ¢

-9 A RAIDE AUt whsle o] dlo]l AA A=
ke

SSD 270= A #1374
KR o
= 1 =

CLIIA v 2]

W ool el

%5 9 threat defense


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_107
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_107

| clutols ste)

A

* SSD % 3lH& g
sle o] A A

*SSD =

St ¢k - SSDell Aol Sl B¢ al
Sl w ool SSDE AT = (YT

Secure Firewall 31001 ~] SSD &+~ ¢+ .

S1<ruieh. SSD7F Shubel 49

AT

shut Al A - SSD7F 27081 A5 & AA ™+ A5
« = WA SSD 37} - SSD7} 8t 7)1 Q)

49 7 WA SSDE F7hate] RAIDE 74 E 4 FH T

Fol o) WG AHG3ko] RAIDAIA SSDE WA 2254 92 el A SSDE el 5hA] vhAI Al 9. bl o]
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b)

RAIDS A S

SDE e et

configureraid remove-securelocal-disk {12}

remove-secure 7] 9 =

SSD2] H.¢F 7]t

79 remove 71 1 =

o A

== RAIDOM SSDZ A A8, AHA] o5 3} T 23 V)5S v B4 B e,
b 27]31E 43 9 Th RAID) A sspu} A AL Eo] B = ] 2 &
= A}o & Ay

> configure raid remove-secure local-disk 2

SSD7F Il e ol] T o] 4 A 5] 4] o8 wj7k4] RAID 73 el &

show raid
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> show raid
Virtual Drive
ID:

Size (MB):
Operability:
Presence:
Lifecycle:
Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:

Sync Completed:

Degraded:
Sync Speed:
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1

858306
operable
equipped
available
optimal
raid
raidl

2

1.0
active
idle
unknown
0

none
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RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:
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configureraid add local-disk {12}
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configureraid add local-disk {1| 2} psid
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