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CAZF Q1A S BFsAL A 2P EA Helsteln FE 2 57 CA A EH9) 7 CRLS A2
Qe aof gich. el by o]eld 18] % 5 9= CA /A 2 SSL A A 2] 4123 5 L= CA 9

F4 B2 F71g o,

Fa A 4 E aES FUHE S syt B Y FolE s aFS S AU AR 5 gl Tk

ected Cipher Suites(%1 813+ 9t 5.3} 2150l 2o 50712 4% gL
FAFUT B3 22 45 aA5S 45 25 240 F7HE 5 dF U

+ SSL_RSA_FIPS_WITH_3DES_EDE_CBC_SHA
+ SSL_RSA_FIPS WITH_DES_CBC_SHA

« TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
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https://tools.ietf.org/html/rfc5280
https://en.wikipedia.org/wiki/Server_Name_Indication
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« TLS DHE RSA WITH_AES_128 CBC SHA

« TLS DHE RSA WITH_AES_128 CBC SHA256

« TLS DHE RSA WITH AES_128 GCM_SHA256
 TLS_DHE_RSA WITH_AES_ 256 CBC_SHA

* TLS_ DHE RSA_WITH_AES 256 CBC_SHA256

« TLS_ DHE RSA WITH_AES 256 GCM_SHA384

« TLS DHE RSA_WITH CAMELLIA 128 CBC_SHA

« TLS DHE RSA WITH CAMELLIA 128 CBC_SHA256
« TLS DHE RSA WITH CAMELLIA 256 CBC_SHA

« TLS DHE RSA WITH CAMELLIA 256 CBC_SHA256
« TLS DHE RSA WITH DES CBC_SHA

* TLS_DH_Anon WITH_AES_128 GCM_SHA256

* TLS_DH_Anon WITH_AES_ 256 GCM_SHA384

* TLS_ DH_Anon WITH CAMELLIA 128 CBC_SHA

« TLS_DH_anon WITH_CAMELLIA 128 CBC_SHA256
« TLS DH_Anon WITH CAMELLIA 256 CBC_SHA

« TLS_DH _anon WITH CAMELLIA 256 CBC_SHA256
- TLS ECDHE_ECDSA_WITH 3DES_EDE CBC_SHA

« TLS ECDHE ECDSA WITH AES 128 CBC_SHA

* TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
« TLS_ECDHE_ECDSA_WITH_AES 128 GCM_SHA256
« TLS_ECDHE_ECDSA_WITH_AES 256 CBC_SHA

+ TLS_ECDHE_ECDSA_WITH_AES 256 _CBC_SHA384
« TLS_ECDHE_ECDSA_WITH_AES 256 _GCM_SHA384
« TLS_ECDHE_ECDSA_WITH NULL SHA

- TLS_ECDHE_ECDSA_ WITH RC4 128 SHA

« TLS ECDHE RSA WITH 3DES EDE CBC_SHA

« TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA

« TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256

Ts/ssLit2 i



TLs/ssL it |
B s asnsssiws =4

« TLS_ECDHE_RSA_ WITH _AES 128 GCM_SHA256
« TLS_ ECDHE RSA_ WITH AES 256 CBC_SHA
« TLS ECDHE RSA WITH AES 256 CBC_SHA384
« TLS_ECDHE_RSA_WITH_AES 256 GCM_SHA384
* TLS_ECDHE_RSA_WITH_NULL_SHA
* TLS_ECDHE_RSA_WITH_RC4 128 SHA
« TLS_RSA_WITH 3DES_EDE_CBC_SHA
« TLS RSA_WITH_AES 128 CBC_SHA
« TLS RSA_WITH_AES 128 CBC_SHA256
« TLS RSA_WITH _AES 128 GCM_SHA256
« TLS RSA_WITH_AES 256 CBC_SHA
« TLS_RSA_WITH_AES 256 CBC_SHA256
« TLS_RSA_WITH_AES 256 GCM_SHA384
* TLS_RSA_WITH_CAMELLIA_128 CBC_SHA
« TLS RSA_WITH_CAMELLIA 128 CBC_SHA256
« TLS_RSA_WITH_CAMELLIA 256 CBC_SHA
« TLS RSA_WITH _CAMELLIA 256 CBC_SHA256
« TLS RSA_WITH DES CBC SHA
« TLS RSA_WITH NULL MD5
* TLS_RSA_WITH_NULL_SHA
 TLS_RSA_WITH_RC4 128 MD5
« TLS_RSA_WITH_RC4 128 SHA
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Editing Rule - Block SSLv3. TLS 1.0 -]

Name Move
Block 55Lv3. TL5 1.0 Enabled into Category A Standard Rules b4
Action

@ Block v

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

SSLv3.0
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TLS V11
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Decrypt

Enter Description

Rules Trusted CA Certificates

M Name

Administrator Rules

Standard Rules

1 DR

2 DND

3 DR for all other traffic

Root Rules

Default Action

e Dest Zones o, Dest Networks VLAN Tags Users Applications Source Ports Dest Ports Categorie
Zones Networks
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managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter76.pdf#nameddest=unique_1963
https://www.webmd.com/
https://www.webmd.com/
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter54.pdf#nameddest=unique_737
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter54.pdf#nameddest=unique_737
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EfF L2 oA e sty o] B4 Ao dgdgyth
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LUtk o] & A &4 4 o] Wl E 9] SSL Certificate Status(SSL $154] AFEl) Dol Invalid | ssuer 7} 3%
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managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter46.pdf#nameddest=unique_1129
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g 24 F7Fg vk PRIV_KEY_RECV 3! SECU_PARAM_RECV 7h&-H 7} 71 5 Q.81 ZF % 3% ]
Yt} CONTEXT CREATED % CONTEXT DESTROYED 7}£-E &= ¢33} 3 v =] 3} o] ¢}

HUth
> show counters

Protocol Counter Value Context
SSLENC CONTEXT_CREATED 258225 Summary
SSLENC CONTEXT_DESTROYED 258225 Summary
TLS_TRK OPEN_SERVER_SESSION 258225 Summary
TLS_TRK OPEN_CLIENT_SESSION 258225 Summary
TLS_TRK UPSTREAM CLOSE 516450 Summary
TLS_TRK DOWNSTREAM CLOSE 516450 Summary
TLS_TRK FREE_SESSION 516450 Summary
TLS_TRK CACHE_FREE 516450 Summary
TLS_TRK PRIV_KEY RECV 258225  Summary
TLS_TRK NO_KEY ENABLE 258225  Summary
TLS_TRK SECU_PARAM RECV 516446  Summary
TLS_TRK DECRYPTED ALERT 258222 Summary
TLS_TRK DECRYPTED APPLICATION 33568976 Summary
TLS_TRK ALERT RX_CNT 258222  Summary
TLS_TRK ALERT RX WARNING_ALERT 258222 Summary
TLS_TRK ALERT RX CLOSE_NOTIFY 258222  Summary
TCP_PRX OPEN_SESSION 516450 Summary
TCP_PRX FREE_SESSION 516450 Summary
TCP_PRX UPSTREAM CLOSE 516450 Summary
TCP_PRX DOWNSTREAM CLOSE 516450 Summary
TCP_PRX FREE_CONN 258222 Summary
TCP_PRX SERVER_CLEAN_UP 258222 Summary
TCP_PRX CLIENT CLEAN_UP 258222 Summary

TLS 1.2 AF%o] whe} thg 7HH 2 -8 #5 U TH FATAL 3= BAD 7 3L #A7F Q18-S o) &
4 A5 Ytk 12 vF ALERT RX_CLOSE NOTIFY &= AA AUt}
A4 A B = RFC 5246 A4 728 F23H A 2
TLS_TRK ALERT RX_ CNT 311  Summary
TLS_TRK ALERT TX CNT 2 Summary
TLS_TRK ALERT TX IN HANDSHAKE CNT 2 Summary
TLS_TRK ALERT RX IN HANDSHAKE CNT 2 Summary
TLS_TRK ALERT_RX WARNING_ALERT 308 Summary
TLS_TRK ALERT RX FATAL ALERT 3 Summary
TLS_TRK ALERT TX FATAL ALERT 2 Summary
TLS_TRK ALERT RX CLOSE_NOTIFY 308  Summary
TLS_TRK ALERT RX BAD RECORD MAC 2 Summary
TLS_TRK ALERT TX BAD RECORD MAC 2 Summary
TLS_TRK ALERT_RX BAD CERTIFICATE 1 Summary
= o)

L 7hEH
o] 7hEH &= AlAH Q{5 UEFHUTE o] == A Q1 Al =Rl ol A dolof §hth BY_PASS 7}
LU % 1% lo] (A Eslolol A AW i2) 74 A2 (Snort) Aol A 4 AR A7

e
==

& HEbd YT bE o= Aol 7heH H58 Rolsy

2ko] 091 71 B = A ¥ A 95U Tk 7HE A 558 8 e W W 9 & AH8-514] 4] . show counters
description | include TLS TRK
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https://tools.ietf.org/html/rfc5246#section-7.2
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> show counters

Protocol Counter Value Context
TCP_PRX BYPASS NOT ENOUGH MEM 2134  Summary
TLS_TRK CLOSED WITH INBOUND PACKET 2 Summary
TLS_TRK ENC_FAIL 82  Summary
TLS_TRK DEC_FAIL 211  Summary
TLS_TRK DEC_CKE_FAIL 43194  Summary
TLS_TRK ENC_CB_FAIL 4335  Summary
TLS_TRK DEC_CB_FAIL 909  Summary
TLS_TRK DEC_CKE_CB_FAIL 818  Summary
TLS_TRK RECORD PARSE ERR 123 Summary
TLS_TRK IN_ERROR 44948  Summary
TLS_TRK ERROR_UPSTREAM RECORD 43194 Summary
TLS_TRK INVALID CONTENT_ TYPE 123 Summary
TLS_TRK DOWNSTREAM REC CHK_ERROR 123 Summary
TLS_TRK DECRYPT FAIL 43194 Summary
TLS_TRK UPSTREAM BY PASS 127  Summary
TLS_TRK DOWNSTREAM BY PASS 127  Summary

2 4 7He- ¢

FATAL 78 B = A12HeH © 72 Lhebai o). o] 21 8 7he- B = 445 91 A1 22810 4] 00] A1} 0 4]
off 910} oF T, The o= FATAL 7H&-E] 229 1ol g Lo,

> show counters

Protocol Counter Value Context
CRYPTO RING_FULL 1 Summary
CRYPTO ACCELERATOR_ CORE_TIMEOUT 1 Summary
CRYPTO ACCELERATOR_RESET 1 Summary
CRYPTO RSA_PRIVATE DECRYPT_ FAILED 1 Summary

RING FULL 7}$-E]3= FATAL 7H&- B &= of A uk A ~8lo] 9153} J & o3l i ns urE}
WU Tt ACCELERATOR RESET 7}-E] & TLS ¢33} 71 L2 A A7) of 7] %] @A) A9 8}o] B
2 Ad7HA F o= = 314794t} o] 2= ACCELERATOR_CORE_TIMEOUT %

RSA PRIVATE DECRYPT FAILED®| A %= &Qleh 4= 9l 51t}

A& o 7 FA 7w A sk 749 TLS ¢ & 3} 7145 ( =+ config hwCrypto disable) S H] 4] 316} 1L
Cisco TACH} @ H 3l &A1& sl 2.

4

o
=

show snort tis-offload 2 debug snort tis-offload ¥ & & A-&-3Fe] 712 &4 sl 2 S 8 5= <5
t}. clear snort tls-offload ™ &2 A}-8-3}9 show snort tis-offload H H o] TA|H 7ISE S 022 A
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