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Firepower # connect local-mgmt
Firepower(local-mgmt) # show mgmt-port
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Firepower # show interface Vethernet775

Firepower # Vethernet775 is down (Administratively down)

Bound Interface is Ethernetl/10
Port description is server 1/1, VNIC ext-mgmt-nich
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F99 o] & 2 VLAN L& AF8-3-2 1.8 Devices& Network(t]vlo] 2 2 ¥ E 9] =) > Interface
Forwarding Utilization(S1 Bl #| o] 2= E o A}E-5) 9 & &5t of ol A show detail &3S ¢
2 &} v} scope fabric-interconnect o & &9 t}&- 3} g5t}

Firepower# scope fabric-interconnect
Firepower /fabric-interconnect # show detail

Fabric Interconnect:
ID: A
Product Name: Cisco FPRI9K-SUP
PID: FPRY9K-SUP
VID: V02
Vendor: Cisco Systems, Inc.
Serial (SN): JAD104807YN
HW Revision: 0
Total Memory (MB): 16185
OOB IP Addr: 10.10.5.14
OOB Gateway: 10.10.5.1
OOB Netmask: 255.255.255.0
OOB IPv6 Address:
OOB IPv6 Gateway:
Prefix: 64
Operability: Operable
Thermal Status: Ok
Ingress VLAN Group Entry Count (Current/Max): 0/500
Switch Forwarding Path Entry Count (Current/Max): 16/1021
Current Task 1:
Current Task 2:
Current Task 3:
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Security Module 1
6% (4 of 70) Cores Available

Security Module 2
100% (70 of 70) Cores Available

Security Module 3
100% (70 of 70) Cores Available

Interface Forwarding Utilization
Ingress VLAN Group Entry Utilisation (Current/Max): 45/500
Switch Forwarding Path Entry Utilisation (Current/Max): 311/1021
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1) Speed($: i) = ThE 5ol A QB Hlo] 28] £ 25 A9y
o] 27} Auto egotlatlon(x}% HH S A D= 4 Yes(dl) === No(ehH 2) 2

}) Duplex(F- &2 ) EETH: B30l 4] Qe o] 29 FZ e~ Meghr),
b A H 0 2 tuke 2 A 7K ms)S 74 T 0-15000

OK (ZHel)E 28 gt

Qe s 0] 2= mEE A g,

scope eth-uplink

scopefabrica

JAE o)~ 5 &g 513t

enter interface interface id

enable
o) A

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

Far ojm] X E A FHl QI Fo] 2 NEA R 8% glFUTH X E iH”«] !
B ¢1 ¢1E] 7| o] 2o A enter interface T+ scopeinterface ™8 8 S Ab-8-8F= 49 7 A7}
NeS de= LF7F AR YT 2E Aol /I # o] 2 & F7}3}17] 4 of] enter interface
QS ALEsle] g H o] 28 A Sl oF Tt}

(A1 81 A} Debounce Time(T] B2~ A 7HS A gy o)
set debounce-time 5000 {Enter a value between 0-15000 milli-seconds}
of A

Firepower /eth-uplink/fabric/interface # set debounce-time 5000
(A8 AL Qe Ho] 2 8-S A o,

set port-type {data| mgmt | cluster}

of A

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data 7] 9 =+ 7] 8 YU th cduster 71 Y == A ESHA] vnp A Q. 7] o & F#| 2~ Ao &
15 Port-channel 48] Al A5 .2 A T},

s Fdol QIE# o] 2of thalf A == A o] & &4 st v v &g st o

set auto-negotiation {on | off}

o All:
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EtherChannel( .= #9) %71 [

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

AE o)~ £ EF AP
set admin-speed {10mbps| 100mbps| 1gbps| 10gbps | 40gbps| 100gbps}
o Al

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps
Qo) 2 FEA2 wES AAYU

set admin-duplex {fullduplex | halfduplex}
of A

Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex

S 75 e | o] ol A Ho] ofm] HG-Hof JFU T A A& YA
set flow-control-policy name

of| A

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

TS AFEYH
commit-buffer

o A

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

EtherChannel(:2E A g) 57}

EtherChannel(£E A @ = &4ef )& A3 vv|o] §3 2 & Wi S F ol =& FH 16717}
=28 A oF fuTh vH o] £ RJ-45 B3 SFPY
TR M2 O FHEE R AT SFPE EFE  AFUTE o & &9 2 E H o] 2o
AE &5 S A ste] Q1 o] 2 §3K(ell: IGB B 10GB Q1E 7| 0] 2) & E§}she] AHE-S & ¢l
Ut LACP(Link Aggregation Control Protocol)ol| A = F+ U E9 A t]ufo] 2 7Fe] LACPDU(Link
Aggregation Control Protocol Data Units)E 1.3t3}o] Q1B 3| o] =& H 3§t}

EtherChannel®] 2} &2]4] dlo]¥] = HolH & AH I AE b3t Zo] 742 =+ A5 Hth
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GA7  dolH & dlolH ¥ AdE o]~ - LACP 2E Ad & ctive(E] ) == On(A F)
oA AR,
H] dlo] ¥ 1= H] dlo] 8] & QlE| o] 2 9] A9 HE&= 3 AE B YT
aA8 W Sl s o] 2 ts] & 23k Admin Duplex(¥2] 722 2), Full Duplex(Z 72 ¥ 2) == Half
Duplex(3} &2 2)& A9yt
ARE FEAAZ AGE A QI F o] 25 Frleld X E A ol A3 A 07 21 H A ZHU
979 ClEF o] AE XL E Aol F7}18l2] W Available Interface(A & 715 3F Q1 E] 3 0] ) B0 4] 21 E

Ho]AE A
I #o] =5

A AU
o1E) o] 2~

RJ-45 ®+= SFPY

E
31 Add Interface(QlE] o o] =~
A

= #1677 A g

o] FE Aol el AT £ W 750}
. Folom Az the f3(Fe 2 349 S
BT £ A7 O 2§ Al 2o i bl A se] Aol S,
10GB 1B} 0] )& Eqste] A48 4+ 9%

PP ERETER

2~ 2~
(Rl

%
D
SR

gk oh5 Shift 7]1&

& 2939 Member ID(HH ID) 5520 =2 3|

st i Qe A o]

e},

Ytk o g 71 Qe H o] 25 A el st A Cirl

S PLich AE o] 2 W9 AEshe A

R EERCE RS S
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Firepower 4100/9300°] 3=2] %] t]uto] 2~ |
) =7t

ZE A oA g H o] 2E A A 5tel W Member ID(HH] ID) &=2] ¢lE] o] 2 @ B0 ]
Delete(2HAl) HES 9 FHTh

OK(g}-o Q 1

AdH Ao~ RE

rr

scope eth-uplink

scopefabrica

TEANES AT

create port-channel id

enable

e QlElslo) 28 g
create member-port interface id

“lElo] sk §20] SAY Wb) AL Aol iz A 16771 F74 S Sl W] e Al
i

C A SE W FEY2R A sojof s, o] XE Ao sl AT HE W FHYx

"E‘TSH ofF gt} mt] o] 32 RJ-45 == SFPY = lom A & th& 3 (78 R 341 )2 SFP
%%?&% ? UFHTE O 2 &3 A o] 2ol M= £ 5 9| A ko] Qe | o] 2= &-2(el:
1GB % 10GB Q1 E 3| 0] )& E3}3to] ARE-3 4= gl ).

o All:

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

(A8 b e o] 4 H 8¢ AT
set port-type {data| mgmt | cluster}
o) A

Firepower /eth-uplink/fabric/port-channel # set port-type data

data 7] 9) = 712 FEAUTh o] EE QUL /1Bt ohal Fe)2E Alo] YA AEsEE DS
7k ok e cluster 7191 =5 A EShA] w4 AL

E Ao fejel dis) YR el o] s &Eg AT},

set speed {10mbps| 100mbps| 1gbps| 10gbps | 40gbps | 100gbps}

A E &7 obd WY QI H| o] ~E F7betH X E Ao A 07 1A FHUh 7]
%8 10gbpsy Y T}

o A
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7] 20

e DERECPR TTEEREE S |

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

(e AL £E A de] el e Bed FEY A
set duplex {fullduplex | halfduplex}

fjd

>
o,
)
°
u)

e wEE a2 A AW Qo] ~E FUtelH L E Al dof| 3 A o2 254 F5UT
7] ¥ 282 fullduplexd U T}
o) A

Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex

AE @adel I d o] 2o tal] A L= A5 o] & g shst A v A sk o
set auto-negotiation {on | off}

o All:

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

718 SR Al A S A A A A o) 2o Ao ojn] HgH o] lFHTh A A S YA
g A F-oll= e s o] 2ol A S A8

set flow-control-policy name

o All:

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

FAHL ARG,

commit-buffer

A H o] 21 24~El 2l VLAN 3} Q1€ o] ~ F7}

Y E YA F-Fof upg} 2 Al ol VLAN ] Q1 o] 2 250~50070 2 F71e = A5tk A Ao = &
91 g # o] =& 500 77| F7bEE 5= A5 T

T A"~ SH2HY Y A S8l 2H 53 e o] 26 sh¢] g Fl o] =9k F713 = 9l F
Utk dlo]E 1E # o] 2 9] oH A F o] ~= A A=A g5
¢l 7 o] 2~ VLAN ID&= a5-3f oF 3} 7 el o] Q1 A8 A~ o] 4] VLAN IDE & 35 Q1 E 7
ol 2ol thal a8 oF i th VLAN ID7} B2 A E o] 9l A8l 2o] Sgs gl Mz o] Qe 7]
o] 2o A &l VLAN IDE AAHE-S = st ey 5L 3 IDE AHE-3td et e AlSal A 7} 3
21 Qg T o] 2ol = o] A sto] -8 YT}

o] F-AJ o] A= FXOSVLAN 319 Q1 5| o] 2~ o tha]| 4wt A ™ s+ T}, threat defense o =] A o] A W
of 3t¢f A H o] ~ & F7FE 4= AFHTHFXOS 3H9] Qe o] 2~ Bl o Zg] Al o] A 3l¢] 1H #H o] 2~

Firepower 4100/9300°] =2] %} tjnlo] 2~ ]
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Firepower 4100/9300°] 3=2] %] t]uto] 2~ |
2=¢l| VLAN 3}-9] Q1E| 7| o] 2= =7}

£ A8k A1716] o3 A4 § 8- FXOS Q1E o] 229} o 2] 7] o] 4 Q1E o] = 5, 4 o
ol 7o) Ul &-& Fxa4A 2.

ZEAA

Interfaces(Q) E] #| o] 22) & A B3} All Interfaces(2+ Q1B o] ) 1S ).

All Interfaces(E 21 E] #o] &) B1-& Ho] %] Abcho] &) A X9 Qe o] 22 A ZhA o
o o} oA HXH QI H o] A~ BES Al FTL Tl

it
=

\/\]

ol
o)

Add New(A] 2 F=7}) > Subinterface(3}$] Q1€ 3| o] )& & ¥ 5} o] Add Subinterface(3}%] <1E] o]
2 F7h Wg} ZAE du

Ae o] F3 & et

AE o] 2 {3 Ago] e AAF &2 AEHo]| 2~ {8, 2 o] A& FasgAl L.

- dlolg

« S 2E] — 278 QAE A o] o] B19) 2AE o] A E Fohaba vlo] ¥ Fe) oA )2
Qe o] 28 AT 5 YT,

dio]E 2 dlo]8 & Qe o] 2 {3 & 9] QIEd|o] 2= fE o] JFS W] Fom g A9 1Y
#| ©] 27} Data-sharing(H ©| B &) 3 o] Bl 2} %= 3} 9] Q18 7| o] 223= Data(H] o] H) & .= A4 &
T AFUT

FUHE 2o A A Interface(2] B # 0] ) S A &gk o},

2] 4 gnfo] ol A A sty o] 9li= B A Qe H o] 2o 319 AEH o] A5 7 = §l
ok 9] Qe Fo] 2~ 9] th 31¢] AE | o] 227t Sy o] Q= A §- A9l Qe g o] 2~ XA 7} S
o] AA] i A 519 Qe H o] 25 F7hs = 95Ut

1~4294967295 A}o] 2] Subinterface ID(3}$] 1E|#H o] 2~ ID)E Y& ).

o] ID+= A9 Qg H o]~ IDoﬂ interface id.subinterface id% F7}g Ut} ol & o] ID7} 100<!
Ethernetl/1¢]] 8}¢] 18] 3| o] 25 F7}ab= 4% &k 9] Q1E| 7 ©] 2 ID= Ethernet1/1.100°] Y t}. ]
D VLAN ID9}= u}exm o4 5 17] A SR AT 4 gla o

1~4095 A} ©] VLAN IDE A A4 &t}

OK ()& =4 vt

&9 AE o] =& ggete] dld AE | o] 2~ o} o] B SH] AH H o] A5 BAIF YT

scope eth-uplink
scopefabric a

o) A
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A 10

oA 12

e DERECPR TTEEREE S |

Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric #

3191 QeI so] 28 F7ha Q1A o] 28 Qg

enter {interface| port-channel} interface id

=l 4] tutol o A4 & E o] Sl &84 IE o] 2o 8}%’4 AE o] ~E F7HE =
Ytk 9 B Hl o] =0 tE ekl B H o] A7 & o] gl= - A B Hl o) & A }%L%
o] A kA A k9l QlEH o] 25 e = sy T

sh9] QIEj#| o] 2= Ho] B H+= H|o] B & e o] 29 S ~H {3 Qe F o] 204 A
Ayt
o) A

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface #

391 QlEf ol o] 222 A ek
enter subinterfaceid

«id - 1~4294967295 Alo] 9] IDE A A YT} o] ID= 49 AE FH o]~ Do
interface_id.subinterface id% F7}g Ut} ol & 5] ID7} 100S! Ethernetl/1°]] 3}9] 1€ o] ~
E F715= A9 39 <1E H o] 2~ IDE= Ethernetl/1.100°] & Y T} ©] ID= VLAN ID&}+= T2 %]
W H oA T ID7F EASt S AAE 4 lF Y

< A

Firepower /eth-uplink/fabric/interface # enter subinterface 100
Firepower /eth-uplink/fabric/interface/subinterface* #

VLANS A4 3t}
set vlanid
* id - 1~4095 A}o] ©] VLAN IDE A4 gt}
o A
Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 100
B H o)~ F8 & AP
set port-type {data | data-sharing}
o A

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data
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ol 2 7Bl G WA Fom Y ol

o] €] 2 tlo] 8 F-f AE #lo] 2§32 3¢ Qe o]~ 3
#| o] 2~ 7} Data-sharing(tl| ©] B] &) & o]t 2} = 3}-9] Q1H | o] 2= Data(Hl o] ) Fr P o= 44T

==t
2= o)zUr) 7| B g3 Data(t‘ﬂO]Eﬂ Ayt
A1 TS AR

commit-buffer

o) A

Firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer
Firepower /eth-uplink/fabric/interface/subinterface #

of

C}g- o] A ol] A 3= Ethernet 1/19] 3F9] QlE] o] ~ 370 = AA 8} aL tlo]E 37 QB Ho] A&
ARy}

Firepower# scope eth-uplink

Firepower /eth-uplink # scope fabric a

Firepower /eth-uplink/fabric # enter interface Ethernetl/1l

Firepower /eth-uplink/fabric/interface # enter subinterface 10

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 10

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # exit

Firepower /eth-uplink/fabric/interface # enter subinterface 11

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 11

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # exit

Firepower /eth-uplink/fabric/interface # enter subinterface 12

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 12

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer

Firepower /eth-uplink/fabric/interface/subinterface #

w24 Tupe] 22 T4

Firepower 4100/9300°1 4 5 # 3 =2 % t)ulo] = = w784 A4S F7Hgy )

el o] 91|l 2ol o 2] s L2 7}
Ad ol QAT AT g A AR S A5t glas Zed g eh o] A T
Hapol /e Z g Aol d I AE 5T wf AFR S 2las T2 05 AT glas
A2 CPU o] & A4 P th RAM2 519] 2He
2 40GBE A4 Yt

£ 22 3m0) = 69 Tk,
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(W)
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%

i 5o 7 AL 12"k 2= 510 7Y B CPU ARE-E KU CPU ARE
Fol A o= ol  AFUTE Fof 7 A2 1A' AE E’D'HjJ
2= WA g% MAgd U Ed g A& At A5 o B 329
= gaa A L.

1<

« 501 A rhA =46, 8, 10, 12, 14 )= et 5= Q)55

_)l:_
« b 7Fs R 01 o] M) i Bk HEAIA R mheh gebau Tk Aele]y 1 ag g 8
T AR R AP 8T AL, 29 ol AR SRR A L.

o

M Aol = F A& 0] =7} ZEE "Default-Small"o] 2} 7] & @] A L2 o] gl T o] 2 9
HolE WA ¢ glon dld 2 S AFEEA] oW A S I QlF U o] T2 L2 AfAE
A 228 uf AP M, A2 T2 2232 ¢l5y )

i 22atdo] dA AME FoletH slF AR S WAE F syt sld 225U S AHEshe
QAR AE WA 36 B A 29 S M3 Sof npx|uto 2 ol AR A E thA] A4 Fa of
AUtk A E 278 A e SY YA JIAE A 75 2 Aol = H g e Al

el B E 22 A2 Ao Syt

Threat Defense 1 2~¥1 2~ management center®l] =73 & 2] A X 29}l A4S WA s= 45
management center Devices(t] H}-©] 22) > Device M anagement(t] v}-o] 2~ #2]) > Devlce(ﬂ Hpo] 22) >
System(A] 2= Hl) > Inventory (A 3L %-5) v 3} Aol A Ao 553 Gl EFH

L RAIA

Platform Settings(Z 23 41 A1) > Resource Profiles(2] 222 T2 2)E A &% U3 Add(F7HE
Fych

Add Resource Profile(2] A~2x X 2
o getv HE A g o

* Name(o] ) - 1~647} Aho] o] T2 o] §2 4
2 WAE S YEyh

* Description("d ™) - = ol &k A (H o 5107h)= 2 F T

 Number of Cores(Lo] ) - Al Aol e} 2R o] s10] 52 6-Ath gk Aol o] A4 2 AP
o,

‘l

2 %71 ogh 7k vhebd e

>
ot
L)
A
I
[kl
i
e
o
o
N
o
ok
2
fr
o
[kl
i
e
o,

OK(E:N)E 29 §Yth
Security Services(E.QF A H| ) R EF A A gt}
scope ssa

o) A

Firepower# scope ssa
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Firepower /ssa #

ﬂAAJEﬂ @Hﬂqq
enter resource-profile name

name(©] ) - 1647} Aho] o] L2 o5& A TH T2 AL FoH Tl o] T o B
2 WAE 5 Pey

o A

Firepower /ssa # enter resource-profile gold
Firepower /ssa/resource-profile* #

A Aok
set description description

« description(A ™) - 2o th3 A (H ) 5102HS AU TE TWo] gl = w2 F (R
EaUh

o) A

Firepower /ssa/resource-profile* # set description "highest level"

CPU 310 =& 24t}

set cpu-core-count cores

+ cores(2o]) - A Aol whe} 2 @] 510 £ 5 6~ Tht Abo] o] HEE AT :o) E 87
2 A48 5t gt

o A
Firepower /ssa/resource-profile* # set cpu-core-count 14

TS AZEY

commit-buffer

o All:

Firepower /ssa/resource-profile* # commit-buffer
Firepower /ssa/resource-profile #

Security Services(}.QF AJH] 22) R Eof| A g4 X2 S

o
R
rO
%
i
IS

show resour ce-profile user-defined

o All:

Firepower /ssa # show resource-profile user-defined
Profile Name Is In Use CPU Logical Core Count Description

[ Firepower 4100/9300°] =] 2 tjn}o]
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AN

Aol 1 2='l 2ol th 3 ]

bronze No 6 low end device
gold No 14 highest
silver No 10 mid-level

show monitor detail

o) A

Firepower /ssa # scope slot 1
Firepower /ssa/slot # show monitor detail
Monitor:

0S Version:

CPU Total Load 1 min Avg: 18.959999
CPU Total Load 5 min Avg: 19.080000
CPU Total Load 15 min Avg: 19.059999
Memory Total (MB): 252835

Memory Free (MB): 200098

Memory Used (MB): 52738

CPU Cores Total: 72

CPU Cores Available: 30

Memory App Total (MB): 226897
Memory App Available (MB): 97245
Data Disk Total (MB): 1587858

Data Disk Available (MB): 1391250
Secondary Disk Total (MB): O
Secondary Disk Available (MB): 0

Disk File System Count: 7
Blade Uptime:

Last Updated Timestamp: 2018-05-23T14:26:06.132

o

e

)

o
J

off Z 2] Al o] A
show resour ce detail

o All:

Q=¥ ol T g 2 s

gl gyt

Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd ftdl
Firepower /ssa/slot/app-instance # show resource detail
Resource:
Allocated Core NR:
Allocated RAM (MB) :

10
32413

Allocated Data Disk (MB): 49152
Allocated Binary Disk (MB): 3907
Allocated Secondary Disk (MB): 0

o]
T el Aol A= B a2 22 3AE

Firepower# scope ssa
Firepower /ssa # enter resource-profile basic
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Firepower /ssa/resource-profile* # set description "lowest level"
Firepower /ssa/resource-profile* # set cpu-core-count 6

Firepower /ssa/resource-profile* # exit

Firepower /ssa # enter resource-profile standard

Firepower /ssa/resource-profile* # set description "middle level"
Firepower /ssa/resource-profile* # set cpu-core-count 10
Firepower /ssa/resource-profile* # exit

Firepower /ssa # enter resource-profile advanced

Firepower /ssa/resource-profile* # set description "highest level"
Firepower /ssa/resource-profile* # set cpu-core-count 12
Firepower /ssa/resource-profile* # commit-buffer

Firepower /ssa/resource-profile #

Management Center 57|

=93 =84 tulo] A= vE o 2 s ALY 17kgAd o R A Bel REo] o )

o] Firepower 93000 A= Z 2] 28 H= = d tulo] A2 753 =S5 Ut FHAHERE R
ES AMg ol sl 2 BEo] 27¢] ] AE o v = tulo] AE 851 Al S AL 8-S 4=
Sl

AP WEA AL 7R QA 2E, e BEAAE AU QAUAE ST 5 AU

A3 7] Aol

* Cisco.com®l| A =¢8] 4 tjujo] 2ol ARG of Ze] Al o] A o] M| A & v 2 =3 v 8l o] W] 4]
& Firepower 4100/9300 A A].

%

i

3L Firepower 93002] 7d-9- AjA] W €] 7 REo] A2 vt & ofZg Aol
% (ASA Y threat defense)= A X3 4= 5T 7 EEA A o Z2] A
o] RIAH A FYP o) AME & WS AT = JJHFYT

324 O]uo) 2ol AFE-E Bhe] B o) 2 F ATt 7l QEHo] Ak W FE Tk
o] ¥ JAEF o] 2~ A TG o2V AFEH] = AfA] T AEE(FX0S A MGMT,
management0 = 7| E} 1AL o] & 0 2 FA]E 4= )9 (Interfaces(S] B 3] o] 22) B A chol]

MGMT ())& EA18)sh gy o,

« ol tloly Qe o] 2ol A #el & S 5td = s U toly #el & 24 3ke $ o=
AHE-SHA] o E = Aol e e QI Ho] 25 =] 4] tuto] 2o el oF T A g
W82 FTD § ® 3+22] configure network management-data-interface ™ & & 2314 Al &

« H 2 3} o] Ake] HlolE 43 QE o] 2% JA Fl o 3 T 1= Firepower o] Wl E ] 2] Q1E]
Ho| A5 FAste] BE OHIE Ega S Add "“HD}(Oﬂ g oM E). ZpA & &2 <)
Halol= F8,2 7oA & Lié}ﬁ’\]+

« AEoly AARI2] G- 7] TS AR SHA o ed AH oy AR 2o gl gl A

R 7 44 S| o) Ao whef H s ZRE S 7Y LM.
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A1
A 2

L ogical Devices(¥=2] 4] t]ufo] ~)E &gt o},
Add(F7] > Standalone(5 € 8)E =38 5}aL o}

Management Center 57} .

N

Aeolu Q' o] A9 A o]y A2a' g A F o= A7 Mol T 237} SupE 32
& 2= Bt HE/QIR S vhA] 2 7] 38l oF 9y o Security Modules(E.QF X&) B+ Security
Engine(}.¢F s %)S 41 83} a1 Reinitialize(Z 7] 8}) olo] & Y th 71& = 4 tulo]~
7} 2FAE Soll A tlnpo] 22 A A H 1 27 off T Aol A2 A YTh 7] d2H
25 ™oy QI 22 WA S wj= of | A 9-E V)2 Q' 2 E AHA s of ) 7] 2]

2RIAE Aoy A" AR Ab vpo] o]/ d E = fls T

cThe AR ST,

« o] fjuteo] 9] QIE #H| o] 2~ ID

« A Yo AP FA Y U ES A vpAaT

« Al Egllo] IP F4

* management center A1 B} 3+ IP 5=/~ 2/XE = NAT ID
* DNS A H] IP 52

* Threat Defense 3.2~ E o] & 2 L w|Q] o] &

EZEANA

shebul e 2 44 g,

Add Standalone £k,
Device Name: TD_Instance?
Template: Cisco Secure Firewall Threat Defense b
Image Version: 7.3.0.1676 ]
Instance Type: Container o

@) Before yvou add the first container instance, you must reinitialize
the secunity module/engine so that the disk has the correct
formatting. You only need to perform this action once.

QK Cancel

a) Device Name(T] ko] 2= o] £) % 912 g o).
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o] o] 5 A A| FH uto] A 7} ] A& A sk I E o] 25 ddetE H AR E YT o] =
o Z2] Al o] A A ol AFE-E] = Huto] 2 o] Fo] o g Ut}

b) Template(8)Z32)oll A Cisco Firepower Threat DefenseS A1 &1 gt}

¢) ImageVersion(o] 1| #| B )5 A elgit},

d) Instance Type(Ql2=®l 2 f+38)S Container (1 Hl o] 1) == Native(7] ) Foll A &l ghy o}
713 QI 2o A= Bk RE/AR 9] BE 2] 4A2%(CPU, RAM R Y224 3 {hE AR Ut
upepA] Spite] 7] Q1A' Ank A X8 4= Q)5 U T A E oY QIAH 2o A= B BE/%] ¢
a2 ok J S AT YT whebA] o Jle] HEH oY JIZHAE X F dFH T

e) OK(EeNE FYFYh
Provisioning - device name(ZZ = H] 4| d - T u}o] 2 o] F) Zo] TAH Y Th

Data Ports(t| o1 | =) ] & 28 3 v vho] o Tga 7} QB o] 28 el g,

Overview Interfaces IGLILEINMOUTLCE Security Modules Platform Settings

Provisioning - TD_Instance2
Standalone | Cisco Secure Firewall Threat Defense | 7.3.0.1676

Data Ports =

s

Ethernet1/2

tharnet2/5 P =
ern rFrr - | L

Ethernet2/4 FTD - 7.3.0.1676
Ethernet2/7 Click to :cr:igura

Ethernet2/8 e

Fort-channeli | I— |
Ethernet2/8

o] el Interfaces(] E] = o] 22) s o] A| o A] &/J 5}t v o] E] E do] ] & Q¥ | o] ~

AFUTE Yzl IP 54 A4S H] %3] management centerol] A o] 2] g Q1H #H| o] ~ & %“éfi}o}
T4 8HA F Yyt

Ae o] ¢l2~H 2o = o] ] & S1E] o] :

fr Qe Fo] 2= H o 147119 ZH oY < i‘:?_ioﬂ 5‘%%‘4‘— AFHTE dloly & 18
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FUth o] 7l Az E o] = st=do] 279 A MEH D A2 S 74 #elshe vl AR
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%7 REAER A4S THY S ol US4 BARY T ol 4L 7] 7H A8 E
£ A B S AU DAY Aol HE e AL H CLITAH N A iR kg LTl WA S
2~ 0] 2

WA 5 General Information( ¥ A 1) #H o] A o] A T}-& 2H]S =& gt}

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2//X

General Information  Settings  Agreement

Security Madule[SM) and Resource Profile Selection

SM1-Ok | | SM2-Empty | | SM3-Empty
SM 1 - 78 Cores &vailable

Resource Profile: Default-Small hd

Interface Information

Management Interface: | Ethernetl/4 bt

Address Type: IPv4 only hd
1Pvd

Management IP: 10.89.5.22

Metwork Mask: 255.255.235.192

Metwork Gateway: 10.89.5.1

Ok Cancel
a) (Firepower 93002] 7-%-) Security Module Selection(}.¢F 2.5 41 &) o} g o]l A o] =2] %] t]ujo] ~

of AbE-3F Holt R ES FE3h )
b) AdolY ¢l 28l 2ol tal Resource Profile(d] 22 L &22)S A A gt}
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d)
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f)
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A2E A7} o] 2EgU) o] 22t 58 4
, Zel g g A7) 7 e gias 229 S
Fats 9ol A wE A7 Yo 2E WS e 72 Ao gt
Management I nterface(¥Hz] ¢1€] 7 o] =

o] Il F o] 2= =e] A Hubol 25 v st vl AR Ut o] JIE F| o] 2= AfA] HE] FE9
A YT
#He] Q1 7 o] 2~ Address Type(
and |Pv6(IPv4 2 | Pv6) %ol A
Management IP(#2] IP) 42 F+A g}
o] Ol F o] 2~ 9] AFIP F4AS A4}

Network Mask (Ul E ¢ =1 v}~ =) T Prefix Length(3 A 2 o) S 1= gt}
Network Gateway(U| E =L Alo] Eflo]) F4E = g

rz N

2 F38)S IPvdonly(IPv4 A-8), IPv6 only(IPv6 A -8) T=+= | Pv4
12
|

Settings(*1 ) ol A the: 241 & ST,
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2%

General Information  Settings  Agreement

Management type of application instance:
Permit Expert mode for FTD S5H sessions:
Search domains:

Firewall Mode:

DMNS Servers:

Fully Qualified Hostname:

Password:

Confirm Password:

Reqistration Key:

Confirm Registration Key:

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP:
Firepower Management Center NAT ID:

Eventing Interface:

o] E] B ¢l ¥ ~ 2] 7 -9- Management typeof application instance(el =] 7l o] A ¢1 =¥
[e)

FMC

yes

cisco.com

Routed

10.89.5.67

td2.cisco.com

10.89.5.35

test

ul
#He F3) =T BS54 FMCE A9 gy

Y| o] E] B Q1 ¥l 2~ o) A = device manager= ¥ A2 = X 43Ut} =84 gufo]| A5 F 53

_{

-3
s
)

94§98 WA 5 ey

Ok || Cancel

[>

o
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b)

d)
e)
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h)

i)

k)

Firepower 4100/9300°] 3=2] %] t]uto] 2~ |

management center ﬂrﬂl o] A}-8-3F Firepower Management Center |1PE ¢} = 314 T} management
7 $-, o] =5 W] 911 Firepower Management Center NAT 1D
Lo "c};% Eﬁ?&"]
Agoly el 1o 7§~r, Permit Export mode from FTD SSH sessions(FTD SSH /ﬂ] of A 2
2= 5]-g)ol thal Yes(oll) == No(obH £) & Aot diE7t REdA s iy Ed
5 913 Threat Defense A A2~ 7] 5 o] A5 Lt}

54 3l Yes(o) S A8 ek 9 SSH Al Aol A Ado]y Sl agl o) 27 daag 4=
= *}%2}7} AE7F R =S A2 4= 915Ut No(oFbY )5 A ¥l 3k= 7 99 &= FXOS CLI
A" oY Q' 2o AA 28 5= Q)= AFEANE ARV REE A2 4= )5yt 2t

W Eﬂﬂmﬁ&ﬂﬁﬂL*%E%Ndﬁwwéﬁﬂﬂ%dﬂéﬁwﬁ

A A H o] Q)= Aol u) e} Expert = =72 Q 8 opar & = 7 9- =+ Cisco Technical
Assistance Centerol| 4] AF8-3} =5 Q % 3}= 74 -$-ol| 7} Expert .= 3 /K} Ut o] REE A
%3} " Threat Defense CLI® 4] expert ™ & 2 A}-8-ghU o}

e [
B 3

=23 O

l>_>ar\

o

oA

Search Domaing(A 4 =W E AR = i HFo= JH

Firewall Mode(}3}¥ = =)E Transparent(F+74) B Routed(2H5-8) Foll A A& gy},
2}-9-¥ R = o) A Threat Defensei= U EH F9] &}-¢-H o2 7Hg Ut} 29" e 7t Qg )
o127} 1 A 2L10] 915111 o] el g 392 018 Q1= 9 b inthe
wire)” Boi= “ 29 & w8} 9 (stealth firewall)” 2 G &S a5t glojo] 2 Wl o A4

EYW 12
A cleho) 2ol U hE Fow EAHA e
e BEE 27] 75 Ao w A4 H YT FEXEN 242 thA] 2§35 3 9ol = o] A

o] ALg¥ 4 e

DNSServers(DNS A H)E 4% &2 7-8¥ B=0 2 &g}
o & 59, management center®] & ~E 0|58 A G 3}= 79~ Threat Defensel] A = DNSE A}

SR =
Threat Defense2] Fully Qualified Hostname("d 113} E 4~ E o] §)= Y&t}
5% 2] management center2} T]H}o] 2~ Thol| FF-& Registration Key(5 5 7)) 483t}

o] 7]oll 3l 1~374+] BN AE F2d & A& 5 95 Yt Threat Defense S 578k 74 -9
management center®l] &3 7] 5 g}

i)

Threat Defense 2] AF-8-2}7} CLIO| A 2~& w A& Password(H] 2 3)E 8 &Yt
oWl EE A% Eventing Interface(¢]| 1 E Qg # o] 2)E A e gy}, 1 o] A7} X A H
] &2 79, Bl AIHH o] 27} A& Y T}

o] 21E] | o] 2~ Firepower ©| W1 E 2] 2] Qe H o] ~ =2 A o af oF gt}

Ag o] ¢1~E 9] A9 Hardware Crypto(at =490 ¢+ 5 3 Enabled(84 3t%) ==
Disabled(ﬂl 3+ A ﬁg)i sk},

o] AL st=glofoll A TLS ¢53} 714535 S gtstal 54 F3 9 Ed T i o=
NAFU o] 752 7| R4 o &2 &g st H o 9175‘43}. Hol 25 A 167]9] 91 AE A0
EHSH TLS 4.3} 745315 24318 = A5 U o] 7]5 2 Hlol B B QI =H 2ol A 34k ALE
g AFHT o] 1’ 2o S st 9o 9FE s} 2] A2~ o] W E5-5 B 2] ™ show hw-crypto

ge g e gk
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@A 7 Agreement (7] 2F) g9l 4] EULA(End User License Agreement)S ] 31 W89l 523 of 3ht}.
@418 OK(ER)E E8ste] 4 dist AxE g5y
99 Save(A ) E SE AU

AANA AR 2EEN} HAS e Eshn FEAEY T4 L v e o] 2 HY2S of
Ze] 7 o] 4 Q12261 220 FA|3he] 2] t]ubo] 28 5 F I th. Logical Devices(i=2] 4 ko] 2)
o] Ao 4 A =] A T ko] 2] e Se1Fh k. el 4 tinte] 9] Status( 4 el) 7} online(
S EEEREREEREDENE PR EESEREL 0N

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

Status
@ online (<4 ®)] .*t (A~

A 10 Security Services(H.QF AU 2~) R EE A T}
scope ssa

o) A

Firepower# scope ssa
Firepower /ssa #

GA 11 A8 Threat Defense H 1 9] 2 5 AF&-A} o] 2 A 2HEULA)C &2 Tt g ¥ 2 2] EULA
o o} 4 5 )5 e 73 S-olut o] WAl S S ask ek,

2) AHE 7hed on A2 SAFY T AHE et B A MBS Ao} B,

show app
o A
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes

b) olmx] Bl e HelE A g
scope app ftdapplication_version
o A
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Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

¢) Tholalz Alefol &gyt
accept-license-agreement

o Al

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #
o -
d A4S AU
commit-buffer

o Al

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

e) Security Services(}H.QF A H| ) R EF TR U]
exit
of A

Firepower /ssa/app # exit
Firepower /ssa #
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scopedot dot_id
sot_idi= Firepower 93009] 7%~ 1,2 == 394 Y th
of A

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

of Z Aol AL’ AE A FH T
enter app-instance ftd
o A:

Firepower /ssa/slot # enter app-instance ftd
Firepower /ssa/slot/app-instance* #

Threat Defense ©| 7| ] B] 4 & A4 g1},

set startup-version version

lo
ok
=)
)
2
-
32
'
=z
)
rE
fol
Ll
o
)
sy
i
Au

o] Az} oHH-F-of A EULAC 5
o A

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

2=
= AN
exit

o) A

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

SSA BE=E& Fadyh
exit
o) A

Firepower /ssa/slot* # exit
Firepower /ssa* #

o All:

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #
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oA 13

A 14

A 15

=24 Tjupol 2~ & A4 P,
enter logical-device device_name ftd slot_id standalone

o) A

Firepower /ssa # enter logical-device FTD1 ftd 1 standalone
Firepower /ssa/logical-device* #

=] tjupo] o] ¥hz] 2 ol E QI A o] 22 FFF L) 7} QI Ho] 2o T8 o] 2¢ S
Ft
create external-port-link name interface _id ftd
set description description
exit
« name(©] &) - Threat Defense 7/ ol 4] AF&-5] = Q1 E] 5 o] 22 o] -] o} Firepower 4100/9300 Al
A Sl uiko] 4 7k A3k o] B ok

« description(d ™) - T o] &= FE W E("E FHEUTh

] QI Ho] 2= A A e RE S T UsHA] 5t Lol IP 54 A 7 5 1] 551 ] management
centerol| A Hjo]H Qe o] ~& & gelar A3 sHA ot

< A

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

o RESEY S EE FYTU
3 5 J

olel g A 27] T AG E AlS) Bpg ek Ak 2] Aol o Fel A o)A CLI A
Aol kg el WA 5 A5

a) HFEAEA NS AATUL.
create mgmt-bootstrap ftd
of A

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

il
il

A4 g,

b)  ¥2] management center] IP T4 & T AE o]

% stvE AA Y
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« enter bootstrap-key FIREPOWER_MANAGER_|P
set value IP_address
exit
* enter bootstrap-key FQDN
set value fmc_hostname
exit
o A

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.10.10.7
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

ek el wE RE)E AR g,
create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

ehp- ) RmEOA tlulo] 2 Y= B9 H Fom AFFTh S 2 e o]
7h e A Bl gL, o] o) who) 2 F v sl 3

L ek Hgé}@i(stealth firewall)” 22 935 =
oj ol ek b8 Fo ' FAHA FFUH
b R 2] 75 Ao A9 gy R E
Aol Ab&5 A etk

o Al:

W
[
i)
X
o
i
O
>,
a2
ofo
o
rlr
oM.
o
=
rlr
o
%

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

=
E/\

U] v}o] 2~ 9} management center 7Foll &3 715 X AUt} o] 7] tsl 1~374}2] 4T E
el 3k 5= 9l 5 Ut} Threat Defense S 57 management center®l] 5 A3k 7] & 4= 3
=t

-|~
gﬂ
rr
o i
—{o

create bootstrap-key-secret REGISTRATION_KEY

set value

registration_key #t-S 1= ok
registration_key 7S 221 g}
exit

o A
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Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION_KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

wel A LW 5 A g ok o WL wl S Bl ALER7ECLIel A2 F o AL o,
create bootstrap-key-secret PASSWORD
set value

o) A

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

AEtE 5 AE o] 28 A AT T}
create bootstrap-key FQDN

set value fadn

exit

o A:

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftdl.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS A o] ¥ 2 THE BE29 243t}
create bootstrap-key DNS_SERVER

wn

set value dns_servers

exit

2

o i

£91, management center®] &~ E 0|5 & A G35} 7 §-, Threat Defense®l| A = DNSE A}

Si=3
o) A

&

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.9.8.7,10.9.6.5
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

AN e YER TEE B2 Ak
create bootstrap-key SEARCH_DOMAINS

set value search_domains

exit

o A

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com,example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

1Pv4 2] et s o] 2~ A4 & T g ok,
createipv4 dot_id firepower

set ip ip_address mask network mask
setgateway gateway address

exit

o Al

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv6 2] QlE o] =~ A& 4 T
createipv6 slot_id firepower

set ip ip_address prefix-length prefix

set gateway gateway address

exit

o) A

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

fe] REAEY REg FRFUL,

exit
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Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

GAe S A

commit-buffer

AALOl M A E 2ZE O] MRS 2 rstil B EAES] 4 Bl e QI Ao] A S o
FeA el d A" 2ol st lﬂfﬂ A tute] 25 75 3t show app-instance 3 % & AH&-
of 75 el g gtk ol Z e Aol 1a' 2T A F Folr] Admin State(] 2 F

2 sk l)o] 3L Oper State(=}5 4 #ll)7} Online(2kel)o] @ AL-&-3F 1] 71 & A Yot

Enabled(2
o Al

Firepower
Firepower
Firepower
App Name

& e)7

/ssa/logical-device* # commit-buffer
/ssa/logical-device # exit
/ssa # show app-instance

}

ol

Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

Native

asal 2 Disabled Not Installed 9.12.1
Not Applicable None
ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

A 17 Threat Defense S " U A = t]ulo]| 22 F715FaL HQF G A G145 A 2512 ™ management center -
Ad 7rel=& )

of

Firepower#
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

J

scope ssa
/ssa* # scope app ftd 6.3.0

/ssa/app* # accept-license-agreement

/ssa/app* # commit-buffer

/ssa/app # exit

/ssa # scope slot 1

/ssa/slot # enter app-instance ftd MyDevicel

/ssa/slot/app-instance* # set deploy-type container

/ssa/slot/app-instance* # set resource-profile-name silver 1
/ssa/slot/app-instance* # set startup-version 6.3.0

/ssa/slot/app-instance* # exit

/ssa/slot* # exit

/ssa* # create logical-device MyDevicel ftd 1 standalone
/ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
/ssa/logical-device/external-port-link* # set description "inside link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
/ssa/logical-device/external-port-link* # set description "management link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
/ssa/logical-device/external-port-link* # set description "external link"
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Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: juniorwindowpane

Confirm the value: juniorwindowpane

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

R ]

(HUBNAV)
XX

=

Threat Defense 1L7}8-43 (2ol X2}l % 3H)& FXOS7} obd o Z 2] Al o] ol
U RS ALEE 5 S AN E FHISEE A e TS REe A

TAEY T 1
Q.

A 2a}7] Aol

7HEA a7 AR AR 27,30 Hlo] A o] W85 xS Al L

L 2AIA

7} 2] tiupe] 2o FAT QB o] 28 YT

A0 D e Y2 §OE HlolE] Qo] 2 12
3 QlE o] 2t AN 2He] 37k EAE S wB LTk AL L e 2 I AL

Shel ¥l 10GB o] ] Q1] o] 25 ALg-51= 3 A !

R S e Sk R L S
F Aejslol 2t Yo H i de) YA GO AT 5

& WESIZ AR E o e clbel 27} gl e A

Firepower 4100/9300°] =2] %} tjnlo] 2~ ]



Firepower 4100/9300°] 3=2] %] t]uto] 2~ |

B threatDefense =214 tiuio] ol 4 1E s o) 1 WA

o

== =

Aol A2’ 2] 5 tolH & e Hlo] A Hden Jagos AdHA FFUn 4
9] U} ¥l o] & H3= EtherChannelol| 4 319] Q1 o] 25 A3 tha 2 Q1A' 2ol thaf] 5L Q.
%ii*}%%} at9] A A o] 25 ot Aol FHUTh T A Ao 2ol = RES
9l QIE o] 25 #H A e H aﬂik}ﬁoﬂoﬁ gyt a9l e H ol & shE AL W FAR A
Skl ThE sh9] IEH o] (= 9] I B H o] ) E At tlolH QlE Flo] 2= AMR-S = gl

23 A L.

2}
A Ariake] oA WA

[>
o

Threat Defense =2] 4 t]d}o] =0 A] ¢l E] H|o] A~ H 7

Threat Defense ~=2] 2 t]ju}o] 2o A QlE] H o] 25 & = 3k A5t A Y H2] Qe Ho] 25
>~

Ae 4 dFYTE 19 T3 management centerol] A] 1E #| ©] g 57188 = dFY T

Al QIE | o] 2~ 5 F7 el A v AFE-3HA] @+ 1 E 3| o] 225 A} A 3}+= 7 -9~ Threat Defense 7-/3 ol 7] %]
= gee o}z 7<4 Ut a8 2ol A Aof| A} LE = Qe H o] AE AFA| A A o & ko] v H
Yt} A ﬁL , NAT, SSL, ID 712, VPN, DHCP /4] 5 Threat Defense 7-4 & o] 2] $JX] o)l A <1

g o] ~& A A “LZGL/\ AU HeF 9 & Fxehe A2 JFS A gHyoh =84
qﬂ}o] ] 4 &S A1} management centeroﬂ /\1 s7]s8kst d g glo] e EtherChannel2] ¥ H 4

AejH o] 25 2hAlshd e IE o] 2 9F A H BE 4 o] 2HAl g Yt

A28 Aol

- Qe so) 28 T 8haL A Q1E o) 74, 35 7] A B EtherChannel (EE A') F7, 37
s o] %] ol w}2} EtherChannel & 571§ o}

R QI Ho] 27} 7]%@.3i S 2y g A5-9F Zo] ojn] AFHE QY H | A5

EtherChanneloﬂ F7VeE = A 9ol = WA =24 t]nto]2of A SlE O]/\ sh-g- 3l Al $F o
S- EtherChannel®]] 1€ 5| 1 £ F7}sfoF &t} A} EtherChannel®] 73-$- o] & A 3F 5o tn}
o] 2~of| EtherChannel S &3 4= 15Ut

g =& oWl E ol E ¥ o] A& 7] EtherChannel & WA 5} & 7 3o = v F d|o] g #HH]

O1E] | o] 2~ 7} 3} 1} o] At 3 3% EtherChannelS A A 3+ tFS- & Al #2] ¢1E] ¥ 0] ~ = EtherChannel
2 A & oF Tt} threat defense T Hlo] 27} 2] -8 & an(He] Q1 E o] 2S5 WA &H 2] ¢
%) management centerol| A S 57| 8}gF Sof = o] A S A E He] AH I o]~ E
EtherChannel®l| F71& 4% 9l 5 Ut

e e i o] E QIE W o] B Al skl = 4§ AN A Tl 2bE AL g 3ok F T LIS A = o]
W7 ARS8t et

o FY2HTY B 27FEA 2] 74 9-9 = management centerol] A A S 5 7] 3181 7] Holl E
S A JIE # o] 25 F7Fet AL Al Al oF T I E #l| o] 2= WA "o H/Z®lrlo] -4l

[ Firepower 4100/9300°] =] 2 tjn}o]


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter25.pdf#nameddest=unique_502

| Firepower 4100/93002] =2 4] t]ulo] ~

oo

o

o
w N =

Threat Defense +=2] %] ] ko] o 4] 21Ej o] = a7 ]

A W78 Sl Ao/ E B fule] ) M sk Aol 4t Al QB o] A el 2 919 o
R R EEEOEE NE AR E R et
= 244

A A] #2] #}ol| A Logical Devices(x=2] % tjrlo] 2)E A &gt}
QEZE AT Edit(7 ) oFel 2 S8 8te] = A tuto] A& A
Data Ports(t| ¢ E] L E) G J ol A I F| o] =& A8 3}o] A to]E] E|Fo] =& g},

ob2] QIE}f o] 222 APAI 8 PhaI A 6.

Data Ports o=

Ethernetl/2
EC—

ernetl/B
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8

Port-channell
Port-channel2

b) General(¥ 1) E+= Cluster Information(Z 2] 2= A 1) §1 9] =5 0h 559 4] Al Management

Interface(¥H 2] SlE] o] 2)E A e},

¢) Settings(’d ) ¥19] = F ke &S0 A A Eventing Interface(o] M1 E Q1 E] o] 2)E A eight}

d) OK(E)E ==t

] QlE F o] 9] [P T4 5 W7 3} 7 9-9 = management centerol] A T]H}o] ~9] [P F=4A % W
afj oF gt} o] 2 Al 3}# ™ Device(t] Hl©] 22) > DeviceM anagement(t] B}-o] 2~ 3+2]) > Device/Cluster (t]
who] 2+/2 ¢ 22E)) 2 o] 5 ] o). Management(¥Fe]) % Slol 4 FEAE R 4 729} Q1A 8%
IP F2E5 AT

Save(4 )& Tk
Hol Ao~ REE olddhr)

Firepower# scope ssa

w24 tulo] 28 BT

Firepower /ssa # scope logical-device device_name
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Firepower /ssa/logical-device* # create external-port-link name interface id ftd
o}z QIE) 3 o] 228 4hAl 544 HhA Al <.

T2 A% Y.

commit-buffer
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Save(4) )% F g uh.

FX0S9| w=2] 4 tnfo] 2o A QlEjH| o] 25 & s Al 1t
Firepower /ssa/logical-device # delete external-port-link name

show external-port-link 8 &< ¢} g slo] Qe o] 2~ o] 55 A}
T ARG,

commit-buffer

Azl FAo] B L AT,
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Firepower# connect module 1 console

Telnet escape character is '~'.

Trying 127.5.1.1...
Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

of ZE| A o)A Z&o AAT
connect ftd name
AxE s o5& elateld o) F glo] B

o A

o
o
Ju
o
°
O

Firepower-modulel> connect ftd ftdl
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Connecting to ftd(ftd-native) console...

[...]

>

SA 3 o Z Aol FE5 FX

* Threat Defense - exitS ¢ & gt}
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Al 4 FXOS CLI2] Supervisor(&2] A =55 0 & Eo} gt o),

.

2&e Fagh

a) ~= AHEFYL

b) @Yl o EE A o)A S T}
telnet>quit
Gy G F

a) Ctrl], . & 4=yt
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enter exit to return to bootCLI
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