=29 = A& Firewall Management Center]|
FTD & 1.1

CHY AR 8T A 9 afe] gk ok JHE ¢jo] BA A Q.
e 2HY 7fQa, 1 Ho]X
s Oufo] 25 F2}-9-= A& Firewall Management Centerol] =193} 7] 9]k AFA @7 3 5 o] %]
« = ¢}9-= A}-E- Firewall Management Center©l| A ©]H}o] 2~ 2FA]] 10 3| o] X]
« A BlE, 11 # o] A
e ofubo] 2 ] He A H, 16 H o] A

& 2}-$-= Al-& Firewall Management Centerol] T3k X915 & 2 9 AL AL & A EZ Ut

N

* Firepower 1000 A| 2]
* Firepower 2100 A| 2] =

* Secure Firewall 3100 A 2] =
* Firepower 4100 A| 2] =

« Firepower 9300 A] 2] =

* ISA 3000

« Secure Firewall Threat Defense Virtual(7}d)

Zg}$-= A}-£ Firewall Management Center©ll FTD 2 1.5 .



= }9-= A}-&- Firewall Management Centercl FTD -2 :.5J |

fo
@
ofl
o

A D5 = AR A

& }9-= Al Firewall Management Center= 3 A = H. 9 S 93| o} t]nlo] 2= AlU2] Q& X%
U,
e gufo] 2= W 7.0.3 = 7.2.0 oS Addof Ut A dE = EEWHA L AlF £34 S
2}21 3} ™ Secure Firewall Threat Defense & 2H4 7}o] =0l A zFA 8 W 85 FHZ6H4 Al &
* device managerol| A 2] =74 # & 9 A4 tule] 2yt guto] e 2R Y Ao
o 2% = Olf’— 22059 A& FE JFYL ZadekA] &2 tinlo] 9] g =
] 2] Z 2 H] A& AFE-3e] T]ufo] 2~ 2R S ARRSlo] Hulo] A5 2R Y E = Q)G

a1 FDM #g] t]nlo] A~ & F2}9-= Al-E Firewall Management Center®]] 1.
749 ] ©]% device manager® T]H}o] ~5 #2| & 4= gl5 U

=3 g ] 2= Management Center = ¥2] ¥ = t]H}o] 2

32 9| W] 2~ Management Centerol| 4] #+2] 3F= 91§ Wro] tufo] =7} ol Ql= 3¢ Sk = ¢
= 93] gulo] A= mlo] 1@ o] A 4= 5 Y T AFA 3F W-8-& Secure Firewall Threat Defense
o= mlo] 1 o] & FEsHA Al L.

%

=
=

o2 AlyE] @ = tufo] 25 Z8}-$-= AL-E- Firewall Management Center 2 ©] 55} A U vlo] Z1g| o] A
S o A
o 232 2| 1] 22 Management Center %-+= Secure Firewall Threat Defense device manager©ll A 2 2}--
AF-&- Firewall Management Centerol| <= 12.1J 3} 7] ]3] t] o] 2 & 2hA| shi= 7 ¢ #| A7t ¥ 7 5]
H 23 "] 2~ Management Centerg &3l 7-/d ¥ X+ A do] 9] J Yt}

s THfo] A5 23 g ] 2~ Management Centerol| A & 2}-9-= A}-& Firewall Management Center = 7}
o1 o] A= 7§, tlufe] 2= o) Hofl A gk oo A S FAF YT

ceke] 227 o] m] o A 2h2) Aol o] o 2] ¥ 31 91 B2 9 Tl uhe] 220] CLICI A chow nanagers
WS AHg gk

i

rlo
ofl

H

i

2}-9-= A}-& Firewall Management Centeri= U&7} -2 21X o B S %] 3k o)

Y} ool 2ol 4 7] ou}

g

* CLI %‘% F|Z gnlol 2 20 Y . 55 7|2 Yufo]| A5 2HY
o2 A v AF A E H A HF YT

o 29 H X Z28| A Y-S AFE5Ee] tufo] 2~ 1Y - tjufe] 2of| A 2 7] tulo] A~ A A uhHAL
7t A @2 TG gute] A5 2R =3 ) o] WH 2 Firepower 1000, Firepower 2100
I = Secure Firewall 3100 ©] v}o] ~9k 2] g o},

s

. Z¢}$-= A& Firewall Management Centercll FTD -2 1.5


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#Cisco_Reference.dita_3c3a7148-33f3-4668-834c-ba9eca097785
https://edge.us.cdo.cisco.com/content/docs/index.html#!t-perform-change-management.html
https://edge.us.cdo.cisco.com/content/docs/index.html#!t-perform-change-management.html

I & 2}-9-= A}-& Firewall Management Centerci] FTD 2 1.1
tjulo] 2 & Fe}$-= AL-E Firewall Management Centerol] =329 3} 7] 98k ALd 274 .

%

b

337 ]:H

2

7.038 29 EHx TR2HAYES A YA &ZS5U

cd ME R Hufo] s LRY - 270l dH WS R oju] A HE tufo] 25 Y
- -2 Firepower 1000, Firepower 2100 B25= Secure Firewall 3100 T] B}o] A~k %] 91 $hu o,

il

kl
Iz
)
~
()
W
flo
e
e
(L
fol
il
>
>
ofo
o
rlo
fz
ol
o
X
(o
ol
X
§2
)%
i
O

LRE AGAG D AT ALY

tulo] 25 &85 ALE- Firewall Management Centerol] =1 o
AL

o Tufo] 2o A B A 7.0.3 = B A 7.2 o] AFS b= A] Al s oF gt v & 7.2 o] A ALE
= Aol FFUH

« Uulo] 28 &8 Y87] &) 2L w2~ i 71 SDC7F B skA] s

i
ol

el

rr

O Al

rb

AR €]

HA

ol

},

* Migrate FTD to Cloud-Delivered Firewall Management Center(Z 2}-9-= A& Ws}d 7] Al =
FTD vjo] 1 o] A) S Z A 2~ of uhe} 23 & 7] 2~ Firewall Management Centeroﬂ A #E] 3k HA

S wpol g o] e 5= s Ut wheol g o] st r] el 7 3] o) 7k B A el 1A 2l
Easias
« =4 ¥l E 98l 774 ¥ 3L device managerol| A Y] oF= vlulo] AnE A WS 5l =9 B A

(low-touch) T 2] A1 W & A}galo] £n g 5 U

-2 3 7| 1] 2 Management Center©l] A] T] B} o] 22 #2] 3}= 7 ¢ t] vl o] 2 2 F8}-%-= A}-& Firewall
Management Centerol] <X 3} A} vfo] g0} A st &= 9l F Ut} nlo] 1go] A& 7]& A 3 ©
NAE FA = b, tuto] ~ 5 SR e o -39 & 9 =& JfA 7F Al A F Y T AA
& W& FIDE Seh5-= Ale Wahd ] AlE 2 vlo] e o] d & Fx3t4 Al Q.

tjulo] 27} & A device manageroll A T8 5 &= A% Y H}O] A8 LRYEY] Ao BE AnlE
gol g FF H A Th trte] 2~ B & A 38l= 7 -9-0 &= Cisco Smart Software Manager
= 2utE F/}O]H =5 FAFYT

device managerol| A #2]8}= t]ufo] A5 o] Mo 2R Y1 Fe}-= A E Y& thA] 25 d
g 54 0 2 CDOOA] Tuto] 25 AbA| g 7 5, ‘:]H}O] E AHAIEE 5 HQE A H] 2 o] 2 A9l
Z&-$-=0l device managerE 553l oF 3FU U}, Firepower 2 Cisco SecureX Threat Response -3
7}o] =.2] "Access Security Services Exchange" -8 32314 A] Q..

& 2}-9-= A}-& Firewall Management Centerol] FTD 1.9 .


https://docs.defenseorchestrator.com/#!c-change-ftd-management-overview.html
https://docs.defenseorchestrator.com/#!c-change-ftd-management-overview.html
https://docs.defenseorchestrator.com/#!c-change-ftd-management-overview.html

Z2}-$-= AL Firewall Management Centerol] FTD = 1.7 |

It

B ocus=r=ue~eny

2

d  gulo] A~ E F2-$-= AFE Firewall Management Centerol] =2 Q31 o] A #2|AE S +A4H =

= Q2 9 g y5o] A7} A AF Y tule] 271 & A 232 7|1 A~ Management Centerol] A 2]
= 49, tute] 25 mo] g ol dstal A B A E A Y 5 FU T A E 82 FTDS
Fehs-= Al gk e Al =2 vio] o] A FEskA A Q.

WES A 2T AR
tlo] £ 8 £uga] ol the EEo] 93 B o}l = oA Ako] YA
dho] ol A B8 EE7} 8] 48 A AT B4 LEL sk fol A 2hee
eno] Asa 5 Ay,

\)

13t o
735 Huto] 2=

L CDOUIClAl = o] 8 gk X EE 743 4= glG Ut tluto] 2= 9] SSHE F3) o] 23 X EZ &4 3} 3
of gt}

H 1Tjulol = X E 27 AV

TE TREZE Al - AL

443/tep HTTPS AE el A HlolE F=4l

443 HTTPS AMP 299t S2(HEEH &

= ZEbolH)
8305/tep ofEeteldx FAl THolZ oA T H e EAL

e 9 dlo]H QI H o]~

tufo] ~7F #e] = dlo]H QQE o] A% a2 A FAFH o A el
tulo] 2o A #y] = dlo]E AdEH o] 2E T3 ™ CLIZE AF8-5}9] Secure Firewall Threat
Defense Tl H}o]| 9] 27| 4 ga o] &8 F23AIA 2

CLl 55 7] = tujo| 2~ =H T
olgl] a5 AL-&3t9] CLI 55 715 AF-&3to] Z8F-9-= A& Firewall Management Center2] T H}-©]
25 2RYEYT

g?

tjulo] 227} & A 23 2 1| 2~ Management Centerol] 4] #+2] | = 74 -$- T nlo] 2~ & K i) o] A 5] g,
23 u) 2~ Management Centerol| A T]vlo] 25 AMA| 6l A A = /A 7F = A tplo] A2 21
Gt AY, tute] 25 mo] ol dstal 7= A A F A E AT AdFY T A g U 82
FIDE 28¢5 Xﬂ# sl ke Al 2 wfo] 1| o] A& H A Al

2
=

. Z¢}$-= A& Firewall Management Centercll FTD -2 1.5


https://docs.defenseorchestrator.com/#!c-change-ftd-management-overview.html
https://docs.defenseorchestrator.com/#!c-change-ftd-management-overview.html
https://docs.defenseorchestrator.com/#!c-change-ftd-management-overview.html

I & 2}-9-= A}-& Firewall Management Centerci] FTD 2 1.1

(UBN U AU RN

o
X

r

cus= sz ooz eny

|

g - e )
& W N =

L )
o o

A8

%82 Secure Firewall A A] #2] A} 3= FXOS CLIZE AF8-31e] CDO WU A=, 5HE =24 9

who] 28 A S 5 gl GU T

o
ok
9
i

REEMEL

e Oufo] 2~9] CLI Aol AF 4oz da = d=A Aok AA g Y& CLIE AH8-31H
Secure Firewall Threat Defense T H}o] 2~ 2] 7] 74 483 ZZ31 A Q..

e gulo] 25 2R Y317 Aol AL 87 AFeF E A S AFES H B3 T AFA g U8 Cisco
Defense Orchestratorol| 4] & 2}-9-= #| 3" Firewall Management Center = Firewall Threat Defense ¥+

g]o| A "t nlo] A~ & ZE}-$-= A}-E- Firewall Management Centerol] =X 3}7] 9|3k AFA 2. 7S
A L.

* Secure Firewall device manager& AF-&3}o] 27 32| = Secure Firewall Management Center&
Abgste] 94 felst s tutol 25 48 5 YU

s Hufol == W 7.0.3 B 7.2.0 o) S A S oF T
EEANA
CDO°| 2113t}

Aol A Inventory(A AL 5-5)E S =6kl g Heby] HEs 29t

FTD tile(E}Y)S S8 g ch

Management Mode(¥+2] E.=)o| A FTD7} A el w0 9l=A] gl g},
7 31 Management Mode(#+e] ZE)o A FTDE A €8l o] A #he] TP ELS AHE-3e] tn}
o]~ HY T F FUTE P H o)~ FAA S A QT BE V|E A o] AlEA R

UL, el 2 £ u e Fol = QA S ] A aof g
t]nlo] 27} Secure Firewall device managerol| A 2] & | 3= 5 32 ™ FDM S 41 & 5
5% 75 AL stel 23 E0o] B4 6.6 043 4108 FDM-gre] Elnfo] - 28 Y
o A A g W85 Fl ek Al 2.

21 W o % UseCLI Registration Key(CLI 5= 7] A2)E A elgy ),

Device Name(t] vfo] 2 o] &) Z =0l tjufo] 2 o] 55 ¥ 8kal Next(th+)E 9 FH

Policy Assignment(“g & &) @A o] A =50k w57 & AH&aho] Tuto]l 27F R Y & 553
MA| 2 Alo] S ATt A H A A o] §li= 7 - Default Access Control Policy (7] 234l 2
Alo] FANE e

=1 T3l vuto] 271 &) A tlulo] 2814 7Hg vuto] 2914 AUt 7H Huto] 2 & 2
By sk 49 =5tk wlarol A Huto]l 2] A5 Al TS A g el oF gt

Zg}$-= A}-£ Firewall Management Center©ll FTD 2 1.5 .


https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html

2}-9-= A}-&- Firewall Management Centercl] FTD -2 :.5J I

i

| JEREEELEERERE R RPN

A9 rufo] o) &5t go] M AE AY Yok Next(th)E 2934

GAI10 CDO= 55 715 AH&ate] Wi S A Yt SSHE AH&sto] 2R Y 52l tfnfo] 2o A4 3
t}h "admin" 1= 0] 9 553 #elAt Aol A= AR AR ZaRlsta HA T 71E e AU E
tjnfo] 9] CLIO| & Y5yt
ZF31: Firepower 1000, Firepower 2100, ISA 30002 threat defense virtual T] B} 0] 2~ 2] 7 9 T] o] 2~ of tj
gFSSH 125 Al v e 221Ut A 55 B H S JAFSEe] ZEZE| A tjulo] 29
CLI 21 EjH o] 20 of g ’\HD} CLIYIA YE =351 g%% =g} o] Z 9 device manager
o  tuto] ~ & ] g 45 Yeg(ol) & ot A& Sl

d

A1 CDO 21 v A} A Next(li‘r%)% E-hia=i=g

7] 12 (H‘ﬂ* /\}?'5}) Inventory(A i 5-5) dlo| X & A sl HEH 3}
52 7Y ol && ‘?JE'%’OPj kA o5k HES A
< tjulo] 2of A&}

gl A 2l

tjulo] 27} %7155 W Inventory(S1HI E 2]) #| o] Aol A W & B =38 tnfo] A2 MElsta 0 &
Z-o] A= Management(#&]) & ot gioll Y€ 4 F shvtE dE gk v A4S A8k
Aol FHHTH

o o} 2] A LA 2 9 AFEAF B o] BhA HQES A8} XA sk H AREAF A A A 2 A
o] A& A gt AFA 3 8-S Cisco Defense Orchestrator ol 4 2 2}-9-= 7] Firewall
Management Center = Firewall Threat Defense 2] of| Al A 2~ Al o] 7] 8. & FZ3FA Al 2.

* Cisco SAL(Security Analytlcs and Logging)= &/ 3}3}o] CDO A R = A o|HIEE B ALY 1.
oF #2415 9] ) v u}o] 22 & Secure Firewall Management Center®ll -5 34 th. A} 4] g+ ] 8- Cisco
Defense Orchestrator o] 4 = 2}-9-= A& Firewall Management Center = Firewall Threat Defense ¥+
2] ol] 4] Cisco Security Analytics and Logging= FHZ 38} Al 2

o ~z| > (@) =
29 B4 Z2u Y S AL g ete] tlilo] 2 £ 1Y
Firepower 1000, Firepower 2100 % Secure Firewall 3100 T H}o] =1k 2.9- B} x| X 21| A WH O &2
eug e+ ey

REEMEL

20 Aol thero] ShuEgl=A) FAF T

» S2}-9-= A}-& Firewall Management Center”| H ' Eof] 3] 24 3} 5] 915Ut
e gjupo] a7F A 2 A 2] % QA gk vl uFo] 2 CLI B+ device managerol] A 21913+ % o] Q551 th.
s Hufo] oM M 720135 AW FAUT WA 7.032 29 HA ZRHAGS A D5HA] &

&y,

. Z¢}$-= A& Firewall Management Centercll FTD -2 1.5



https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m_access-overview.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-cisco-security-analytics-and-logging.html

I & 2}-9-= A}-& Firewall Management Centerci] FTD 2 1.1

o
2

2% Ex 22 AL Abgstel tutel 2 eny ]

L 2AIA

CDO°| Z191gh ]t}

Aol A Inventory(A] 3L 55)E S8t st vy HES SH I
FTD tile(Et )& = gt

Management Mode(¥#2] =.=)ol| A} FTD7} A& & o] ¢l=%] gFel gt T},

7 a1 Management Mode(¥2] =)o A FTDE A 8lald o] d #a] L ES A3 tnf
o|~E e 4 gl Ut QI E H o] A A S AL S BE 7|E A A o] A
Yrth gulo] 25 21 g3 Fo| = H AL thA] A &l oF s T

t]H}o] 2~ 7} Secure Firewall device managerol| 4| &2 & X% 3} =5 5l FDM = A 85}
I 55 715 AREete] A EL o] M 6.6 o] 4= A8 et FDM-¢He] tuto] A~ 21 Y
off A ZpA & U&= &<l 0]’/15] Al

Fl

tuto] 2~ el S 2 outo] 2 o] 55 4 F Y Th Next(tha) & A8 F U o
A 5 A A Yes, thisnew device has never been logged into or configured for a manager (¢l ©]
A Tlnto]l 2= 2 aRlst AV #E| A 02 A8k A o] YlFUTH A S e Th

tiupo] 27} o] i ol ghefxfel| Al 55 AA Y oA APl Al T EH = A dd e T
Hpo] 2~ 21 g, 8 v #]o] &5 FEdHA A 2.

Next(th&)E 2= U

Policy Assignment(73 2] &) thA o] » E% & HFE ARSI gnlol AT 2HYH T =58
MA| 2 Ao] A HES AMenghct A H A 2 o] §li= 79 Default Access Control Policy(7] ¥ 1Al 2
Aol AME ’ﬂ@i%h/] t}.

tuto] 2o 488 & & Ay Next(the)E =9 34t

ool = e A
tuto] 27} & 7] 8% A Inventory (I E2]) #H| o] %] of 3
%ol Q)= Management(#2]) & ool tdH 54 & '3}‘%% Ayt v 4495 T3 sk
Aol F5UH
o o} 2] A BIA] -2 79 AL A S o] BHA] HoFS AFEAF 2] A Sf e A AREAF X7 A2~ A
o] AL ATt} x}A 3 U]-&-2 Cisco Defense Orchestrator o] 4 Z-2+-$-= A& Firewall
Management Center = Firewall Threat Defense 2] | A A 2~ A o] 7] @& 284 Al 2

» Cisco SAL(Security Analytics and Logging)= 244 3}31o] CDO A B = A o]l EE B AL B
o} #2415 9] &) t]H}o] 22 & Secure Firewall Management Center®ll -5 &1 T A} 4 ¢+ U] 8- Cisco
Defense Orchestrator ol A 2 2}-$-= A& Firewall Management Center 2 Firewall Threat Defense 3+
2] ol A Cisco Security Analytics and LoggingS HZ 3} Al &

& 2}-9-= A}-& Firewall Management Centerol] FTD 1.9 .


https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m_access-overview.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-cisco-security-analytics-and-logging.html

il

Z2}-$-= AL Firewall Management Centerol] FTD = 1.7 |
B 2ause guezeny

A Mo ynfo] s 21
Firepower 1000, Firepower 2100 2 Secure Firewall 3100 T]H}o] =0 U & 2H Y Wi o2 21
B AFH
Al &Fs7] Al el
wHY Aol & dEsfor duth
» S2-9-= A}-£ Firewall Management Center”} H W E ol 3] 4 3} 5] 915Ut

e fulo] 9] CLI 74 o] 34 o2 S5 ¥ =4 Pk ZA s U -§-2 CLIE A5
Secure Firewall Threat Defense T B} o] 222] 7] T4 &8-S FFZ3HHA L.

e Oulo] A8 21 Y El7] Ao AbA 8T A 2 A 8k AFEFS A E U o ZFA 8 U 8-S Cisco
Defense Orchestratorol] A 2 2}--= A 3" Firewall Management Center = Firewall Threat Defense ¥
g]of| A "t nlo] 25 F2}-$-= A}-E- Firewall Management Centerol] =X 3}7] 9]k AFA 2715
Bz 2.

Outo] ~7F 2R Ao @430 E 7 e 7|E 2E gl 28 55 ALFYTh

tulo| 27 24 A& 02 A4 5 0 & A Secure Firewall device managerol A #2] & 31 )
A S

s Hupo] ol A Bl 72 o] S A8 FAUT WA 7.032 A HE S AME3E 2B PS5 A U8t
A FEUTH

L EAA

AV

A1 Secure Firewall device manager Ul 4] System Settings(A] 2= 5] A %) > Cloud Services(Z 2}-5-= A1 H]
2) = o] 53}o] Auto-enroll with Tenancy from Cisco Defense Or chestrator (Cisco Defense Or chestr ator
oM Hd Al A8 55) A& B 5kl Register (6 =)E Y YT

@A2  CDOOl =11t

A3 G A Inventory(A 1L B-2)E F et a0y HES 8

SGA 4 FTD tile(E}Y)S 83tk

@75 Management Mode(3#2] Z =)ol A FTD7F A gl 5] o] ¢l=%] <13},
Management Mode(¥#2] =)o A FTDE A€t o] d #he] R &S AFE-ato] tlute] =25 #he]
e 4 gyt g Ho] A~ FAS A Qe B 7]E A A Aol AP YT tulo] A5 2R Y
gk Fol = ZAS thA] A3 sl oF T

@A6  tnrfolx ¥ WM Bl tulo] 2 o] &5 A HF Y Next(Hhe)E S U

SGA 7 HEHE 24 7. No, this device has been logged into and configured for a manager (¢4 &, ©] ©jH}

ol el Aol djs) 2915 0f TG Ch)E AT, )i Eutel 27k ol deviee
manager?] 55500 G FA O] YR 7 E 0 AdA 57 A HASS o v g

tulo] 27k 9hd 8] A 29 Aol wel el tal TAE Ho] Q= A =9 B A ZauAYS AL
gato] tiutol 2 L1 Y, 6 Fo] A o] Y& Fxai AL

. Z¢}$-= A& Firewall Management Centercll FTD -2 1.5


https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html

I & 2}-9-= A}-& Firewall Management Centerci] FTD 2 1.1
AWS VPCS} <17 5] Threat Defense ] uto] = 2w ]

GAI8  Next(the)E 2= IH -

@A19  Policy Assignment(% 2 A A =50 vl E ARSSho] Hufo]l AT 2R Y HE § 5
NA 2= Ao} A A S ettt 444 | A o] gl 74 -7 Default Access Control Policy(7]32 o Al 2~
Aol A= ﬁ@]"?}‘/]

W10 clubol el A8 RE vho] daE A E P Ne(H)E ST

theoll 3 E 2
tulo] 27} 7135 W Inventory(S1HI E2]) H| o] Aol A W5 & B =3 tnfo] A2 MEsta 0 &
Zo] 21 Management(¥#2]) & obgfloll YL H 34 T e *1_‘5—“.%“4 o} v Z—}ﬁ—% Sl
ol E5Uth
« o} AR oS A AREAF S of] uhA| BQbE AREA} A A s A AREAF A A 2 A
o] A& AT TE 2143 W8-S Cisco Defense Orchestrator ol A 2-2F-9-= A & Firewall
Management Center = Firewall Threat Defense ¥+2] o A A Al 2~ Ao 7] .5 3234 Al S

i

* Cisco SAL(Security Analytics and Logging)= €44 3}3}¢] CDO A B = A o] EE B AL B
oF #2418 9] &) t]n}o] ~E Secure Firewall Management Center®l| -5 31 t}. A4 3+ 1] -85 Cisco
Defense Orchestrator ol 4] & 2}-9-= #|-&- Firewall Management Center = Firewall Threat Defense 2+
2] ol] 4] Cisco Security Analytics and Logging= 333} Al Q..

AWS VPC2} ¢4 2 =] Threat Defense U] v} o] 2~ 2 H

o2 A5 ALS-slo] E 295 AF§- Firewall Management Centerol| A #2] g AWS VPCS} A4 %
threat defense T] B}o] 2~ ¢] WF3}H & & 1 W5} a1 AL o] 32 2] A g3k},
Al #Fs7] Aol
<HY Aol g A a7 Aol SHE A=A Sl Tk
g ghetal Hid E 9 A A sl oF gt

« AWS VPC7} CDO®] o] 1] &R 5o 9lofof sk}, A $F Y-8 AWS VPC = 1.1 S 3Fx 38}
Al }\] [e)
H -

« 2 ¢-9-= A& Firewall Management Center 7] 5=

L 2AIA

@GA1 CDOC 2113

A2 S A Inventory(A 3L B5)E S 5ta IdA 4] HES FE Y

93 FTDEFI S A8yt

o7 4  Management Mode(3#2] Z =)ol A FTD7F A el 5] o] ¢l =%] <13k},

GAs 2R WO E Use AWSVPC(AWSVPC AF2)E A B3t 2K ¥ AWS VPCZF §l& 45 o]

A A A FE YIS FEele] 7P AL LRy e 4 LT

& 2}-9-= A}-& Firewall Management Centerol] FTD 1.9 .


https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m_access-overview.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-cisco-security-analytics-and-logging.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-aws-with-cdo/manage-aws-with-cisco-defense-orchestrator/m-onboard-devices-and-services.html#Onboarding_Procedure

2}-9-= A}-&- Firewall Management Centercl] FTD -2 :.5J I

i

[
iy
A

$-= Al-&- Firewall Management Centerol] A] T]u}-o] 2~ 21

GA6 =5k Hlaroll A availability zone(7HA @ 9)S A8 YT 24 HFHTE e G H o] ol
Z2}-9-= threat defense”} &= 9 92 A g g}
A7 e 5 T shUE ARk e QlE | o] 2~ A B US Ae
* Useexisting subnets(7] & A] Yl AFE) - E5 Tk Hl5& S48haL #he] QIEj o] 2~ U4 1Y
o] 2~ gl 9 Qe Ho] 2 A B lof tja 24 gk A B Y& de gt
* Createnew subnets(A} A B.Yl A A) - tlvto] 271 2 H W B ARE-E A B QIE o] 2~ Y s
F7FY T} CDO= o] 8 gt B Y& AHg o2 Al 21 Hate] AdK-2 AWS VPCol| 4
Sy
ek g o] 2= #ef A A o] 29 A g QB Hl o] =~ 5 A&t
98 Seect(AE)E St AEUS YT Next(the)E S8 FH T
A9 Device Name(t]Hlo] 2= o] F) A =of Tfnlo] 2 o] 55 ¥l Next(Th) & =& Yo
7110 Policy Assignment(7 2 &) Ao A =5tk vl T E } sto] futo]l 27 2 HYE & 5T

s& OFO

M| 2 Ao] AL Helst )k A E A o] gl Ao
Aol A e,

€A 11 inke] 220) %82 Subscription Licenses(- 2ol 4 22) & A @ U /b4 threat defense H] ko] 2
o t)a) 23 URL 2}o] 27} Aelx]o] 9loof ),

ault Access Control Policy(7] & 9 Al 2~

gl R g A

[‘Z ol i

CDO7} 28h5-& A S AT A 0= F-5FotaL, tnto] 2~ A4 & 27|88} aL, 71 tlvfo] 2~ 2L AWS
VPC $73 #9] T4l AR w74 573t 4= glo B = tuto] ~7F CDO9 Inventory (3] ¥l E 2])
HolAe FAIH=H R AE AE F dFHTL

o Ag 2RY F Z9-= AF-E Firewall Management Center UIE &3l 7} threat defense U] Hf
o)A AT AT AAYes 4T F dFUTH

= 2}-%-= AL Firewall Management Centero 4] T]v}-o]
AL
tjufo] 2~ 7} E2}-9-= A& Firewall Management Centerdll &5 7 -¢-9 = CDOT HHlo]| = 55&

el gy} Z8k$-= A8 Firewall Management Centerol] A t]ulo] =25 Al A5l W CDO thA| .=
o A gufo] 2 & 2kA| s ofF T},

4

Fil CDOT AWS VPC 374 2} A4 ¥ t]nfo] 2~ 9] AHAl & 5 7]8F8HA] e85 Y th. AWS VPC Ul 4] tv}
o] 225 ArA| 3| of vk AHA| & U -8 AWS AT A & A L

. Z¢}$-= A& Firewall Management Centercll FTD -2 1.5



I & 2}-9-= A}-& Firewall Management Centerci] FTD 2 1.1

IREEN

ZE2AA

@A 1 CDOOl| 21213}l Inventory(QI Il B 2]) 5 28 gt

9A 2 DY = HA S ARE skl A A1 S tuto] 25 FEEFU T Hufo] & o] R FA H =S e et
e,

@A 3 2 2% 9] Device Actions(T] HFo] 2~ 2}]Y) ol A Remove(A] H)E &8 g .

A 4 A A7 ZAE T OK(ES])E A Este] A8 gl tuto] = A A E U Huto] 25 2 HE

A 2 A 8 W Cancel (3 2)S 83yt

A Wi FEE A
19 3} T who] 2~ o] 1A AFE] 7 Pending Setup(2 4 HF F) o= FAH YL

CDOE— S + 9 €A Registration Failed(s = 2 =) " A] ] 2} Retry Onboar ding(=> X%
AN A = ‘HE—%E 15}‘3’4 SA] fupol 2 2R Y S A A2 E = QG T

CDO°ﬂ %E_%hﬂ‘ 3?— 3E O]LHOﬂ QH}O]/\ CLIoﬂj\‘] configuration manager Ug%—% /‘E] 'E E}X] 01%'.9_”&
gulo] 29 F5 A L7t s v 3l 55 A7t AR oh v AAE AFE-Ske] A E S A Y
t}.

= 2 2] A

ol e tjupe] =5 3t
2 © eZaEOH 91%= 9 ol 4| Registration Failed(5-= A 7)) 32 251t} T]upo] 29] CLI 52 7] 910
= Copy(3+hE 22 gtk o] A1 CLIYIE 27 FYPR =0 BAbgh
A3 E]H]'o]}\ | th3FSSH A28 &1 seja 2 21213t}
W 4 CLIG % 715 tluko] 229 CLI B o o] 220l o] Y51t CLICl A Y& 9123}

A1 CDO°ll & 1213} Inventory(Q1HI E2]) H o] A = o] = F Ut} &
A

(RUBNR)

o 558 gy
t}. o] A || device managerell A tlulo] 25 g A - Yes(d) & H ot AlES AP T

i

©}-9-= A}-& Firewall Management Centerol] FTD =45 .



= }9-= A}-&- Firewall Management Centercl FTD -2 :.5J |

N5 A5 =5 Z8-9-= AlE- Firewall Management Centerol] T] Bl-o] 2~ 21 1) -4 3| 2

== Z7-9-= AE Firewall Management Centerol] U]

SR TRA L GO e 2HY F 54 Al tufo] 2ol A4 4= gl A9 CDOCl A4 &
7b A4 ZE7E AU TR Hutol s A e 5= 9lS wj7hA] CDOCll 2hd 8] 2R Y 5 glay]
ok o3 AluE o7 40 5 Ay T

 tupo] 27 25 AAH AF U T

«HEY Fo| tnfo]~e] 14 [P F47FF 2 d 5 iUk

O:
i)

« YIES] Aol A 5tE @ DNSE AHE-871uk U E 9] Aol 4] 2] DNS AFeho] §l5 Ut

o Tulo] A7) -9 2] 9 (https://defenseorchestrator.eu/) ¥} 12 H 7d-$- PPPoE 91 5= &4 g3l oF &
T AFHE O =Wl A9 el 89 AE A EF YL

e tfupo] A7F kst o] o5 A E AAY AA S H8l REE R AFdskal JlF U th tblo]
2 Y ES A 87 A 4 Flo] A& HESH AL Sk Wl X EVF @4 stE o 9d=A] gRlgiy

.

L g HE Tt ol 83 H

gufo] 25 o] 5 i o A Ful gl

tulo] ~ 5 o] F Wi o A Fujgl=d I vlart o] 8349 25

- gufo] A7t o A3 Wiy o] Hid Eof] A A o] 1S 4= 5 t) t]nlo]
HH o GAE A E Yo

1. CDO HYEd A tjufo] =5 2FA| .

2. tlnjo]zo] FXOS o] 1| x| & A 2] gt} 2FA| 3F 82 Firepower 1000/21000 2 Secure Firewall

3100 Firepower Threat Defense-& Cisco FXOS A 3| 2 7ol =o] vglo|u] ] A} A& #2314
Al 2

3 wERS tulolse 24 e AAFT
4. FXOSCLIY| dAsta #a|at= Z1ey ),
5. FXOS CLloﬂ/ﬂ firepower # connect local-mgmt Uéeg% /\]-%8]-0:] |0cal—mgmt°ﬂ ?j@%h/] ‘:}

6. firepower (local-mgmt) # cloud deregister Ué%’—% /‘%_183 —3]’04 %ﬂ"orE Eﬂ](j_/\] Oﬂ /\1 ﬂH}O] Eat=
5% Hagur,
7. Tuto] 271 55 MW CLI I H#H o] =7k A F WA A & v ok oA %) 9] o

Example: firepower (local-mgmt) # cloud deregister Release Image Detected RESULT=success
MESSAGE=SUCCESS 10, X-Flow-Id: 2b3c9e8b-76c3-4764-91e4-cfd9828e73f9

. Z¢}$-= A& Firewall Management Centercll FTD -2 1.5


https://defenseorchestrator.eu/
https://edge.us.cdo.cisco.com/content/docs/index.html#!c_procedure-for-onboarding-an-ftd-using-the-devices-serial-number.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

I & 2}-9-= A}-& Firewall Management Centerci] FTD 2 1.1

i fule]2~7F thE CDO HIU Eo 555 o] §li= 4§ RESULT=success MESSAGE=DEVICE NOT FOUND

H AL A 7F EAE Y T

_4

}-8510] Tlulo] 28 CDO HIY Eo] £Rg Itk AH S gL A W e
8

T2 % ¢ ] (D0 B =7} Tjujo] 22 2 W

tuo] 2 7F o] ol thE A9 ¢] & CDO Q1 2=®l 2o ol al] el =l om o 3] sF HdEo &
5o e dFHh

Hutol 7t @A) S25]0] Q= Bl ES] oA 2% 5 9}

1. CDO ElWE6] A t)npo] 28 2ba] g},

s
o,
o
i)
dlo
2l
4
il
>
ofo
%
i
O

2. fHlo] 2~ 9] device manager US| & 1913t}

3. System Settings(A] =& A 4) > Cloud Services(Z &}-F-= 4

—]

HI )2 o] 39yt
4. Cloud Services(22+$-= AW 2) & 28t =5 THe- %20 A Unregister Cloud Services(Z 2}
G2 AMH 2 T5 FHA4)E Y F Y
5. x]-% < 91313 Unregister (5% 3| 2)E 834t} o] 24l &
& Ul A s A I o= B S YT

6. HFE A9 CDO HI'd Eol] =aletal Huto] 25 Rt A g &2 dd W
tupo]l s 289, 8 dl o] A& FEH A &

tjujo] 2271 CDOO A Al A S

=

fol

7. System Settings(*] 2~ &1 A7) > Cloud Services(Z&}-$-= A H] 2) & o] F 3 o)

8. Cloud Services(Z2}-$-= A 0] 2)E &8 3}al =70 559 4] Unregister Cloud Services(Z 2f
FTE AU 2 55 FHA)E A9y o

9. Auto-enroll with Tenancy from Cisco Defense Orchestrator (Cisco Defense Or chestrator ol 4] E| A
A& 2pE 55)E A 85t Register (5 5) 5 = 2 Ut tulo] == A A o] &Hah= Al |
Eof uf=3 531 CDO+= Y Hlo] A5 S H Y g}

H W Eof M 23 5= gli= -9 o) A& A o

1. 2% ¥ E|A FXO0S CLI| A&t Pe] a2 Z191§ 1t} FXOS CLIC 21913 W o
o) &+ A} A 3 W8-S FXOS CLI A =2 F23H4 A &

2. FXOS CLIoﬂ/H firepower # connect local-mgmt Uj‘—"a% ]’ 6‘]'031 Iocal—mgmtoﬂ ﬂ%ﬂ_?}‘%ﬂr

3. firepower (local-mgmt) # cloud deregister U:]Eﬂ% 18§ 0]'04 ia' = Eﬂ](j_/\] 01]}‘1 ﬂﬂ}oli%

T ESEEE
4. THkol 227t 52 AW CLI QB o) 27} A3 w44 S WU T, WA A o o

Example: firepower (local-mgmt) # cloud deregister Release Image Detected RESULT=success
MESSAGE=SUCCESS 10, X-Flow-Id: 2b3c9e8b-76c3-4764-91e4-cfd9828e73f9

& 2}-9-= A}-& Firewall Management Centerol] FTD 1.9 .


https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos201/cli-config/b_CLI_ConfigGuide_FXOS_201/getting_started.html#concept_EE8B5CD3BBC74A66A1AB871A25D6D07E

= }9-= A}-&- Firewall Management Centercl FTD -2 :.5J I
B erzages
S
Fa tule] 27 & CDO HIY Eol 5% A o] §li= 9 RESULT=success MESSAGE=DEVICE NOT FOUND
H A A 7} A E Y T
5 =HE =19 CDO HW E A tlufo] 25 2R gt ZpA gk U] 82 U &l H S 2 t]fo]
2 2RY, 8 F o] A& FAHH A Q.
6. TlH}o] 2] device manager Ul 4] System Settings(A] 2=5! A 4) > Cloud Services(Z 2}-5-= A H]
)& ol F
7. Auto-enroll with Tenancy from Cisco Defense Orchestrator (Cisco Defense Or chestrator o] 4] €]
A2 AE 55)E Yl Register (5 5) & FE U Th tlufo] 2~ A X el &3l Al HIY
Eof g ¥ 3L CDO= HHlo| 25 2R G FH T
SFEFUd & F
gulo] 25 2R g of A3 dd HEE =38 CDOoN A Claim Error (Ed% &) ZHIE
Ao

4

=+

=

tue] 227k CDO vl o] ke A ol 4] el 9} 9= el o)

obel o] AAHE A gatel o] EAIS Sl A G

L ZAA

A1 DO 2 1913ke] Inventory(S1 M) 0] 4] 2 o] 5 Gtk &7 7k 9= tlute] 2% Fgh
A2 2z EAE ko] 28 Aesa vuke] & CDOSIA AA Fu T
A3 he-g g,
- o] 227k &ehel Aejolm QeI o] AAF 5 YLk
o}

o T]H}o] 2~ 7} o}2 CDO Q1 2B ~of 15 ¥ %] ¢F9kA

(RUBN AUV

E A9 2] cDO HIEZ} ZFd s}

« T]ufo] 2o 3 SSH A2 S Bl show serial-number %S A 3§sty )

- t]n}o] 27} @4 FD
NESERER RS

m <
g
for
e
o
oy 1
°
°

. Z¢}$-= A& Firewall Management Centercll FTD -2 1.5



I & 2}-9-= A}-& Firewall Management Centerci] FTD 2 1.1

@715 CDOCI A &uhe A& Mo s AFgshe] Tufo] 25 SH G Ytk AA| g v 82 23 WS = vyn}
olx 2R Y, 8 Aol X & A

&
=3
3
>
rfo
fx
ol
filo
>
k1
e
o
m
o

r: Failed to Claim connectivity status(2.5: 172 A el = 2 3 3}4
53 e o F/ WAA 7 HA E = A9 vao] IAY F dF YT

A1 CDOO 2 2918ko] Inventory(QIHIE 2]) #| o] A & o] & F Ut 5ol A3l tnpo] 28 ZHF U

A 2 = 2A S Hute] 2 E A Estal tuke] 25 CDO HE Eoll A Al A FH

A3 Hufe] =& CDO HIV Edl thA] 21 E 57| ol 103 o] & 71 ek Y vk AA| R o8-8 25 B]A] 22
ZHAG S AHE-8ho] Hulol s 219, 6 F o] A& A L.

chgol 5 e Al

o5 tupol 28 FeUD T 4 gz A% Uvtol 29 AL 2 -8 YESS 0 F WA}
A g 9 A G2 E YRR A9 Ao] 25 Ao FAE F/1E AT

fo
=il
n%
>,
fo
Sl

Elubo] 2 ul el 57k WA A gk

LA A& el Huto] 25 74 wf tjulo] 29 7| v 5 &5 WA EA] 4 okaL Hulel 2 &
CDO X9 | No, this device has been logged into and configured for amanager (°}4 2, ©] T
vho] 2= #ef zpe el 2115 A HAFUH) wAA-S A8 g 739 tluto] 2~ 7} Inventory($]
Wl & 2]) o] X ol A UnProvisioned(ZE ZH] A 5 #] &5) A2 A= Ao

o] TAE s dsted th3 AAE =Y
1. CDO°| 21213} Inventory(S1 ¥l E 2]) #| o] x| & o] &= gF T},

2. UnProvisioned(Z 2R A J ¥ %] ¢¢2) A4 Je7F 4% A E =S tulo] A~ 5 Zro} A el gh]

oy

3. L EZ%o| 3lE #oll A ChangePassword(H] 2 5 ¥ 7)) &S zk5U )

4. ChangePassword(H|2¥ & ¥7)E &8 3}aL t]ujo]~o
NEE Yol

Lo
:l:'4
nTe
(E
fols
Ll
o
)
zt
i
ul
N

e
=

g

& 2}-9-= A}-& Firewall Management Centerol] FTD 1.9 .


https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/faq-and-support.html#Cisco_Task_in_List_GUI.dita_bc3aa11e-f13c-4993-aa47-9c28f5ca3a31
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/faq-and-support.html#Open_a_Support_Ticket_with_TAC

|
g

$-= A}-&- Firewall Management Centerol] FTD =1.5J I
B ocaaaase

skl 27FCDOON =R = il b 8] w718k = v 2 & A= 2™ 5 5UHh

cufo] 2 M 57} o] v 7

A4 A2 & S &l vufo] 25 4 & v tnto] 29] 7|2 | S5 W7 3l a1 tfnfo] ~ & CDOY
<29 g v Isthisdevicethat has never belogin or conﬂgured before(o] ol 12184 4 3
Aol gli= Al tuto] 24 Y 7k?) 548 A8 gk 74 -9- CDO-S Invenotry(S1 M E 2]) 3 o] %] o] A
UnProvisioned(ZZ ZH] A J 5 #] &5) A2 A= Ao

o] TAE At Y tha AAE AT U
1. CDOel 21215}] Inventory(QI Ml E 2]) #| o] A & o] &gt}

2. UnProvisioned(ZZ 2 0] A3 ¥ %] &5) A4 Aej7F 4% BAH =S t)ulo] A5 Zro} A elgh

o

3. Q8% 9l Aol A Confirm and Proceed(2¢] 3 2 &) S 51T

4. Confirm and Proceed(2¢] ¥ %1 88)& S8 3t} o] 2h4]S LB w upH Lo A A 35 v D
8 AT Cuke] 40) 7] 2 MWW 5 & HAFTh CDOL Tinbol 2 LR ES A% WP
U,

71eF Al &5 Alnte

o
tupo] o] 7| R v & A 3} Aaglo], 21 Y 2 A2 S0l tlulo] 27} UnProvisioned(Z 2
H A G w2 ) 4 g UdFUT 2R Y v Ao A A g gk A H S 7} T rpo] 0] A
ejoll ozl ek glgh A9 oh S-S arefste] Al & AT

s Hule] 25 *42.”0}04 Fx FAFUY gt e 0 2% %‘Oﬂ %‘rt— Fol M Retry(A A1 =) 9
ate] CDOOIA 71 -

« Inventory(QIHIE 2]) o] A o A Tluto] 2~ 5 AbA|SFaL Tl ubo] ~ 5 ThA] LR Y 3| B A A2

s T]u}o] 2~ 2] device manager UI% 4] System Settings(A] 2~ & A4 A]) > Cloud Services(Z 2}-$-= A
H| 2~) =2 o5 gt} Auto-enroll with Tenancy from Cisco Defense Orchestrator (Cisco Defense
Orchestrator o] A Hl WA & 2}5 52)5 A B0 Register (53) 2 28 ¢4

3l ol 25 AL gl A Elvho] 2o AAFR S AR 5 vl 4 A7} sl
A gk A A9 9ATRE R A9 Ao] A% dof FAZ F7h AT,

Ujnlo]l ~ Ia] B AR
management center= AF-&-3lo] tlnpo] A5 ] gt}

Management Interfaces(3}2] <15 ¥l o] 2)¥k2] <1E 5| o] =~

tupo] 25 A4 wf AAT P F4HE AT #e] B o[HlE Egfj¥

ZolEdyt

18
rlo
by
N
ofr
Ml
>,
)
-\
F

. Z¢}$-= A& Firewall Management Centercll FTD -2 1.5


https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/faq-and-support.html#Cisco_Task_in_List_GUI.dita_bc3aa11e-f13c-4993-aa47-9c28f5ca3a31
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/faq-and-support.html#Open_a_Support_Ticket_with_TAC

il

& }9-= A1-E- Firewall Management Center©ll FTD 2 1.%J

BEREEDESE T |

F2 QR A trpol 2t T wel QB ol me) A 7] AAS AT 5 JFUT FEADEA
AE 1P 727k 9 ] B 0] 28 ALg3hoF Gk
tlubo] 2o Ml o]l A g QB F ol 27} Qi A%, V=N 3 85Hs A5 A= Tu}
o 2o X F o[ MIE E e} 2] & o[ ME A§ B o] 22 w v Eg A vf1] A = Huto]
Wl o M= A g BTl vl THT 5 ol 2 whel AR o] 2ot T of YT

B2 welE A9 dolE AE o] 28 FAFE A5 W] w4 L ol E AEHo| 1S AT 5 9l

U,

oW E W E9) 27} b H W o] ME o3& o] A= tjupo] o] Quk ) QlE] o] 2% F Eo
s

dolg 1 so] = Y1

A7) oho] B 71§ 2] QTE o) 2 iz Ank vo] ] QIE o] 28 AT 5 U]
iAol A G155 PO SRS A T e 4e] AT B A4 el 3
B} 6] 222] CDO 1Al 227} &1 T, CDO Hlo]E] QIEl o] o] 4 2174 0.2 el
27HA S A Qg

dlo] €] Q18 s o] 20 A o] FTD k2] A 20l = T3} &2 Al gke] 9l

=
shite] E2] 4 dlolE QIE H o] 2| A Wk FMC A =& &3 818 4= Q5 th 819 Q1E]H o]
2~ & EtherChannel2 AF8-8 4= 154 o}

295 Qe A o] 2% AFg i 299 EY mE 48T

PPPoE+= A ¢ 5] %] ¢kt ISPl PPPoE7} Z 2.3+ 7 $- FTDS} WAN =5 7Fof] PPPoEE #| <]
3= 2-E 2 A X 8 ofF gy

o1E] #| o] 2= A & VRFo 3t glofof T},

SSH+= tl o] E] QIE] #o] o) th3l] 7]24 o 2 &4 slx| o] 9lA| o P = 135 CDOE AHE-3t
o SSHE &/ 3l oF Futh. #e] JAE H o] 2~ Ao Ego] 7} to]E| Qe o] ~Z MAH B2,
configure network static-routes 4 & & AF-8-3ho ] Qe #| o] 2o sk 117 B 25 F7}38HA]
A=l dA YEY T A B elEHo] AR SSH A A 4-% g1 Yt Amazon Web Services
O] FTDvel A= & LEE AS S = glon =2 748 Al&3H7] Aol we] QIE o o] 2of uj gt
SSH Al =& frA] alf oF T He= H o] H QIE #| o] 2 & A A 51 7] Hol] X CLI -4 (configure
manager add 8 % Z3H S gl oF o

& 2}-9-= A}-& Firewall Management Centerol] FTD 1.9 .



& 2}9-= A}-&- Firewall Management Centerl] FTD

B o= we aEso so vEga g =

tjujol 2 e] QlE Ho] 0] W ES) A e

2ng |

7] Qe H o] (o] E A& Qe Ho] A E3h)= A A ARk x| Qdte] A Y EY T A4E 4

U Tk WU = ko] 2~ ety A4 whgel A A G Ao Eslo] 1P e B3t 7] & 7

271 AU ol ARE AAT 5 glom Ao Eso] Fat £4E = AL

~

A3 A4 e Qe F o) 28 AkgEHE thal Bl & dlolE QlElH o] 28 At A oY 29-d
Hlo] g At m S Ed¥ o] WEHIE e SR UTh o] AMe] Aui 28 A ey
o},

DA W ES) 20 AA 2317) 1A = whe) Qe Fo]| 27 A2 1) o] A4 A7 ARt o

clufol 2o 4 ool 52 9 EAR 0 E3of HANR] ek BAE A 2 el

olxE M U EY A A st Aol FHFUT LT UIEY A SIE 3| o] 2o A ﬁ—zﬂ7} Ll

*@ A gF oW g B RE SukEA AR ok Tt °5ﬂ £ 9] management02} management1->
A Y ES Aol JAITHFTD ] 2 oI E Qe o] 2= A2 & U ES Fo dFY T ﬂ]O]E

{0

é % r1r

= AR YT

Threat Defense U] v} o] 2~ 2] W& = Q1B H o] 2~of &2 121

threat defense T] v} o] 2~ol| A & & Qg H|o] 2o 215 2712 & 4= A HF Yt}

4

J] ©]3=192.168.45.11 1 t}. 10.6.6.1/24° 4] management]-2- ¥+2] oWl E A& 21 & | o] 2o ©
A5 5d3k Ao E 0] 192.168.45.1% 10.6.6.0/24°1 4] managementl 7}4] 2] 1174 4 25 A gk
AU 10.6.6.024 E T L 7|8 F 2ol 2}l y] xof o] 4 2ol a2 2 management] 0]

A A5k

i A}8-A7} 33 A4 SSHE 3 CLI 271¢10]) A 3] 8+ 7 -$-, A] ~ €l o] SSH

RELMEL

713 e & *}QX}E AHate] 271 =ajlell vk 27] A R AAE R YT configure
user add ¥ %= AF8-8to] CLIC| 2290 = = AHEA o7 EE F7H2 A S = Ut

L ZAA

GA1 <4 £ E & SSHE AF83}9] threat defense CLIC| 12 3y T}

Ze] 218 ¥ o] ~ 0]l SSHE 5=+ threat defense T] B} o] 2~ 2] ] 1 €] | o] ~ o] SSHE 5=
AAE QH I o] 25 o= 4 dolH JAEH o] 20 = T4 A4 T &=

El# o] 2 o] 3 SSH N 2= 7| B 710 & AL | Al Al ok A A%
o] ] Q1E] #|o] 2o SSHE A Tt}

sl ssi
95 .

ol g <l

§& Fxetel 54 4

&4 tulo] 9] - tulo] o & L E A AAS = 5y tnlo] ol 3k &2
2 A o] B4 AL&3lo] PCE £l AU THH 1” ﬂlgﬂﬂ ©]E] 96001:.=, 8 T o] E] H| E

. Z¢}$-= A& Firewall Management Centercll FTD -2 1.5

, el E


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter33.pdf#nameddest=unique_35

I & 2}-9-= A}-& Firewall Management Centerci] FTD 2 1.1

RUBNAURNAU

=

=

)

Threat Defense ] v}o] =] w21 % 21g] o] =of =291 [

e, 1 44 M E, 58 Ao] Gg). T4 Aol ol et A4S &S tinte] 2§ S]] sto]=
& B30

EATE 2 FEAA 9425k 27 CLIE Tvel 2 £ 30) thef i e
» ISA 3000 2 threat defense virtual—=<% EE o] CLI= Y Wt threat defense CLIY Y T}

« 7]E} RE—3 4 L E 9] CLIx= FXOS$I Y th connect ftd ™ &2 A}-8-3}¢] threat defense CLIZ
o]5 & 4= 5 Y Th FXOS CLIE Al A] &' 23] 18 o]d 4 !'j:xﬂ Aago 2wk Ags ), 7
oA ad ol A, RUEE @ Addl A] ~E E 2 E 78 Aol = threat defense CLIS A&t}

FXOS % & ﬂ%’cﬂx}*ﬂ?& lH%S FX0S A M x4 A 2

H A AFEAL o] B R u e R 2 13 T

CLI ZFIZE) A HHF qH 2 FEA 885 = HE T & AR

(A8 Abeh) Xk CLIOl A A A~ F ]t

system support diagnostic-cli

35 A 4§ 0= o] CLIE AHE-FLth o] CLISI:E 7} show B 7] e} B o] E 3] o] 951
=

o] CLIE= A8-4 EXEC 2.2 2! 913k EXEC ZEeh 7 719 3k me7t 94
oA B B WHS AMEE F lHUTh A EXEC REE 971 H enable
HAA 7F A B B H S5 ] ¥ 814 AL enter 7] & U T

o) A

OE iuf
rﬂ
o
m

> system support diagnostic-cli
firepower> enable

Password:

firepower#

AWk CLIE Eo}7FH A Ctrl-a, d= ¢ 3}

& 2}-9-= A}-& Firewall Management Centerol] FTD 1.9 .



m

Z@}-$-= A1-§- Firewall Management Centercl] FTD =15 |
B threat Defense tl ol o] A= Qe o) e 29

. Z¢}$-= A& Firewall Management Centercll FTD -2 1.5



|W__

3
El

ar
Tl

— =
E
=

Mo



