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security dotlx authentication-list FlexAAA

no shutdown

IP Config

ol & R)E Z 23t}

gtolstm

AP7} Flex 2EQIX| EQlst

Misconfigured APS

Tag : Country Code : LSC Falback : URWE : 3
Mitiple APs can be configured at once frorm
Policy Tag Site Tag RF Tag Locatien
Flea-policy -t Flenx-site Safault-rf-tag default location




wireless profile policy FlexAAA
aaa-override

no central authentication

no central dhcp

no central switching

vlan VLAN1432

no shutdown

1

wireless tag policy flex-policy-tag
wlan FlexAAA policy FlexAAA

1

ap h.h.h (AP Radio MAC address)
policy-tag flex-policy-tag
site-tag Flex-site

rf-tag default-rf-tag

ISE T4

O|M| 22tO|HETH =24 2150 US mf Z2I0|HUEE B + ULF ISEE T Jaliof gfLICH.

1EtA|. Administration(2 2]) > Network Resources(HIE 43 2|A24) > Network Devices(HE 3
ClHtO|A)E o|SELICt +F7IE MEdgFLCt

MNetwork Devices

(=]

2EHA|. 9800 WLC £7} O|E € X|H5tD, IP FAE £715l1, RADIUS Q15 Mg &Mdsetstn, 2
e ots 7|2 F7}&HLCH 0] 7= 9800 WLCOIA AAA MEHE AMAIE [ O|F0f LAIEH 7|9 S
5ok &FL|ct.



RADILS

FEEEE

EI%I-L_||:|._

QEZ St Z MM Save(XHE)E £33
3CHA|. 474 AlO|E oM WAN 213 5 sliAe m(2elm AP S 23 e 2 Tete M) AAA 215
AHHE R gt g & £ U E HEQ T ClHo|A S50l APE F7}8HoF &Lt

ints(UAMA ZOIE

£ ) > Access Points(

9800 WLC GUIM| A Configuration(Z1Z| 224/ 0|4d) > Wireless(
)2 0|85t ZH AP IP F4E 7|88 SLCh.

L &5 K| 9800 WLCO| CHA|

1 Zt Flex APQ| IP A E Statice 2 A EHLICH AP}
Q12| DHCPL|CIE IP FAR CIA| 202 &= U222 |ISEQLS| §410| Z20o{ &L}
1 M)

A3} gLICH Update & Apply to Device(C|HFO|A 0 AC0|E

=
=



Edit &P *
Fiturrrant WAL —_—
A b s [l Vieriion
” B "
A 2 P
LT Septsing
2 wuarn [l
Flaat
- P Cioirg)
- AR i
¥ Appiy
4 Ak
Time Staistcs I
1920780
N
Latrmncry (kP 1930

° [ 8 e oo

ATt ISEE =07t M Administration(# 2]) > Network Resources(HIE 43 2|4 A) > Network

Devices(U E?2 C|HIO|A)E O|SELICH +F7HE MEHEHLICY.

—

APE 9800 WLCS S Zu|agyo[Mel HERA ClHio|A =z FIbefLCt

Ny Mgrapmei [y g

Ratwork Dasices

WS RO LAR

S A el VRL0.240 12
bosch w
-
® G

Locatian A LA -

% IPSED Device -
Device Trpe A3 Device Types s
] RALHLE Authenbcation Seltings

FLALHUFS LADP Sentings

Presccs RADILS




QEZ 5t ZAZ|0IA Save(KME)E 228 LCh

F B AP2| F2:

Matwork Disdces

AEIBIN-E-LAR

LY R

A Lesaten

% IPSEG Devicn

A Device Types

=

to
il
i

sttt 2 2|0 Save(XE)E E=IFLICH

ju]
mlo
B

Ze UESA Clutola S22 8 £ AsLIH

Network Devices

-1 Add Import Ty Export ]

O Name IP/Mask Profile Name . Location Type

] 800-WLC 192.0.2.20/32 &% Cisco (i) All Locations All Device Types

) CW91641-ROW-LAB 192.0.2.40/32 &% Cisco (7) All Locations All Device Types

E AP28021-E-LAB 192.0.2.41/32 2+ Cisco All Locations All Device Types

AN = = =

AP7} 9325 1P 9I0f Q= Z 0tA 3 7152 AL85tod T AP 1B (TR E ob)of CHEt B o
= = = S| o S A A = =
SE Holste B §E2 98 & U&LICH ISEXM APY StLte| HIER|T CIHIO|AE 7 MHE



o mk!

Q7L QA& LICH JodLt LEFE W OtA T E AFESHHE H|QIJt C|HtO|A T ISEX| HME R 4
g = e o4X|E HZLICh.

5EHA|. Users(AF& &) E40ll A Administration(2 2l) > Identity Management(ID & 2l) >
Identities(ID)2 0| S 35t04 802.1x Q1B S /e AL XIE A LICH MEH +F 7}

= Cisco ISE

. R Network Access Users

MEXt O|F, HIZHE E M5t (HIYHE M2 *l Ut HIYH S 1=d), User Groups(AHE
|7

=
=
A 28) =&CH2 w0l ALL_ACCOUNTS(ZIEZHE M

IR ok
o
-
1

QEZ HEFOIM Submit(M&E)S =gt

Network Access Users(HE {3 HMA ALK SEOM AFSKHE & = U&LICH



Network Access Users

- Add %, Change Status L, Import T Export % Delete
Status Username -~ Description First ... Last... Email Ad... User Identity Groups
O Enabled @ adminuser ALL_ACCOUNTS (default)
() Enabled ¢ helpdeskus... ALL_ACCOUNTS (default)
) B Enabled ¢ test ALL_ACCOUNTS (default)

6 Al Policy(H&) > Policy Elements(E& 2 &) > Results(Z1H) £ 0|S & LIC}. Authorization(T
£ MEfdghLCt.

gt £04) > Authorization Profiles(# gt £0{ Z =z 1} ) B40{| A +Add(F7t)

Cisco IS

Standard Authorization Profiles

]



o=
=

Al
oo

Z 5tEHOI| A Submit(ME)2 S 2IgLCt

AILIZI20 M ISE7F WLC/APO| &t &8 MEAIE S

72| Policy(Z3%H) > Policy Sets(’&2 & EhH 2 O|SELICE A M= &g

Cisco ISE

Policy Sets

Status Policy Set Name

Q



M2 Zlgholl O|&2 XI™FELICt Conditions(Z7d) Q0iA OR #2&I2 F7t5t1 Attribute Device IP

Address(§4d C|HIO|A IP FA)E A2 3104 Dictionary Network Access(AHM LIE QT HMHA)E
F 7524 Equals(Z )8 MEdEFL|Ct

Ediiof

i
i
N
g
r
Iul

9800 WLC H AP IP F4

RQEZ StEO|M Use(AHE)E Z=IFLICH

8EHA|. Allowed Protocols(31& & Z2E Z) Q0{| A Default Network Access(7 |82 HE ST HMA
E MENELICE Orx|2hof Save(ME)E 22



Policy - Policy Sets

= Cisco ISE
Pol icy Sets Resat Reset Policyset Hitcounts
(+) Status  Policy Set Name Description Conditions Allowed Protoceols | Server Sequence Hits  Actions  View
Q

B Nework Access-Device IP Address EQUALS 192.0.2.20

Default Natwork Access  F]

OR G Merwork Access-Device IP Addvess EQUALS 192.0.2.40

(] Mew Policy Set 1
b= Metwork Access Device IP Addiess EQUALS 192.0.2.4%

-] Delault Detault policy set Default Metwork Access (& ~ 1] {'@‘. >

Ot & RoIM St E 7|5 & ST LICH

Allowed Protocols [ Server Sequence Hits  Actions  View

b

Default Metwork Access W 0 @

10t 7. Authentication Policy(2!5 E&)E & & s5tT F 74| M HAME HMFLICH stLt= WLAN
.

o
O|§&0|1 CtE StLt= 802.1X Zx| 2 o|ME LICH.

Resot Reset Policyset Hitcounts m

Allowed Protocols | Server Saquence  Hits

Policy Sets— New Policy Sat 1

Status  Policy Set Name Description Conditlons

=} MNetwork Access Device IP Address EQUALS V92.0.2.20

-] New Palicy Set 1 OR B Metwork Access-Device IP Address EQUALS 162.0.2.40 Default Network Access & a
=] MNetwork Access Device P Address EQUALS 192.0.2.41

w Authentication Palicy (5)

- Status  Rule Name Cenditions Use

Hits  Actions

Q
Internal Users & |
-] Authentication Rule 2 B Radies Called-Station-10 ENDS_WITH ElexAAl o {@5
> Options
| Internal Endpoints & |

&

Wired_B802.1%

(] Authentication Rule 1 oR
[F] wireless_802.1x > Options




WLAN O|& 0f| A Radius 2! Attribute Called-Station-ID(Called-Station-ID §4) AFHE AL
Condition(Z=7d)2 MM gtL|CH Ends With(CH2 22 S 2)E MEISIT WLAN O|§ 2 24gtL|ct.

Editor
Radius-Called-5Station-1D
= Eds Wb w AR Select attribute for condition —
o = BERG BRI IERE [ save |

Dictionary Attribute {[#] Info
R e D

QEZ 3IEo|M Use(AHE)E Z2IgtLICt o] HEH 9| AL Use(AHE) YoM Internal Users(LIE Al

EXHE MEigrLC

o T 1—

1157, 802.1X HEo| AL ISEMIM AFE 7tS 8 Wired_802.1X & Wireless_802.1X 2t0|EEH2|
A

B XUS YEELICH olget €52 BoiM s U E= 2 MEE = JU&LICH
P
A
-4 =
4
/’X//
A
- S
" ] i
Y s
i
-
RLEZ SIHHM Use(AHE)E ZEIFLICH o] WH | FR Use(AtE) KoM Internal Endpoints(LA
R o= x0lE)E MEARLICEH
12EH7|. ol22 A 3 E 3109 Authorization Policy(T 8t £04 H2H)E MEHGI T A HAHS MAIErL|C}
. O|&& X|g3stn 215 H2oi A WLAN O|Fof CHal MM =70 St TS ddEhLct.

Profiles(Z2 1} ) ¥o| EECIR HF0IM T2 1Y PermitAccessVian14328 MEAEFL|C,



D Status  Rula Nama Conditions Profilas Sacurity Groups Hits  Actions

| @ RediusCallod=Stalica=iD ENDS_WITH Floxasa PermitAccessWlan1432 Selact from list o 5:;}

QEZ 5tE @ M0 A Save(XME)E Z 2IELICH

E2Zd 01502 PSK WLAN #4

1EHA|. HX{ 2479 ALO|E0d| M FlexConnect ZE 44 MMof| MHE CHE APE Flex ZEZ F 48
L|C}.

2EHA| WLAN ‘44,

Configuration(Z1Z|12{|0|4) > Tags & Profiles(Ei1 & Z 2 &) > WLANS(WLAN)Z 0|55t
+Add(F7HE MEHEILCY.

General EiZ104 X Profile Name(Z 21} 0|&), SSID &! enable Status(&fEll & 430l CHEr O|F

= gt

Gievieral

= Fandlic Palicy
=

Gllr

4 H-

I T | l
raivic [l
RATRLED .
A AL

-1 G Comgatitainy

Wi=Fi T Compatibiity

32|, Security(&£ ) > Layer 2(2110]04 2) B{o 2 0|5 5104 WPA+WPA2, Fast Transition as
Enabled(ttt 2 &t &4 31E), Auth Key Management PSK(2!5& 7| 2| PSK) & FT+PSKE ME4
5t 5= PSK Format(PSK &4l) & PSK Type(PSK f&)2 MEiSH C}Z, ECI0[HE M A
EY M 3R 7|1E =ELICH



Add WLAN ®

Fast Transition

WRA Parnmeiers

Wl Encryptian

th Key Mgmt (AKM]

At

Profecied Managemant Frama

Auth Key Mgmt [AKM)

Update & Apply to Device(C|HFO|A 0] C|0|E L )& Z2IgLc}.
HHEE WLANE & + A&LICH
Canfiguration = Tags & Profiles~ » WLANs
Selectad WLANs : 0
Status Y Name T ID T 55D Y 2.4/5 GHz Security T
(4] FlexPSK L FlexPSK [WPAIIPSKIFT + PSKIIAES]IFT Enabiled]
ATHA|. S = g dggLch
Configuration > Tags & Profiles > Policy2 0|& & L|Ct
+Add(F7HE MEHSI T General(KEH B0 M2 T2 Zo| O|F§ 2 XI'Hst, MEHE & M35tstn,
59 A9/3, 5% 915 W 5Y DHCPE HIZ A5H8HLICH

S o



General " & -
Ir.. . T lend ™K ] WILAN Swiiching Polcy
[——— 1 Capniral Swviching W
|--- FMAILED il Contral Muteniication [
Prassive Clerd W oo Cenivad [RICP =
£ WAL Plarstirg wamin [ Wi PART /AT B =
E A | B

5. Access Policies(HAl|lA HE) IO 2 0|5 5t0{ VLANS MEHFHLIC,

A e
Genans W5 and ANT Moty Advanced
(TY Poidara WLAN ACL
HTTP T Cancbang Bl A - B
HCP TLY Ferey St I » 8
WLAMN Lecal Profling URL Flnrs i
! Poe A » &8
..... v B Proed » &

Update & Apply to Device(C|HIO|A0] &HIO|E & XM)E E=IFL|C}.

S2oiM B Z2LS 2 £ AsLich

Configuration~™ > Tags & Profiles - » Policy

Selected Rows : 0

Adimin Associated Policy

Status 7 Tags i Y Policy Profile Name

[ FlexPSK



6. M HHM Ef & WMt 7|E Ef2 8 HEE + U&LICH

£ MM Eja3 & MESted™ Configuration > Tags & Profiles > TagsZ O|S & LICt. WEIE EOE
EH

WLAN-POLICY Maps(WLAN-Z3% TH)0i| A +Add(F7t)E MEHEFLICH WLAN Profile(WLAN I 2 I}
)| ESCH2 Mol ofTol et WLANS MEIEFLICE. Policy Profile(&2 Z 2 E)o| E&CH
2 HFolM o|Tio] st MM == Eg MENELICH el HES =S OIS Xl M8 2 &
2/8tLct.

YA eV APOl| O|0| & EE B CHE At E +de 7t ei&Lch

11°l'

JZEX| 2 75'—?— AP EHILOﬂ Sk EHIL% SEELICH [FA] > [FM] > [HMA ZRIEIZ O|F
C} 1 "Update & Apply to Device"E 2 2|8 LICt.

oA
12—
m
I
i
£
\I
.I.L
OII
>
13
i
rx 0
ITl
:I:
9,

AP7} 2E|El1 M 8 e = CHA| ZEHELICH

ok

AP7} CEA| 244 E|TH Access Points(A|A ZRIE) SE& & 0I5t 1 AP7} Flex 2E0|H SHIE
SE Bl AS S EHUE = UsLIC

CLI:

wlan Fl1exPSK 5 FlexPSK

radio policy dotll 24ghz

radio policy dotll 5ghz

security ft

security wpa psk set-key ascii 0 Passwordl23
no security wpa akm dotlx

security wpa akm ft psk

security wpa akm psk

no shutdown
!



wireless profile policy FlexPSK
no central authentication

no central dhcp

no central switching

vlan VLAN1432

no shutdown

wireless tag policy flex-policy-tag
wlan FlexAAA policy FlexAAA
wlan FT1exPSK policy FlexPSK

ap h.h.h (AP Radio MAC address)
policy-tag flex-policy-tag
site-tag Flex-site

rf-tag default-rf-tag

802.1x WLANZS| B<

&  Wi-Fi
f":"" FlexAAA
Secured

Enter your user name and password

Cancel



& Wi-Fi [ @

’ : * FlexAAA
Secured

Continue connecting?
If you expect to find FlexAAA in this location,

go ahead and connect. Otherwise, it may be a
different network with the same name.
Show certificate details

Connect Cancel

General

Clients

Client Propernties

Selected 0 out of 1 Glients

Chient MAC
Address IPvd Address  © IPvG Addrness
h.h.h 192.0.2.10

1 0 .

CLI:

CO800-1#show wireless client mac-address h.h.h detail

h.h.h
ient MaC Type : Llrn-:erf.al'l-. administered Address
ient DUID: MA

st IPvd Address :192.0.2.10

Twﬁnm

rhﬂlh41 -ROW-LAB2
HE |
@ i associated
Policy Profile Flexans
Flex Profile * Flex
] d: 4

Y (55ID): FlexAAd

Connected For : 134 seconds
Protocol : 802.1lac
Channel : 48
ent IIF-ID : Oxald000001
1ation Id : 33




Qo5 Map Capahle :
FlexConnect Data Switching
FlexConnect Dhcp Status

FlexConnect authentication

Local
Local
: Local

client Statistics:

HHHH-HH HH-HH HH

ISEO]| A

Live Logs

Live Sessions

Misconfigured Supplicants Misconfigured Network Devicos

Time Status Details Repeat ..  ldentity Endpoint ID
] o
IP Address Network Device Device Port
IP Addre: s Network Device Device Port
11641-ROW-LAB
Time Status
Jun 18, 2026 08:18:32.. @

§5_wob_wi

ns - RADILUS

RADIUS Drops

Cliont Stopped Responding

Endpai... MAuthentication Policy

Authaorization Policy

Identity Group

Identity Group

User Identity Groups:ALL_ACCOUNTS (default), Unknown

Details

Authorization Pr...

Posture ...

Posture Sta

IP Address

Network Device

-

Server

Server

ISE1

ISE1



Cisco ISE

Owarview

Evian

WUsarmame

Endipaint Id

Endipoint Profile
Amhonticaton Policy
faphorization Policy

Authorization Resull

Authantication ldantity
Stora

idantity Groug
Authendicabion Mathod
Authentication Prolocdl
Service Type

Metwork Device
Davice Type

Location

MAS IPvd Addross
NAS Port id

MNAS Port Typa
Autharization Profila

Rosponsa Tima

5200 Authentication succaaded

bast

HHHH:HHHH:HE:HH 2

Uniknioim

M Policy S0t 1 == Auhentication Ruly 2

Naw Policy Set 1 == Authorization Ruke 1

PermitAccessVian 1432

Intinal Usors

User kdantity GroupscAlL_ACCOUNTS (datault), Uinknowm

dotix

FEAR ([EAP-MSCHAPYE)
Framed

CWO NGl - ROW-LAE

All Dewice Tyoes

Al Loscations
192.0.2.40

Raadio: 1Wkan: 1

Wireloss - [EEE 802,11
ParmithccossWianiaiz

Gd mallisaconds

PSK WLANZS| Z<

< Wi-Fi

= FlexPSK
":h Secured

Enter the network security key

MNext Cancel



Clients
Cliants
Selected 0 out of 1 Clents
IPvd Addross i IPvG Address
h.h.h 192.0.2.10
1 L

CLI:

General

Client Properties

C9800-1#show wireless client mac-address h.bh
Client MAC Addr i h.h.h o
Client C Type : Umiversally Administered Address

Client DUID: NA
client IPvd Addre
Clhent IPvh Addr
Client Usernam
4P MAC address :
4P Name: CWOl64I-ROW-LAEZ
Tot : 1
State : Assnciated
ProTile : FlexPsK
: Fl
Id:
WLAN Profile Hame: FlexPsK

wWir Hetwork Name (SS5ID}: FlexPsk

B

Client IIF-ID :
Association Id

t Data hitching

onnect Dhop Status

1
lot ID WLAN IE
i 2

I

is_wgb_wired is_sld

Hai



flexconnect O|HIE C|HH1
flexconnect pmk C|BHL

flexconnect dot11r C|E 1

dot11 220 E EZ| WE ClHO
dot11 22}0|ME 2| L C|Ha
dot11 E2I0|ME 2| 2F CIH
dot11 E}0|ME 2| o|HE C|HO

802.1x WLANZS| B2

AP7} @150 Ma35tod 21 E C|e{dsrLct,

APE= 802.11 &fEf AlAH 2 24 7| #E|E AM2IFct
APE= 91742 & 2|5t Q152 26 2eto|iEE =H|ELct

[*06/19/2026 06:49:00.1836] CLSM[HH:HH:HH:HH:HH:HH]: client moved from UNASSOC to AUTH

[*06/19/2026 06:49:00.1890] wcp/flex_roam_st :: Flexconnect 1llr enabled for client HH:HH:HH:HH:HH:HH
[*06/19/2026 06:49:00.1908] CLSM[HH:HH:HH:HH:HH:HH]: cTlient moved from AUTH to ASSOC

[*06/19/2026 06:49:00.1909] Sending ADD MOBILE to client SM for local auth client mac HH:HH:HH:HH:HH:HH
[*06/19/2026 06:49:00.1931] CLSM[HH:HH:HH:HH:HH:HH]: cTient moved from ASSOC to 8021X

AP7} HEt 20{E *2|st, VLAN R o|E X 6tH, E2t0|AEE FWD(Forwarding) 2 EfZ Of
St

*06/19/2026 06:49:20.3601] received WCP_EVENT_CLIENT_AUTHORIZE (non) roaming case clearing roam flags
*06/19/2026 06:49:20.3601] CLSM[HH:HH:HH:HH:HH:HH]: WCP_EVENT_CLIENT_AUTHORIZE : Plumbing key info to
*06/19/2026 06:49:20.3612] wcp/flex_roam_st :: Flexconnect AAA Override Vlan with WLAN mapping: 1432 f
*06/19/2026 06:49:20.3625] CLSM[HH:HH:HH:HH:HH:HH]: client moved from 8021X to IPLEARN_PENDING
*06/19/2026 06:49:20.3627] wcp/flex_roam_st :: Flexconnect Sending HREAP_APAUTH_CLIENT_ADD

*06/19/2026 06:49:20.3627] CLSM[HH:HH:HH:HH:HH:HH]: Retrieved key for FT+FT_DOT1X algono: 8, vlanId: 1
*06/19/2026 06:49:20.3627] CLSM[HH:HH:HH:HH:HH:HH]: Local auth (Add) on radio 1 Vap 0 reported to WLC
*06/19/2026 06:49:20.3701] chatter: pmk_tracker :: PMKTracker: add dotllr entry for client HH:HH:HH:HH
*06/19/2026 06:49:20.4313] CLSM[HH:HH:HH:HH:HH:HH]: Authorize succeeded to radio intf aprlv0
*06/19/2026 06:49:20.4317] CLSM[HH:HH:HH:HH:HH:HH]: Local auth on radio 1 Vap 0 IP 192.0.2.10 updatere
*06/19/2026 06:49:20.4318] CLSM[HH:HH:HH:HH:HH:HH]: client moved from IPLEARN_PENDING to FWD

L S e T s T s Y s Y s N s Y s N s I s B |

MEE SYs B0l CfEt RA 28 2.

RA &2 WLCO| MM 2AAER|0|ME ZZELICH WLCE Z2H0IYE ID 2! HAS 0l g
Ct.
WLCE FlexConnect 23 QlAl&FL|C}.



2026/06/19 06:
2026/06/19 06:
2026/06/19 06:
2026/06/19 06:
2026/06/19 06:
2026/06/19 06:

WLC7} APO|

2026/06/19
2026/06/19
2026/06/19
2026/06/19
2026/06/19
2026/06/19
2026/06/19
2026/06/19
2026/06/19
2026/06/19

et 5047t H3

06:
06:
06:
06:
06:
06:
06:
06:
06:
06:

49:

49:
49:
49:
49:
49:
49:
49:
49:

:20
:20
:20
:20
:20
:20

SH
RA

.934325580
.936543415
.936579730
.936600851
.936654791
.936769433

.937447786
.937451734
.937452534
.937455590
.937456177
.937458436
.937462127
.937462755
.937463426
.937464035

&Lct.

2026/06/19 06:49:20.937594042
2026/06/19 06:49:20.937597878

ZC0|HE OH7lHS.
2026/06/19 06:49:20.939394217 {wncd_x_R0-1}1}: [dot11] [18318]: (Rf 11): MAC:
hhhh.hhhh.hhhh 22t0|P1E Cl|0|E Z2 =3 Oi7H B4 - ssid:FlexAAA,slot_id:1 bssid ifid: 0xO0,
radio_ifid: 0x90400008, wlan_ifid: 00400004

{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:

{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:

{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:

[client-orch-sm] [18318]:
[dotlx] [18318]:
[auth-mgr] [18318]: (info):
[auth-mgr] [18318]: (info):
[ewlc-infra-evq] [18318]:
[auth-mgr] [18318]: (info):

[svm] [18318]:
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]

[auth-mgr] [18318]: (info):
[auth-mgr] [18318]: (info):

WLC= £Z DHCP/ARPE &3l IPE S & LICt.
X

2026/06/19 06:49:21.001000218 {wnc
hhhh.hhhh.hhhh Z20|21E IP &0

ZCto|AUET} 23| HZEE

0x !

A&LICH

(info):

[18318]:
[18318]:
[18318]:
[18318]:
[18318]:
[18318]:
[18318]:
[18318]:
[18318]:

(info):

[hhhh.hhhh.hhhh]
(info): Applied
(info): Applied
(info): Applied
(info): Applied
(info): Applied
(info): Applied
(info): Applied
(info): Applied
(info): Applied

RO-1}{1}: [client-iplearn] [18318]: (&f 11): MAC:

O SHA
O AAH

LICH &fe: 1P AFE IP: 192.0.2.10

2026/06/19 06:49:21.002363496 {wncd_x_R0-1{1}: [2F HIAIX[] [18318]: (K &):

%CLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE: R0/1: wncd: MACO]|

Ol=
AA -

0i| CH3H ssid(FlexAAA)Qt Q1A El ALE X} O|& &S (EIAE): A'E(48)2] hhh.hhh.hhh
2026/06/19 06:49:21.002795009 {wncd_x_R0-1}{1}: [client-orch-state] [18318]: (&f 11): MAC:
hhhh.hhhh.hhhh 22t0|1E AFE} A& 'S CO IP_LEARN_IN_ PROGRESS -> S CO_RUN

(note): MAC: hhhh.hhhh.hhhh H
[hhhh.hhhh.hhhh: capwap_9040000
[hhhh.hhhh.hhhh: capwap_9040
[hhhh.hhhh.hhhh: capwap_9040
(note): Authentication Succes
[hhhh.hhhh.hhhh: capwap_9040

Applied User Pr
User Profile: c
User Profile: t
User Profile: v
User Profile: m
User Profile: u
User Profile:
User Profile: t
User Profile: t
User Profile: t

[hhhh.hhhh.hhhh:capwap_9040
[hhhh.hhhh.hhhh:capwap_9040

C|HIO|A
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AP7t WLCO| Z=QIElLICt ZEI0IHEE=E 8322l 802.1X Q&S +&stH AP= 2C0[MEE
FWD(Forwarding) & Ef 2 &g Ct.

ISE RADIUS Live Logs(RADIUS 2H0|2 21)0i A 2210|Y1E M|A0| EA|EL|CH.

[*07/06/2026 20:26:05.8590] chatter: pmk_tracker :: PMKTracker: add dotllr entry for client HH:HH:HH:HH
[*07/06/2026 20:26:05.9330] CLSM[HH:HH:HH:HH:HH:HH]: Authorize succeeded to radio intf aprovo0
[*07/06/2026 20:26:05.9330] CLSM[HH:HH:HH:HH:HH:HH]: Local auth on radio 0 Vap 0 IP 192.0.2.10 updatere
[*07/06/2026 20:26:05.9330] CLSM[HH:HH:HH:HH:HH:HH]: client moved from IPLEARN_PENDING to FWD

CW9164I-ROW-LAB2#show dotll clients
Total dotll clients: 1

Client MAC STot ID WLAN ID AID WLAN Name RSSI Maxrate is_wgb_wired is_mld_sta
HH:HH:HH:HH:HH:HH 0 1 1 FlexAAA -40 M7 No No

b

at

ot
o
n
o
o2

AP7} WLCOI| 2145t X| Rotn MHSE H+-E Dz MEELUC 7|& 22tol

Es 242 & dHZ RX[ELULCH

*07/06/2026 20:28:47.0840] Re-Tx Count=1l, Max Re-Tx Value=5, SendSegNum=33, NumofPendingMsgs=4
*07/06/2026 20:28:50.0860] Re-Tx Count=2, Max Re-Tx Value=5, SendSeqNum=34, NumofPendingMsgs=5
*07/06/2026 20:28:53.0870] Re-Tx Count=3, Max Re-Tx Value=5, SendSegNum=35, NumofPendingMsgs=6
*07/06/2026 20:28:56.0990] Re-Tx Count=4, Max Re-Tx Value=5, SendSegNum=35, NumofPendingMsgs=6
*07/06/2026 20:28:59.1000] Re-Tx Count=5, Max Re-Tx Value=5, SendSegNum=35, NumofPendingMsgs=6
*07/06/2026 20:29:02.1010] Max retransmission count exceeded, going back to DISCOVER mode.
*07/06/2026 20:29:02.1020] Flexconnect Switching to Standalone Mode!

*07/06/2026 20:29:02.2170] CAPWAP State: DTLS Teardown

L I s T s TN s T s I s s By |

aeiLt 2Et0[AEE 04T5| A x(o] U&LICH

CW91641-ROW-LAB2#show dot11 client

& dot11 22I0|HE ==
Z2t0|21E MAC &% ID WLAN ID AID WLAN O|& RSSI %|CH & & is_wgb_wired is_mld_sta
HH:HH:HH:HH:HH 0 1 1 FlexAAA -40 M7 OfL|2



Solo|HET}
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APE 2182 |=yrifel
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2151H RADIUS AMBqol| @44 &~ Qo] EAP

27t AoigrLict Z2to|HETH HEH F0{7F FAE| D APOIA X7 ELICEH

Lt I e T e N s T sy I s N s Y s TN s Y sy I s B sy By |

*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

34:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:

44,
15.

15

15

15

25

7240]
2670]

.2670]
15.
15.
.2680]
15.
15.

2680]
2680]

2770]
2780]

.2780]
15.
15.
.0830]
25.

2780]
2880]

0830]

CLSM[HH:HH:HH:HH:HH:HH]: Session timeout

hostapd:aprOv0: CTRL-EVENT-EAP-RETRANSMIT hh:hh:hh:hh:hh:hh

hostapd:aprOv0: CTRL-EVENT-EAP-TIMEOUT-FAILURE hh:hh:hh:hh:hh:hh
wcp/flex_roam_st :: Flexconnect hapdev: Received UNAUTHORIZE for hh:hh:hh:h
wcp/f]ex_roam_st :: Flexconnect hapdev: recv'd UNAUTH with DISCONNECT REQUE
CLSM[HH:HH:HH:HH:HH:HH]: Client delete initiated with timeout of 10 seconds
CLSM[HH:HH:HH:HH:HH:HH]: Remove success from ClientIPTable on aprOvO
CLSM[HH:HH:HH:HH:HH:HH]: Not sending DELETE to cont, reason CLIENT_DEL_EAP_
CLSM[HH:HH:HH:HH:HH:HH] : Deauthorize succeeded to radio intf aprOvo0
CLSM[HH:HH:HH:HH:HH:HH]: client moved from FWD to DELETE_PENDING
CLSM[HH:HH:HH:HH:HH:HH]: Send Deauth with reason 2 force 1 - Radio 0 Vap 0
CLSM[HH:HH:HH:HH:HH:HH]: Delete timeout

CLSM[HH:HH:HH:HH:HH:HH]: Delete client reassoc 0 succeeded to radio intf ap

AP7} 8121 RADIUS MEHoll 22I0|HE MM EHL|Ct

APZFWLCO] CHA| 4

APt 2
[ O{FH

e
[

ZgfLICH APTHCHA| A EEZ MEtE|T
WLC2t S7|3HgfLCt.

2Z Fetol|AE MM

MHE
oL =

ArEHO] 2t 7|2 ! 2Hed ISE == ZHoi| AMBHE{ L}
AE ZWo 2 E AT, E2I0|¢E = APQF WLC ZHe| ¢4Z30| Z2o{ &
ZR|SHKR| 2 &LICH

CW9164I-ROW-LAB2#show dotll clients

Total dotll clients:

Upon roaming

L T s T s TN s Y s T s N sy Y s TN s Y s T s B sy T s B s By |

*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026

back, the client undergoes local authentication.

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:

49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.

28301]
2840]
2850]
2850]
2920]
2930]
2940]
2940]
2940]
2940]
2940]
2940]
2940]
2950]
2950]

The AP processes the association and move

CLSM[HH:HH:HH:HH:HH:HH]: US Auth(b0) seq 2653 IF 23 slot 0 vap 0 len 30 sta
CLSM[HH:HH:HH:HH:HH:HH]: DS Auth Tlen 30 slot 0 vap 0
CLSM[HH:HH:HH:HH:HH:HH]: Driver send mgmt frame success Radio 0 Vap 0
CLSM[HH:HH:HH:HH:HH:HH]: client moved from UNASSOC to AUTH
CLSM[HH:HH:HH:HH:HH:HH]: US Reassoc Req(20) seq 2654 IF 23 slot O vap 0 Ten
CLSM[HH:HH:HH:HH:HH:HH]: AUTH TYPE RSNIE DOT1X

CLSM[HH:HH:HH:HH:HH:HH]: Populate client capability: cap_from_click=true, m

Flexconnect local_auth 1
CLSM[HH:HH:HH:HH:HH:HH] :

Tocal_assoc 1 frame subtype 32

radio id: 0, vap id: 0, max clients for this wlan:
CLSM[HH:HH:HH:HH:HH:HH]: radio state: 1, client state: 1, max_client_per_ra
Adding RM Capable IE - Len = 5, RRM[0] = 73, RRM[1] = cO

DS [re]Assoc 1 reg_len=201 resp_len=146 1lr_len=0 cckm 0 gos_flag 1 status
CLSM[HH:HH:HH:HH:HH:HH]: DS Reassoc Resp(30) IF 0 slot 0 vap O state AUTH,
CLSM[HH:HH:HH:HH:HH:HH]: Driver send mgmt frame success Radio 0 Vap 0
CLSM[HH:HH:HH:HH:HH:HH]: client moved from AUTH to ASSOC



L T e T s N s T s Y s I oy T s N s T s N s Y TN s Y s T s B s T s N s T Y s s Y |

*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:

49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.

2950]
2960]
2960]
2960]
2960]
2960]
2970]
2970]
29801]
6360]
6360]
6370]
6370]
6370]
6370]
6370]
6380]
6380]
6380]
63901]
6900]
6910]

CW9164I-ROW-LAB2#show dotll

Total dotll clients:
Client MAC STot ID WLAN ID AID WLAN Name RSSI Maxrate is_wgb_wired is_mld_sta
HH:HH:HH:HH:HH:HH 0 1 1 FlexAAA -39 M7 No No

Sending ADD MOBILE to client SM for local auth client mac HH:HH:HH:HH:HH:HH
wcp/flex_roam_st ::
wcp/flex_roam_st ::

CLSM[HH:HH:HH:
CLSM[HH:HH:HH:
CLSM[HH:HH:HH:
CLSM[HH:HH:HH:
CLSM[HH:HH:HH:

wcp/flex_roam_st

HH:
HH:
HH:
HH:
HH:

HH:

HH
HH

HH:

:HH] :
:HH] :
HH:

Flexconnect Sending ADD_MOBILE_PAYLOAD (v4-client-acl-n
Flexconnect encode_and_send_add_mobile_to_dottll_client
HH]: ADD_MOBILE AID 1

Driver Add Client success AID 1 Radio 0 Vap 0 Enc
Added to ClientIPTable on aproOvO

client moved from ASSOC to 8021X

Added to WCP client table AID 1 Radio 0 Vap 0 Enc
client WCP_EVENT_CLIENT_ASSOC/REASS

HH] :
HH]
Flexconnect hapdev:

received WCP_ EVENT CLIENT_AUTHORIZE (non) roaming case clearing roam flags
wcp/flex_roam_st ::
wcp/f]ex_roam_st HH
wcp/flex_roam_st ::
wcp/flex_roam_st ::
wcp/flex_roam_st ::

CLSM[HH:HH:HH:HH:
CLSM[HH:HH:HH:HH:
CLSM[HH:HH:HH:HH:
CLSM[HH:HH:HH:HH:

HH:

HH

wcp/flex_roam_st ::

CLSM[HH:HH:HH:HH:
CLSM[HH:HH:HH:HH:

clients

HH:
HH:

:HH] :
HH:
HH:

Flexconnect (AUTHORIZE) received PTK thru wcp_event
Flexconnect HH:HH:HH:HH:HH:HH client ACL , Qos Profile:
Flexconnect AAA Override Vlan with WLAN mapping: 1432 f
Flexconnect Sending ADD_MOBILE_PAYLOAD (v4-client-acl-n
Flexconnect encode_and_send_add_mobile_to_dottll_client
HH]: ADD_MOBILE AID 1

check vlan override vlan 1432

HH]: Client ADD Encrypt Key success AID 1 Radio O Enc 4
HH]: client moved from 8021X to IPLEARN_PENDING
Flexconnect Sending HREAP_APAUTH_CLIENT_ADD

HH]: Authorize succeeded to radio intf aprOv0

HH]: client moved from IPLEARN_PENDING to FWD

*07/06/2026 20:59:57.7690] Discovery Response from 192.0.2.20

L T s T s TN s Y s Y s N sy Y TN s Y s T s N s Y s Y s B ey B |

*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026

21

21:
21:

21

21:
21:

21

21:
21:

21

21:
21:

21

21:
21:

21

:00:
00:
00:
:00:
00:
00:
:00:
00:
00:
:00:
00:
00:
:00:
00:
00:
:00:

08.
08.
09.
09.
09.
09.
.5510]
12.
12.

12

12

0080]
4820]
3740]
3780]
4040]
5020]

6480]
64901]

.6520]
12.
12.
14.
14.
14.
14.

6520]
6520]
8270]
8270]
82801]
82801]

CAPWAP State:
CAPWAP State:

DTLS Setup
Join

Sending Join request to 192.0.2.20 through port 5253, packet size 1376
Join Response from 192.0.2.20, packet size 1397

CAPWAP State:
CAPWAP State:
CAPWAP State:

Image Data
Configure
Run

AP has joined controller (C9800-1
Flexconnect Switching to Connected Mode!

CLSM[HH:HH:HH:HH:HH:HH] :

AP_REAP_CLIENT_INFO_PAYLOAD Client MAC HH:HH:HH:HH

AssocTimeAtAP 1783371169 clientBitmap=0x13

CLSM[00:
chatter:
chatter:
chatter:
chatter:

CW9164I-ROW-LAB2# show dotll clients

Total dotll clients:
Client MAC STot ID WLAN ID AID WLAN Name RSSI Maxrate is_wgb_wired is_mld_sta
HH:HH:HH:HH:HH:HH O 1 1 FlexAAA -40 M7 No No

00:00:00:00:00]:
pmk_tracker ::
bssid BB:BB:BB:BB:BB:BB,
pmk_tracker ::
bssid BB:BB:BB:BB:BB:BB,

Numbers of Local Switching clients to report : 1
PMKTracker: add dotllr entry for client HH:HH:HH:HH
Tife_time 1783371774, created_at 17833716
PMKTracker: add dotllr entry for client HH:HH:HH:HH
Tife_time 1783371774, created_at 17833716
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-8/release-notes/rn-17-8-9800.html
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