Catalyst 9800 WLC 2| CAPWAP ZI2l0[E=0d| CH
¢t olsf & =H| sl &2

At

2

ZiEaE

2700| 748 R, 2740l MZ CFHE HAHLIE
CAPWAP MZF&

E§ EO|H EE

LI 2tst %to|%

HAUEERAZFH 21 FXHA

o

EHod AlLLE|R
CAPWAP Ao I§Z! Z4ZB(UDP E E 5246

CAPWAP G|O|E{ ZIdato|E 4B (UDP ZE 5247)
AP 94213 A QXM AtM|ElE Mo Z(UDP 5246)
AP 4213 AQ|X|oAM AX|E|= CAPWAP Cl|O|E| X E(UDP 5247)

CAPWAP H|0|E] ZIdzglo|2 H|EtAds

274
O MoflAlE CAPWAP ZAEE ZigzEtol, HlolE ZYatolE X AixiS

HEIAE

CAPWAP._ Cisco Catalyst 9800 Z3H&Z 9| Cisco HMA ZOIEQI FM LAN ZHEED] 70| S
I UHIE MBELICH A2 RXIst7| 2I5H Mol keepalive X! MTS HFAHLIED &H B
o| Mo & HIo|H AE2 AP%%*L—IEF.

0| 20l A= CAPWAP Ao ZI¥zto|E, O|o|E| ZIYatolE L RHMES o Chal| A st, od7|of
= 3 Elo|H, ol S U F2 EA sHE R|E7F ZEELICH

2712| 7HE A, 2742 MZ CHE HIAHALIE

CAPWAPE 5 7H2| UDP AM'dE Sl ™|, 212 2to|E LA HZHLIE Ol U&LICH



Mg |72 ZEUDP)EHO|ELIA HIFALIE

Mjo{ |5246 o= 2%/ol= 8H
Cll O0|&4|5247 CllolEf zd 14 R X

CAPWAP A|0{ ZI4EI0|E (M| Z/HEH|E)

2 x4
=

CAPWAP Ao{ Zldzato|=2E HM A ZRIET} Alof Mo 04715 4 7tsEHX| & lste o At
EELc.

O =52 ofe ZHEHELICH BB APRE ZHEE2] 7he| Kjo] 24Z80] 0475| & HEio|H & st=
x| #elgfLict Hu[ae ol (YHo|E E= Zet0|AE HI0|HE ME sh= o AFSEIX| et &LCH.
od st
|

CHAl UDP Z E 52462 £38F CAPWAP ANlo{ Z2of it 2tolE LA HZALIE

=7t Zidetol 28 HIHE?

AMA ZRIE= Moi ZHEto|EE sSXM2 =z AlAstE CIHHO|A LT

Pt 2 AP7L ZEET{0| CAPWAP 02 2FE EHLICE J8{H ZHEEHE s o2 8H
SE SHELIDL O[2E SEE Mol7[7t 28E #4lstR 0 Mo MPo| FLE2ZR JsH= &
QIgtLt.

J I5t=X| = ¢l

SE2 o™ Ux|SIH, O|E S5 APE TSt keepaliveol CHE R &8 SHE 4

22 HHUBOl obele 2oiFy| ol Z23

O| S22 Mo Zdeto|lE7F =2 7 =
i 1 ZAEEp{7} o|of et SEerL|ct.

LICH CH&T APZE Mo Aid B EE

18 m
ro nj

|ghe = grL|ch

\J

o= ZtA2 1-E LdEo| otL|Et HIZE EEiE

rlo

Hele &8 & stLhduict

|0
u
Il
ol

% 0]

O|= CAPWAP Z1E Z keepaliveOll A 7}&H 2HH=]

IEHIEAMH 30=0ICH o2 ™S TSEChs [

o

BRI 7HE2 APT T HE F 7/
AxMzE 2 =X Lga LICt.



ANo{ ZdetolE = Ao{ "D HIEMHE 7
AENY 2 APV SEIE o7 2HE HaEt
o| o|O| mete| Qe AR W ol of 2 mZ!

APSt ZAEE2 AlO|9| ZE R &S KMo S&l2 Mo{ AM'do| dotRUSE EntHez FHEC

2t A 2UEF CAPWAP &|0{ EZHEl2 keepalive EFO|HE K48t LT},
o|2{8t o] Ef=Io| of= CtS T Z&LCh

« Zdm|agio|M met

« BMEZlAA BE| HHIoIE

« WLAN 22 X|o{ HA|X]

. Z20|¢iE & Ao O|HIE

. E7 E= AE| 7|3 HIAIK|

. XJAl Etofjo| ol =z WEtE|= J|E} CAPWAP A|of o]

O g0, SEYE oZ ™2 Mofado| =& stx| ef2 7|Zhogr A LICH
ZHERSE o

show capwap client timer 232 AI23610{ AP2S| CAPWAP 02 ElO|HE &0l8 4= QlaL|ch.

<tfroot>

Training-AP#

show capwap client tinmer

CAPWAP TIMERS Running Current / Max (seconds)
PATHMTU_TIMER : 23 / 30

MSG_CLIENT_STAT : 124 / 180
DATA_CHANNEL_KEEP_ALIVE_TIMER : 24 / 30

ECHO | NTERVAL_TIMER : 23 / 30

PERI ODI C_ECHO TI MER : 233 / 300

PRIMARY_DISCOVERY_TIMER : 50 / 120
CAPWAP_WDG_UPDATE_TIMER : 4 / 5
FLASH_WRITE_INTERVAL_TIMER : 21 / 60



E}O|MH

Mof Zldetol2 HFHLIE2 F 7Hel E2FF Efo|Y gtol =8tk

stz 71E | o
°O =/ 7): = O

H.
o= 7+ 0% AP/t SRE o2 REE ELi7| Mol Mo R HIE M of el FedL|ct
HEEZ Mo O 90 AMo{ MM HIEE Me1st7| Mol HEER{7F R&8 Moi EBEE =4
E EfO|M — |8tx| gt o s{8stE EICH AlZ
Z1E E Keepalive &Il A| =™ E|= =

Moi AMdol A8 E Alzh 21t S F5o= MetzH HEEH=E 4= X0 Mdo| £24ES M

gLt

r\l

Ol Aol HEER = AP7H O OlY Aof Aol AZE == gl W2 ZHFst1 MM SHMIE Al
ZrEfLICE o97]ofe et o 2 Xlof ¢dHE B0 AP2| &4 Ko MM HEHE XM Hste Wol =&
=Lt
= .

O CHS APE ZoH AlLEE|201 et ZHEESE CHA| AMst T CHA| @dsto] RIS CHA| HF
stodl Al g + AU&LICH

o

L

e

21 A

Mo
b
<=)|=|

N
o2

o 2 THZ0] FRHEIACHT S B4 EXI7 Els e obelLic
2! Z4*10ll 300 O 2 @A0| EAIEIX| o} P RS2 80| LIEHR| gt LICH Ol o
2 CAPWAP Rlof EBfEjo| 525 22T YIS oNlY 4 Yooz S2UH of27t LRSI o
&LCt.



.« ZAEER7} APEEE| CAPWAP N0 EBEIES H& £ AIELI?
« Moz L2 o= EPOIDE S AIZ OHE 2Eiso 2801717

- Mo Z=Zofgt 04%% £ HELZ 2N UA&LII
- i &4, LEY SE, NAT M E= HEE £l 4K 2 2l UDP 5246 EEZ{ =0 ST
ELt?
AX ExE F71M2l o 2 miZ! RHA|7L gile Ao | otlLict Al 2EXl= HEZD{7} APO| 48
= gictn Mg HE 2 23S et Aof #M'd S410] Zo{x|= RYLch

CAPWAP O|0|E{| ZIdztol=

=%
=

CAPWAP Xo{ o 2= Ao Aol 2 S35tn US2 FXI2H Hio|H xid 8t Had2 8F
5tX| ef=Ch Mo Z2 2 Ho|E 2= Sxoz AmjE 4 /oo 2 CAPWAPE UDP ZE
I. =

LS -

52470{| M E T o| O|O|E] keepalive &
clole ZYetolE e SXM2 30 &Lt

- ap7t ClO|E| R HE S 2ol & 7T 4 QEX Holgtict
« APQ| O|O|E{ E{'d AE} S|
. O|0|E{ ZZofot Q&S F= Aol EFX|

AP7} OlO|E ZIUEto|EE H&stn, ZHEER|7I Hlo|H ZYeolE SEHa =z SEE LI

SE2 ClolE ai'd & 5347t SR =X] o7 ol e E3HEHLE F S B EX] §EE =+ U&

L|C.

keepalive7t REEH B¢ HEEDE OIE 87501 APL| L|O|E{ 20l A& A8 = JUeX| &
QgfLc ZlE fE 8 AP MMT LRIAZE = iHL SHE B = 9l B2, keepalive7} 4
Mzl olole 227t A= Aoist Aoz 7hF2 + &L



keepaliveE +2{st7| ™ol HEED = 7|E A& E T&st0{ Z0| SHHE AP £5t=X| =l
éI-L||_—_|.
= .

ZEEC{= OS2 gL

« keepalive®ll &8 CAPWAP XME 7} Z 8 E[o] Ql&LCH.
ap 74 MAC =47t /&Lt
- THZIZ2 AP AT UXIAIZ = U&LICH

7HEE= E—{ HA AL P F4A U AA UDP ZEES AS5t0] MMS Alwdstzin Al siich Ay
& A2 AP BIC|2 MAC TAE CHA| AFEE £ Q&LCH

Ol Cllo|&| AHo| AMjo{ A'dut= CIE HEHE UDP ZENM & &= U= NATEE P

APOY| ERrLICt Ol2{8t B2 ZHEE D= APS| AKX CIoIH Md R E2 &t Yo|E %E S8
A&LICH

AAH

mZlo| s IP ZE =&t o|0| @1ZAE MM ot CHE AP &8t Jo 2 LIEHLIEHE Z 2 E MM
OHE S & X|5H7] I3 keepalive7t 7S E LICF.
AS & £4dz|lE =Y

keepalive7} =2t £|H ZHE Ec{= AP2| X MM HEHE V|EI2 2 0|& MEIFFLICH

o CllO|E{ M|440| OIEII MM E AL, keepalives Er&3| 2o|2 4 E MZ T E[L|CH.
- O|Zd0| & i =& olo|e ZHEto|EQl B2 ZHEE = Ol& Ar&35t0{ APL| HIO|E &
d HEE st&5t7LE YO[O|EstD CIO|H B MHEE =28 = U&LCh

O| ¢ #Hmf ZHeto|E = AP7F NAT EE= PAT Flofl Rle B<9E Z&étod ZEED{7 O|o|H B4
g 2HtE2A Z2aeiYste ol = 80| Zl2 2 &35 S2EfLICHL

GO Mo 25| dHE|H &= keepaliveE HE™MQ HY Bl Z2ZE MEHE0|EEE 7
Xlst7] LI AMBF AFSEILICH

o
FO
rok
0%

=
S

R &3t O|O|E] keepalive= CIO|E B2 9| HEHE & Ql5t
POl ™A MM EtolEE M2 T EIL|C

rr

W olgdE sHELICH HEED oA
AP

%, ZEE{olM Clo|e A4 2to|E LA T A AP A4 é‘JEHOiI ZlofgfLict. 1 ZAxf, KMo I o
OlF Eto|EL|A HIHLIE2 MZ O SHE MSEHT ot Mz grEdk|o{ RUCt.



APS O|O|E ZI¥Elo|= EtOo|H

AP= Cl|0|E| ZidzEtolE 7t E Mofst 1 Cl|o|E| Bf'do| SEHEl W2 ZhFsl{or st= Al7IE 2
ek
g5 72k

olole ZMetol2 7-4|30%

AMHS dox 3%, 6%, 12%, 15%
HlolE| o= 72+ 180=

Heh dEjol M AP= 30 0tct Cl|o|E| ZMElo|EE & ELICH

[ TH

&S A 5to RHA| =& LICH Zoi7t 180% S¢F X|&EH

AP7t SEE ¥X| RstH H
dgfLict.

AP= O|O|E E{L Ct2 S M

I |H

CAPWAP A&

Al
=

19

2l A E2 STz 55H

o

CAPWAP Flof IAIZE UDPS B3 ABEICiPts 9 2l 89 ade HB LI HEME X
| AlS

Sot7| sl 2¥E EUls x|z ol SHE +4E W7 x| O|& MTSE Mol A&LICH

L

S

%

. ZEEE{7} APO 288t Z(0l: HI|TBlolM UHlo|E), HEBRIE MES ¥
cr.
25, bl Am|aBolM AEl, 0/0IX| B HAIX| X ol 2%T 22 AP HEBE0

CHEN o] 22 AP= MTEE #elFLIcH

fjo

74

|_ o

o SEHS EX| 27| [EH—E—OH Ch&=3] XWI REE XHAIEoF %%
A



a bk wbd =

Qg Bl
Ux| SES YIchaiLIcH
SE Ol TAHSHE R0l RI745t Lt EHOIOH7H BHR EIEd ChAl M&EHLIC
ol 2El2 2k AP Mol CHaH JHeI Mo 2 £MELICH HEBRE £3t M T2 U OIXE| 2F
HIAIKISl £ 8 S[grLICH

TS Eto|H7t Btz E Mottt ZHEES = OV |Hol (e @E 852 dEstu Ofs 28 & o
LHE =>gfLC
1. 8Eol o0 X +=AE[R&LICH

ST 230f CHEt S0l 0l0| £ 418 B2, ST SHO| HIEAHMOZ TASICEtE HESE
HIAIXIE CHA| M%7t R| ekasLict

2. Al AM|BH =1t

ol o|0l A8 E H=+ oly MHESE B ZHEECI= 0|8 AHZ ZHF st i AP Al4dof| CH
C

Ol A|HolM AP M[4d0| S=ELICH
3. 20| ot %] 2EHE|X| A& LICH.

ZEEB{E ZE Efo|0 O|HEM Ch7 ¥l /= ZE HIAIRIE ZA MES K| &Lt 28
O| CHA| & E[7| Tol| £ A8 RTE 742 Sot Chr (ol ot Qlo{ok gLct,

ZI@Mez ol Mi™sE 7h 42 3x Lt

4. ¥ S



QHO| o2 EF 0|1, Al
CAPWAP o] &= ol M

| -

-

M C0|x| &2 AP

oF

5t
=]

1&

©

=

—

A
ooz 0| oe

A of
LICE.

(=1

F

=

Iy

S

[m]
L

ICH 158 RA| =& == QU&LCt

=
k]

—

—

T Aeist7| Fo
i of Bre 518

5]

P&

HAl 750l B HESE
7

c

_{
tR|BF ZHEE2{2t CHE TEHE AL

2 34 e

—
=
=

—

P
E

)

7
T

£ HIAIX] & 4ol C
X

CcC

-1
=~
S

INI=PN

K& CAPWAP

—

FM OlOIX| M2 AP B2E AHE

L{Ct.
AP

Al
o

AP R A|T= EfO|2O| CH

—

Cl=23 Z2 AP A|RF CAPWAP &0 M=|L|C}.

FRHAIZ OH7HEH =

—

- 0=

7|2 dEollM

Ol



NS WEH K= 28 sl S0l 88 M7t &l 8271 &Lt

RS T SEEEE
FUs 70| TS, o 3% 747 HEERS TS

6s, 125, 24s, 48, 9659} 20| AlZtO| X|koll 2} Cf 2| BAE||X|& MO L AL 3HE APS K
EPNTSES o8

Ol 53| &7t A £k of 3 282X S0l offH Zo| HAITED Y| HOIF £ U= ASE
ol wredQlL |t

ZHEEH|M MA|Z o2 ARISHH MES T2 MA7F SEET AP MM0| SE2E/LICH a2 H
CAPWAP ZHEE ! O|0|E{ MM 0| EElLICE.

AP =

APOIXM REA| A A& ATlstE B2 olld HEEDE Z7(6t1 XMSFE CHA| AIREfLICH
Yot o 2 Discovery(HA) EHH 2 Sot7F M RIERIS A= gfLCh.

Au|asfolMd =2 Y 7|2

NS SEH2 AP 22 =2 uteo| & 7hX| 7|2 Ao olaf Mo{EL/ct

capwap MZT& &5 ZCH RS Az S

P

7|8 mM™

OF

Zt

ih:

capwap M7&& 7+43




O| ZoMH= o] EMOM =2

M| ot ol 2 #HEd RHA|Z & HIRE

o|E

oI

St 7|EF AP 7|8 CAPWAP X0 RHA|Z0f| 25

2 CAPWAP E}O|HE 2 &Lt

i _/I\_O
Elo| 71232t DZ XP’T AMH
_ A AP7} 30 S0 CAPWAP Allo{ ECHEIE ™M&5tK| otom
3 z= 2
o= ANo] [30= y AP olm QAS S|t
) ZHEEZ o= o] & LM § &8 Mo{ EEj=lo| 2 E.LI
= -4
;ll:fllsl-:ilg:l-:E 90% ?_: ;‘Ii Ch O} ZdE £ AL x| otomd Klo{ M|Mo| SEHE Zdo =z 71
R ST [
MMES 7+ A 3% XN |HE [HAEEE{7 AIA| OIS E CAPWAP 2HE 1™ 7o 2 x|
0 - o BB |[M&ELICH
_ ZHAEE2 AZF CAPWAP S &oi CHEt =|CH RHAIE &4l
M& B A | N |HE = _
g:l S A 55 A|S O:I oy CH 8 ool x| #|Q] AlLtEIQ0ME 153 AIZT}R| S0
=70 % ULt
AP Ao AT |6, 12, 24, |A AP AP= K| B T E AL 5104 XA CAPWAP 23 AT
& HHom 48,96% |0 S&hLict.
[ _
CllolE ZEl 30% ;: AP A ArEHoll M APE 30 0ICH Ci[O|E{ Z1YEto|E & T&E
olg z+A - L|C}.
E
ZF |04
?:ZI?HEEEJH 3,6, 12, S: AP clO|E{ ZMato|E SEH 0| L2 E|H AP O T E A5
ox 15, 15% |, 0 15X 2 A|8t5t0q ZHA| =& LTt
[ _
lolef A ol |, cj: o |AP7H 01712 Lol Glolef Zgietols metg M3soz
=g P! - £ S X|5HX| 25tH HlO|E] B4 CI2S ModgLct.




<0

-

pal

HAIX|S
AIE

235t7HLE AP7} ZQI2 CHA|

K0

HEEH7I MM

I X|2F keepalive 2t AH

©°

x4

o

[N

ol
A

|0{0d] A& AZEE +

I

£ Al4404 T Of

o &

AlZH 7|t
=

12t0|E vs. HIHS

M2 ESE7|E

Zlo
=

4

x

o =
0 |

Kk

gtuct,

A ZoHMME ofelz M

HZHL

<+

FEH|E Ao

- show logging profile M ZE mac <ap-radio-mac> to-file bootflash:<file>
[¢]

- F4 mac C|HH <ap-radio-mac>

Use:
keepalive/



28 CHYY:

- 032 23 %

- o2 S 7S

o AHABHZ T <N>QI @Fof CHal| ol =2 SEHO| ME A& LICH
- StEH|E E}O|H7} M 2f <ms>Z CHA| AR E[A&LICE.

- StEH|E ElO|H HZ[7} E&H

. 3IEH|E E}O|0{ Bt=

GlOlE 212 /X

A CHYY:

- OlO|E{ ZFetol= ~4lE
- O|O|E{ M[AM0| o|O] ¥HH
- O|O|E{ DTLS7t MHE|X| et A &LICH.
- CAPWAP H|O|H EHE &5 HH|0|E

- CllolE] ZYeto|EE 2|5t k| & LICH O|R: CAPWAP AlMo| A8 = 2

=ct
« Z 2 El keepalive HA|X|, capwap 25 Q=
.« ZX El keepalive HIA|X|, WTP MAC §i&
- ZLEIo|EE AME|5tK| ZRU&LICE CAPWAP MME &
- Mo ZE7} ot CHE ZE0i|M OIo|E |RX| 2|7t =4IE
« CHE AP <mac>0f CH3H CIO|H 42 | X[ =2l
« A ZAE CHEH WTP MM Eflo|E0M HIOIE &
<ip>
- CAPWAP H|O|H E{d & =& YOl0|ESHX| ZRH&LIC.

HEE Holo|ESHR| =

13

L
o)
I
M

ol ZdatolE &2

 <src>0l| M <dst>(2)Z H|0|E{ 914 | K|
- <enc/plain> H|O|E{ 9124 |X| 8E EH
« IPOIAM ZldEto|E THZ! AFA: <ip>, & = Qi MM

- ololH ZldetolE SEE EUX| Rei&LICH
- Z2E YWHY Oo|H ZHeto|E HIAIX] A

Pl
2
Ob>

oY
1=
i
0



- AT™S ELO|H =

« Seqnum <N>O0|(7}) 70l U K|t O} & ackE QK| RO 2 CHA| MEsHE SLICH
« HIAIX| RIFS: <msg-name> RS A|T: <M>

o AMPHAHSTI QU &F: <N>0|(71) <S>ZF S Ch7|Pod| U&LICH RHTE oF &

- CAPWAP MM B =, 2|CH RIS Bt=: <HIA|X]> ...

« APO{|X CAPWAP MM E|AAE HE[FFLICE.

MM St

248 CH AL

« AP CAPWAP M2 S=FLICEH
« CAPWAP DTLS MlME E&Lc.

« capwap-dtls X[o{ Al Et7|

* capwap-dtls OB MM B 7|

- <S>Z% Hoj Otx|2fe 2 £ AE Ko T LCt.

« <S>Z% Hof =4I1E o2 HIo|E 912 R | WALt

« APO{ CH3H CAPWAP DTLS MAd0]| EF&i&LICH §Ql <0|R>

of:

2 ALzl
AP C|HH ol

Ol AP CItHT B
Gl A SE 4 UG

2 AP2t WLC 7F2| CAPWAP Ajo{ & Hi|o|H ZIHElo|E S48 ELIEZst=
LICE.

#debug capwap client event

OlE{8t CItHI 2 HT QI CAPWAP Sl AIHAE 20iFLICH

13:11:440{ AP7} UDP EZE 52462 S35 WLCO| CAPWAP 0|2 @8 M&saLICH SYst Zt
74 S0t APE= UDP ZE 52472 S35l CAPWAP |0 ZldetolE e ME&FSLICH 2O
WLC7} F Q8| 25 MEZxo 2 SEra2e HolghL|ct.

Bt AARHE = QUHHA{QI CAPWAP S&l F7|& LietLIct



13:11:44.0917 - 0l 2 QHO| ME A& LICH

13:11:44.0918 - Cl|O|E{ ZiLeto|= 7t ME E|RF&LC.
13:11:44.0926 - CllO|E{ ZIYEto|=E 7 WLCHIM A& LICH.
13:11:44.0940 - WLCO| M oi| 2 SE 2 &t &LICt.

Ole{et Bt AR Z = CAPWAP ZIEE X H|O|E A'H0| 25 (S Ti= X SstH &5 X[ Azt
o 7ol gig 2 #felgfLict.

*07/19/2026 13:11:14.0817] [RX]KEEPALIVE: RoundTripTime=0.001 sec

*07/19/2026 13:11:44.0917] Echo Request: Send count 22

*07/19/2026 13:11:44.0917] [TX]Echo Request: Sent to 10.105.60.132

*07/19/2026 13:11:44.0918] [TXIKEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026 13:11:44.0918] [TX]KEEPALIVE: Schedule for Retransmit in 3 sec sec_drop_count=0
*07/19/2026 13:11:44.0918] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => 1ip: 10.105.60.13
*07/19/2026 13:11:44.0926] chatter: [RX]JKEEPALIVE: Count 164

*07/19/2026 13:11:44.0927] Sending KEEPALIVE to WTP SM

*07/19/2026 13:11:44.0927] Capwap data keep-alive Msg.

*07/19/2026 13:11:44.0927] [RXIKEEPALIVE: Session ID 3221108139, Next scheduled for TX in 30 sec
*07/19/2026 13:11:44.0927] [RX]KEEPALIVE: RoundTripTime=0.001 sec

*07/19/2026 13:11:44.0940] [RX]Echo Response from 10.105.60.132

*07/19/2026 13:11:44.0004] [RX]Echo Response from 10.105.60.132 RttCount 1

*07/19/2026 13:12:14.0004] [TXIKEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026 13:12:14.0005] [TX]KEEPALIVE: Schedule for Retransmit in 3 sec sec_drop_count=0
*07/19/2026 13:12:14.0005] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => 1ip: 10.105.60.13

{ e T TN s N s Y s Y s Y s Y s Y s Y s N s Y s B s B Y s By |

CAPWAP #{|o{ IHZ! A& (UDP EZE 5246)

IHZ! R 24

1HZ! Z{x{= AP7F UDP ZE 52462 S35H 13:11:440] CAPWAP 0|2 22 MMHMS S & 0IgrL
WLC7F HEXoz mMZ!g £4l5ln oF

CAPWAP X|o{ A2 DTLS & 53t
2|70|M OIO|E{ 2 E A[FLIC}.

| ipaddr == 192.168.100.123 && capwap 3] - |
No. Time Seuree. Diestination Pratecel 1D Pr Differen 18 Ci Tetal Length _ AL b Infy L
9337 2026-07- 19 13 '11 dﬂ 93?935 192.168. IG-B 123 18.185.68.132 DTLSv. - Bxcd - 93 RpDLlcatmn Data
I 9338 2026-87-19 13:11:44.937930 192.168.104.123 10, 185.68.132 X - 5 CAPWAP-Control = Echo Request
9330 2026-87-19 13:11:44.0937930 10.185.608.132 192.168.180.123 DTLSV.. Becd - [T Application Data
9340 2026-07-19 13:11:44,937939 10.105.60.132 192,168.100.123 DTLSv.. - Bxcld - 188 Application Data
9755 2826-87-19 13 11 58.174978 10.84.63.223 235,235.255.235 CAPWA. . - Bxci. - 426,348 CAPWAP-Control - Discovery Flequest IHa'l.fnr'men Packet l

ATEE AAns AT an 1.EA manTE aa Ba £3 a3 aee aee aee aee Farnas Auna ame sam FARLIAR Fanseal  Pdeescmes Basos L T R S

£9|x| 7! =tel

A Q1R HZ! ™M= f 3 3HE CAPWAP X0 THZ!0| WLCOIM 83 H2 2 #4lE[0{ APZ HMEE



Source Destination
1YL 108 . 100, LLS

Protocel | ID Pr| Differen I Ci| Total Length A id Info
UILIV. - LT - Lapy

APP LLCAT1ON UaTa

—Or—19 L3ILLI40.0047 0

LT

32 93
18.105.60.132 93

=87-19 13:11:46.6085419 +198.123 DTLSv.. oxcd .
=87=19 13:11:46.605965 10.105.60.132 192.168.108.123 DTLSw. . Oxc® . 1ea Application Data
-87-19 13:11:46.605994 10.105.60.132 102.168.100.123 DTLSv. - Oxcd . 108 Application Data

CAPWAP H|O|E{ Z{dEl0|E HE(UDP EZE 5247)

AP= CAPWAP H|O|E E{ o] AE{E

= E0I5t7| {5 UDP ZE 5247
AptolE mMiZlE F7|1Mo2 MEEL

CtH.

rz

2 =

o

]

8 CAPWAP | O|Eq Z

St A x40 =2 E=H | | .| 74 |. RF= AL HE (=) |=|. |. | okd}
Ol H3™Qel net=2 Sl CAPWAP Cl|O|E B27} &85 HEE | XI5t AP WLC ZH9o| &t
SFEA | RAAFRH O XFE=|. oleo So|st A& OlA | |.

OOI_I OO_I—EﬂOO—T'—/\I\IZE _ll_IETAI\I=II’E

N | capwap.keep_alive 3]

na Source Destination Protocol |ID Pr Differen I C: Total Langth AL id Info

SUTE AT A3 AU TEANTRS  AThe AUG. AVD. 2ED AV ATI UV, d3E AT wALE - - AT TUELG TR LAY N0 LU S CEL ARG

126-87-19 13:10:44.915937 18.105.68.132 192.168.190.123 CAPWA.. Bxcd . 86 CAPWAP-Data Keep-Alive(Malformed Packet]

126-87-19 13:10:44.915937 10.105.60.132 192. 168,100,123 CAPWA. - oxce - 86 CAPWAP-Data Keep-Alive[Halformed Packet]

126=87=19 13:11:14.925946 192.168.108.123 16.185.68.132 CAPWA. Bxc@ - 86 CAPWAP=Data Keep=Alive(Malformed Packet]

126-07-19 13:11:14.925946 192.168.109.123 19.105.60.132 CAPWA... Bxce - 86 CAPWAP-Data Keep-Alive[Halformed Packet]

126-87-19 13:11:14.926938 18.1085.68.132 192.168.198.123 CAPWA.. Bxcd - a6 CAPWAP-Data Keep-Alive(Halformed Packet]

126-87-19 13:11:14.926938 10.105.60.132 192.168.108.123 CAPWA. exce - 86 CAPWAP-Data Keep-Alive[Malformed Packet]

26-87-19 13:11:44.936948 192.168.108.123 16.185.60.132 CAPWA. Bxcd - 86 CAPWAP-Data Keep-Alive(Malformed Packet]

126-97-19 13:11:44,0936948 192,168.109.123 19.185.60.132 CAPWA... Oxcd . 86 CAPWAP-Data Keep-Alive[Halformed Packet]

126-87-19 13:11:44.936948 10.185.68.132 192.168.190.123 CAPWA. Bxcd = a6 CAPWAP-Data Keep-Alive(Malformed Packet]

126-87-19 13:11:44.936948 10.185.60.132 192.168.190.123 CAPWA. . exce - 86 CAPWAP-Data Keep-Alive[Malformed Packet]

AF AT 1M AM.4n.14 AATIRAA A0S aen aAR Ann 1a sar £a amn ranuas Aan P FARMIAN Pafe Waee 81iciefelfemmed Pealeakd

Aol '| —HE’I =1 J o)

Eal S PNIRT B |_I

A Qx| o Si= |o|Ef ZIdEtol|2 mfZ!lo] ZE gio] APt | 8352

A 2|x| TZ! Z{*= CAPWAP Cl|0|E ZId2to|E mfZ!o| & 90| APt WLC ZhHol 83Xz ™
CHE|QI=X| =7} 2 & oI5t}

7l s&0ME OEE

=
=

QIghLct,

- Cllo|e| ZdEto|2 mZlo| WLCH 432 EEM&LICE

o
dS&LIcH

« WLCOIM of & keepalive SE S
- AQX|7F SEE CHA| APO| MY & LICH
- MY FA2 A oM 2! & 40| Y MEHR| i k&Lt

N | capwap.keep_alive

Time

2826-87-19 13:11:16.593732
20826-87-19 13:11:16, 593752
2026-87-19 13:11:16.5%4382
2826-87-19 13:11:16.594321
2026-87-19 13:11:46.604354
2026-87-19 13:11:46.604372
2026-87-19 13:11:46. 604802
2026-87-19 13:11:46, 604822

Source
192.168.100.123
192.168.100.123
18.105.68.132
18.185.68.132
192.168.100.123
192.168.100.123
19.185.68.132
10.105.60.132

Destination
108.185.60.132
18.105.60,132
192.168.108.123
192.168.108.123
108.105.60.132
10.1085.60.132
192.168.108.123
192, 168,100,123

Protocol
CAPWA_.
CAPWA_.
CAPWA..
CAPWA_.
CAPWA.
CAPWA.
CAPWA.
CAPWA..

I Pr | Differen ld C: Total Length
Bxcd . BB
bxcd . 86
- Bxcd 86
= Bxcd . BB
Bxcd 86
Bxcl 86
- Bxc® . 86
= Bxcd 86

A ld

Info

CAPWAP-Data
CAPWAP-Data
CAPWAP-Data
CAPWAP-Data
CAPWAP-Data
CAPWAP-Data
CAPWAP-Data
CAPWAP-Data

Keep-Alive [Malformed
Keep-Alive [Halformed
Keep-Alive [Malformed
Keep-Alive [Halformed
Keep-Alive [Halformed
Keep-Alive [Malformed
Keep-Alive [Halformed
Keep-Alive [Halformed

Packet]
Packet]
Packet]
Packet]
Packet]
Packet]
Packet]
Packet]

K



AP 33 ALR[x|o|M AKX El= Ao T (UDP 5246)

ol EIAENME AP Y213 AQ|%|0l M CAPWAP X|0{ ZE(UDP 5246)7t AtR|El= AR APO| &
pN =1 _I?I_o;|2.<_|_|[_‘_|._
1= =

WLC7I 83%xoc 2 2He xelstn SHSIC 2t CAPWAP Ao TiZ!lo| APO| =EH5tX| 28 4
? AP, WLC 2 HELT SEE ASst= 0| SXL|Ct.

O| AlLt2|20A:

« AP7} WLCE sl CAPWAP 0|2 238 A& ™&ELct

. WLCE Z+ o.||:; ox-IO A-I_T'_X-IOE g

« WLCHM sHT ol2 SE S dMELIct

- AP Y23 AQ|X|= 8HE = 4I5HK|B APOI| CHA| Y5 X| i & LT

- APE 0|2 8E2 FAIsHK| e 22 A5 z|cf R =
=S CHAl A|RFELICEH

Of>

ot
1
i

AP C|H1 E4

12:11:55.45680{| A AP= UDP X E 52462 S35l WLCE CAPWAP 02 @8 M&aM&Lct.

oz 2F: EL|7|

St

0

QHIR40] &Hoq A||_+E|<>9+ Szl oz 50| £AEX| tok&LICh el APE 7| CAPWAP Ef
O|mHol et TS S AMFR&LICH

Olg{8t MMEs e CteSn 22 EFQUAE mof HHAMFHA LT

Time O|HE

12:12:00.2587|AR~1E 4= =1

12:12:03.2599| RS = =2

12:12:06.2610(RH &S = =3

12:12:09.2624|RHTHE = =4




Time

12:12:12.2637

APE= 12:12:15.264701 C}&

1 ZHol

Z|CH RIS 471 =11 E|0{ DISCOVER 2EZ EolZLct.

a

L S e Y e T s Y s Y s N s Y s N s I s B |

WLC RA &

12:11:58.7318357120{| WLC7} AP0 A
olg{8t 2= WLC7}
12:12:19.8021838140{l WLC7} APO|A DTLS Close Notify &

orcte A
SEHE =

%1z

s
(=)

235t AP

PN
~

*07/17/2026
*07/17/2026
*07/17/2026
*07/17/2026
*07/17/2026
*07/17/2026
*07/17/2026
*07/17/2026
*07/17/2026
*07/17/2026
*07/17/2026

stol=

<tfroot>

2026/07/17 12:

2026/07/17 12:
2026/07/17 12:
2026/07/17 12:
2026/07/17 12:

AP di sconnect initiated

Renot e Host:

% APE

X
A~

X+3SH

74 AH
=1 KA

AM T EMAE Al

Fa
=

CAPWAP &Ef HAIE XHAIZfstod MZ2 L{CH

12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:

11:
11:
11:
11:
12:
12:
12:
12:
12:
12:

.2577]
.2577]
.4568]
.4568]
.2587]
.2599]
.2610]
.2624]
.2637]
.2647]
.2647]

[RX]JKEEPALIVE: Session ID 4068929293, Next scheduled for TX in 30 sec
[RXJKEEPALIVE: RoundTripTime=0.001 sec

Echo Request: Send count 0O
[TX]JEcho Request: Sent 1 Lost 269
Re-Tx Count=1l, Max Re-Tx Value=5,
Re-Tx Count=2, Max Re-Tx Value=5,
Re-Tx Count=3, Max Re-Tx Value=5,
Re-Tx Count=4, Max Re-Tx Value=5, SendSeqNum=63,
Re-Tx Count=5, Max Re-Tx Value=5, SendSeqNum=63, NumofPendingMsgs=3
Max retransmission count exceeded, going back to DISCOVER mode.
Failed to reach capwap down with retransmission 3 times

NumofPendingMsgs=3
NumofPendingMsgs=3
NumofPendingMsgs=3
NumofPendingMsgs=3

SendSeqNum=63,
SendSeqNum=63,
SendSeqNum=63,

HF AH

i =2 O

2 HEE2H0|M X2l 2X7t StX|

MEi&LICH
22 Eo{ELICH LiSo]
. AP7t HAEE {0 ™

WLCE= DTLS MME &

M& 3 CAPWAP 0|2

X x{5h

OXR{IS AT XA SEs

o= OO T

OS2 XMElst

1374 A

=2 3SH
Ls A EH

Stx| Ze7| W E 0l 21Z0|

Si&LC

L|C}

SHMIE 7|

12:19.802274790 {wncd_x_R0-1}{2}: [ewlc-dtls-sess] [16522]: (info):

192.168. 100. 120[ 5256] MAC:. 889c. ad26. ea00 dtls session cl osed

[ewlc-infra-capwap-dgram] [16522]: (debug): dgram handl
[ewlc-capwapmsg-sess] [16522]: (debug): Encrypted DTLS
[capwapac-smgr-srvr] [16522]: (debug): Mac: 889c.ad26.e
[ap-join-info-db] [16522]: (note): MAC: 889c.ad26.eal0

12:19.802279648 {wncd_x_R0-1}{2}:
12:19.802317470 {wncd_x_R0-1}{2}:
12:19.802321202 {wncd_x_R0-1}{2}:
12:19.802376588 {wncd_x_R0-1}{2}:

Nane : AP12, Ethernet nac : e44e.2d2c. 3d0c, Reason: DTLS close alert from peer



<{froot>

VK- W.C#show wi rel ess stats ap history | i AP12

AP12 889c.ad26.ea00 Joined 07/17/26 12:24:18 NA

AP12 889c.ad26.ea00 Disjoined 07/17/26 12:12:19 NA

AP12 889c.ad26.ea00 Joined 07/17/26 12:09:25 NA

AP12 889c. ad26. ea00 Disjoined 07/17/26 12:08:33 NA Heart be

Monitoring = > Wireless~- > AP Statistics

General Join Statistics AFC Statistics URWE

=

Total APs : 4
Base Radio Y Last Reboot Reason Y Last Disconnect hi
AP Name Y APModel ¥ Status Y IPAddress Y MAC Ethemet MAC YT (Reported by AP) Reason
CWa1641- . .

APEB49.9259.08D0 ROW (4] 10.105.60.227 10a8.29cf.e540 & 6849,9259.08d0 /~ Mo reboot reason Heart beat timer expiry
Training-AP CO105AX-D 0 10.106.60.91 Gcd6.e32d.f640  6eod6.e336.e138 F  Noreboot reason AP Auth Failure

AP12 CO9130AX-D (4] 192.168.100.86 8B9c.ad26.eall F edde2d2c.3d0c & Noreboot reason Heart beat timer expiry

Max R i55i

APBC88.814F.04E0 CW9178I o 192.168.100.87  ecfd.0c67.1600 .~ 8c¢B8.814£.0460 £ No reboot reason Ap ransmgionty

1 100 O

WLC EPC= ClS& &QlghLct.

. SQUFEIQUAENT O A CAPWAP 02 Q0| WLCH| Adz2xoz T esia Lt

WLCOIM &= 3HEl CAPWAP 0|2 SES MMMSLICH
CAPWAP A|o{ EZf=2 DTLS ¢35 35t0] olall E3 |2 2 SE 2 Application DataE EAIE

L|ch.

- —_——2 |

WLC7} M 7{ElL|Ct.

2k EPCE ZEEE7I 4BMo 2 SEHES MEHSS HQAFLICH 1M SH 9| §eI9)

48748 2026-87-17 12:11:58.738949 192.168.100.128 10.185.68.132 DTLSv- - Bxcd . 93 Application Data
48741 2026-87-17 12:11:58.730945 192.168.100.120 18.185.68.132 CAPWA.. 14 I 52 CAPHAP-Control - Echo Request
48742 2026-87-17 12:11:58.731956 198.105.68.132 192.168.100.120 DTLSv- Bxcd . &0 Application Data
48743 2026-87-17 12:11:58.731956 10.105.60.132 192.168.109.120 DTLSv. - Bxcd . 1ea Application Data



N | _ws.colinfo == "CAPWAP-Control - Echo Request”

Packet details B Regular Expression (@ (8che Li
Options: Case sensitive Backwards Multiple cccurrences
Mo, Time Source Destination Pratocel |ID Pr Differen Idi C: Total Length Auld Infa

11212 2826-87-17 12:00:47.679957 192.168.1080.120 19.105.6@.132 CAPWA... Oxc@ . 52 CAPWAP-Control - Echo Request

22007 2026-97-17 12:02:55.731956 192.168.100.128 10.105.6@8.132 CAPWA. gxcd - 52 CAPWAP-Control - Echo Request
2026-07-17 12:11:58.730949 192,168,100, 120 18.105.6@.132 - CAPWAP-Control - Echo Request

49081 2826-87-17 12:12:81.732948 192.168.108.120 18.105.60,132 CAPWA. [T 52 CAPWAP-Control - Echo Request

49292 2026-87-17 12:12:04.733955 192.168.1088.120 16.105.68.132 CAPWA_ Bxcd - 52 CAPWAP=Control = Echo Request

49485 2026-87-17 12:12:87.734947 192.168.108.1208 16.1085.608.132 CAPWA Bxch - 52 CAPWAP-Control = Echo Request

49695 2826-07-17 12:12:18.735954 192.168.1080.128 19.105.6@.132 CAPWA.. Bxc®d o 52 CAPWAP-Control - Echo Request

49972 2026-87-17 12:12:13.736961 192.168.1088.1208 18.185.68.132 CAPWA Bxch 32 CAPWAP=Control = Echo Request

AP UZ 3 A L{R|0AM =Tt TZ! HX = =S FHE MSELICH

b =
1

Sofl CtS

mo
i
o
T
1
20
I>
C
[ul

o] Z4H

ujn

« ALR|7HWLCHIM M&E & E3HE o2 SHE 38X 2 s ARM&LICH
O| 8E2 DTLS 532 QI of &
- SEO|IAPZ MY E|X| A &LICH

7 ol/E Ch3n Z&Lch

« AP7} CAPWAP O3 &2 9x| Z2&LICH

« AP7t 0|3 2HE AL HE%?H%LIEL

- NS FIRE7F A3 FHE LAHZE =o&LICEH
« AP7} CAPWAP AEf AlA *'% CHAl AlZFRE&LICEH

I{Z! ZHX= CAPWAP X|o{ EEfZo| SEHE X|HeEM A XIE HESHAH AMEELICH

N ip.addr == 192.168.100.120 && capwap

]

n Tirme Source Dastination Protocol |ID Pr Differen| Idi C:| Total Lenglh_ Av ld Info } R
5895 2026-87-17 12:11:50.B65681 10.197.34.153 235.255.255.235 CAPWA.. . .. BxcB. - 378,292 CAPWAP-Control - Discovery Request[Malformed Packet]
5899 2026-87-17 12:11:50.B65752 10.197.34.153 255.255.255.255 CAPWA. — . Bxcl. _ 378,292 CAPWAP=Control = Discovery Request[Malformed Packet]
6568 2026-87-17 12:11:58.119587 102, 168.100.128 16.1085.68.132 DTLSw.. Bxcl 1468 Application Data
6569 2026-87-17 12:11:58.119553 192.168.100.128 18.185.68.132 DTLSv... Bxch - 1469 Application Data
6572 2026=-87=17 12:11:58.120206 10.105.60.132 192.168.108.128 DTLSw.. - Bxcl 1469 Application Data
6663 2026-87-17 12:11:58.401499 18.84.63.223 255,255.255.255 CAPWA.  ~ . BxcB. - 426,348 CAPWAP-Control - Discovery Reauest[Malformed Packet]

AP 213 AL|x|0lM AKX El= CAPWAP Hi|O|E{ Z E(UDP 5247)

O| ElAE &= CAPWAP M0 ZE(UDP 5246)7t &t & HEHE FX|5t= S AP 33 AXIM
CAPWAP H|O|E{ ZE(UDP 5247)7} AA|E ] AP S22 HASELICH

0

O|™ AILIZ|22 EE| APE UDP ZE 52462 S3ll CAPWAP 0|2 HAIX|E HEXoZ wEHstod
WLC2tO| CAPWAP A0 9122 A& FXIFLICH 2Lt CAPWAP Hi|O|& ZdEtol=
S ZZE 2E £ Qoo Z APE Z= CAPWAPCIO|E| Z2E T& E7I2 M5t
CAPWAP K A|EE AlZFEFLICEH

AP C|H1 21= E|AE S0 CAPWAP Ao Ao A& &SEe &olghL|ct.



HXE A|ZHE I UDP ZE 52462 S5 MSEI CAPWAP 0|3 20| WLCHMH f&8tolZ 8
B2 AL dhol SE Qe HEE Z02 S48 &olstia ot

4Lt 14:30:1501 AP7F UDP ZE 52472 S35l CAPWAP Ci| 0| Z/deto|2 1]
Ct. s Cllo|E| ZidEto|2 S50l = &=[X[ 47| Z 0l APZE RHAIZ HIFHLIE
Ch. CHE EFHARIZ oM XH"+¢2 Holg = UAsLo

mjo mﬁ

EtARiziOlHIE

—

14:30:15 |Z=7| O|o|E{ Zdetole ™S

14:30:19 |CHA| Al 1

14:30:25 |MA|Z 2

14:30:37 |MAIZ 3

14:30:49 |MAIZ 4

14:31:01 [CtA| A= 5

14:31:13  |Z|B MAIE

S ot CAPWAP 0f 2 umws¢a5%umAm4mmaﬂ“ﬂmﬂWﬂwﬂagm

A LICH KA AS7F BE S35 5 AP= ot 5515|x| o2 o|0|E| ZIYato|E Azt

H 150 CAPWAP ZHA|EF 2 AIZHRH&LICH 2F 14:31:1601 APE 7|E CAPWAP MMg &
M T2 AR SoletaL|CH

7|17
2Fx

Hu B mio ©
Kl

3=
st Z

AP12#[*07/19/2026 14:30:15.9995] [TX]KEEPALIVE: Send to 10.105.60.132-5247

[*07/19/2026 14:30:15.9995] [TX]IKEEPALIVE: Schedule for Retransmit in 3 sec sec_drop_count=0
*07/19/2026 14:30:15.9996] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => 1ip: 10.105.60.13
*07/19/2026 14:30:19.0002] [TXIKEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026 14:30:19.0002] [TX]KEEPALIVE: Schedule for Retransmit in 6 sec sec_drop_count=0
*07/19/2026 14:30:19.0003] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => 1ip: 10.105.60.13
*07/19/2026 14:30:25.0023] [TXIKEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026 14:30:25.0024] [TX]KEEPALIVE: Schedule for Retransmit in 12 sec sec_drop_count=0
*07/19/2026 14:30:25.0024] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => 1ip: 10.105.60.13
*07/19/2026 14:30:37.0066] [TXIKEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026 14:30:37.0066] [TX]KEEPALIVE: Schedule for Retransmit in 12 sec sec_drop_count=0
*07/19/2026 14:30:37.0067] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => 1ip: 10.105.60.13
*07/19/2026 14:30:49.0109] [TXIKEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026 14:30:49.0109] [TX]KEEPALIVE: Schedule for Retransmit in 12 sec sec_drop_count=0
*07/19/2026 14:30:49.0109] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => 1ip: 10.105.60.13

Lo S e T s Y s Y s Y s Y sy T s N s I s Y sy B s B |



*07/19/2026 14:31:01.0151] [TXIKEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026 14:31:01.0151] [TXIKEEPALIVE: Schedule for Retransmit in 12 sec sec_drop_count=0
*07/19/2026 14:31:01.0152] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.60.13
*07/19/2026 14:31:13.0195] [TXIKEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026 14:31:13.0195] [TXIKEEPALIVE: Schedule for Retransmit in 12 sec sec_drop_count=0
*07/19/2026 14:31:13.0196] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.60.13
*07/19/2026 14:31:16.0207] Warning, unencrypted data keepalive failed

*07/19/2026 14:31:16.0207] Going to restart CAPWAP (reason : data keepalive not received)...

L T T s T s T s Y s B s I |

CAPWAP Hi|O|E| M'do| AR FM2 HEE2{7} 0of & Data Keepalive {Z! 2 +LI5HK| ZMSS
H

LIEFRLICH 2= AP7| Data Keepalive AT E MQ18t = WLC7I DTLS MM SE L AP 2124 SHiA|
F2 QI3 AP7F RFEE

OHIEE 7|EF&LICH RAMA &&=l &= Ao [} 2} Data Keepalive AlZF =1
Moz oIS B WK HEERV 25 Y HQIF LI

AP O|HY! mac2 A28 RA F4;

<tfroot>

2026/07/19 14:31:16.842212773 {fman_rp_R0-0}{2}: [source] [20448]: (debug): ipc(mqgipc/wncd_2/wncd-fmrp)
2026/07/19 14:31:16.842250177 {wncd_x_R0-2}{2}: [errmsg] [16638]: (note): %CAPWAPAC_SMGR_TRACE_MESSAGE-
2026/07/19 14:31:16.842251233 {wncd_x_R0-2}{2}: [capwapac-smgr-sess-fsm] [16638]: (note): Mac: 889c.ad2

Last Data Keep Alive Packet received 90 seconds ago.

2026/07/19 14:31:16.843318439 {wncmgrd_R0-0}{2}: [Toadbalance-algo] [16262]: (note): Algo counter decre
2026/07/19 14:31:16.843318599 {wncd_x_R0-2}{2}: [wsa-core] [16638]: (debug): WSA AP EVT Create Populate
2026/07/19 14:31:16.843320409 {wncd_x_R0-2}{2}: [wsa-core] [16638]: (debug): WSA AP EVT Create Populate

DI SJON - AP Mac: 889c. ad26. ea00 , new ap di sconnect reason 'DILS close alert from peer' (26)

FMHMACSE RAFHN:

<tfroot>

2026/07/19 14:31:16.737070835 {wncd_x_R0-2}{2}: [capwapac-smgr-sess] [16638]: (debug): Mac: 889c.ad26.e
2026/07/19 14:31:16.737072831 {wncd_x_R0-2}{2}: [capwapac-smgr-srvr] [16638]: (debug): Mac: 889c.ad26.e
2026/07/19 14:31:16.737076419 {wncd_x_R0-2}{2}: [msc-fsm] [16638]: (debug): @msc_event {"entity":"/capw
2026/07/19 14:31:16.737078137 {wncd_x_R0-2}{2}: [msc-fsm] [16638]: (debug): @msc_event {"entity":"/capw
2026/07/19 14:31:16.841870791 {wncd_x_R0-2}{2}: [ap-join-info-db] [16638]: (note): MAC: 889c.ad26.eal0

AP disconnect initiated. Nanme : AP12, Ethernet nac : e44e.2d2c. 3d0c, Reason: DTLS close alert from peer

2026/07/19 14:31:16.841890831 {wncd_x_R0-2}{2}: [capwapac-smgr-srvr] [16638]: (debug): MAC: 889c.ad26.e
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N ip.addr == 192.168.100.123 && capwap ] - +
* Time Saurce Destination Protoced 1D Pr Differen Idv Ci Total Length A Id Imio

11827 20826-87-19 14:38:13.475373 10.185.68.132 192.168.108.123 DTLSv- - xcd - 85 Application Data

11828 20826-87-19 14:38:13.476965 192.168.100.123 19.105.608.132 DTLSw-. - excd - 17 Application Data

11829 20826-87-19
11830 2026-87-19

14:38:13.476965 192.168.100.123 18.105.60.132 CAPWA_ dxed . 76 CAPWAP-Contral — WIP Event Request
14
11831 2026-07-19 14:
4:
£H
£H
£H
4

13.476965 10.105.69,132 192.168.109.123 DTLSv. Bl o &5 Application Data
13.476365 10.185.60.132 192.168.100.123 DTLSW. - Bxel . 85 Application Data
6.714959 192.168.109.123 108.105.60.132 DTLSV.. . Bxchd . 1469 Application Data
6.714959 192.168.108.123 18.105.60.132 CAPWA. Bxcl . 1428 CAPWAP=Control = WIF Event Request[Malformed Packet]
6.715951 10.185.60.132 192.168.100.123 DTLSw. Brcld . 14489 Application Data
6.715951 10.185.60.132 192.168.100.123 DTLSw. - Bxcl . 1468 Application Data
8.024902 192.168.100.123 18.105.60.132 DTLSw. - Bxcd o 437 Application Data
8.024992 192.166.180.123 18.105.60.132 CAPWA- Becld - 396 CAPWAP-Control - WTP Event Request
8.025964 10.185.68.132 192.168.108.123 DTLSw- Bxcd - 65 Application Data

ELH
38
11928 2026-87-19 14:38
11929 2826-87-19 14:38
11920 2026-07-19 14:38
11931 2026-87-19 14:38
11999 2026-07-19 14:3@
11991 20826-87-19 14:38
11992 20826-87-19 14:3@
38
38
38
EL
EL)
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g

11993 2026-87-19 14: 108.185.60.132 192.168.109.123 DTLSv- -  @xcd - 85 Application Data
11994 2026-87-19 14: 8.028302 192.168.100.123 18.105.60.132 DTLSV. .  @xed - 437 Application Data
11995 2026-07-19 14: 8.028300 192.168.100.123 18.185.60.132 CAPWA 1< - 396 CAPWAP-Control — WTP Event Request
11996 2026-87-19 14: 8.028999 19,1@5.60,132 192,168,100.123 DTLSV- Bxeld . 65 Application Data
11997 2826-87-19 14: -B28990 10.185.68.132 192.168.108.123 DTLSv. - gxcd . 85 Application Data
12834 2826-87-19 14:39:18.236987 10.132.179.233 255.255.255.255 CAPWA. . .. Bxcl. - 378,308 CAPWAP-Control - Discovery Request[Malformed Packet]
12036 2826-87-19 14:39:18.236987 10.132.179.233 255.255.255.255 CAPWA. .- .. Bxcl. - 378,300 CAPWAP-Control - Discovery Request[Malformed Packet]
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SOUT EUSUSUISLY 1% £0.90.33££00 A3E.iU0. LUN.LLd Lu.Lwdaun. Los Lnrmn wALE - o LAFRAFUE LS SR LLVE L8 L e FaLREL
3303 2026-87-19 14:28:48.332827 10.105.60.132 192.168. 109,123 CAPWA. - [ P - B6 CAPWAP-Data Keep-Alive[Malformed Packet]
3384 20926-87-19 14:28:48.332844 19.185.608.132 192.168.109.133 CAPWA. . Axch . BB CAPWAP-Data Keep-Alive[Malformed Packet]
5336 20926-87-19 14:29:18.342564 192.168.109.123 108.1085.60.132 CAPWA. Med . BB CAPWAP-Data Keep-Alive[Malformed Packet]
5337 2026-87-19 14: b 192.168.100.123 108.1085.60.132 CAPWA Bxch . B6 CAPWAP-Data Keep-Alive[Malformed Packet]
5340 2026-07-19 14: 16.105.60.132 192.168.100.123 CAPWA. . Oxcd . &6 CAPWAP-Data Keep-Alive[Malformed Packet]
5341 2826-87-19 14:29:18. 18.185.60.132 192.168.109.123 CAPWA. . Bxcd . BB CAPWAP-Data Keep-Alive[Malformed Packet]
B573 2826-@7-19 14:20:48. 192.168.1088.123 108.1085.608.132 CAPWA Mxed . BB CAPWAP-Data Keep-Alive[Malformed Packet]
B574 2026-87-19 14: o 192.168.109.123 108.105.60.132 CAPWA. Bxch . BB CAPWAP-Data Keep-Alive[Malformed Packet]
BS7T 2026-07-19 14: . 18.105.60.132 192.168.100.123 CAPWA. o < - &6 CAPWAP-Data Keep-Alive[Malformed Packet]
B578 2026-87-19 14: = 18.105.6@8.132 192.168.109.123 CAPWA. - fxch . B6 CAPWAP-Data Keep-Alive[Malformed Packet]
18376 2026-87-19 14: n 192. 168,108,123 10.1085.60.132 CAPWA_ Bxcd . BB CAPWAP-Data Keep-Alive[Malformed Packet]
18534 2826-87-19 0 192.168.108,.123 108.1085.60.132 CAPWA. Mich . BB CAPWAP-Data Keep-Alive[Malformed Packet]
18837 2026-87-19 81 192.168.100.12 10.105.60.132 CAPWA & CAPWAP-Data Keep-Alive[Malformed
11465 2026-87-19 b 192.168.108. 108.1085.68.132 CAPWA fxch . B6 CAPWAP-Data Keep=Alive[Malformed Packet]
12141 2826-87-19 14: o 192.168.188. 108.1085.608.132 CAPWA Bxch . B6 CAPWAP-Data Keep-Alive[Malformed Packet]
12059 2026-87-19 14:31:03.378437 192.168.100,123 10.105.60,132 CAPMA. [.E1: R BB CAPWAP-Data Keep-Alive[Malformed Packet]
13620 2026-87-19 14:31:15,382538 192.168.100,123 10.105.60,132 CAPWA.. Wcd . BB CAPWAP-Data Keep-Alive[Malformed Packet]
15834 2026-87-19 14:31:43.832731 192.168.190.123 108,185.60.132 CAPWA. Bxcd o 86 CAPWAP-Data Keep-Alive[Malformed Packet]
16474 2826-87-19 192.168.180.123 108.1085.608.132 CAPWA fxch B6 CAPWAP-Data Keep=Alive[Malformed Packet]
16886 2026-87-19 192, 168,100,123 10.105.60.132 CAPWA Mch . BB CAPWAP-Data Keep-Alive[Malformed Packet]
17889 2026-87-19 192.168,100,123 10.105.60,132 CAPWA.. Mxcd . BE CAPWAP-Data Keep-Alive[Malformed Packet]
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https://tools.cisco.com/bugsearch/bug/CSCvs66015

data-keepalive 2 218t 9474 oHXﬂ% 3 X|g :

3. X2 AMEIFSE WAN B3 E Solf 4 E HRliX| EA FHO| AL AP. AP 3 StLIE
ALH ZEE F85= OTA ﬂHi HAME sistede 82, 2 AXE A2 capwap O
O|E{ ZEE A83l04 WAN 213 2 E5 WLCE MSELICE o|Z A 5t84 WAN 2137} ofH|
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1) "Unencrypted Data Keep Alive" EAIEZE AENE EAIELICH

show ap config general

2) ap O|§ 22 O|o|E ZlYHeto|E & d3t/H|gd&t

ap name AP-NAME keepalive
ap name AP-NAME no keepalive

AP X}I&|0] A COS-AP Ci[O|E{ Z1¥Elo|e &Me/H|E et E2|7H. 7|IEMo 2 APQ| H|O|E ZY
ctolE = gM3etx|o] Q&LCt

AP H&:

1) "Unencrypted Data Keep Alive" EAIEZE AENE EAIELICH

show capwap client config

2) APOI M H|O|E Zldetol= g-dst/HIE H3t

capwap ap unencrypted_data_keepalive enable



capwap ap unencrypted_data_keepalive disable

T

o€ EH CtSot Z&LH

ap =& 0l M keepalive ZAE HIE M3 &LICEH

AP12#capwap ap unencrypted_data_keepalive disable

<tfroot>

AP12#show capwap client configuration

AdminState : ADMIN_ENABLED(1)
Name : AP12

Location : default location
Primary controller name : VK-WLC

Primary controller IP : 10.105.60.132
Secondary controller name : 9800-demo
Secondary controller IP : 10.106.39.156
Tertiary controller name :

ssh status : Enabled

ApMode : Local

ApSubMode : Not Configured
Link-Encryption : Disabled
Unencrypted Data Keep Alive : Disabled
OfficeExtend AP : Disabled
Discovery Timer : 10

AP C|HHZ:

o

ap debug0il M= APLt wic 7Hoi| | O|E] keepalive THZ! 1 EHO| B A
mZ! mEot 2 = et

Xl S22 = UM, AMod

AP12#debug capwap 2 2t0|21E keepalive

AP12#[*07/19/2026 15:24:33.4087] Echo Request: Send count 0

[*07/19/2026 15:24:33.4087] [TX]JEcho Request: Sent to 10.105.60.132
[*07/19/2026 15:24:33.4112] [RX]Echo Response from 10.105.60.132
[*07/19/2026 15:24:34.0006] [RX]JEcho Response from 10.105.60.132 RttCount 1
[*07/19/2026 15:25:34.0032] Echo Request: Send count 1



*07/19/2026 15:25:34.0032] [TXJEcho Request: Sent 2 Lost 2

*07/19/2026 15:25:34.0056] [RXJEcho Response from 10.105.60.132

*07/19/2026 15:25:34.0006] [RXJEcho Response from 10.105.60.132 RttCount 2

*07/19/2026 15:27:34.0327] Echo Request: Send count 2

*07/19/2026 15:27:34.0327] [TX]JEcho Request: Sent 3 Lost 2

*07/19/2026 15:27:34.0347] [RX]JEcho Response from 10.105.60.132

*07/19/2026 15:27:34.0004] [RX]JEcho Response from 10.105.60.132 RttCount 1

*07/19/2026 15:28:34.0025] Echo Request: Send count 3

*07/19/2026 15:28:34.0025] [TXJEcho Request: Sent 4 Lost 2

*07/19/2026 15:28:34.0050] [RXJEcho Response from 10.105.60.132

*07/19/2026 15:28:34.0022] [RX]JEcho Response from 10.105.60.132 RttCount 2

AP12#[*07/19/2026 15:29:43.5772] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.
[*07/19/2026 15:30:04.0140] Echo Request: Send count 4

[*07/19/2026 15:30:04.0140] [TXJEcho Request: Sent 5 Lost 2

[*07/19/2026 15:30:04.0164] [RX]Echo Response from 10.105.60.132

[*07/19/2026 15:30:04.0011] [RX]Echo Response from 10.105.60.132 RttCount 1

[*07/19/2026 15:30:27.7695] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.60.13
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» AP Statistics

Monitoring* > Wireless ~

General Join Statistics AFC Statistics URWB
Misconfigured APs License Non-Compliance @
—
Total APs : 1 Tag : Country Code : LSC Fallback : URWE Non Compliant APs ; i] .
Multiple APs can be configured at once from Bulk AP P, ] feature
WLC
Admin i Association Operation
AP Name : AP Model i Status Up Time {  Uptime IP Address i AP Radio MAGC ¢  Ethemet MAC :  Staws
AP12 4 €0 CH130AXI-D ® Odays3hrsS8  OdaysOhrs12 19216810012 gaq. ain6.ea0l + edde2d2c3d0c . Registered
mins 7 secs mins 25 secs 3

1 100 w ¢
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