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WLC GUI

o|O|X|ofl Z A|El CHZ Configurations(T4) > Layer2 > VLAN > + Add(F7}) > VLAN ID "Custom
VLAN ID" > Name "Custom Name(At& X} X|& O|F)" > State Activated(& EH & 435} E) > ARP
Broadcast Enabled(ARP EZEFAE & M3IE)E =g LCt
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WLC CLI

WLC#

WLC#config t
WLC(config)#vlan [VLAN ID]
WLC(config-vlan)#name [WORD]
WLC(config-vlan)#exit

WLC(config)#vlan configuration [VLAN ID]
WLC(config-vlan-config)#arp broadcast
WLC(config-vlan-config)#end

WLC#
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WLC GUI

o|O|X|oll ZA|E! CHZ Configurations > Tags & Profile > Policy > Click + Add > General > WLAN
Switching Policy > Central Switching ENABLED > Central Authentication ENABLED > Central
DHCP ENABLEDZ O|&S & LLCt.
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WLC CLI

WLC#

WLC#config t

WLC(config)#wireless profile policy [WORD]
WLC(config-wireless-policy)#shutdown
WLC(config-wireless-policy)#passive-client
WLC(config-wireless-policy)#no ip mac-binding
WLC(config-wireless-policy)#central switching
WLC(config-wireless-policy)#central dchp
WLC(config-wireless-policy)#central authentication
WLC(config-wireless-policy)#vlan [WORD | VLAN ID]
WLC(config-wireless-policy)#no shutdown
WLC(config-wireless-policy)#end

WLC#
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Configurations(74J) > Tags & Profile(Ef1 & ZZ 1} 2l) > WLAN > Click + Add(F7}) >
General(& g > Profile Name(Z 21t 0|§&) "Custom Name(At& Xt X|’d 0|&)" > SSID "Custom
Name(AF& X} X| O|&)" > WLAN ID* "Custom Name(AF2 A} k| 0|&)" > Status ENABLED(4f
EH & 4d3}) > Apply to Device(E|HIO|A 0| 24&)& 0|O|X|2t Z 0| O|S & LICt
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WLC CLI

WLC#

WLC#config t

WLC(config)#wlan [WORD] [WLAN Identifier]
WLC(config-wlan)#shutdown
WLC(config-wlan)#security wpa akm psk
WLC(config-wlan)#no security wpa akm dotlx



WLC(config-wlan)#security wpa psk set-key ascii [WORD]
WLC(config-wlan)#no shutdown

WLC(config-wlan)#end

WLC#

A1 WLANO| d3tEl &Efofl A WLAN OH7H#H & HESHH IZE Zeto[HMES| AA
O| Zo{&LCH.

S Bl x|z o]M

ol ooz §H WLAN Z20td S &3 YA Z2ntUnt Hi QI sHs EA Ef1 Au|adolMde
Ho{E LI

Configurations > Tags & Profile > TAG > Click + Add > Name "Custom Name" > WLAN-POLICY
MapsZ O|S & LICt > + Add(F7}) > WLAN Profile(WLAN Z 2 Z/)* "Select Custom WLAN(Z &
WLAN EH)" > Policy Profile(Z32H Z 2 Zl)* "Select Custom Policy(X &% & MEH)" > "m} 2k

QI8 > Apply to Device(O|O|X|0fl EA|E! CHE ClHIO|A M )& S 2IFLICH.
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WLC CLI

WLC#

WLC#config t

WLC(config)#wireless tag policy [WORD]
WLC(config-policy-tag)#wlan [WORD] policy [WORD]
WLC(config-policy-tag)#end

WLC#
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admin@timpadilLubunku: ~ >

bdmin@timpadilLubuntu:~5 ifconfig
np@s3: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet [192.168.166.111 netmask 255.255.255.0 broadcast 192.168.1
H6.255
ineté feB0::a00:27ff:febd:cb3c prefixlen 64 scopeid 0x20<link>
ether 08:00:27:bd:cb:3c| txqueuelen 1000 (Ethernet)
RX packets 7880 bytes 573918 (573.9 KB)
RX errors @ dropped @ overruns O frame @
TX packets 398 bytes 32329 (32.3 KB)
TX errors @ dropped @ overruns @ carrier @ collisions ©

o: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 166 bytes 15376 (15.3 KB)
RX errors © dropped @ overruns @ frame @
TX packets 166 bytes 15376 (15.3 KB)
TX errors @ dropped O overruns © carrier @ collisions ©

O|M VM BHE QIE{H 0| A0d| A pingS +=5t0{ HO|E% 0| &

admin@timpadilLubuntu: ~
File Actions Edit WView Help
admin@timpadilLubuntu: ~

admin@timpadilLubuntu:~$ [ping 192.168.166.1

.168.166.1 (192.168.166.1) 56(84) bytes of data.

from 192.168.166.1: icmp_seq=1 ttl=64 time=175 ms
from 192.168.166.1: icmp seg=2 ttl=64 time=3.32 ms
from 192.168.166.1: icmp_seq=3 ttl=64 time=28.6 ms
from 192.168.166.1: icmp_seq=4 ttl=64 time=29.8 ms
from 192.168.166.1: icmp_seq=5 ttl=64 time=67.7 ms
from 192.168.166.1: icmp_seq=6 ttl=64 time=21.3 ms
from 192.168.166.1: icmp_seq=7 ttl=64 time=17.3 ms
from 192.168.166.1: icmp_seq=8 ttl=64 time=4.52
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Host VM laptop CLI(ZAE VM & CLI)Z 0|55t 1 ifconfig /all WHEE +&ELICH

BEED IS @oan by & aE|H
%% Command Prompt

Description « « « « « . i Realtek RTL8851BE WiFi 6 882.1lax PCIe Adapter #5
Physical Address. . . . . . . . :

DHCP Enabled 5o oo

Autoconfiguration Enabled . . .

lireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix . : Wlab.com
Description « + « . . . & Realtek RTLES8S1BE WiFi 6 882.1lax PCle F.k\lapter
Physical Address. . . . . :
DHCP Enabled - o o o
nfiguration Enabled . . . . :
local IPv6 Address . . . . . : fe :86F:b9cc:b8Ua%l(Preferred)
IPvll Address. . . . . . . . . . . : 19 166.188(Preferred)
Subnet Mask 10 00O oo el .255.8
Lease Obtained. . . . . 1 Wednesday, June 11
; 5 : d

6 Client DUID. . 5 oo
DNS Servers . . . . . . . . . . . : 6U4.182.6.207
171.78.1
NetBIOS over Tepip. . . . . . . . : Enabled

Ethernet adapter Bluetooth Network Connection:

Media State . « . & Media disconnected

Connection-specific D

Description + +« « « . . : Bluetooth Device (Personal Area Network)
Physical Address. . . . . . . . . : DC-UB-A1-52-A6-68

DHCP Enabled 5o oo '

Autoconfiguration Enabled . . .

WLC &9l

WLC CLI

WLC#

WLC#show wireless profile policy detailed [WORD]
WLC#show wireless tag policy detailed [WORD]
WLC#show wlan name [WORD]

WLC#show vlan

WLC#show platform software arp broadcast

WLC#
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o|0O|X|oi| E A|El CHZ Monitoring(Z2 LIE{&)) > Wireless(F41) > Clients(E2}+0|1E)E O|S & LICt.
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Troubleshooting(E2{E 1+ &) > Packet Capture(T{Z! Z§&{) > Click + Add(Z 2! + F7}) > Capture

Name* "Create Custom Name" > Filter* "any" > Buffer Size* "100" > Available "Select Interface(2!
E{mH| O|A MEH)" > Apply to Device(C|HIO|A0] 2&)2 O|S &L}

Create Packet Capture

WLC I{Z! & x|z 2ol

WLC CLI



WLC#

WLC#mon1itor
WLC#mon1itor
WLC#mon1itor
WLC#mon1itor
WLC#mon1itor
WLC#mon1itor

capture [WORD]
capture [WORD]
capture [WORD]
capture [WORD]
capture [WORD]
capture [WORD]

interface [Interface] [Interface Number] both
buffer size 100

match any

start

stop

export flash:[Name.pcap]

WLC#no monitor capture [WORD]
WLC# copy flash:<Name.pcap> tftp://<IP ADD>/<Name.pcap>

WLC#

Wireshark ZHZ! 244
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5 NOS/162
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L
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Protocol  Soruce Port  Dest Port (Resol Length

BOZ11 THRate  Metwork
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192, 104

Echo (ping) request 4

: 1
10w 5247 5248 165 Veare B4iSeice Wistroshessh 521a6 Echa (ping) reply  dd=dwid. 192,168 166111
e Y -t 192,168,166,
== Time Source Address D:E{Ihatlcﬂ Address ey 183, 360,288,111
ti 192,.168.166.111 192,168.166.1 bl RIS
e ddedreni. 192,164,164 812
10 235: - 166, - 166, i ddedebl 192,168 166.1
10w — S - = . ISR sttt 192,168, 166111
109 5248 sM7 176 521861 Viware_BArSerce Echa (ping) request  ddedoedd. 192,168, 1661
0w 5247 s348 168 WESTroah S2a6 Eche (ping) reply  degwbl 192.168.166.111
1cm 548 5347 1% 1 Wheare_BdiSeice Kcho (ping) request ddededd. 182,164 144.1
109 247 S8 T Wistrostesth_STea6 Echa (ping) reply  dd=dwd 192,168, 166.111
e 5248 5247 176 Wistrontewe_52i6i. Wheare_S4iderce Echo (ping) request ddededd. 192,164,164,
10 3347 344 i Vare BhiSeice rombieweh_531aé Echo (ping) reply  ddediebd. 153,164, 184,11
1o 5248 su7 R P Eche (ping) Pequest  ddedend 192,168 166.1
10® 5247 5348 165 Veare Bditeice ) S2E e Kcha (ping) reply  ddedwid. 192,164,166,
o Saep 247 7% Wistrontiewet 52:a6:. Vaare B4:5e:06 Echo (ping) request Sd-dwbd 192.168. 1661
1 5347 5348 168 Ve BliSeice Wistroshiemeh_$3: b Echo (ping) reply  Hdwdbd. 182,364, 144111
109 5248 s247 176 Wistronlewes 521261 Veare_B415e1ce Echo (ping) request  ddededd 192,168 166.1
e 5247 5248 168 Ve 88i5eice Wistrosheerh_S3:u6e Echo (ping) reply  Adedtd. 192,368, 266.212
10 5348 5347 1% stronliewes 531a61. Wieare BiSeice Echo (ping) request  ddediedd. 152,160, 166.1
10w 247 S8 18 Ve B4 Seren Wistrnaterh_S2:a6 Eche (ping) reply  ddwdwnd 192,168 166.111
1o 5248 5247 176 Wistroniowrh_$2iskia Wheare_BiSeice fcha (ping) request ddedoedd. 192,164, 1661
109 far s A _mon aio Mo ey Biho fnfami casio i sens 192.168.166.111

) Frase 68: 176 Byte: on wire 114“ Bits), 176 bytes captured (1408 bits)

» Ethernet IL, Srcr (mo
" Intgrmet Protessl vers

168,376,120, Dzt: 192.164.266.60
248, Dst Port: 5247

st rentirr
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5 Intermet Probocol Version 4, Srer 153.168.186.111, Dst: 193.168.166.1
) Intermet Comtral Message Pretocsl

Wireshark THZ! Z4%
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Receiver address: Cisco Ga 11: 89 ('FG

:@5: 5‘ 11:88) 5 4f 19 ce 98 12 85 08 45 0

ForcersBifz), Dst: Clsco_ Mrzerff (elend: | |Transmitter address: WistronNeweb_52:86:5f (dc:4b:al:S52:86:5f) 4F 10 77 el ot ob 0 TE b oF

B Be 200000 2000 2N W W

Destination address: VMware _B4:5e:ce (@@:50:56:84:5e:ce) ©F B2 00 09 01 55 00 0 19 48
c86: cdb:al 6% ahs 1 52 a6 S B0 50 56 84 Se ee

Source addrcss WistronNeweb 52:86:5f (dc:4b:al:52:a6:5f) 3 60 50 06 08 50 25 0
oy —r— P ———————— o078 o8 a8 86 6f o8 u8 w6 L
08 00 48 15 00 OF B0 81 49 2c Sa 68 00 00 0O B0
<8 74 0% 0O 02 00 03 03 10 11 12 13 14 13 16 17
119 G db lc 18 Qe 3f 2021 22 1) 24 25 26 W7
2829 28 2 3c 36 2e M 30 DL A2 D M NS MW
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