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C:\Users\\ R netsh wlan show interfaces

There is 1 interface on the system:

ETTS : Wi-Fi

Description : Intel(R) Wi-Fi 6 AX201 160MHz
GUID : cef8e258-3571-UcTe—-afec—-alfcb5b852d5
Physical address : bc:6e:e2:b0:53:33

Interface type : Primary

State : connected

SSID

BSSID - :at:97:0a:

Network type : Infrastructure

Radio type : 802.11lac

Authentication : WPA2-Personal

Cipher : CCMP

Connection mode : Profile

Band : 5 GHz

Channel : 36

Receive rate (Mbps) : 702
“Transmit rate (Mbps) : 585

Signal : 86%
“Profile - -

1.2. MacBookO{| A 215 ZtE gl sg|p &0l
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Known Networks

IP Address: 192.168.0.103

Router: 192.168.0.1

Security: WPAMWPAZ Personal
BSSID: ac:84:c6:f5:18:4¢
Channel: 1 (2.4 GHz, 20 MHz)
Country Code:

Moise: -95 dBm

Tx Rate: 144 Mbps

PHY Mode: 802.11n

MCS Index: 15

M55S: 2
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MONITOR  WILANs CONTROLLER  WIRELESS

MANAGEMENT COMMANDS  HELP

Wireless = 802.11a Global Parameters

w Access Points

All APs General Data Rates**
» Radios
802.11a/nfac/ax 802.11a Network Status Enabled & Mbps
802.11b/g/n/ax
Dual-Band Radios Beacon Pericd (millisecs) |100 3 Mbps
Dual-5G Radios .
Global Configuration Fragmentation Threshold {bytes) |2346 12 Mbps
» Advanced DTPC Support. Enabled 18 Mbps
Mesh Maximum Allowed Clients |200 24 Mbps
} AP Group NTP RSSI Low Check (] Enabled 36 Mbps
e ggiI)Threshold (-50 to -90 |-ao 48 Mbps
- 54 Mbps
RF Profiles 802.11a Band Status
FlexConnect ;
Groups Low Band Enabled CCX Location Measurement
b FlexConnect ACLs Mid Band Enabled Mode (] Enabled
High Band Enabled
i:ae;(l;i;l}:gﬂt VLAN TWT Configuration ***
Network Lists BSS Color Configuration *** Target Waketime Enabled
+ 802.11a/n/ac/ax BSS Color [ Enabled Broadcast TWT Suppert Enabled
Metwork

5Ghz &M & x[Q| 7|2 CIolH &=

CISCO MONITOR WILANs CONTROLLER WIRELESS

SECURITY MANAGEMENT COMMANDS  HELP

Wireless = 802.11b/g Global Parameters

w Access Points

All APs General Data Rates™*
+ Radios
802.11a/n/ac/ax 802.11b/g Network Status Enabled 1 Mbps Mandatory ¥
802.11bfg/nfax
Dual-Band Radios 802.11g Support Ecnabled 2 Mbps Mandatory v

Dual-5G Radios

Global Configaration Beacon Period (millisecs) |.LDD
» Advanced Short Preamble Enabled
Fragmentation Threshold
Mesh (bytes) [2345
b AP Group NTP DTPC Support. Enabled
» ATF Maximum Allowed Clients |2ElD
RE Profiles RSSI Low Check D Enabled
RSS3I Threshold (-60 to -30 | a0
FlexConnect dBm) ¥
Groups

} ElexConnect ACLs CCX Location Measurement

FlexConnect VLAN Mode Cenabled
Templates

Network Lists BSS Color Configuration *#*

5.5 Mbps Mandatory v
6 Mbps Supported v
9 Mbps Supported ¥
11 Mbps Mandatory v
12 Mbps Supported v
18 Mbps Supported ¥
24 Mbps Supported v
36 Mbps Supported v
48 Mbps Supported ¥

54 Mbps Supported Vv

» 802.11a/nfac/ax BSS Calor (] Enabled

Network
» RRM
RF Grouping

24Ghz M & x|o| 7|2 HIOIH &=

A .
25

CLI EE= GUIE At835l0{ Ze3t HIO|E £ £ 5 H|gAMstetn &

TWT Configuration ***

Target Waketime Enabled

Broadcast TWT Support Enabled



1. 22 802.11b0il CHSH CLIE Sall =& st= BHA:

config 802.11b disable network
config 802.11b 11gSupport enable
config 802.11b 11nSupport enable
config 802.11b rate disabled 1
config 802.11b rate disabled 2
config 802.11b rate disabled 5.5
config 802.11b rate disabled 11
config 802.11b rate disabled 6
config 802.11b rate disabled 9
config 802.11b rate mandatory 12
config 802.11b rate supported 18
config 802.11b rate supported 24
config 802.11b rate supported 36
config 802.11b rate supported 48
config 802.11b rate supported 54

config 802.11b enable network

o o .
EMHAEER M R HERT0] CHE HIOIE £ =& HAGE{H HEEP{2| GUIZ 0|53510{ Wireless
A

802.11b/g/n/ax = MEAS Ct= §5t= Ol O|E| £ Z(Disabled, Supported &=

config 802.11a disable network
config 802.11a 11nSupport enable
config 802.11a 11acSupport enable
config 802.11arate disabled 6
config 802.11arate disabled 9
config 802.11arate disabled 12
config 802.11arate disabled 18
config 802.11a rate mandatory 24
config 802.11arate supported 36
config 802.11arate supported 48
config 802.11arate supported 54

=
h
[—

Mandatory)

gMs

Network



config 802.11a enable network

o = .
EMHAEER M FM UES|Tof it ClO|E £ & #E52{H 2 0|5 35104 Wirdess 802.11a/in/ac/ax B S MEASH CHS GUI of
the controller 2 &4t 1 Network H| O|E{ < & (Disabled, Supported EF = Mandatory)oll 26tE S MeEdstL|ch.

5. MFEAS

CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Wireless 802.11b/g Global Parameters
+ Access Points
All APs General Data Rates™*
w» Radios
802.11a/nfac/ax 802.11b/g Network Status Enabled 1 Mbps
802.11bfg/nfax
Dual-Band Radios 802.11g Support Edenabled 2 Mbps
Dual-5G Radios B Periad (milli |190 | 5.5 Mb i N
Global Configuration eneariReciod (millisans) : &
b Advanced Short Preamble Enabled 6 Mbps
i (F;:?;r;)entatlon Threshold |234E | g Mbps
} AP Group NTP DTPC Support. Enabled 11 Mbps
» ATE Maximum Allowed Clients |EDU | 12 Mbps
RE Profiles RSSI Low Check [~ Enabled 18 Mbps [Supported |
RSSI Threshold (-60 to -30
FlexConnect dBm) [-80 | 24 Mbps Supported v
Groups 36 Mbps
CCX Location Measurement
b FlexConnect ACLs 43 Mbps
FlexConnect VLAN Mode Uenabled 54 Mbps
Templates
Network Lists BSS Color Configuration *** TWT Configuration ***
+ 802.11a/njac/ax BSS Color ] Enabled Target Waketime Enabled
Network
- RRM Broadcast TWT Support Enabled
RF Grouping

2M802.112] HZE H|O|E]



CISCO MONITOR  WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Wireless = 802.11a Global Parameters

+ Access Points

All Aps General Data Rates**
» Radios
802.11a/n/ac/ax 802.11a Metwork Status Enabled & Mbps
802.11b/g/nfax
Dual-Band Radios Beacon Period (millisecs} | 100 | 9 Mbps
Dual-5G Radios . .
Global Configuration Fragmentation Threshold (bytes) |2346 | 12 Mbps
b Advanced DTPC Support. Enabled 18 Mbps
Mesh Maximum Allowed Clients |200 | 24 Mbps
» AP Group NTP RSSI Low Check (] Enabled 36 Mbps
v Kt ;IR;_SHIJThreshoid {-60 to -90 |—a|:} | 48 Mbps
. 54 Mbps
RF Profiles 802.11a Band Status
FlexConnect :
Croups o Band Enibled CCX Location Measurement
b FlexConnect ACLs Mid Band Enabled Mode (] Enabled
High Band Enabled " .
Eg:‘;?a“tr;ﬂ i TWT Configuration ***
Network Lists BSS Color Configuration *** Target Waketime Enabled
+ 802.11a/n/ac/ax BSS Color [ Enabled Broadcast TWT Support Enabled
Metwork
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A&7} 802.11b(2.4GHZ) 0| 2F A E ALO|E 0| T4 F R 1(802.11a) 2 %1& & EA7F &t SstX| &
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CIS2 2R E Z7H ZE HECZ QI EXME AHEst D sHAst= BAH QLI

MA0]| Status U M| 504 "Regulatory Domain: Not Supported(TH& THQl: X[ /K| &t 2)"E Wireless> AP > <desired AP> >
Interfaces. EQIEL|Ct.

All APs > Datalls for _
i S 0] | i 8 T 2l |

Evharnat Intariaces

P Contiguration

Etharnet Intesfacss COF State
a
1 =
Intmriace Cparations Blatlus T nicesy Fackhals Hx nicast Packols T Hon-Unicast Fackeis e Mon-Unbcast Peckots
Gig P 42901 1440680 49043 3s71317
Groakcl1™y B ATFEVETINY o a o
Hadio Intarfacos
Huribes of Radus Eleifaces z
COF Configuration
Hadeo Slure CO Statn
a 0
3 O
Hadio Slot#  Radio Intordacn Typa Hoduls Typo Hub Band Admin Status Opor Status Cloandir 51 Admin Status  Cleandin/ %1 Opor Status ry Domain
8 8O3, 1300/ - - Erabie DOWN Enaile DOWN Supparted
i 852§ dadn/ee - - Erande Town Eralbie oown ot Suporned
LAN Foris
[e] | i © 0 I_ | _I X = | | o| =1 | ;H [ ] = =
HMlA ZOIE 28 7t 78 ZH el X[ EXZ 2lsli 802.11a R4 S4l SH

2. BE|RH SENTE ALS SEIQIX] FRIFLICEH
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MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Wireless 802.11a/nfacl/ax Cisco APs > Configure
w Access Points
all APs
» HRadios
802.11a/n/acfax General
802.11b/g/nfax
Dual-Band Radios AP Name =
Dual-5G Radios Admin Status Enable w
Global Configuration
Cperational Status DOWN
b Advanced
Slot # 1
Mesh



1 802.11a2] HA|A ZQIE 2| AEY

3. 0|0|X|oll ZAIE CHE HMA ZQIE HFX| Qk[2] Z7F I ETHWireless > Country & 435t E[01 QM= X| & QlgLct.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Wireless Country
* ACCESS Points
Al APs List of sccess pont models and protocols supported per
w Radws country and requlatory domain
B02 1 lafnfselas
802,11k ik Configured Country CN, IN
Euﬂ'-?dﬂd Radsos Cude{ﬁ.}
Dual-50 Fadws

Global Configuratssn

HEEB M EMSLE Z7t IE 55

1. olgOlxlofl EAIE CHE 2tC|R 1(802.11 a2 E 3ttt ™ HMA ZRIEof Yete J7F LEE i ELICH

CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Wireless All APs > Details for NN
- iﬁT:S Points T ] Credentials I T — T High Availability I Inventory I Advanced |_
. General ! J .
» Radios

802.11a/n/ac/ax Regulatory Domains _
802.11b/g/nfax
IN (India)

Dual-Band Radios Country Code LSRRI R
Duzl-5G Radios CN {Chlnaj

Global Conhguration

Cisco Discovery Protocol

AP Group Mame default-group

b Advanced
Statistics Timer m

Mesh

Rogue Detection =]
F AP Group NTP :
2 Telnet Global Config v
k ATF
2 ggH Global Config v
BE ot NSI Ports State Global Config ¥
FlexConnect Groups TCP Adjust M55 (IPv4: 536 - 1363, IPv6: 1220 - 1331) [
b FlexConnect ACLs LED State C ekt v
FlexConnect VLAN :
LED Brightlevel 1-8
Templates ? gl:l( )
LED Flash Stat o 1-3600 d
Network Lists S { Jseconds
} 802.11a/nfac/ax Olndefinite
@ pisable

b 802.11bfg/n/ax

HMA ZOIET 2HE|l= F7 M=

25 7t 25 zEstn o AER7E o|O]K|of| EA|E 5GHz0| A E|o] U=X| =HQlFrLict



I General Credentials I Interiaces | High Availability | Inventory | Advanced | Intelligent Capture |

Ethemnet Interfaces

COP Configuration

Ethernet Interfaces COP State

0

Interface Operational Status Tx Unicast Packets Rx Unicast Packets Tx Non-Unicast Packets Rx Hon-Unicast Packets
GigabitEtherngtn ue 84856797 261416506 0 156155298

Radio Interlaces
Mumber of Radio Interfaces a

CoP Configuration

Radio Slots CDP State
0
1
2 O
Radio CleanAir /ST Admin CleanAir/S1 Oper
Slot# Radio Interface Type Module Typa Sub Band Admin Status Oper Status Status Status Regulatory Bomain
L1} BO2.11b/g/nfax = = Enalile ue Enabla up Supported
C 502.11a/nac/ax - - Enable uP Enable 3 Supported |
2 802.11a/n/actax = = Disabla DOWN [T NA Supported

AP Admin(AP 2 2[) A&E7} up(7}5)0] 1L Regulatory domain is Supported(+ A = HI@l0| X| &) QIX| & olgtL|Ct.
£ At 3. CHe M=

CHed W& 0|F CHH(2.4 2 5GHz) S +=&E = Q= SCI0|MET E EXS 5GHz HMA ZQIEZ O|SE 4+ UEE L
Ch. 2.4GHz LM Z2E SEHE X[HAZSEM ZEI0|HET} 5GHZIMH HAZEGE S MEHE O 2 5GHz R{E 2
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WLANs > Edit T

|Gm¢ﬂ|l

| Security | QoS | Policy-Mapping | Advanced

Allow AAA Override
Coverage Hole Detection

Enable Session Timeout

Aironet IE

Diagnostic Channel 18
Override Interface ACL

Layer2 Acl
URL ACL
P2P Blocking Action

Client Exclusion 2

Maximum Allowed Clients
g

Static IP Tunneling 41
Wi-Fi Direct Clients Policy

e

WLAN o}z2H o] CHd M

CLI:

Enabled
Enabled

36000
Session Timeout (secs)
MEnabled
[CJEnabled
IPvE
IPv4 | None N
one

MNone
None v

Disabled ~

Enabled 60

Timeout Value (secs)
0

[TJEnabled
Disabled v

(WLC) >config wlan band-select allow enable

g A2 4. 802.11K

DHCP
DHCP Server L] override
DHCP Addr. Assignment Required

Management Frame Protection (MFP)

MFP Client Protection 4 | Disabled w

DTIM Period (in beacon intervals)

802.11a/n (1 - 255) |1

802.11b/g/n (1 - 255) |1
NAC

NAC State | ISE NAC v

Load Balancing and Band Select

Client Load Balancing

IE_D

I Client Band Select

802.11k: 802.11k S = Neighbor S5 7|52 ZE U|O|H APl S8 2 ZE0|MEN MSFLICH et T2 RSSl g2 2 0|8 7t
S8 ZE M2 #olstn HEo| met 2EUE AYE = JlaLct 2Et0|MEE QI ClHIO|A S8 S8l M=E APOIAM O Lt
2SS E $£USEE FM M S50t F4ELICH 0] M2 802.11kE X|#¥H5t= EEH0IMEN HEFLICH

el ClHiolA 552 &
GUI: o|O|x|of EAIE C

ste BHA:
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MONITOR WLANs CONTROLLER  WIRELESS SECURITY MANAGEME

WLANSs > Edit T

General | Security | QoS | Policy-Mapping | Advanced

Lync
Lync Server | Disabled wv |

11k

_Neighbortist [ Enabled

Neighbor List Dual Band D Enabled
Assisted Roaming Prediction Optimization D Enabled

802.11ax BSS Configuration
Down Link MU-MIMO Enabled
Up Link MU-MIMO Enabled
Down Link OFDMA Enabled
Up Link OFDMA Enabled

g4 E HolH =

CLI:

config wlan assisted-roaming neighbor-list { enable | disable} wlan-id

28 Mzl s AL F

M Hels MelFE £017] 2131 274, 47 ol & o] ;DS StLIZ |2 = U= I=?=II—IE+ o & S04, E2t0|UETI B2 o]
EIE tE2E = UTS ST HHWE S5 & M3ste F 71l M2 SHUE Hetste 4
0| 7|52 5GHzoll WxIx| &t= MH0| Of 222 5GHz CHY g s MAIZIR 2, IS Aetstod FM ST E =Y = UgLich
7|22 XMd Z2 20MHz0|0{ 40MHz, 80MHz EE = 160MHzZ =& = U &LICH F MdS HEst™ HGRIx| of= ™A Aol
ZE0{ELIct [etM BtE ol AP7L EE2 B2 0] 7|52 MEdte 5S¢t FolsHofF gfLct.
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GUI:



o|O]X|oi| Wireless > 802.11a/n/ac/ax > DCA > Channel Width > 40 MHz > Accept Prompt > Apply ZA|E! CHZ 0|S &Lt

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

802.11a > RRM > Dynamic Channel Assignment (DCA)

Dynamic Channel Assignment Algorithm

Channel Assignment Method @®Automatic Interval: |m| AnchorTime: |07v|
OFreeze Invoke Channel Update Once |
(OOFF

Avoid Foreign AP interference Enabled

Avoid Cisco AP load [_] Enabled

Avoid non-802.11a noise Enabled

Avoid Persistent Non-WiFi Interference Enabled

Channel Assignment Leader ors04-wl-wlcl (10.229.242.8)
Last Auto Channel Assignment 190 secs ago
DCA Channel Sensitivity ‘Medium v | (15 dB)
| Channel Width (®20 MHz |0 40 MHz (080 MHz (0160 MHz (0)80+80 MHz (O Best
Avoid check for non-DFS channel D Enabled
7|2 Md FE 20Mhz2

802.11a > RRM > Dynamic Channel Assignment (DCA)

Dynamic Channel Assignment Algorithm

Channel Assignment Method @®Automatic Interval: W| AnchorTime: ~ |
(OFreeze Invoke Channel Update Once |
OoFF

Avoid Foreign AP interference Enabled

Avoid Cisco AP load [ Enabled

Avoid non-802.11a noise Enabled

Avoid Persistent Non-WiFi Interference Enabled

Channel Assignment Leader ors04-wl-wlcl (10.229.242.8)

Last Auto Channel Assignment 190 secs ago

DCA Channel Sensitivity | Medium v | (15 dB)

|channe| Width (020 MHz ® 40 MHz })80 MHz (0160 MHz ()80+80 MHz ()Best
Avoid check for non-DFS channel D Enabled

DCA Channel List



(WLC) >config 802.11a disable network y (WL C) >config advanced 802.11a channel dca chan-width-11n 40 (WL C) >config 802.11a enable network

QoS E = QoS(Quality of Service)& AF&35t04 WLAN 7 Atgof [zt ERfZIO| M &2|& X|HE £ U&LICh Platinum QoSS At
2 CE S ETZ WLANS #4351, Bronze QoSE AFESIE S MOIPZE WLANS &2 6D, LIHX| QoS+& AlO[of CIHE 2
E Enjzlg g2E = Usuch

WLANO| M Platinum QosE TAdsH= BHA:

GUI: WLANS(WLAN)Z 0|53t ZWLAN ID > QoS, QoS(Quality of Service)E Platinum (voice)O|O|X[0fl ZA|E CHZ MEHS D 2 M
ghlct.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

WLANs > Edit 'S

~ General  Security = QoS | Policy-Mapping = Advanced

Quality of Service (Qos) Platinum (wvoice) w
Application Visibility Enabled

AVC Profile AUTOQOS-AVC-PROFILE +
Flex AVC Profile none

Netflow Monitor none bl
Fastlane Enable v

Platinum 2 MHE QOszt

CLI:

(WLC)> config wlan gos wlan_id platinum
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