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‘Onboard Server

—
N e 172301281725 1P 172.30.128.2/29 TRACKSIDE SUBNET 1

Onboard Router e
Default Route: — |DG: 172301281

0.0.0.0 -> 10.42.0, =
MR Onboard 104201728 E TRACKSIDE SUBNET (n)
Router o Onboard Server
s
'}’{‘ E Onboard Vehicle Network
IWS167 g &l h w3167
Switch
1P 10.42.0.2729 / \ IP; 10.42,0,3/29 L2TP Tunnel
DG: 10.42.01 4 3 i i DG: 10.42.0.1
Static Route: Static Route:
172.30.128.0/28 vIF: 172.30.128.0/29 L2TP Tunnel
DG: 10.42.0.1 10.42.0.6 DG: 10.42.0.1 \“/-\'
Vehicle
Wa167 Mesh End IWS167 Mesh End IW3167 Mesh Point IW9167 Mesh End IW9167 Mesh End IW9167 Mesh Point
IP: 192.168.200.10/24  [p; 191,15,52,200,';2,-24 1P 19:,1552,200,1';24 IP: 192.168.201.10/24  IP: 192.168.201.12/24  IP: 192.168.201.15/24
DG: 192.168.200.1 DG: 192.168.200.1 DG: 192.168.200.1 DG: 192.168.201.1 DG: 192.168.201.1 DG: 192.168.201.1
LIZTP: 192.168.200.210 | 27P: 192.168.200.212 L2TP: 192.168.201.210  L2TP: 192.168.201.212

-

192.168.200.13

192.168.201.13

Trackside Subnet A

Trackside Subnet (n)

IECE400 Primary
I 1P 192.168.20.2/24
BT DG: 192,168.20.1
192.168.20.1 vIP L2TP: 182.168.20.12
e 19‘2.!64{.10__.4 =* IEC8400 Secondary
TR IP: 192.168.20. 324
Server Cote Noutsr DG: 192.168.20. 1
L2TP: 182.168.20.13
- Routes:
::6.‘ Efgﬁgﬁzq Static Route: 172.30.128.0/29 > 192.168.20.4
Lo Static Route: 10.42.0.1 = 192,168,204 URWE Gateways

Core Network
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el Cisco URWB IEC-6400-URWB Configurator
CISCO 5.69.163.198 - MESH END MODE
ULTRA RELIABLE

WIRELESS BACKHALL Sun 22 Jun 2025 11:53:05 AM HET

IOTOD W [ Offiine GENERAL MODE
IW MONITOR General Mode
QUADRO “Mesh Passphrase”® is an alphanumeric string or special characters excluding '[apex] "[double apex] "[kacktick]

£[dollar]) =[equal] [backslash] <[left angle brackel] =[right angle bracket] #[hash] S%[percent] ([left bracket] J[right

bracket] &]amparsand] and whitespacs (e.g. "mysecuracamnet™) that indantifies your network. It MUST be the

GENERAL SETTINGS sarne for all the Cisco URWE units belonging bo the same network

- general mode
[ Mesh Passphrase; sessesses

NETWORK CONTROL

- advanced tools Show passphrase: [

ADVANCED SETTINGS
LAN Paramaters

= gtatic routes
- allowlist | blocklist

—_— Local IP: 192.168.20.2
- multicast
B —_— Local Netmask: 255.255.255.0
- radius
- ntp S Default Gateway: 192.168.20.1
- ethernet filter
- [2tp configuration Local Dng 1:
- vlan settings

Local Dns 2:

- Fluidity

- misc settings

- smart license (
Reset Save
MAMAGEMENT SETTINGS

- remote access

- status
- conflguration settings
- local certificate

- reset factory default
- reboot
= logout

2024 Clsco andlor its affillates. All rights resorved.

2. ADVANCED SETTINGS(Z2 M%) > 12tp Z1I|12i| 0| A:

L2TP Z4m|Z22i o[ H|O|X[oll M H[O|ER 0|2t St HEU! LIS L2TP WAN IP =48 EE35
WAN 7|O|E®O0|E o] HEU S| HO|ERO|Z X|HELICH 24 UDP ZE&= 57012 F4J5HoF
L|C}.



SINIT
CISCO

ULTRA RELIABLE
WIRELESS BACKHALL

Cisco URWB |IEC-6400-URWE Configurator
5.69.163.198 - MESH END MODE

Sun Z2 Jun 2025 12:15:25 PM HET

Configuration contains changes. Apply these changes? Discard | Review Apply & Reboot

IOTOD IW
IW MONITOR  Disabled |
QUADRO

GENERAL SETTINGS
- general mode
HETWORK CONTROL
- advanced tools

L2TP Configuration

Local Unit Configuration

WAN IP Address ts local WAN IF address usad for externally commnunicating with the remale funnel peers. This
addriss must b reachable from the extemal hosts, ¢.g. using port forwarding on the LAN gateway, WAN
gateway is the local gateway used by the local unit to communicate with the outside world. Local UDP Port is the
port used by remote peers o communicate with the local unit (0 means [P encapsulation).

—  » Homr

ADVANCED SETTINGS
WAN IP Address WAMN Netmask WAN Gateway Local UDP Port

- static routes
- allowlist / blocklist == 192.168.20.12 255.255.255.0 192.168.20.1 5701
- Iti i

i Max number of L2TP tunnels: 10
- snmp
- radius

- ethernet filter

- 12tp configuration

- wlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
- remote access

- status

- configuration settings
- lacal cartificate

= resat factory default

L2ZTP Tunnels
L2TP Tunnets currantly installed.
Remote IP Address Remote UDP Port Status
192.168.200.210 5701 IDLE
Add a New L2TP Tunnel

Remaobte WAN IP address comesponds to the WAN IP address of the REMOTE unit. Remaote UDP port is the port
nurnber af the REMOTE unit [ means IP encapsulation).

Remote WAN IP Address Remote UDP Port

- reboot Add
- logout
D 2024 Clsco andior its affillates. All rights resareed,
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atfar]n,
CISCO

ULTRA RELIABLE
WIRELESS BACKHALUL

IOTOD W m
IW MONITOR

QUADROD

GENERAL SETTINGS
- general mode
HETWORK CONTROL
- advanced tools
ADVANCED SETTINGS

- static routes

Cisco URWB IEC-6400-URWE Configurator
5.69.163.198 - MESH END MODE

Sun 22 Jun 2025 12:46:51 PM HST

FLUIDITY
Fluidity Settings

The wnil Gan operald in 3 modes: Infrastruciure, Infrastruciung (wirgless relay), Viehicle,

Thi wnit must be 56t as Infrastructure when it acts as the eniry point of the infrastructure for the mobile vehicles
and It ls connected to a wired netwaork (backbone) which possibly includes other Infrastructure nodes. The unit
miust bi 361 a6 Infrasbructure (wirgless relay) ONLY wihan il is used as a wirebess ralay agent 1o othar
Infrastrechene units. In this operating mode, the unit MUST NOT be connected to the wired natwork backbone as
it will usa the wireless connection io relay the data coming form the mobile units.

Thie wnil must be sel as Vehicle when il is mobile. Vehicle 1D must be sat ONLY when the unit is configured as
Vehicle. Specifically, Vahicle ID must be a wnique among all the mobile units installed on the same vehicle, Unit
installed on differant vehicles must use different Vehicle 1Ds.

Thi Metwork Type filed must be et acconding to the general network architecture. Choose Flat il the mesh and
the infrastructure netwarks belong o a single layer-2 broadcast domain. Use Mulliple Subnels if they are
organized as different layer-3 routing domains.

Fluidity & Enable

EEE——
= allowlist | blocklist
- multicast Unit Role:  Infrastructure W
- snmp .
. radius S N Network Type: Mulliple subnets ~
- ntp iy Enable Global Gateway:

- ethernet filter

- [2tp configuration

= vlan sattings

= Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
- remate access

- status

= configuration settings
- local certificate

- reset factory default
- reboot

= logout

EAO|= 2N 7

) (.

© 2024 Cleco andlor its affilates, All rights ressrved,
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||I|ll|l|
Cisco

ULTRA RELIABLE
WIRELESS BACKHALL

IW Service

IW Monitor Enabled

QUADRO

GENERAL SETTINGS
- general mode
- wireless radio

- antenna alignment and stats

NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist I blocklist

- multicast

- SNMp

- radius

- ntp

- athernet filter

- 12tp configuration

= wvlan settings

= Fluidity

- misc settings
-smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

= configuration settings
- reset factory default
- reboot

= logout

Cisco URWB IW9167EH Configurator
5.246.2.0 - MESH END MODE

Sun Jun 22 120341 EDT 2025

GENERAL MODE

General Mode

Select MESH END mode if you are instaling this Cisco Catalyst IW9167E Heavy Duty Access Point at the head

end and connacling his w10 & wired network (e, LAN),

D mesh point
Mode: o mesh end
() gateway

Radio-off: [_]

LAMN Parameters

Local IP:  192.168.200.10

Local Nelmask: 255.255.255.0

Default Gateway: 192.168.200.1

Local Dns 1:

Local Dng 2:

Enable IPvE:

O

|

£ 2035 Cisco and/or s affiliates. All rights resenved,
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ol Cisco URWB IWS167EH Configurator

cisco 5.246.2.0 - MESH END MODE
LLTRA RELIABLE

VeSS BAGE Sun Jun 22 19:04:48 EDT 2025

IW Service [ Offine | WIRELESS RADIO
IW Monitor [ Enabled | Wireless Settings
QUADRO “Shared Passphrase” is an alphanumeric string or specdal characters exchuding Tapex] “Tdouble apox] ' [backtick]

S{dollar] =[equal] \[backslash] and whiltespace (e.g. “mysecurecamnet”) that indentifies your nebwork. it MUST be
the gama for all tha Claco URWE units balonging 1o the sama mehwork.

GENERAL SETTINGS
- general mode Shared Passphrase: eesssssss

= wireless radio
Show passphrase: [ |

- antenna alignment and stats
In order lo eslablish a wirsless connection batween Gisco URWE units, they need io be operating on the sama
HETWORK CONTROL frequency.

- advanced tools Radio 1 Settings
ADVANCED SETTINGS

- advanced radio settings Role: | Fluidity v
- static routes

Fi MHz): 5180 a
- allowlist | blocklist rueancyi(Mk)

- multicast Channal Width (MHz): 20 b
- SNMp
- R Radio 2 Settings

- nt .

d Role: Disabled W
- gthernet filter
- [2tp configuration
=vlan settings )

9 [ Reset Save

- Fluidity
= misc settings

- smart license
MAMNAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

= logout

D 2025 Cisco and/or s affillates, All rights reserved.

3. ADVANCED SETTINGS(Z& M%&) > 12tp Zd1m|22{|0|M:

|

L2TP Zdx|12i[0]4 H|O|X|of M HO|EH 0|2t ST MEL! LHS| L2TP WAN IP FAE %*%*%P
WAN #HO|E{0]& o] MELIe| HO|ES0|2Z X|HEfLICH. =2ZH UDP ZE &= 57012 F4slok
LICE T Ho|EQ0I7F Z4 MEU S{AES| HA| = 2iC|et &7 L2TP EdE M% "ﬁE
HA| A= 2tC|20{|MEF o] x| 8i|o]4d0] B ErLICh.

|.|'|_| ok



]
CISCO

LILTRA RELIABLE

WIRELESS BACKHAUL

W Service
W Monitor

QUADRO

GEMERAL SETTINGS
- ganeral mode
- wireless radio

- antenna alignment and stats
HETWORK CONTROL = ———————— L2TP

- advanced tools

Cisco URWB IW9167EH Configurator
5.246.2.0 - MESH END MODE

Sun Jun 22 19:10:25 EOT 2025

Configuration contains changes. Apply these changes? Discard Review

L2TP Configuration

Lecal Unit Configuration

WAN IP Address is lecal WAN IP addess used for eadernally commnunicating with the remole funne peers. This
address must be reachable from the external hosts, e.g. using por forwarding on the LAN gabeway, WAN
gateway is the local gateway used by the local wnit to communicate with the outside warld. Local UDP Port is the
port used by remode peers to communicata with the local unit (0 means IP encapsulation).

WAM IP Address WAN Mealmask WAMN Gateway Local UDP Paort

ADVANCED SETTINGS ——8w————p 192,168.200.210 255.255.255.0 192.168.200.1 5701

- advanced radio settings
- static routes

- allowlist / blacklist

- multicast

- SNMp

- radius

= tp

- athernet filter

- 12tp configuration

- wlan settings

- Fluidity

- misc settings

- amart license
MANAGEMENT SETTINGS

- remole access

- firmware upgrade

- status

- configuration settings
- reset factory default

Max number of LZTP tunnels: &

Gor

L2TP Tunnels
LZTP Tunnels curmrenity installed.

Remote IP Address Remote UDP Port Status

192.168.20.12 5701 IDLE
192.168.20.13 5701 IDLE

Add a Mew L2TP Tunnel
Remaote WAN IP address cormesponds bo the WAMN IP address of the REMOTE unit. Remote LUDP poet is the port
number of the REMGOTE wnit (0 means IP encapsulation).

Remote WAN IP Address Remaote UDP Port
Add

- reboot —_—

- logout

4. 12 48> ¢

Fluidity(7 5 43) H O|X|0fl A Unit Role(& <! &3

ol 22 HERZ

= A
S o.

(o R L k=2
'IT°C=>|E

B P05 Clace andior Ha affiliates. All fights reserved.
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CISCO

ULTR:A RELIABLE
WIRELESS BACKHALIL

Cisco URWB IW9167EH Configurator
5.246.2.0 - MESH END MODE

Sum Jun 22 19:26:26 EDT 2025

IW Service Configuration contains changes. Apply these changes? Discard | Review Apply
IW Maonitor

QUADRO
FLUIDITY
GENERAL SETTINGS Fluidity Settings
- genaral mode The: unil can operale in 3 modes: Infrastruclure, Infrastructune (wirgless relay), Vehicle

Ther wnil must be $¢ as Infrastructure when it aclts as the entry point of the infrastructune for the mobile vahicles

- wireless radio and it is connected b a wined natwork (backbone) which possibly includes other Infrastrecture nodes. The wni

- antenna alignment and stats mizst be ot as Infrastructure (wirsless relay) ONLY when it is used as a wireless relay agent to other
Infrastrectura units. In this operating mode, the unit MUST MOT be connected to the wired network backbone as
HETWORK CONTROL it will usa the wiraless connaction to relay the data coming form the maobile units.
The unit must be set as Viehicle whan it I3 mobile. Vahicla 1D must ba sel ONLY whan the unit is configured as
- advanced tools ‘iehicle. Specilically, Vehicle 1D must be a unique among all the mobile units installed on the same vehicle, Linit

inslalled on different wehicles must use different Viehicle IDs.

The Metwork Type filed must be e according (o the general network architeclure, Choose Flal if the mesh and

- advanced radio settings thax infrastructurg networks belong to a single layer-2 broadeast domain, Use Mulliple Subnets if they ane
organized as different laydr-3 routing domaing

ADVANCED SETTINGS

- static routes

. : —_  » ni ¢ Infrastructure £
- allowlist | blocklist Unit Role
- multicast .
—_— Network Type: Multiple subnets ~
-snmp
= The following advanced settings allow bo fine-tune the performance of the system depending on the specific
- radius environment. Please do not aller this settings unless you have read the manual first and you know what you ane
doing.

ntp The Handoff Logic controts the algorithm used by a mobile radic 1o select the best infrastructure point to connect

- athernet filter to. In Mormial made, the point providing the stronges! signal ts selected. In Load Balancing mode, the mobde

radio prEfﬂrS the poand which r.'ll'l‘.'l'-liUES- the besl balance betwaan Srgl'l."ll 3L‘1’."|"|gl||. and amounl of raffic camiad.
= [2tp configuration

- vlan settings Handoff Logic: andard wr

= Fluidity
- misc settings J

Reset Save

= smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
= reset factory default

- reboot

- logout

A 2o A
1. GENERAL SETTINGS(&g+ M) > General Mode(&Et 2 E):

¥ 2 Bz FAO| CHEo 2 WRELIC EAt0|E RM

M, SUsH MEL offol M Bl BHAEE BAFLIC 2
of sHE Mol Chet 21334 W 0|84 XIF HE S st TS WAl A= M Bzt 2
5 /0{0F BHLICH T7HE A4(HA)O| LR BHX| O4520f 2t HIA| AZE St = 5 7 FAE % 9
SLICH MEY Lol LI{R| E24% 4 &&|S HAl ZRl=2 T4dsiob #Lic

Ct. ZF 284AEolE CURWB £44

T oox

Fxl= o] MELlo| A U =

Clutolael 24 1P, 24 HlotA3 L 7|2 HOIEROIE Eof et 74dshok BLCt.



UL Cisco URWB IW9165E Configurator

CISCO 5.66.194.36 - MESH FOINT MODE
LLTRA RELIABLE

IR ACKEHA
FRELESSIENE - Sun Jun 22 2001110 EDT 2025

IW Service m GENERAL MODE

IW Monitor m General Mode

Select MESH POINT moda il you are abllaching an 1P adge devica (Le. network cameara, encodar, abs.) 1o this

GEMERAL SETTINGS Cisco 10T IWS165E Senes Actess Poiml of il you aré using this unil a8 a relay point in e mash nstwork.
- general mode p )
ﬂ meash paint
= wiraless radio
i Mode: () mesh end
- antenna alignment and stats {:}
alewa

HETWORK CONTROL 9 ¥
- advanced tools

Radio-off: [

ADVANCED SETTINGS

- advanced radio settings
' g LAN Parameters

- static routes

- allowlist / blocklist
— Local IP:  10.42.0.2

- SAMp
- radius _— » Local Netmask: 255.255.255.248
= ntp
- ethernet filter —_— Default Gateway: [10.42.0.1 I
- I2tp configuration
- vlan settings Local Dns 1:
- Fluidity

. . Local Dns 2:
- misc settings
MAMNAGEMENT SETTINGS Enable IPvE: |:|

- remote access

- firmware upgrade y

- configuration settings

- reset factory default
- reboot
- logout

D 2024 Cisco andlor Ite aliliates. AN rights reservod.

2. GENERAL SETTINGS(%t A4%) > Wireless Radio(F41 2tC|2):

Wireless Radio(FM) HO|X|oMq CHE 2 & FM Hx(et SUSH 5 E ALEsHoF gLcH FM ¢l
E'|111|0|*°| £ AE 2 Fluidity2 FA5H0F ELCt Z2ME O-_rl AP% of ka2t §t FMof o F
M OIE{H|O|AE AF8E & QU X|B Radio 18F A £/ Radio 2 ZHASIE 250 OI Lab A0 M
HIg st LIC.
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CISCO

LILTRA RELIABLE
WIRELESS BACKHALIL

Cisco URWB IW3165E Configurator
5.66.194.36 - MESH POINT MODE

Sun Jum 22 20001:16 EDT 2025

IW Service m WIRELESS RADIO

IW Monitor m Wireless Settings

"Shared Passphrase” i an alphanumens sting of special charactars axcluding Japex] "[double apex] "[backlick)
GEMNERAL SETTINGS S[dollar) =[equal] [backslash] and whitespace (6.9, "mysecursecamng™) thal mdantifies your nabwork, I MUST b
thar sam Tor all the Cisco URWE units belonging 1o the sama nabwark
- general mode

= Wireless radio - Shared Passphrase: essssssss

- antenna alignment and stats

NETWORK CONTROL Show passphrase: [_]

. advanced taols In order lo establish a wirehess conneclion between Cisco LIRWE unils, they need 1o be operating on the same
frequeancy.

ADVANCED SETTINGS
Radio 1 Settings

- advanced radio settings

- static routes —_— Role: Fluidity w
- allowlist | blocklist
- snmp - Frequency (MHz): 5180 W
- radius
—p Channel Width (MHz): 20 W
= ntp
- ethernet filter Radio 2 Settings

- I2tp configuration
Role: Disabled W

= wlan settings
- Fluidity
- misc settings

MAMNAGEMENT SETTINGS

Reset

e

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

-« reboot

- logout

© 2024 Cieco andler ite affiliates. AN rights resarved.

3. 12 MM > E=2:

o o O
AT HESIZO 22 ClHO|A EEE MHE 2IFF oi] MEUO| 2 & Z2, 1H B2E 2E
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CISCO

ULTRA RELLABLE
WIHELESS BACKHALL

Cisco URWB IW9165E Configurator
5.66.194.36 - MESH POINT MODE

Sun Jun 22 20:09:49 EDT 2025

IW Service m STATIC ROUTES

IW Monitor m Static routes

fcdd any memobe subnet that does not balong 1o local notworks
GENERAL SETTINGS ’ ¥ : o

- general mode Active static routes
-wireless radio

Subnet MNalmask Galaway
- antenna alignment and stats

HETWORK CONTROL 172.30.128.0 255.255.255.248 10.42.01 I del

= advanced tools

AUDVANCED SETTINGS Add new stalic route
- advanced radio settings Subnet Netmask Galeway
- static routes
_—
- allowlist | blacklist
= snm
) P Route added. Note: unable to install static route live, please double check current network
- radius configuration.
= ntp

- ethernet filter

= 12tp configuration

- vilan settings

- Fluidity

= misc settings
MANAGEMENT SETTINGS
- remote access

= firmware upgrade

- status

= configuration settings
- reset factory default
- raboot

- logout

© 204 Cisco and/or its affiliates. All rights reserned.

A BICIRE FHE M Unit Role(R X &2 Vehicle(AH )2 A3l oF & LICH Network
Type(UEXHZ $8)2 2 Multiple Subnets(0424 MEH)E & /935t5t2{M THX{ Automatic Vehicle
ID(RHS At D)ol MEAE F|Adf ok SFLICH Zt AF—Fo| 2tC|0| IR R IDE g sHoF &Lict
oLt S et AF>ol| o] T X7t U= B ZE HXR[o EHoH Sttt Xt IDE FAJ5HoF &
LICt. OFX|2f S 2, Network Type(HE3 f&)= Multiple Subnets(CtE AMELNE M FLICH



TUE Cisco URWB IW9165E Configurator

5.66.194.36 - MESH POINT MODE
ULTRA RELIABLE
ACKH
MEELECSIERCEIUL Sun Jun 22 20:18:0% EDT 2025

IW Service FLUIDITY

IW Monitor Enabled Fluidity Settings
Thve unil can operate in % modes: Infrasiructure, Infrastruciure (wirslass relay), Vehicle.

GENERAL SETTINGS Thee unil must be el as Infrastruciure when it acts as the endry point of the infrastruciure for the mobile vehicles
and # is connecled to a wired nedwork [backbone) which possibly includes other Infrasiructune nodes, The unit

- general mode must be sof as Infrastructure (wirgless relay) ONLY when il is used as a wireless relay agent to olther
Infrastrecture units. In this operating mode, the unit MUST NOT be connected o the wired network backbone as

- wireless radio it will use the wireless connection to relay the data coming form the mobile units.

The unit must be et as Vehicle when it is mabile. Vehicla ID must ba set ONLY when the unit is configured as

- antenna alignment and stats ‘iehicle. Specifically, Vehicle |0 musi be a unigue among all the mobile units installed on the same vehicle. Unit

HETWORK CONTROL installed on different vehicles must use diffarant Vahicla IDs.
The Metwork Type filed must be sel aceording to the genaral network archilecture. Choose Flat if the mesh and
- advanced tools the infrastructung networks belong to a singbe layer-2 bropdeast domain. Use Multiple Subnals if thay ara

arganized as different [ayer-3 routing domains,
ADVANCED SETTINGS

- advanced radio settings ———P Unit Role:  Vehicle b
- stati te : :
Sem SR P Automatic Vehicle ID: [_] Enable
= allowlist f blocklist
J— —_— Vehicle 1D:| |
- radius —_—— Network Type: + Flat
- nt o
d The following advanced settings Multiple subnets e of the system depending on the specific
= athernet filter environment, Please do not aler e - oo __ .a8d the manual first and you know what you are
daing.
- lztp cunﬂgurﬂtlnn Thex Handalf Logic controls the algonthm uséd by & moblle rds 1o sebect the best infrastruciurs point 1o conmect

fo, In Mormal mode, the point praviding the strongest signal is selected, In Load Balancing mode, the mabile

- vlan settings s : :
g radio prafiers the point which provides the best balance betwean signal strength and amount of fraffic carmed.,

= Fluidity

Handoff Logic: Standard W
- misc settings 9
MANAGEMENT SETTINGS
- remote access )
Reset
- firmware upgrade
- status

- configuration settings
- reset factory default

= reboot
- logout
© 2024 Clsco andlor its aiMiates. Al rights resored,
g
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1. General( & MA0f|AH Mode(Z2 E)Z Global Gateway(Z13 HO|E{I0|)Z ME4SHoF 5t H
Shared Passphrase(2 % &%), Local IP address(2Z IP &4 ), Local Netmask(ZZ S'otA
3) & Default Gateway(7|& HO|EH|O))E F4d5H0F ELIC}.

Edit Device Configuration

e
] Search

General
| General
Multicast Maode
ZNME Global Gateway W
LLDP
Radius Shared passphrase
NTP URWE
LZTP
Vian Local IP Address
Fluidizy 192.166.20.2
Fluidity Advanced
Fluldity MPO Local Netmask
Misc 255.255.255.0
Spanning Tree
Ethernet Fiiter Default Gateway
QoS 192,168.20,1

MPLS

i}
o
P2l
O
|0
hu
e
0x
lgj
m
!
-0
x
el
nA
H

IWo16X T4 HxIE HO|EHOIZ FstE St M N
& fEX0/o{of gLCh.

Edit Device Configuration

General
I General
Wirgless Radio Mode
Advanced Radio Settings Gateway e
Kay Control
FluldhAX F_?ad io off
Multicast On
SHMP
) Radio off mode
Radius R
NTP Fluidity
LITP
- Local IP Address
Vian
Fluldity 192.168.20.2

Fluldity Advanced
Local Netmask

Fluidity Pode Prowimity -

Fluidity Freguency Secan 255.255.2565.0

Fluidity MPO
Default Gateway

2. L2TP MMoil A WAN IP, WAN S0tA 3, WAN HO|EQ0|, ZE. FA8H0F & L|Ct S Alo]
L2TP E{2 & F7}8loF g Lct.
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Edit Device Configuration

el et ® Enable L2TP
Ganeral on

Multicast

SNMP © L2TP Interface
LLDF Ethernet!

Radius

NTP “ WAN IP Address
L2TP 192,168,202
Vian

Fluldity © WAN Netmask

Fluidity Advanced

Fluidity MPO

Misc

Spanning Tree

Ethernet Filter

QoS5

MPLS 5701

192.168.20.1

255.255.255.0

® WAN Gateway

® Local UDP Port

Edit Device Configuration

O Search 5701

tenaral ® Layer-3 MTU for the WAN
Multicast interface

SHMP ;asn

LLDP

Radius ® L2TP Tunnels Number
NTP -5

L2TP

Vian L2TP Tunnels

Fluidity

Fluidity Advanced

Remote WAN IP Address

192.168.200.210

Fluidity MPQ
Mise
Spanning Tree
Etharnat Filtar
Qo5

MPLS

3.0IRYoZE &
o|oqoF gfLct.

A
(=)

k=2
=

ik

A
S

L

Remate LIDP Part

5701

ol
—

2tofof o, LIERIZ KHE of2] MYl



Edit Device Configuration

- P
{1 Search

Fluidity
Genaral
Multicast Unit Role
SNMP Infrastructure
LLOP
Radius Metwork Type
NTP Muliiple subnet v
La2Te
Wian Enable Primary Pseudowire
Enforcement
I Fluidity .
Fluidity Advanced Disable v
Fluidity MPO
Misc
Spanning Tree
Ethérnét Filter
Qos
MPLS

EBAOlE FM 7

1. General( & MM A Mode(2E)E Mesh end(HIA| )2 ME45H0F 5t Shared
Passphrase(3® & 2), Local IP address(2Z IP £2), Local Netmask(2Z HotA3) &
Default Gateway (7|2 H|O|EQ|O[)& T 4J5H0k &L|Ct.

20O HA| ZQIEQ| 4 EBAIOIE M BE HA| Z2IE

Edit Device Configuration

Saearch

Mode
I Ganaral Mesh End y
Wireless Radio
Advanced Radlo Settings Radio off
ey Control Of >
FluidMAX
Muslticast Radio off mode
SHMP
Radius
NTP Local IP Address
LaTe 10.122.136.50
Vian
Fluidity Local Netmask
Fluidity Advanced 256 208 LR 192
Fluidity Pole Proximity
Fluidity Frequency Scan Default Gateway
Fluidity MPO 10.122.136.1

2. Wireless Radio(F ) 4lM0i| M Passphrase(Z{A Z2{|0|X), Radio Interface(F41 QIE{H 0| A
)R S 415HE Ol AF2E QIE{H|0|A), Frequency(FIt4) 2! Passphrase(IHA Z 0| =
)& Fdshok gLt



Edit Device Configuration

(O Search

General

Wirsless Radio
Advanced Radio Settings
Key Control

FluldhAX

Multicast

SNMP

Radius

NTP

L2TP

Vian

Fluidiny

Fluidity Advanced
Fluidity Pole Proximity
Fluidity Frequency Scan

Fluidity MPO

Wireless Radio

* Passphrase

URWEB

® Radio 1 enabled

on

Radio 1 role

Fluidity

Radio 1 Freguency (MHz)

5180 MHz

® Radio 1 Channel width

20

3. L2TP AlMoi A WAN IP, WAN
L2TP E{2 & F 7}l ok &LC}.

Edit Device Configuration

) Seaech

General

Wireless Radio
Advanced Radio Seitings
Key Control

Fluldhax

Multicast

SNMP

Radus

NTP

LITP

Wlan

Fluidity

Fluidity Advanced
Fluidity Pole Proximity
Fluidity Frequency Scan

Fluidity MPO

* Enable L2TP

an

® L2TP Interface

Ethermeti

¥ WaN IP Address

192.168,200.210

WAN Netmask

266,255.265.0

¥ WAN Gateway

192.168.200.1

Local UDP Port

5701

Radio 2 enabled

off

Radio 2 role

Radio 2 Frequency (MHz)

Radio 2 Channel width

SiofA3, WAN HOIEQOl, ZE. F45HoF ELICH S Alof



Edit Device Configuration

Q) Search L2TP Tunnels Number

General &

Wireless Radio

Advanced Redlo Settings L2TP Tunnels

Eey Contral

FluidMax PR S TR A
Multicast 192.166.20.12 5701
SHMP
Radius

NTP

I L2TP - e
E 1 Remate WAN IP Addross Remate UDPF Pon
Wiam
192.168.20.13 5701
Fluidity
Flukdity Advancead
Fluidity Pole Proximity

Fluidity Frequency Scan

Flukdity MPO

4. RIS K54
ME0lo{of BLick

fijo
fh
T

2 dstaliof stH, 7' X g2 /= Eto{ok st 1, HER T 32 04

Edit Device Configuration

=
) Search

Fluidity
Genera
Wiraless Radio Unit Role
Advanced Radio Settings Infrastructure "
Koy Control
FluidMa Automatic Vehicle ID
Multicast
SNMP
Radius Wehicle ID
NTP
L2TP
Wian MNetwaork Type
I Fluldity Multiple subneat
. Fluidity Advancad .
Fluldity Pole Proximity Handoff Logic

Fluidity Fraguency Scan
Fluidity MPO

Enable Primary Pseudowire

A2 2M T4

1. General( & MMM Mode(Z2E)E Mesh end(HIA| )2 ME4SH0F 5t Shared
Passphrase(3® &%), Local IP address(2Z IP £4), Local Netmask(ZZ HotA3) &
Default Gateway (7|2 H|O|E{|O[)& F4J5Hok &L|Ct.



Edit Device Configuration

) Search

Made
General
Mesh Paint
Wireless Radio
Advanced Radio Settings Radio off
Koy Contral
o
FluidMAX
Multicast Radio off mode
SHMP
Radius
NTP Local IP Address
L2TP I
10.42.0.2
Wlan

Fhulcity Local Netmask
Fluidity Advanced '
255.255.255.248
Fluidity Pole Proximity
Fluidity Frequency Scan Default Gateway

Fluidity MPO
10.42.0.1

2. Wireless Radio(5
)& AHE 504
Edit Device Configuration

) Search . .
= Wireless Radio

General

Wireloss Radio Passphrase
Advanced Radio Settings ClacoURWE

Key Control

FluldMAX Radio 1 enabled
Multicast -OI"I

SNMP

Radius Radio 1 role
NTP Fluldity

L2TP

ign Radio 1 Frequency (MHz)
Fluidity 5180 MHz

Fluidity Advanced

Fluldity Pole Proximity

Radioc 1 Channel width

Fluidity Freguency Scan 0

Fluidity MPO

3. EIPII“*O SEE Y
45 oF o|‘|:|=| l:IIE—?-Ja RE20

E=iMO|=t SAlstEd

) MIM0f| A Passphrase(TH A Z 2|

— o
|_7C=>'_I_

= RNTR

Radic 2 enabled
ol
Radio 2 role

Radio 2 Frequency (MHz)

Radio 2 Channel width

stoffoF 5tH 7'X HAE 2 Rt olo{of ot
=ulolo{of &

LCF

0|=), Radio Interface(5M QIE{H| 0| A

A ZP0|ZE F4dsHok ELict

Ofn
|0
Hu
rx

2% IDE +



Edit Device Configuration

Fluidity
Wireless Radio L_Jni: Role
Advanced Radio Senings Vahicle
Kay Control
Fluidhax Automatic Vehicle D
SHMP
Readius Vehicle ID
HTP 1
L2TP
Vian MNetwark Type
I Fluidity Multiple subnet
Fluldity Advanced
Fluidity Pose Proximig I-_Iandoﬂ Logic
Fluidity Freguency Scan Siandard
Fluidity MPO
4. A4 HEXIo| 2EE ClHIO|A EEE= HHE I8t odt] MELI0| & El B2, 1H B2 E
2EC FMof FdsHok gfLict. o ?jJLI:LEﬂOI*._:'OﬂHE HolESoI7t 2EE EtRE 2| 51T

QIEH O|ARZ MHE 4EHM REE MEW 2 HintA3 & X|H3HoF g LiCt.

Edit Device Configuration
) Static Routes
Mise

Spanning Tree

MPLS

Ethernet Filter - o

Arp 172.30.128.0 255.255.255.248

QoS
Wi-Fi Multimedia Queues ——
Armpdu 10.42.0.1
TFTP
Ethernet Settings
GNSS
SRCR RSSI Matric
MAT Settings
Telamatry
I Statlic Routes
Allowlist/Blocklist

VLAN Subnets

CLIE S&tdojlo{3 gsd 74

Ol Mo M 7IA IS R20f Lo} 2l EEZ XIS IO 2 CURWB ClHtol20f ChEt CLI 7
x|12i|of o]l CHaH Z+2fsh A ABBLICH 22 HO|ES0l, ERAOIE HIA| A=, X0l A
FastFail 01537} T#EIRICt T 7HYELICH S FastFail 0|3t T2 20lM BHE 9 M 12

5t BEME x5l Al2. 047|ME Blolo] 3 RS540l EXH VIP 7H=ol CHaf MR M stH, 047|
H“ FastFailo| 2& & F4 ZFx|of o|d| F4x(o] ot 7HE R LICH
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IEC64002 H|O|ES0|Z

iotod-iw configure offline
### BASIC CONFIG ###

modeconfig passphrase URWB

ip addr 192.168.20.2 netmask 255.255.255.0 gateway 192.168.20.1
modeconfig layer 3 mode gateway

12tp wan 192.168.20.12 255.255.255.0 192.168.20.1 port 5701
12tp add 192.168.200.210 5701

### APPLY CONFIG ###

write
reboot

AP ZIC|2E HO|EQ 0|2 T4

configure jotod-iw offline
### BASIC CONFIG ###

configure ap address ipv4 static 192.168.20.2 255.255.255.0 192.168.20.1

configure modeconfig mode gateway

configure modeconfig mode meshend radio-off fluidity

configure wireless passphrase URWB

configure fluidity id infrastructure

configure 12tp wan 192.168.20.12 255.255.255.0 192.168.20.1

configure 12tp port 5701

configure 12tp add 192.168.200.210 5701

mpls fastfail primary 192.169.20.4 // Set the virtual IP address of the redundant device group in

### APPLY CONFIG ###

write
Reload

configure jotod-iw offline
### BASIC CONFIG ###

configure ap address ipv4 static 192.168.200.10 255.255.255.0 192.168.200.1

configure modeconfig mode meshend //Applicable for only Mesh End Trackside Radio
configure modeconfig mode meshpoint //Applicable for only Mesh point Trackside Radio
configure wireless passphrase URWB



configure dotllRadio 1 enable

configure dotllRadio 1 channel 149
configure dotllRadio 1 band-width 20
configure dotllRadio 1 antenna ab-antenna
configure dotllRadio 1 antenna gain 10
configure dotllRadio 1 txpower-level AUTO
configure dotllRadio 1 mode fluidity
configure dotllRadio 2 disable

mpls fastfail primary 192.168.200.13 // Set the virtual IP address of the redundant device group in Lay
configure modeconfig mode meshend mpls Tayer 3 //Applicable for only Mesh End Trackside Radio
configure modeconfig mode meshpoint mpls Tayer 3 //Applicable for only Mesh point Trackside Radio

configure

## L2TP CONFIG

configure
configure
configure
configure

### APPLY

write
ReTload

2
off
0

configure
### BASIC

configure
configure
configure
configure
configure
configure
configure
configure
configure
configure
configure
configure
configure
configure

mpls fastfail primary 10.42.0.6 // Set the virtual IP address of the redundant device group in Layer-3

### APPLY

write
ReTload

fluidity id infrastructure
## //Applicable only to the mesh end Trackside radios

wan 192.168.200.210 255.255.255.0 192.168.200.1
port 5701

add 192.168.20.12 5701

add 192.168.20.13 5701

12tp
12tp
12tp
12tp

CONFIG ###

iotod-iw offline
CONFIG ###

ap address 1ipv4 static 10.42.0.2 255.255.255.248 10.42.0.1
modeconfig mode meshpoint

wireless passphrase URWB

dotllRadio 1 enable

dotllRadio 1 channel 149

dotllRadio 1 band-width 20

dotllRadio 1 antenna ab-antenna

dotllRadio 1 antenna gain 10

dotllRadio 1 txpower-level AUTO

dotllRadio 1 mode fluidity

dotllRadio 2 disable

modeconfig mode meshpoint mpls layer 3

fluidity id vehicle-id 1

ip route add 172.30.128.0 255.255.255.248 10.42.0.1

1
1
1
1
1
2

CONFIG ###

A9Ixl2HRE T4;



H0{ 2tRE 74:

configure terminal

ip route 172.30.128.0 255.255.255.248 192.168.20.4
ip route 10.42.0.1 255.255.255.248 192.168.20.4
exit

write

eHC oteE T4

configure terminal

ip route 0.0.0.0 0.0.0.0 10.42.0.6
exit

write

22C DL X|E L2 A%l L BIRE Q=S

« O| ZHI|agio|MolME 3 VLANO| O|& A& /= 5t0|EE|= Blo]o]3 LU ELXZ &

Zoi| CHsll & %‘%’JL—IEP
- 22 BIRETI Qe AF ERIE It ZLCH
- O dHolM CtES s ELICH
* VLANZ2 2EE ®& EtC|20]AM F g5t ok ELCh.
- DEQlZet X A 2= Ho|EL 0|0 VLAN 7|52 HIZ st oF & LICt.
. 0| E—E dAl2 24 MESD Fo HERZ 7hel AAE ®K|ste Ol ==0| ELCh

- 1 ol ofEE|FO|MoME REE FM RI7H EE RS tllojo{ 3 EEZX|0 A VLAN

7* EPOE'C’ UitMo = EEst= Bilolo] 3 FX[IE CHAIsHX| & &LCH.

25 E Bt2E{ glol 2llolo 3 R 5Hol ChEt HERT EEEX| Hat



Routes:
{ Static Route; 172.30.128.0/29 > 192.168.204 |
Static Route; 10.42.0.1 -> 192.168.20.4
Static Route: 10.10.10.0 -> 192.168.20.4
Static Route: 10.10.20.0 -> 192.168.20.4

Static Route: 10.10.320.0 -> 192.168.20.4 -~ -

172.20.128.1 192.168.20.1
e — IECE&400 Primary
IP: 192.168.20.2/24

DG: 182.168.20.1
Core Router
Server \ L2TP: 182.168.20.12
Core Server

IP: 172.20.128.2/29 192.168 200.1 192.168.201.1
DG: 172.20.128.1 URWB Gateway
\core Network
IW9167 Mesh End IW39167 Mesh End
IP: 192.168.200.10/24 IP: 192.168.201.10/24
DG: 192.168.200.1 DG: 192.168.201.1
L2TP: 192.168.200.210 LZTP: 192.168.201.210

Wayside Subnet A Wayside Subnet B

w9167 IW9167

1P: 10.42.0.2/29 IP: 10.42.0.3/29
DG: 10.42.0.1 L helallall®”  D4G: 10.42.0.1
Static Route: Static Route:
172.30.128.0/29 VIP: 172.30.128.0/29
DG: 10.42.0.1 ! 10.42.0.6 1 DG: 10.42.0.1

. T —_ =

IT TEAM Sales TEAM Camera
IP 10.10.10.50/24 IP 10.10.20.50/24 xl ™ IF 10.10.30 5024
GW 1010101 &5 GW 10.10.20.1 GW 10.10.30.1
<2 <
Vehicle

eHCE AQ|x|o| AL o|M



Switch#show vlan brief

VLAN Name Status Ports

1 default active Gil/o/3, Gil1/o0/6, Gil/0/7
Gi1/o/8, Gil1/0/9, Gil/0/10
Gil/0/13, Gil/0/22

10 IT active Gil/0/16
20 SALES active Gil/0/17
30 CAMERA active Gil/0/18
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

Switch #show interfaces trunk

Port Mode Encapsulation Status Native vlan
Gil/0/23 on 802.1q trunking 100
Gil/0/24 on 802.1q trunking 100
Port Vlans allowed on trunk

Gil/0/23 1-4094

Gil/0/24 1-4094

Port Vlans allowed and active in management domain

Gil/0/23 1,10,20,30,60,100

Gil/0/24 1,10,20,30,60,100

Port Vlans 1in spanning tree forwarding state and not pruned

Gil/0/23 1,10,20,30,60,100

Gil/0/24 1,10,20,30,60,100

Onboard Radio Z1I|18j0|M

* VLAN2 2E2E 2E7} 9ie *E FR|o| et &gt zfo{of grLct

configure vlan status enabled
configure vlan management 60
configure vlan native 60

. A RU0IM 2 MEUS Hod HO[E0l| Y- £ UTE DH HZE F7H5
C. A=l Alo|ERIols 272 REE RMol ABEIE TH4 IPYULICH EH P40 BL
S P419| IP FAE HOIEH0IZ AL 3ok BrLICt,

configure ip route add 10.10.10.0 255.255.255.0 10.42

.0.6
configure ip route add 10.10.20.0 255.255.255.0 10.42.0.6



configure ip route add 10.10.30.0 255.255.255.0 10.42.0.6
304 2tRE Zu|ado|M

configure terminal

ip route 10.10.10.0 255.255.255.0 192.168.20.4
ip route 10.10.20.0 255.255.255.0 192.168.20.4
ip route 10.10.30.0 255.255.255.0 192.168.20.4
exit

write

CURWB ti0]0{ 3 LIEX=a 2X| siZ
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Eid &EfE &Qlst= ZHEHEH 2 CLIOIM "show 12tp"& A &St7{LI GUIMIM & EHE & Qlst=

0

« L2TP H|O|X|0fl= A L2TP E{ & i A'EH(CONN, WAIT, IDLE)7} Z A|ElLICE.

s EHAIQEY 2 AE QA =l 7|2 HA| Y=o L2TP AEl= CONN AEjo|T
E2ZX HA A=A L2TP &4 Ef= IDLE 4EfRILICH ZHI|Tz)o|lM 2F E= 22[M EXE
Q& B ol A2 EXM 7L Qe E WAIT &Ef7t Eict

- 07| HXH HEHE =elstn ERE A< o|0| dx|El L2TP EHE2 MHE == J&LCt

« WAN IP A= ZF C|HIO|A Q| L2TP ZiI|a 2|0l Mol T R35t0d ClHtO|A Q| BE| IP 40 &
chof g LCt.

L2TP &El 29F
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| E - 1 =
. 2 FRIAE HAIYEE 22

Z HAl A=kl L2TP EH'E
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WW Mo
L I
0
i

NABIO| H4 MEH(ZE ClHOlAT} 7HE W A% 5)21 32, ol 224 Ho[=R0l9t ZH 13 R
S4 E2Abol= ZEAE Zhol o4 sl AlL2leelLic

. 7|2 224 Ho|E 0| 7|E HA| 1= ZHL2TP E{ - CONN
- 712 ZE2H Ho|EQ0ol|2 EX HA|E ZHL2TP EHE - RF
- EZX Z2H AHo|EQO|e} 7|E HAIAE ZHL2TP EIE - R F
- EX ZEH HO|EQIOIQ EX HIA| = ZHIL2TP E{L - &F



MOl Zu|afo|M EA/=ele At

Salst C|HO|A 2| 0] QIE{H|O| A0 SUSH IP, WAN IP EEE 714 IPE AF2EFLICEH

—

=
NRE 7 P =ATF TAE|AALICH ClHFO|ATF 2174 C|HFO|A S| S HFE WAN IP7} OF Ll

=A== B ANEH
IPE 7t2I7|1 &Lt

S22 WAN IP, S8t ZEH{AE LM 2712] HIA| A =7t SLUsH WAN IP2 FAIELICH
HESZ 0] 4AL|X| o2 o|nY ZEE S5 MMsIEE A= EldelL|C)
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