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« CNDP(Cloud Native Deployment Platform), Kubernetes H|&IAHO|A & Z = HYX|.

« Cisco SMI(Subscriber Microservices Infrastructure) & SMI Cluster Manager & L|C}.

« CEE Ops Center, Prometheus, Grafana, Alertmanager & 271 Z T 74 4.

« Splunk HTTP Event Collector(HEC), syslog, tcpdumpE S8+ miZ! 74X

« XA HOIEHO| SE S {8t OTLP(OpenTelemetry Protocol) 2 OpenTelemetry Collector.
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Cisco CNDP - Example: Kubernetes (System), CEE and SMF Application

Kubernetes Cluster (Cisco CNDP)
Mamespaces, key components and their roles

Namespace: kube-system Namespace: cee-hgb-cee Namespace: Isrnlf-hqbsrnf01
Kubernetes System Components CEE Pla‘rf_qrrn Cumpqnents : SMF CNF .ﬁpp!ucatron Components
(Cbservability, Monitoring and Operations) (5G Core = Session Management)
Component Category  Key Components (Examples) Purpase C gory Key Comp Purpose Component Category  Key Components (Examples) Purpose
- calico-node, calito-iube-controllers,  Pod networking and Mberting & alertmanager, alert-lagger, Algrting, notification % Cache cache-pod Caching for SMF application
x o fube-prooy ntwork policy (Calico) ‘ Hetifications alert-router and event management = e, T
profthéus, node-exportr, = o m]cc LS — : -
E DHS coredns Cluster NS resohuton | jff] Menitoring & Meties  biscitox-xporte, 1::;:?;‘”‘“?’ L shot-session mw
kube-state-metrics O e ool ey m::'
etod, kube-apiserver, Corn Kubameates E - fluentd, fiuent-worker, Log collection - v _
Q Control Plane  kube-contraber-manager, Logging Pluent-proxy, logs-retriver and processing Dita gipe-ep. gipp-ep. i-ep. User plane and interface
Iibeachoduler control plane services Plane uelp-prosy pracessing
[ Visusization grafans, gratana-dashboard  Daooards and = Ciestamiber ke
Certificate ment il = Database eted stome for SIAF
. Certificate Mgmt  cluster-cert-maintainer ad mw:anage e o, ot g ool Persstent siorage
g o CEE platform EEN  Event® Messaging  eventimgr, kifka g:" e
S  Node Services icl-adapt - Nede log and system thanos, pv-manager, Lisry-HafTm Mrasirics Stnrage !_ Sagng .
[ oure DY, SNE O Revel services g Storage Pe-provisioner, path-provisionss  and volume management o Management | sam-pod, georeplication, Operations, repication
ations " ¢, simart-agent ade t
§ Monoring User andchstesocsty | o Operations & ops- conter, product documentation, PR operations Dot JOCAMQ:; SnMERguE iz ekl
500~ DASSWOrd-MOnitor A : o . fubsiet  and maint : rafana-dashboard,
il Security user-pa: i ncnlortg e and maintenance il Moritoring iﬂlm_ 7 Monitoring and dashboards
Hardware / Infra bmc-kag-exporter, cimc-akerts-  Infrastructune and - o
e G Additional system Monitoring exporter, node-problem-detector  hardwane Monitoring O Security J ACCeSS  raciss-ep, rest-ep, dns-prosy ;.:dwr;w;uo} atess
il builc-stats, cone-retrier, Additional platform g E
oo Oihers ST AT, SENVICE Components  SEVices sss  Others adr-moniter, protacel components | Additional SMF senices

Kubernetes comml Plane (in kube-smem namespace)

.*u pi e |

Worker Modes (Application workloads) |
Run pods from all namespaces: kube-system, cee-hgb-cee, smf-<hgbemf01

Provides core Kubemeles cheter management and orchestration services,

Hosts application worklosds across namespaces with clear sctation,

Key Points
* ANl namespaces run in the same Kubermetes cluster (Cisco CRDP).
» Each namespace provides specific functionality with clear separation.
= kube-system hosts core Kubemetes cluster semvices,
+ core-hgb-cee provides observability, monitoring, logging and platform operations.
+ smf-hgbsmfl hosts SMF CNF application components.
» Component list based on live cluster cutput (kubect] get pods) - names may vary per cluster,

Benefits

« Logical izolation of workloads by namespace,

= Better resource management and operational visibilty,

+ Improved security and access control

= Easier monitoning and troubleshooting.

Supparts multi-application deployments (Kubemetes, CEE, SMF).
Flexible and reusable architecture across different clusters.

6 Legend

9 Namespace: kube-system
6 Namespace: cee-hgb-cee
G Mamespace: smi-hgbsmi01
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!‘ alert-logger manager. These alerts are avaiable to user through the CEE ops-center, | I'l instalied fluentBit pods.
" i 4 [ o Assists in retrieving Kemel, Kubelet, and Container level logs through
4 alart-rout :’er:::::;;outnr@mpmforumm manages to pass alerts to its | E logs-retriever R e e S
Process alerts from Prometheus and route them to its receivers through =) logs-forwarder Support pods logs forwarding to external server through Fluent-bit.
A alertmanager alert-router. It also provides a list of active alerts in CEE ops-centar E Create tunnels to enable Prometheus to scrape KPIs from the node-exporters
and Grafana, < metrics-proxy-group on KVM nodes.
Enables Prormetheus. blackbox probing of endpoints over HTTP, TCP, Exparts the node metrics to Prometheus and to be viewable on the Grafana
Q blackbox-exporter and ICMP. Il' node-exporter dashboard in Host detais and summary dashboards,
Provides summary of statistics that are collected by Prometheus service m ops-center-cee-ops-center Supports user management, authentication. con_figw_.mmm show
|II bulk-stats and create periodic snapshots of statistics on each node in the form commands for CEE features, which run on poxds inside the ciuster.
of CSV files. g path-provisioner Prowisions the local storage volume along with p-provisioner,
u cee-product-documentation  CEE Product documentation page provides an overview of CEE functions. Manage the Postg pool for connection, replication, load balance,
g pgpool and 50 on. Pgpool is a middleware that works between PostgreSOL servers
m cime-alerts-exporter Scrapes and exports CIMC alerts to be viewable in Grafana. and a PostgreSCL database.
S rostgres Supports SQL databse with recndancy tostore aerts and Grofana dashboards.
a core-retriever Assists in retrieving the core dumps.
Enabiles monitaring and alerting for the Kubemetes cluster, both local and remote,
E documentation Contains the documentation (metrics and usage). l'l promethecshi<ee :‘ fs"" IPSIMTS Menca hutemetes Tesurces POy POt Sd e
E Beniit Collects the logs from jouralD or systemd and forwards to the exteral B  prometheus-rules Contains the defaul alerting rules and recording rules for Prometheus.
applications like Splunk o anather rernote fluent instance.
e prometheus-scrapeconfigs-synch. Synchronizes the Prometheus scrape configuration,
"
gllll  erefnadashboardmetries  Assists in collating Grafana metrics on the dashboard. a pv " fastaaof d ot e TossoseteA Do,
s Collects the logs from remote fluent instances and forward these logs e pv-provisioner Enables the application pods to automatically provision the persistent volumes.
N fluentbit-listener
to external collectors like Splunk. ﬁ ; Moriitors the pod ready status and resets the kubelet if the state is noteready
S - ; even though pod is ready.
G grafana Provides visualization tool and host-level dashiboards to examine metrics - T AT =g
nd slerts. pports the Tac-Debug feature to collect coredumnp, logs, metrics, statistics,
a il a show-tac-manager and ops-center configuration. It akso maintaing and provides HTTPS access
to fles storage n the intemal Apache server.
gn grafana-dashboard-metrics Supports the internal file server for Grafana dashboards.
o e Manages and enforces the Cisco Smart licensing feature per agreement.
o The CEE ops-center provides the configuration facility.
- = Assists in generating metrics about the state of Kubernetes objects: )
kube-state-metrics node status, node capacity (CPU and memory), and sa on. E thanos-query-hi-res :;;sé:ommw to support the Prometheus query, data starags,
ILOnng.
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Prowides support to visualize the logs that are provided by the locally
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G{' Objective
Deploy CEE via SMI Cluster Manager for centralized lifecycle management. =

Use SMI Cluster Manager CLI
via the provided
F— St

% cli login <ingress-url>

$ cli configure terminal

Key CLI Configuration Examples
Define CNF package

software cnf <name>
package-url <url>
credential <name>
sha256 <hash>

Configure repositary (online)

repository <namex
url <registry-url>
credential <namex
verify-image true

MAxl2E
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‘ Offline Installation

=4 . Provide software package URL
« Configure credentiats
» Provide SHAZ56 hash

OR

Online Installation

= Configure repository details
s Provide credentials

= Enable image verification

Set initial boot parameters

initial-boot-parameters

use-volume-claims true
auto-deploy true
single-node true

Link CEE to cluster

cluster <name>

application-name <cee-app>
instance-name <cee-instance>
MAMESPACE <NARESPACE?
registry-secret <secret-namer
ingress <ingress-host»

CEE AZ E Q|0 Zix|| 9|

-

Prerequisites

+ SMI Cluster Manager deployed and accessible via Ingress URL
+ Required credentials, software package or repesitory details available

I\D Access SMI Cluster Manager ('3 ) Link Cluster (Ops Center) @ Set Initial Boot Parameters _5) Synchronize & Verify

Bind CEE to the desired cluster Configure initial boot tthe CEE and manitor
69' by defining application and paramegters for deployment. progress.
instance names. Deploy
- r § clusters <name» actions sync run
Canfig ployment F Key P
+ Registry secrets »  use-volume-claims Check Status
= Namespace « auto-deploy $ clusters <names actions syne status
+  Network (Metconf/S5H) » single-node
= Ingress = and other required settings View Logs
$ clusters <names sctions sync logs
Deployment CLI Flow (Example) Key Configuration Parameters
o Login to SMI Cluster Manager Parameter PFurpose
$ cli login <ingress-url> . Defines the Cloud Native software package
o Canfigure CNF J repositary —— (URL, credentials, SHAZS6].
software enf ... or repositery ... epatiton Specifies the CNF source for image retreval
& 4 [online mode),
Configure cluster and paramaters initial-boot-parameters Controls volume claims, deployment automation
e cluster <rume> ... g B and node deployment mode.
o Ttl-ggardeplwmm application-name Name of the CEE application in Ops Center.
£ clusters cname» actions sync ran instance-name Instance name for the CEE deployment.
o Manitor status TRMEspace Kubernetes namespace for CEE.
$ clusters <nase> actions sync status registry-secret Secret for pulling images from registry.
Check logs network (Netconf/SSH)  Network configuration for cluster access.
a § clusters <name> actions sync logs ingress Ingress configuration for accessing CEE

T AR H

SMI Cluster Manager Z1Z|18{|0|M0oiM 2Z CEE AZE

HErLch

software cnf cee

url file:///data/software/images/cee-2026.01.1.08.tar
sha256 <CEE-SHA256-HASH>

exit
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clusters <cluster-name>
ops-centers smf <smf-ops-center-name>
app-name-override cn
repository-local smf-2026.04.m0.i50
sync-default-repository true
netconf-ip <NETCONF-IP>
netconf-port 2029
ssh-ip <SSH-IP>
ssh-port 2028
initial-boot-parameters use-volume-claims true
initial-boot-parameters auto-deploy false
initial-boot-parameters single-node false
exit
exit
O 745 == of| M| T4 o] o|O]
ops-centers smf <smf-ops-center- =
P P S {AE{E SMF Ops Center QIAEIA QL 0145 L|C}.
name>
= 235t g = kv ol xe x|xi5+
Xz A2 2 THo| AHSE ofE2AH0o|M 2[ZX|EE| Y HEHS RIHELICH
sync-default-repository true E7|2} ol +MHE 7|2 2| EZX|EC|E AFEELICH
netconf Z E 2029 NETCONF #2| 4 ZEE X[FgfLct
ssh ZE 2028 SSH(Secure Shell) 22| 42 ZEE X[ g LICt.
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clusters <cluster-name> actions sync run




clusters <cluster-name> actions sync status
clusters <cluster-name> actions sync Tlogs
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CEE
|-- Togging splunk --> HEC / TCP 8088 --> Splunk HEC input

I
+-- logging syslog --> RFC 5424 / UDP 5140 --> Splunk syslog 1input
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Cisco SMI CEE - Log Forwarding to Splunk using HTTP Event Collector (HEC) Cisco SMI CEE - Syslog Forwarding to Splunk
{TCP B0&B) (UDP 5140)

Cisco SMI CEE Splunk | Cisco SMI CEE
(Cloud Execution Environment) (Cloud Execution Envirpnmaent]
! . splunk > | splunk>
[ @ ?-mml:'rEz}s % Syslog (UDP)
| Splunk HTTP Collactor RFC 5424 Splunk Syslog
CEEC ; a am;wgavmsr:rnﬁgF CEE Components —ﬁ a mesmc&i
E .., flusent-preoy) TCP 8088 ia HTTR/HTTPS. ... Fuent-proxy) UDP 5140 o0 LIDP poet 5180
Events arm collected from CEE (JSON Events) Syshog messages are generated (Syslog Messages) Splunk Index
e gt Plunk Index from CEE omponants s s
mmx‘mwmd‘;m o Stores and indaxes the events forwarded to Sphunk using x;ﬂmwm
Collector (HEC] in JSON format I ¥ config e inche: standdard sysiog format (RFC 5424), e

o Purpose & Use Case o Configuraticn (CEE CLI) o Verification & Troubleshooting o Purpose & Usé Case o Configuration (CEE CLI) o Verification & Troubleshaating

g Syslog hedt CSPLUNG TP
6. Fervwerel CEE arts o Sgiurk Q I spluri hast <SP P Q i SARCIN i B T Fervarel CEE sl et 'n' Loaging ryaleg port. 5100 Q f““m' et ien mwmtsp‘u“o' "'n_ﬁml o
wrsing HTTP Event Collector Ingging spluni port B083 = Capture the HTTIVHTTPS teaff: on dhe fode 3 Sphurk cver UDF, loggéog wyaleg modn il ure tha sysieg ) trafe: on th
[HEC). Ingging spluris ioken <EC_TOREN: wihere th Phusrit=pricary pod i displioyed Lisgpling Syalog sysleg_Foemat FfeSads nndrmm&eﬂ:nzp;wmd-sm
[ | ] 1 SpRiog m L {e.g. ME >
Iigging tpluric cinsbln-tl tr o3, <HODE_HAME>) + Uses standard syslog format |m:: '::::w:’ln:?mr:l-l:w s LT =
W e Il a1 FBA et JR e o s, sk TP ~al any pOrt BRE vy - (RFC S424). Litapin 1o s -y MESSAE 0 TopAp -nd any ot SME v -
ingestion with structured TR e Loty yiaq syvl-sprane-y SHLOC, DUNTENRER cr_nilog.pew
JSOMN everits. ‘p Key + Provides 3 reliable mechanism :mm log srlegrprocid-iey S ¥
ramiaters (Exanple) = 35 5end platform and appleation S e e
= Used for CEE generated Host <SPLUNK_P= Soahys i wal wvents in sysiog format Key Parameters (Example] -""GWZ‘ in Wireshark
avonts based on configured | = Open the FCAP in Wireshark Hest <SHLUNE_1P [ = Openy the PCAP in Wireshark.
Iogaing (2.9, System, audt, Port 068 = Flter by hitp or P & Used for infrastructusn. Fort 5140 = Filter by wdp, port == 5140,
alarm, application/sendcs uth Token <HEG_TOWEN: = hUtp. Fegquest.sothed ss TPOSTT. operatioral and diagnatic logs s iy » Werify RFC 5424 syslog maessages and
s, peerleriranee mtries) - * Inapect the [S0N payloads. genaratend by CEE components Format rfesias field Prappings: (NOSENAME, BOPAST,
depending on configuration Dimlle LS e IdeperaEng 0 corfauaton) M Stz 100000 Intes FIESSBOE, PrOCH, €6c)
m o encryption) o Note p NiraE e Hotnams Koy :2*:‘"- Mote + Syog is pert cver LOP o suthyeticasion
e sﬁf_m::;u[ed el stcodn Smedl JEAR eS| e e L & :1, Tb':.zf,-dml = waoty Tri0q st o BT et povs 140
chsenvability astor o preciuction, vl TLS nd corifiate S - Process 1D Rey B From e rcde Poting st prosy,
troubleshooting. werification. Fassh g # Walidute Fll mappings in Spluk for
e oot paring and ndevieg
Secure, scalable and near real-time event ingestion from Cisco SMI CEE to Splunk using HEC. Standard syslog (RFC 5424) forwarding from Cisco SMI CEE to Splunk for operational visibility and monitoring.

CEE Splunk@ 29| HEC X! syslog ZRIY ZZ &
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N, Tirme Source Destination Length Protocol (L]

|+ 109 25.807700 CEE splunk 2487 HTTP POST /services/collector/event HTTP/1.1
« 125 25.808062 Splunk CEE 346 HTTP/JSON  HTTP/1.1 200 OK , JSON (application/jsen)
162 25.812389 CEE Splunk 6B28 HTTP POST /services/collector/event HTTR/1.1
173 25.012698 Splunk CEE 346 WTTP/ISON HTTP/1.1 200 OK , JSON (application/json)
.
Frame 189: Packet, 2487 bytes on wire (19896 bits), 2487 bytes captured (19896 bits) 8958 3a 20 32 34 31 35 8d Ba 55 73 65 72 2d 41 67 65 : 2415-- User-Age
Linux cooked capture w2 GobH  Ge 74 3a 20 46 6c 75 65 Ge 74 2d 42 69 74 bd 82 nt: Flue nt-Bit--
Internet Protocol Version 4, Src: CEE (18.32,8.22), Dst: Splunk (19.32,66.250) ARG B S ‘:{::ﬁ’;: SEIEEE
Transmission Control Protocel, Src Port: 2821, Dst Port: B@BB, Seq: 199, Ack: 1, Len: 2415 2d 34 62 34 34 2d 62 62 36 38 2d 64 31 db8-4b44 -bb6E-d1
[4 Reassembled TCP Segments (2613 bytes): #102(198), #100(2415), #118(2415), #111(2415)] 38 63 64 31 39 66 37 Od 9a 43 &f 6e Ge BaldScdld T7--Conn
Hypertext Transfer Protocol B9 Ef Ge 3a 20 6b 65 65 78 2d 61 6c 69 ection: keep-ali
POST sservices/collector/event HTTP/1.1vr\n g: g: gt ;: 5?, :i": gg g: g: ;; g: ;} g: 98341;-15; t;;g;;i?
Host: 10.32.66.250:80B8\F\R 65 6o 74 22 3a 7b 22 5 42 4f 4f 54 Sf  "event": {"_BOOT.
Content-Length: 2415\r\n 3a 22 32 62 64 39 35 32 38 61 31 64 30 ID":"2bd 9528a1dD
User-Agent: Fluent=Bit\r\n 39 61 61 32 61 63 38 64 66 63 36 30 36 84d@an2a cBUfCHOE
AULhOriZation: SPLUNk [——9 32 64 22 2c 22 5T 4d 41 43 48 49 de 45  acP2d”,” _MACHINE
vian: ketp- 22 33 22 38 65 65 66 64 33 62 33 64 36 _ID":"8e efd3b3d6
f?,:::“ fon: keep-alive\rin 37 36 33 62 64 37 62 61 39 38 35 63 61 dba763bd TbadsSca
X 37 66 36 22 2c 22 51 48 4f 53 54 4e 41  ba7I16", "_HOSTNA
IBesponse in frame: 125) ) 3a 22 68 71 62 2d 77 6f 72 6b 65 72 30 ME":"hgb —workerd®
[Full request URT: hitp://18.32.66.250:B088/ /services/collector/event 30 34 75 31 34 22 2c 22 5T 5Z 55 4e 54 2=c@4uld ", "_RUNT
File Data: 2415 bytes 5f 53 43 4f 50 45 22 32 22 73 7973 74
Data (2415 bytes) 2c 22 5T 55 49 44 22 3a 22 30 22 2c 22
. 44 22 3a 22 30 22 2c 22 5f 54 52 41 de
pata i-ll. 7b22746960652232313738383334303137372e 303536393431 2¢ 22657665607 422307b 2251 42414154514 R e e e e e e 4
[Length: 2415] 52 49 4f 52 49 54 59 22 3a 22 33 22 2c  ,"PRIORI Ty":"3",
CEEO|M TCP ZE 80882| Splunk HTTP Event Collector £ o} 7|El&{of o1
T C
HEC Zx|aaolMd &
= 20 L S [0} P | I. =] S | =)
22 Al& odlol= CEE Splunk IE Z QIEof CHEF O|2f8t MAo| & |0 Y&LICH LFHES &
SH2 7|5sH WEEE = |22f|ol440] oLt
A BEHZ J|ES :'L._"o"E.._i A.:Ii apo|A0] obeLc
=9l ol M= U RIBM 2l ZF H|gE Y ELct ol HillH EE|
FOl: AA oo M= TLS 2 QIS M &g 2F HIF M5 gLt ol REHERl X H
=22 O_I I. H | | =35t | I. i = | [m] = -l |12 =
7;|.7ﬁ=|° EH'ET5—7EX7O-I LERLICH X —-||A|_=|—O—7c=>I TLS IOI ASI-OEEEI-
=| = o _ = o = 5t
M3lst X|2El= CEE 22|A Zdm|as|o|Mof 2t HEC 218 EEE E S §fLCh
Togging splunk
<CEE-specific HEC endpoint and authentication parameters>
disable-tls true
disable-tls-verification true
=2 = = |
£ S35l HEC SHX|=2

A4 OF7|E&0i M CEE 23/0|HE Y&RHE 27 Fluent ME 774 24
ME

ME R LI

CEE Tog or event source
I
v
CEE forwarding service / fluent-proxy
I
+-- HTTP(S) HEC over TCP 8088 --> Splunk HEC endpoint
I
v
Splunk ingestion tier
I
v
Splunk indexing tier
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HEC Eci® Zx &

Fluent-proxy7} HEC Ei =l e & i} CEE QA O0|A0|M Fluent-proxy Pod 2! SHE
Kubernetes 21Xl = E& AlgdErL|C}.

kubectl get pods -n <cee-namespace> -o wide | grep fluent-proxy

HEC EglEl2 MEtst= Kubernetes == 0| A HEC ZE o] T{Z!E2 ZHx{&FL|C}.

tcpdump -ni any port 8088 -vv -w splunk_hec.pcap

TLS | dZo| Z2 WA HME & 4 L SHX| MEAZE S EAISHX|E LMoz HTTP
HO|ZEE L EdtX|E Sf&LICH TLSE HIE E&sl™ O|HE L1 Q15 Rtz 7F 2ol ZAIE

= A&Lch

Fo|l.mMZ! UM U 20 St HEHEZ & At 5Ho| x&E £ A&Lch £=F
Ol M& S HEt Q= X QT ZE2 2 MEtst A otele E5 8ot

UDP 51402 St Syslog MY

= B Splunk S8 HEE RFC 5424 &A! x|% 2 UDP ZE 51402 A2510q syslog BHIZEE
MEELCH a4 Hn[aso|MoMe 2 g, Z|cH HIAIXR| 27| & 24X S A| ZHEE Hol
ghlct.

logging syslog host <SPLUNK-IP>

logging syslog port 5140

Togging syslog mode udp

Tlogging syslog syslog_format rfc5424

logging syslog syslog_maxsize 1000000

logging syslog syslog-hostname-key _HOSTNAME
logging syslog syslog-message-key MESSAGE

logging syslog syslog-appname-key SYSLOG_IDENTIFIER
logging syslog syslog-procid-key _PID

Togging worker flush-interval 60



RFC 5424 Z= OHE

CEE &4 T Syslog ZE EF= 8
ZSAE O|§(0) |48 E syslog HIZEHM AZF SAEE AlWEFHLICEH

HI AR 23 HAIX| 228 TEELICHL
SYSLOG_4l#RHsyslog OHZEIH|OIM = T2 a3 AlHR S M ELICH
PID(_P) AIEF Z2MA AlERHE M LICH

UDP & & miZ! ZHxq

0|-|-

UDPE 40| gl M& MY #el SHOILI MTSE MSetx| &Lch ERERTEME
A &4, 2F2E, MTU(Maximum Transmission Unit), ZE{IHESt, =417| 7t8d, RIS SEf
1 245Hok gFLch.

m ===.

syslog EEHEE ME5t= QIE{H 0|A & Kubernetes = EO|AM CH2 S M™EFLICH

iz
tcpdump -ni any udp port 5140 -vv -w splunk_syslog.pcap

fluent-proxy7t syslog EE|EE ME 5= 32 i 748 QAE A= L E7F MAe izl A
FO ||:

o
* ZOIEQILICH HZ/S £ Z3ty| Ho Mg B2 E ol

S

2|20 = UDP 51402 AF&LICE TLS 7|8t syslog &
Au|ago|MHo| 2 st CHE MLt

£ 1: RFC 5424 = MEHSE M&F S8 0 2 syslog HA|IX| @Al HolgrL|cH 4
% A



oL T Ortine R TR 794310980 LUNCUILFD1 1§ LAAS AT_USL PG £O4EE RRCSAVGU WRIDLO, AR
49 0.000408 CEC Splunk 833 Syslog USER.INFO: 1 2026-09-82T93:91:18, 5770831 hab-workerdZ-clduld 93513300200 29587 - [IRFO1I78] felis/int_dataplanc.ge 2041 Received *proto, HostHe.
42 0.B00403 CEE Splunk 721 Syslog USER.TNFO: 1 FH26-50-80T85:81:10.5765772 hgb-worker 0587 - - [IHFO] (78] felix/int_dataplame.ge 2041: Received wproto.Hostbe_
43 0.90049% CEE Splunk 721 Sysleg USER. INFO: 1 DO26-00-00T89:01:10.57697T1 hob-workerd2-e0duld O5EYIHSObI0e 20587 - - \UFEFFI26-00-02 [INFOTITE] felix/int_dataplase.ge 2041: Received sproto.HostMe—
44 0.000509 CEE Splunk 721 Syslog USER.INFO: 1 Z026-09-22TR5:101:19.5765772 hqb-workerdZ-clduld 95613550020 20587 - - \uPEFFIIZ6-09-02 [I8FO][78] felix/int_dataplanc.ge 2041: Received sproto.HostMes
CEE Splunk T Sysleg USER. TNFO: 1 FhI6-b0-80THH: 8110, 517382 hgb-wo 8T - - 4002 [INFO] 78] felix/iny_dataplame.ge 2041: Received wprots.Hostbe_
cee Splunk 917 Syslog USER. INFO: 1 2026-09-82T09:01:10. 5770082 hgb-workerdZ-e0duld 055¥I950b200 I0SET - - \uFEFFIIZE-00-02 [INFO1I78] felix/int_dataplane.go 2041: Received sproto.HostMe_
4% 0.00RE1R CEE Splunic 917 Syslog USER.INFO: 1 FH26~00-20T85:01:10.5773882 hob-workerdZ-ediuld 0561T350b20e 19987 = - \UFEFFHIZ6-00-02 [INFO] (78] felix/int_dataplame.ge 2041: Received sproto.HostMe_
5@ 0.000633 CEE Splunk 76 Sysleg USER, INFO: 1 TO26-09-02TR:01:20.5003142 hob-workerdZ-efduld 93502claled JPAT - - \WFEFFIO6/09/02 nedeagr-0 [ERROR] [Grelient,go:T98] [infra.gr_client.<ore] GR .
51 0.800634 CEE Splunk 276 Syslog USER.TNFO: 1 Z026-09-22T05:01:20.5003142 hqb-workerdZ-elduld 030502ealed 20587 - - \uPEFFNIZ6/09,02 nodesgr—0 [ERROR] [GrClient.go:238] [infra.gr_client.core] G —
5} 0.0BBE3E CEE Splunk 276 Sysleg USER.INFO: 1 Fh26-00-20T9:01:20. 5803142 hgb-workerdi-ebiuld B9350Te3aled J098T = = \uFEFFDID6/00,02 nodesgr—8 [ERROR] [Grelient.go:298] [infra.gr_client.core]l GR
54 0.000058 CEC Splunk 721 Sysleg WSER. TNFG: 1 DOZ6-09-22TH: 01521, 577R86L hob—workerdZ-elduld S5603550bI0e 10507 - - WIEFFDDE-09-02 [INralI7e] felixsint_datoplant.ge 2041 Received =prote.HastMe.
55 0.000653 CEE Splunk 721 Syslog USER.INFO: 1 ZB26-09-22TH9:01221.57 78862 hqb-workerd: 20387 - - W [InF0] (78] felix/int_dataplanc.ge 2041 Received sproto.HostMes
SE& 0.8B0EER CEE Splunk 721 Sysleg USER. IHFO: 1 DO2E-80-00TeH:01:21.57T08ET hyb-workerd2-c0duld DSEAIHEELI0E 20047 - - \UFEFFIO26-00-02 [INFOTITE] falic/int_dataplase.gs 2041: Received prots.HastMe_
58 0.000708 CEE Splunk 833 Syslog USER. INFO: 1 Z026~09-22TH5:01:24.5772312 hob-workerdZ-elduld 956135%0b20e 29587 - - \uPEFFNIZ6-09-02 [IRFO1I78] felix/int_dataplane.go 2041: Received wproto.HostMe_
59 0.000709 CEE Splunk 853 Syslog USER.INFO: 1 ZB26-00-B2T9:01:24.5172312 hob-worker w987 - - 2 [INFO]I78] felix/int_dataplanc.ge 2041: Received sproto.Hosthe—
88 a.0d07ie CEE Splunk #3% Syslog USER. THFO: 1 DO20-00-23T85:01:24.577201F hob-workerdd-edduld 8560550000 105AT - - \LFEFFDODE-00-02 [INFATIFE] feldx/int_dataplane.ge 2041: Received =proto.HostMe—
62 0.880733 (EE Splunk 276 Syslog WUSER. INFOr 1 2026-89-82TR3:181225.5772672 hob-workerdZ-s04uld 093502e3aled 0587 - - \UFEFFIO26/089,02 nodesgr-8 [ERROR] [Grolient.gor238] [infra.gr_client.core] GR -
63 0.000734 CEE Splunk 276 Syslog USER. INFO: 1 DOZ6-00-R2TRD:01:25.57726T1 hob-workerdZ-cOduld BI350003aled 20987 = = \uFEFFIO26/09/02 necesgr=0 [ERROR] [Grilient.go:IHE] [infra.gr_client.core]l GR
64 0.00073% CEC Splunk 176 Syslog USCR. INFO: 1 Z026-09-02THF: 01325, 5772672 hab-workerdZ-clduld 030M02claled 29587 - - NuPEFFNOZE09/02 nesdemgr—0 [ERRGR] [GrClient.gosz98] [infra.gr_client.core] 6R =
€6 0.BBRSSY CEE Splunk 214 Syslog USER.INFO: 1 FH26-80-20T5: 81225 5788942 hgb-workerdZ-ebduld 1317c5b27374 10587 - - \uFEl 902 INFO reot: no gw found for with label nodeshgb-workerd2-edsuld
67 0.000852 CEE Splunk 214 Sysleg USER.INFO: 1 TO26-00-02T09:01:25.5700902 hob-workerdZ-edduld FI17e5027174 0587 - - \uFEFFI26-00-02 INFO roat: no pv found for with label nodeshgb-workerdd-edéuld
65 0.000833 CEE Splunk 214 Syslog USER.INFO: 1 Z026-09-22T5101:25,57885%02 hqb-workerdZ-clduld f317c5027374 20587 - - \WFEFFNIZ6-09-02 INFO root: no pv found for with label nodeshqb-workerdZ-cdéuld
CEE Splunk 833 Sysleg USER. TNFO: 1 FhI6-b0-83THN: 8128, 5171862 hgb-we AT - - 4082 [INFO] (78] felin/iny_dataplame.ge 2041: Received wprote.Hostbe_
0000874 CEE Splunk 853 Syslog USER.TNFO: 1 2026-00-22T05:01: 285771862 hab-sworkerd2-e0duld 03513550b20e 20587 — - \uFLFFBAZE-09-02 [IHFO1I78] felix/int_dataplane.go 2041 Received wproto.HostMe—
71 0.000874 CEE Spluni 853 Syslog USER.INFO: 1 Fh26-00-20T05: 01228, 5771862 hob-workerdZ-ediuld 05613350020 19987 = = \uFEFFNIT6-09-01 [INFO] (78] felix/int_dataplame.ge 2041: Received wproto.HostMe_
74 0.00089% CEE Splunk 68 Sysleg WSER. INFO: 1 DOZ6-00-22TEE: 01:20, 570005 hob-worker@-clduld SSLIFISObI0e 10GET - - \WFEFFMI6-09-02 [InFaliTal f!ll#ml‘j g% 1 Sussarising 33 dataglase reco.
s 0 CEE Splunk 288 Syslog USER. TNFO: 1 0587 - - \ul 26 I ix/ summary.ga Sumsarising 33 dataplame reco—
Packet, I7T6 bytes on wire (2208 bits], 276 bytes captured (2288 bits) 1@ B 84 @6 Tc 31 e €1
Line: cooked cagture v2 B7 9% 00 0O 45 00 B1 00 23 47 40 80 31 11 bE 4o E :
Internet Protocol Version 4, Sroi CEE (19.32.8.22), Dstz Splunk (19.37.66.250) : ; : ;: :; ;: g '; ;: ;: ;; ;’; : b ;: ; — :. SARARAN..
Naar Raxagres Pravecel, 3rc Park: 47128 Rk Port: 3148 54 30039 3a 30 31 33 33 30 2e 35 38 30 311 34 39 TO9:01:3 9580140
1-] Syslog message: USER, INFO: 1 2020-95-03T09:01:30. 3801402 hgb-workerfZ-eduid 5ES02edaled 20007 S0 20 68 71 62 20 7T 6 72 6b 6% 72 M0 32 20 €% I hgb-we rkerfi-e
o B0 BB 1 = Facility: USER - random user-level messages (1) a ;I‘ ;: ;% :; g: g: :)9, g: g: g ;: g: S.: :l )} uu;l &5 Jiazedal
= = b ==
CTERTAs <110 = Level: INFO = inforsational [6) ;: ¥§ : :; 3;3 ;: :: :3 ::: : E: :;i: z:?;”w ”n::ﬂ"
130, o
Timastamp: Sep 2, 2005 14:31:18.588148880 15T 30 20 5b 45 52 52 4f 52 5d 20 5b 47 72 43 Gc 63 O [EAROR | [GrCli
Hostname: hab-worker@l-edduld B85 B 74 2o 67 BF Ja X2 39 18 34 20 5b 69 Ge 86 ent.ge:2 58] [inf
App Mame: #33502edaled 73 61 Je 67 T2 57 63 6c 69 65 6o 74 2o 63 67 TX rn.;r €l dent.cor
Procass 10: BHGAT . 65 5d 18 £7 52 20 58 6F 64 20 €9 73 20 Ge 61 T4 e] GR Ps d is net
Hessage 107 - # 20 63 61 6c Ge 65 63 74 65 64 2c 28 63 61 G B¢ connect od, cann
61 74 28 6d Gf Ge 63 74 6f 72 20 72 65 70 Gc 69 ot mondt or repli
Structured Bats: = 63 61 74 68 Gf Ge 20 66 61 69 c 75 72 65 20 66 cation ¢ ailure f
B Gaef bbbl Bic 61 67 T2 lags

Hessage: BH36/89/02 03:81:30,339 nodengr—0 [ERRDR) [Grilient.go:258] [infra.gr_client.core] GR Poc

Il
==

UDP ZE 5140 2 RFC 5424

=
=

At&3+0{ CEE syslogE SplunkZ &

79

al
o

=

1, SNMP 2! CIMC &% 7ts

CEE & &2 Prometheus 2! AlertmanagerE AtE & LICt. Prometheuse HEZR X Z1 #=2 H
7bEFLICEH Alertmanagere = &IKtOl7| 22! O|HIEE 2R EISIH, €2 2R Es F7 2t*E X|&

S ZME + T

Jllll

£ M3 & LICt CEE alert-logger= CEE Ops Centerg
M3 gfct.



E Key Points

Kubemetes / » Alerts are configured in CEE ops center
Applications m using PromQL based rules.
SME 9 PromdL SNMP Traps ‘_I-i « Prometheus collects metrics, Alertmanager
Metrics Alert Rules: Alerts CEE Ops Center vzc) evaluates the rules and generates alerts.
—_— » 1 b
Pmmeﬂ'm!s ¥ Aler Displays active alerts, External NMS * Active alerts can be viewed and managed
OrhienCNFS/VNFs Collects metrics Evaluates alert ruies provides management (.. Zabbix, HP NMM, in CEE ops center.
from cluster and and generates alerts and visualization SolarWinds, etc,)
applications (Grafana integrated) * SNMP trapper pod sends the generated
Cluster & Nodes . s alerts to an external NMS using SNMP v2c.
Dashboards & Analysis i
Alert Rules Configuration (Example) SNMP Trapper Configuration
Configured in CEE Ops Center (PramQL) Configured in CEE (CLI) Configuration Details
( Rule Group: Disconnect_Reasons [hgbs/hgb-cee] cee# show running-config snmp-trapper SNMP Trapper Enabled
Evaluation Interval: 300 seconds (5 minutes) snmp-trapper enable true Version SHMPv2C
snep-trapper vZc-target 10.32.66.25@ Target IP 10.32 66.250
Rule Name PromiQL Expression (Simplified) Duration  Severity  Alarm T) port 162
Li community $8$0vVaZozIMifpMNbgKhttoAwtiduimrUlgrS0s9Ce0scs Port 162
surn by (namespace,gr_nstance _id) exit Community (Encrypted)
GTPC_pat [rate{smf_disconnect_statsfreason=- et
- ‘disc_gtpc_peer_pathfalldisc_eutra_gtpc 15m major Ber Nanrgn
follurn _peer_pathiaidisc, wian gipc_peer peshtalifSml) SNMP Trapper Pod
> 10 Running in cee-hgb-cee namespace
sum by {namespace,gr_instance id) $ kubectl get pods -n cee-hab-cee -0 wide | grep snmp
UPF_path_  (rae{smi_duconnect_stats{reason=- 18m majer Processing snmp-trapper-68dEdSbdcS-tz94t  1/1  Running @ 28d  192.168.104.133  hob-master®3-ed4uld
fadure ‘disc_upf_init_path_falurejdise_pdurel_upf, Errce Alarm
init_path_failure{[Smil) >= 10 Pod Name Status Pod IP Node Namespace
P—— g nstance i) snmp-trapper-68d6dsbdcs-1294t Runining 192.168.104.133 hab-master03-e04u10 cee-hgb-cee
(rate{smf_disconnect_statsfreasona~
m_exchange_ ‘disc_pdusetup_rm_exchg faiune] 15m = Processing e
failure dise_eutra_pensetup_resource mgr_exchy MO Emor Alam ‘ m:.ecgéec:;: éi:ta:p ple)

falledldisc_wian_pdnsetup_resource_magr_
exchy faied{Sm]}) >= 10

also sent via SNMP trap (if configured).

CEE Prometheus Z! Alertmanager & &l

CIMC Zd1 Sgf2 ¢td el= g}
£ £+ %l5lo4 Grafanaoi

Prom0QL i used to define alert conditions based on metrics collectad by Prometheus.
When the condition is met, an alert is generated and displayed in CEE ops center, and

2L E-|

M ELE

[hab/hab-cee] ceed show alerts active summary

RAME u1D SEVERITY smus AT

SOARLE

Bond_Interface_state_ Pr——

major B? ETTBG 45 hob-masterdl:ed4ud6  rerdctl8 of hob-masterdl-ef4uld in coe-hob-cee has been down. ..
Bond_Interface_state_ FSl9eabféls major £3-25T11:50:11 hob-werkerdl:sd4ul2  enos of hobeworieril-eldul? in con-hgb-coe has been down for ...,
watchdog bacsfaRSME  minor  B8-25T11:42:34 System This is an alert meant 1o ensure that theentire alerting pi...

Mgk gl SNMP o} 7| &l &

82
AZtEHE @lsil EAIRLICH

SUMMARY

Z E MEELCt. cimec-alerts-exporter= CIMC &2

x4

o

[hab/hgb-cee] ceed# show running-config cime

® CEE monitors the hardware health and
reachability of UCS/CIMC servers in the
CNDP cluster.

® CIMC alerts help detect hardware faults,
power/thermal issues, and server
unreachability.

® These alerts provide early indication of
infrastructure issues that may impact
node functionality and application pods
running on the cluster.

cimc cluster hgb
default username admin
default password sswzssws
server <MASTER-1-IP>

name hgb-masterl-smf # Configure all UCS/CIMC servers
exit i
server <MASTER-2-IP> METE SR

name hgb-masterZ-smf ® Use the default CIMC username
exit [admin) and the configured password
server <MASTER-3-IP> Eenuyéted] =

name hgb-master3-smf &
exit ® Provide the CIMC management IP
server <WORKER-1-IPx»

name hgb=workerl=-smf

exit
server <WORKER-2-1P»
name hgb-worker2-smf
exit
exit

address and a descriptive name
for each server.

Alert Workflow Alert Examples and Response

Alert Name
-] Indicates a UCS server hardware fault (e.g. power, thermal,
m — a 9 @ sarver-alert fan, memory, PSU, etc.).
SCSTEmAC Sorvens CEE CEE Alerts / server-not-reachable-alert Indicates that the CIMC of the server is unreachable,
1Hardtl::rce health EIMC Mosrisg : t aCen
and reachability) (cime-lerts-exporter) c;r;cacxg:ra& Ns::;";g:m] ke Recommended Response

Metric Meaning

o cimc_server_not_reachable_alert = 1 = CIMC is unreachable
& cime_server_not_reachable_alert = @ or metric cleared - CIMC is reachable / recovered

Reference: Cisco SMI CEE documentation — UICS Server Status Alerts

CEE CIMC @1

T LHE 7| ZLIER CHAIEEQ £

=3}

Validate the alert in CEE Ops Center (show alerts / Grafana).
Check the affected server's CIMC directly for detailed hardware status,
Imvestigate the impact on the node and running workloads,

Take corrective action (e.g. hardware replacement, RMA) if required.



SNMP S&2 41 & EFEI +E1IOI/\
ZE2EZ Y OHE ™ME F

CEE CHZF 7| MH|AE PrometeusE &
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Bulk Stats collects key metrics from

LICt. Splunk HEC EE&= syslog & 1t
= MZ CtELu .

H |
HAES 0
=H A L=

2! CISCO-SMI.my7}

£72| 7|2l CSV(Comma-Separated

H% 2|70l 2O B3 E AEZ|O| ofL|2t A

Configuration (CEE CLI)

[hob/hgb-cee] cee# show running-config bulk-stats

Prometheus at regular intervals usin Pracefined
predefined Pmn?gl. queries. g 9 Yo, queries - ‘“,“' ;9‘“" s bulk-stats enable true
{at configured - inbenval)
; = inberval) Stored on CNDP bulk-stats user splunk

® The collected metrics are written to CSV files Prometheus ——————p Bulk Stats —————  Master Nodes bulk-stats external-ip 10.32.8.19

and stored on the CNDP master nodes (Metrics) (Collects metrics /datarbulk) bulk-stats external-port 2222

(local storage). N and generates Files netained as per

Matrics collected from SV files) prun interval bulk-stats interval-minutes 5

#® These files can be pulled by an external system CEE and Kubernates y bulk-stats prune-interval-days 2

(e.g. Splunk) for long-term storage, reporting bulk-stats vnf-name hgbsafal

and analysis. Pulled by External System bulk-stats global-default-value @

# Supports trend analysis, capacity planning
and offline reperting.

(2.0 Splunk) using SFTP
Forr long-term storage and analysis

bulk-stats global-default-namespace [ snf-hgbsmfol ]

Example Metric Sample Bulk Stats File (CSV) File Retrieval (SFTP)

Bulk Stats Query (from CEE CLI) File: bulk_stats_YYYYMMDD_HHMMSS.csv (excerpt) Bulk stat files can be pulled from any CNDP master node.
bulk-stats query 56_PDU_Est Failures n7_palicy_create response timsout (A e Iy e
expression "sum{sef_service_stats{procedure_type='pdu_sess_create’, T — . - g . R sftp -P <PORT> <USER-@<MASTER_IP>:/data/bulk
status='failures' ,reason="'n?_policy_create_response_tisecut®, e L Mk Fhabemit] | SGPOULER Falrws.nl policy. cowhewsponia timecat | 3
rat_types"NR"1l} by (namespace)” 0260315075000  hobemfl  smi-hgtesf0l 56 PDUE Success 1254
it 081507000  hbsmil]  smi-hgbesiil 56 Session Aslease Falures 7 LT sphunk
. 0260915075000  hatesidl  smi-habes=i0l  GTPG_Path_Failwre 1 Password ikl
|Zus Ty 026-09-15075500  hobemd0l | smi-hobemi0] | 5G_POULESY Faduws n7_poicy_create_responsa timpsat 0 Port .
Metric Mame 5G_PDU_Est_Failures_n7_pok Créate i 56 _limeout -1 4 1 X - 2
2 Est Failures, a7 o ity LTt response ti 0260915075500  hobsmi0l  smi-hobsei] 56 POULEst Success 1300 g = [P—
Source Metric smi_service_stats 0260515075500  hobemidl  smi-hgbomil 56 Session_Ralease Failunis 5 z
Filters. *  procedune_type = pdu_sess_create 2006015075500  hobsmidl  smi-hgbsmftl  GTPC_Path Faitun ] Directory felatafbulk
»  status = failures
*  reason = n7_policy_create_response_timeout o *  Lise the configured usemame, password, port
t_type = NR (56 : . z and master node IP.
- bl L4 Ll * [Each row represents the metric value at the configured interval, o Fm";m ;mrm ot the configured interval
Aggregation Sum of failures per namespace o & The file contains multiphe metrics for the configured namespace(s). (e, every 5 minutes),
Collection knterval  As configured (e.g. every 5 minutes) = Files are retained as per the prune-interval-days setting (e.g. 2 days).

& Please verify the pull from the Splunk side.

Key Points

» Bulk Stats uses predefined PromQL queries to collect metrics from Prometheus.
# G5V files are generated at configurable intervals and stored on CHDP master nodes.

# Files can be pulled by external systems (e.g. Splunk) using SFTP.

# Supperts long-term regarting, trend analysis and capacity planning,

» Retention is controlled by the prune-interval-days.

# Global default namespace can be configured, with the option to define namespace-specific queries.
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OpenTelemetry-enabled applications

|
| OTLP

\%

CEE OpenTelemetry System Gateway

+--> Local metrics backend
+--> Local logging backend
+--> Remote exporters

|
+--> OTLP / OTLPHTTP

+--> Splunk HEC
+--> Other supported destinations

HO|EH ol Zxm|z2efolM 7Hd

OpenTelemetry Collector HO|E{|0|& & Mst5tT 2H

otel-collector gateway enabled
otel-collector gateway system local-backends metrics-enabled true

otel-collector gateway system local-backends logs-enabled true

TE0| 9l MHA =E0| WRE BL I

otel-collector gateway system external-ip <external-ip-address>
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otel-collector gateway system proxy http-proxy http://<proxy-host>:<proxy-port>



otel-collector gateway system proxy https-proxy http://<proxy-host>:<proxy-port>
otel-collector gateway system proxy no-proxy 127.0.0.1,.svc,.cluster.local
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clusters <cluster-name> actions sync status
clusters <cluster-name> actions sync logs
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