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O| 2 A0 M= unable to connect to the server: x509: certificate has expired or is not yet valid L.
=
=

Ultra Cloud Core Subscriber Microservices Infrastructure(SMI) Kubctlol 91735104 @ F 7} gt AL |
Ct.

Kub rnetes ZHEE E0|2/ =E SAI2 SSLE{'dE Saff & MELICH SSL E{d2 U™ o 2 AF|
Y4 SE ATl oI5 sl FiEe 1| o|Esto] QIEAle] MRS MEELIC

B M7t BF2 XM Mo BH = Salo| SX|E LI

°| xkl D"EE 2|'o| o|'E=| 2 kubectl get secrets --all-namespaces | grep 'kubernetes.io/tls' | awk '{print $2, $1}' | xargs
-n2 sh -c ‘echo container $0 namespace $1; kubectl -n $1 get secret $0 -0 jsonpath="{.data.tls\.crt}" | base64 -d | openssl
x509 -noout -enddate; echo ----------------------

cl oud-user @8-rcdn-pri mary-1: ~$ kubect| get secrets --all-nanmespaces | grep 'kubernetes.io/tls'
| awk '{print $2, $1}' | xar

gs -n2 sh -c 'echo container $0 nanespace $1;kubect! -n $1 get secret $0 -0
jsonpath="{.data.tls\.crt}" | base64 -d | open

ssl x509 -noout -enddate; echo ---------------------- '

contai ner cert-cli-cee-k8-rcdn-ops-center-ingress nanespace cee-k8-rcdn

not After=May 1 16:54:39 2023 GVI

cont ai ner cert-docs-cee-k8-rcdn-product-docunentati on-i ngress namespace cee-k8-rcdn
not After=May 1 16:56: 04 2023 GVI

cont ai ner cert-grafana-i ngress nanespace cee-k8-rcdn

not After=May 1 16:56: 06 2023 GVI

contai ner cert-restconf-cee-k8-rcdn-ops-center-ingress nanespace cee-k8-rcdn

not After=May 1 16:54:40 2023 GVI

cont ai ner cert-showtac-cee-k8-rcdn-ops-center-ingress nanespace cee-k8-rcdn

not After=May 1 16:54:40 2023 GVI

contai ner cert-showtac-cee-k8-rcdn-sm -showtac-ingress nanespace cee-k8-rcdn

not After=May 1 16:56: 07 2023 GVI

contai ner cert-cli-snf-rcdn-ops-center-ingress nanespace snf-rcdn

not After=May 1 16:54:56 2023 GVI



cont ai ner cert-restconf-snf-rcdn-ops-center-ingress nanmespace snf-rcdn
not After=May 1 16:54:57 2023 GJI

cont ai ner cert-showtac-snf-rcdn-ops-center-ingress nanespace snf-rcdn
not After=May 1 16:54:57 2023 GJI

contai ner cert-cli-snf-rcdnl-ops-center-ingress namespace snf-rcdnl

not After=May 1 16:55: 07 2023 GJI

contai ner cert-restconf-snf-rcdnl-ops-center-ingress nanespace snf-rcdnl
not After=May 1 16:55: 08 2023 GJI

cont ai ner cert-showtac-snf-rcdnl-ops-center-ingress nanespace snf-rcdnl
not After=May 1 16:55: 08 2023 GJI

contai ner cert-cli-snf-rcdn2-ops-center-ingress namespace snf-rcdn2

not After=May 3 18:11:26 2023 GVI

cont ai ner cert-restconf-snf-rcdn2-ops-center-ingress nanespace snf-rcdn2
not After=May 3 18:11:28 2023 GJI

cont ai ner cert-showtac-snf-rcdn2-ops-center-ingress nanespace snf-rcdn2
not After=May 3 18:11:27 2023 GJI

contai ner cert-cli-snf-rcdn3-ops-center-ingress namespace snf-rcdn3

not After=May 3 18:11:41 2023 GVI

cont ai ner cert-restconf-snf-rcdn3-ops-center-ingress nanespace snf-rcdn3
not After=May 3 18:11:43 2023 GJI

cont ai ner cert-showtac-snf-rcdn3-ops-center-ingress nanespace snf-rcdn3
not After=May 3 18:11:42 2023 GJI

1. apiserver.crtoll SHIE & M7t EA|L|=X| &QlgL|ct

ubunt u@ abnode-cnat -cnat-core-primaryl: ~$ cd /dat a/ kuber net es/ pki
ubunt u@ abnode- cnat -cnat-core-primaryl:/data/ kuber net es/ pki $ sudo su
r oot @ abnode-cnat -cnat - core-pri maryl:/data/ kuber net es/ pki # sudo cat
/data/kubernetes/pki/apiserver.crt | openssl x509 -enddate -noout
not After=Feb 17 08:22:04 2022 GJI

2.SSLOIM = ME FolgfLch

ubunt u@ abnode-cnat -cnat -core-pri maryl: ~$ echo | openssl s_client -showcerts -servername
gnupg.org -connect localhost:6443 2>/dev/null | openssl %509 -inform pem -noout -text
Certificate:

Dat a:

Version: 3 (0x2)

Serial Nunber: 44335566778899aabba (Oxabcdef0123456789)

Signature Al gorithm sha256W t hRSAEncryption

I ssuer: CN = kubernetes

Validity

Not Before: Mar 17 11:59:23 2020 GJI

Not After : Mar 19 10:37:35 2021 GMI

3. Docker Z1E{|O|L{ &EHE = QIEFLIC}.



r oot @ abnode- cnat - cnat - core-pri nmaryl: /dat a/ kuber net es/ pki # docker ps -f "name=k8s_kube-
apiserver"

CONTAI NER | D | MAGE COVWAND CREATED STATUS PORTS NAMES

f988867819ed ¢2c9a0406787 "kube-api server --ad.." 12 nmonths ago Up 12 nont hs k8s_kube-
api server _kube- api server -1 abnode-cnat -cnat -core-pri maryl_kube-

system 00112233445566778899%aabbccddeef f _0

root @ abnode- cnat - cnat - core-pri maryl: / dat a/ kuber net es/ pki #

root @ abnode- cnat - cnat - core-pri maryl: /dat a/ kuber net es/ pki # docker ps -f "name=k8s_kube-
controller"

CONTAI NER | D | MAGE COVWAND CREATED STATUS PORTS NAMES

929a8f lef 716 6e4dbffa46d70 "kube-controller-man.! 3 days ago Up 3 days k8s_kube-controll er-
manager _kube- control | er - manager - | abnode- cnat - cnat - cor e- pri maryl_kube-

system 112233445566778899aabbccddeef f 00_2

r oot @ abnode- cnat - cnat - core-pri nmaryl: /dat a/ kuber net es/ pki # docker ps -f "name=k8s_kube-
scheduler"

CONTAI NER | D | MAGE COVWAND CREATED STATUS PORTS NAMES

32783a2c3a71 ebaclae204a2 "kube-schedul er --au..! 12 nonths ago Up 12 nont hs k8s_kube-
schedul er _kube- schedul er -1 abnode-cnat - cnat - core-pri maryl kube-

syst em 2233445566778899aabbccddeef f 0011_1

root @ abnode- cnat - cnat - core-pri maryl: / dat a/ kuber net es/ pki #

4. 3712 HEE E0Q == 25 0{| A kube-apiserver & kube-scheduler@| docker ZIE{|O|L{E C}
Al AlZFgFLCt

docker ps -f "name=k8s_kube-apiserver" -q | xargs docker restart
docker ps -f "name=k8s_kube-scheduler" -q | xargs docker restart

5. apiserver.crtol 2HIE & M7t EAEl=X] EQlghL(Ct,

r oot @ abnode- cnat - cnat - core-pri nmaryl:/dat a/ kuber net es/ pki # sudo cat

/data/kubernetes/pki/apiserver.crt | openssl x509 -enddate -noout
not Aft er=Feb 17 08:22: 04 2022 GV

6. SSLOIM S= M7 YO0l EX|T HE et T2 I It U= K| FlgfLch

echo | openssl s_client -showcerts -servername gnupg.org -connect localhost:6443 2>/dev/null |
openssl x509 -inform pem -noout -text

7. 2BHAET S UX| golgL/ct

2dof cist REA|Et L2 Cisco Ultra Cloud Core - Subscriber Microservices Infrastructure 7} 0|
= StAAIR.


https://www.cisco.com/c/ko_kr/support/wireless/ultra-cloud-core-subscriber-microservices-infrastructure/products-installation-and-configuration-guides-list.html
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