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Virtual DNN — Network Function Interaction Behavior
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UDM | CHF | UPF
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= Virtual DNN identity sent
= Base DNN identity sent
= = = = = DNN received from AMF
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SMF Base DNN > Virtual DNN Resolution Flow
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SMF Base DNN - Virtual DNN Resolution Flow

AMF

Base DNN = base-apn.operator.com

W

policy subscriber polsub
Match: SUPI + Charging Char + GRInstance

NF DNN Identity
UDM > always Base DNN
(apn.operator.com)

CHF / UPF / RADIUS > = 3
Virtual DNN (enterprise- [ Operator Pollcy,.opeol_enterpnse ] [ Operator Policy: oppol_base }
iot.cc) on virtual path Match: CC=DE i b

[ Policy DNN: poldnn_enterprise ] [ Policy DNN: poldnn_base ]

DNN Profile: dnnprof-enterprise-iot.cc DNN Profile: dnnprof-base-apn.operator.com
dnn = enterprise-iot.cc (VIRTUAL DNN) dnn = base-apn.operator.com (BASE DNN)
NF List: [ chf, radius, upf ] NF List: [ chf, udm, upf ]
PCF: disabled

| E,| Shared RGR Tag: base-apn.operator.com_N I e
dnn rmagr (links profile to resources)

|
A J K J

IPAM UPF Green = Virtual DNN Path
IP Pools tagged base-apn.operator.com_N, dnn-list [ base-apn.operator.com_N ] Blue = Base DNN Path

VRF: vrf_base-apn@B2B Black = Shared resources
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Virtual DNN 23X} Z=Hof| o= & L|Ct.
config
policy subscriber polsub
precedence 1
supi-start-range <SUPI-START>
supi-stop-range <SUPI-STOP>
cc-start-range <CC-VALUE>
cc-stop-range <CC-VALUE>
instance-start-range 1
instance-stop-range 1
operator-policy oppol_<VDNN>_instl
exit
precedence 2
supi-start-range <SUPI-START>
supi-stop-range <SUPI-STOP>
cc-start-range <CC-VALUE>
cc-stop-range <CC-VALUE>
instance-start-range 2
instance-stop-range 2
operator-policy oppol_<VDNN>_inst2
exit
exit
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config

policy operator oppol_<VDNN>_instl
policy dnn poldnn_<VDNN>_instl

exit

policy operator oppol_<VDNN>_inst2
policy dnn poldnn_<VDNN>_inst2

exit

=4 DNN

097|M Virtual DNN CHA| 7} ZO|=ElL|Ct. AMF2| £0{2 = 7|2 DNNO| 74 DNN Z 2 Zlof| D2/ =
L|CH

config

policy dnn poldnn_<VDNN>_instl

dnn <BASE-DNN-NAME> profile dnnprof-<VDNN>_instl
exit

policy dnn poldnn_<VDNN>_inst2

dnn <BASE-DNN-NAME> profile dnnprof-<VDNN>_inst2
exit

|

Z 1}l DNN(7HA DNN EHol)

DNN ZZ2 1} 7}AF DNN O|Z, NF 2=(NF7} 7H4 DNNE £418H, RMGR Bl (2§ 2|44 &
3) 2 7|et MM o7& Holgct.

config

profile dnn dnnprof-<VDNN>_instl

dns primary ipv4 <PRIMARY-DNS-IP>

dns secondary ipv4 <SECONDARY-DNS-IP>
network-element-profiles chf <CHF-PROFILE>
network-element-profiles amf <AMF-PROFILE>
network-element-profiles udm <UDM-PROFILE>
network-element-profiles scp <SCP-PROFILE>

dnn <VIRTUAL-DNN-NAME> network-function-list [ chf radius upf ]
dnn rmgr <RMGR-TAG>_1

timeout up-idle <UP-IDLE-TIMEOUT> cp-idle <CP-IDLE-TIMEOUT>
charging-profile <CHARGING-PROFILE>

wps-profile <WPS-PROFILE>

ssc-mode 1 allowed [ 2 ]

session type <SESSION-TYPE>

upf apn <VIRTUAL-DNN-NAME>

gos-profile <QOS-PROFILE>

authentication secondary radius group <RADIUS-GROUP>
authentication algorithm pap 1

always-on false
dcnr true
pcf-interaction false

userplane-inactivity-timer <INACTIVITY-TIMER>



only-nr-capable-ue false

eventmgmt-policy <EVENT-POLICY>
exit
profile dnn dnnprof-<VDNN>_inst2

dns primary ipv4 <PRIMARY-DNS-IP>

dns secondary ipv4 <SECONDARY-DNS-IP>
network-element-profiles chf <CHF-PROFILE>
network-element-profiles amf <AMF-PROFILE>
network-element-profiles udm <UDM-PROFILE>
network-element-profiles scp <SCP-PROFILE>

dnn <VIRTUAL-DNN-NAME> network-function-list [ chf radius upf ]
dnn rmgr <RMGR-TAG>_2

timeout up-idle <UP-IDLE-TIMEOUT> cp-idle <CP-IDLE-TIMEOUT>
charging-profile <CHARGING-PROFILE>
wps-profile <WPS-PROFILE>

ssc-mode 1 allowed [ 2 ]

session type <SESSION-TYPE>

upf apn <VIRTUAL-DNN-NAME>

gos-profile <QOS-PROFILE>
authentication secondary radius group <RADIUS-GROUP>
authentication algorithm pap 1

always-on false

dcnr true
pcf-interaction false
userplane-inactivity-timer <INACTIVITY-TIMER>
only-nr-capable-ue false
eventmgmt-policy <EVENT-POLICY>
exit

apn <VIRTUAL-DNN-NAME>

gtpp group gtpp_group
active-charging rulebase rulebase-mobility
exit

Hhed 2: NSO MoP At &

T o virtual_dnn_new_optionA.cfg

ZA2: /var/opt/ncs/mops

(Tt LI 2 O™ CLI2E S )

NSO HO|ZE(X|2|M |X| - F AIO|E E5F):

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

{
"mop-automation": {
"mop-file-name": [
{
"file-name": "virtual_dnn_new_optionA.cfg",
"order": 1,



"target-devices-Tist": [
{ "target-device-name": "<SMF-NODE-SITE-A>" },
{ "target-device-name": "<SMF-NODE-SITE-B>" }

]

}
1,
"operation-type": "dry-run"

2 9|: 'operation-type: delta ZAIL| 2 2i0|MHM2 ZHE 7| I3l 'dry-run'e A& E
2t 2 | 'operation-type: &g 'FHEI'QLICEH.
SMF 7{&! = &¢l
g ¥ OIS ™o

SMFO{|A AH 7F&F DNN

show system status
show running-status info | nomore

show running-config profile dnn <VIRTUAL-DNN-PROFILE-INST1>
show running-config profile dnn <VIRTUAL-DNN-PROFILE-INST2>

2
AT .

E{, BGP EE= CDL Pod RHA|ZF §

201 100%2| A|AEL A
UPF 7+49 - A 7}AF DNN

= MO|E Z50{AM 74 DNN2 NMZ25t= ZE UPFO|| 74 DNN APN ZdI|ago|Md2
C}.

IPV4 HE:

config
context <UPF-CONTEXT>

apn <VIRTUAL-DNN-NAME>
pdp-type 1ipv4
selection-mode subscribed sent-by-ms chosen-by-sgsn
gtpp group <GTPP-GROUP>
ip access-group <IPV4-ACL-NAME> 1in

ip source-violation ignore
ip context-name <UPF-CONTEXT>
active-charging rulebase <RULEBASE-NAME>

exit



exit
end

IPV6 &

config
context <UPF-CONTEXT>
apn <VIRTUAL-DNN-NAME>
pdp-type ipv6
selection-mode subscribed sent-by-ms chosen-by-sgsn
gtpp group <GTPP-GROUP>
ipv6 access-group <IPV6-ACL-NAME> 1in
ip source-violation ignore
ip context-name <UPF-CONTEXT>
active-charging rulebase <RULEBASE-NAME>
exit
exit
end

IPV4V6(0|E AEH)O| HL:

config
context <UPF-CONTEXT>
apn <VIRTUAL-DNN-NAME>
pdp-type ipv4 ipv6
selection-mode subscribed sent-by-ms chosen-by-sgsn
gtpp group <GTPP-GROUP>
ip access-group <IPV4-ACL-NAME> 1in
ip source-violation ignore
ip context-name <UPF-CONTEXT>
ipv6 access-group <IPV6-ACL-NAME> in
active-charging rulebase <RULEBASE-NAME>
exit
exit
end

NSO MoP X% 5}H(UPF):

T8 mh: virtual_dnn_upf_new.cfg

A2 /var/opt/ncs/mops

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

{

"mop-automation": {



[
virtual_dnn_upf_new.cfg
"<UPF-NODE-SITE-A-1>" },
"<UPF-NODE-SITE-A-2>" },
"<UPF-NODE-SITE-A-3>" },
"<UPF-NODE-SITE-A-4>" },
"<UPF-NODE-SITE-B-1>" 1},
"<UPF-NODE-SITE-B-2>" 1},
"<UPF-NODE-SITE-B-3>" 1},
"<UPF-NODE-SITE-B-4>" }

mop-file-name

{
"file-name
"order": 1,
target-devices-1ist": [
{ "target-device-name
{ "target-device-name
{ "target-device-name
{ "target-device-name
{ "target-device-name
{ "target-device-name
{ "target-device-name
{ "target-device-name

]

: "dry-run

}
1,
operation-type

UPF AbE {9 0l
show configuration context <UPF-CONTEXT> apn <VIRTUAL-DNN-NAME>
show system status
show session summary
O Rt F Hu[ago|lMHE X

A3 x
OO 1

UPF x|z ol X%

D E UPFOIA HI[aefolde o
RIEILICH 2t UPFOIl A Algt:

show dir /flash

show boot
show dir /sftp
save configuration /flash/<PRODUCTION-CONFIG>.cfg -noconfirm

7tAF DNN =%

e

o E 2. 7|
)T sE An|apolMe £

M

Virtual DNNO| SMFoi| o|O]
AS = H|gAds/ehAd3t RADIUS A%

cp /flash/<PRODUCTION-CONFIG>.cfg /sftp/<PRODUCTION-CONFIG>_Backup-<DATE>.cfg
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Fstod MEE Aoz 7

ISES,



. SMF7t 222l &ejo| STEIUSM AAR HE7F100% 2| & QlgfL

ZI1Z 7tS DNN Z2 22 2Z2elo 2 TMENM MM Ex|) IS &X| k= 7|1E M)
AAR SEf #el- 7|&E Sstoll I e DIxIx| et&Lct

crEE Aduagojde M8stn T2 EE OHA| 2ERIe 2 MEHLICKEEQ 2E 9IS

).

5. AlAE &El L KPIE g LICH

-b_o.)l\)—\

=& 741|220l #Z0| MBEl= S0t 7H4 DNNOJA Al PDU MlMo| MREl= Zg wx[gL]
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Hhed 1, SMFO{| A =% CLI

D E Y SMFOIA A&:

config

profile dnn <VIRTUAL-DNN-PROFILE-INST1>
mode offline

exit

profile dnn <VIRTUAL-DNN-PROFILE-INST2>
mode offline

exit

show config diff | nomore

commit

4 2. NSO MoP Ats &t
T8 m+: virtual_dnn_offline.cfg

A2 var/opt/ncs/mops

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

{
"mop-automation": {
"mop-file-name": [
{

"file-name": "virtual_dnn_offline.cfg",

"order": 1,

"target-devices-Tlist": [
{ "target-device-name": "<SMF-NODE-SITE-A>" },
{ "target-device-name": "<SMF-NODE-SITE-B>" }

]



}

1,
"operation-type": "dry-run"
}
}
Z9|: 'operation-type: FEE2 AASHZ| {8H 'dry-run'e A™ELICH O™ CHS
'operation-type: H8& &= &LICH
CHA = =el

show system status
show running-status info | nomore

2EH7|. Virtual DNN Profile(7t4 DNN Z2Z)2 £Hstn 22i0lez MetghLct.

AILFZ2I2 1. NF 220 A UDM M7 L PCF A3 EH2 H|&t A5}

= B3tof

SH: 7t DNN2 CHF, UPF & RADIUSO{|Bt &S ELICH UDMOIA = 7|2 DNNE ALS & LCH

PCF7} HIZ d&t =I}A& LICH.

A CLl:

config

profile dnn <VIRTUAL-DNN-PROFILE-INST1>
no mode offline
dnn <VIRTUAL-DNN-NAME>
network-function-Tist [ chf upf radius ]
pcf-interaction false

exit

profile dnn <VIRTUAL-DNN-PROFILE-INST2>
no mode offline
dnn <VIRTUAL-DNN-NAME>
network-function-Tist [ chf upf radius ]
pcf-interaction false

exit

show config diff | nomore

commit



NSO MoP XIS 3}:

T mtY: virtual_dnn_modify_no_udm_no_pcf.cfg

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

{
"mop-automation": {
"mop-file-name": [
{
"file-name": "virtual_dnn_modify_no_udm_no_pcf.cfg",
"order": 1,
"target-devices-1ist": [
{ "target-device-name": "<SMF-NODE-SITE-A>" },
{ "target-device-name": "<SMF-NODE-SITE-B>" }
1
}
] ’
"operation-type": "dry-run"
}
}

o Atz =" 74

profile dnn <VIRTUAL-DNN-PROFILE-INST1>
dns primary ipv4 <PRIMARY-DNS-IP>
dns secondary ipv4 <SECONDARY-DNS-IP>
network-element-profiles chf <CHF-PROFILE>
network-element-profiles amf <AMF-PROFILE>
network-element-profiles udm <UDM-PROFILE>
network-element-profiles scp <SCP-PROFILE>
dnn <VIRTUAL-DNN-NAME>
network-function-1ist [ chf upf radius ]
dnn rmgr <BASE-DNN-RMGR-INST1>
timeout up-idle <UP-IDLE-TIMEOUT> cp-idle <CP-IDLE-TIMEOUT>
charging-profile <CHARGING-PROFILE>
wps-profile <WPS-PROFILE>
ssc-mode 1 allowed [ 2 ]
session type <SESSION-TYPE>
upf apn <VIRTUAL-DNN-NAME>
gos-profile <QOS-PROFILE>
authentication secondary radius group <RADIUS-GROUP>
authentication algorithm pap 1
always-on false
dcnr true
pcf-interaction false
userplane-inactivity-timer <INACTIVITY-TIMER>
only-nr-capable-ue false
eventmgmt-policy <EVENT-POLICY>

exit



4>
0X
ok
ot

show system status
show running-status info | nomore
show running-config profile dnn <VIRTUAL-DNN-PROFILE-INST1>
show running-config profile dnn <VIRTUAL-DNN-PROFILE-INST2>
2,71 &

EH 100%, BGP EE= CDL Pod RHA|Z}

Ol AAE &
H7 $ 45 YEAE
ZLIE F=XE A85t0 3t REH A HAE
SMF CLIOIAM 2 LIE] 7FURFE AR EFLICH
monitor subscriber supi imsi-<TEST-IMSI>
F™of| edt SE:
AAH of & 23t
PDU MAd Adxd @& iNtl\IJ%-I <Base-DNN-NAME>O[(7}) AMFO{| A{
UDM &% Z&(Nudm_SDM) DNNE UDM2Z & = 7|2 DNN (dnn rmgr)
CHF &% 2/ &(Nchf_ConvergedCharging) R'I:I\’\AELCHFE TSE = <VIRTUAL-DNN-
UPF(PFCP MlAd Ad%) APN = <7}4 DNN-O|5
RADIUS Access-Request(& 83 E B<) Called-Station-Id = <VIRTUAL-DNN-NAME>
;C;)é*é X2 (Npcf_SMPolicyControl) (& A} & DNN = <7HAF DNN-O|Z




ZHAFA of & At
A5 MZHIEMESE ) Z=X0 pef HIAIX| QS
PDU MM M =2t M40 HHEIRI&LICE.
PF4A &Y SHtE E0lM S E REHIP

--- PDU Session Establishment Request ---

DNN: <VIRTUAL-DNN-NAME>
S-NSSAI: SST=1, SD=<SD-VALUE>
PDU Session Type: <SESSION-TYPE>
-—- Nudm_SDM (Subscription Data) ---
<-- Base DNN used for UDM Tookup

DNN: <BASE-DNN-NAME>

--- Nchf_ConvergedCharging_Create ---
<VIRTUAL-DNN-NAME> <-- Virtual DNN sent

to CHF

to UPF

DNN:
--- PFCP Session Establishment Request (to UPF)
<VIRTUAL-DNN-NAME> <-- Virtual DNN sent

APN:
<-- Virtual DNN sent to RADIUS

--- RADIUS Access-Request (if applicable) ---
<VIRTUAL-DNN-NAME>

Called-Station-Id:
--- Npcf_SMPoTlicyControl_Create (if applicable) ---

DNN: <VIRTUAL-DNN-NAME> <-- Virtual DNN sent to PCF
--- PDU Session Establishment Accept ---

PDU Address: <ALLOCATED-IP>

DNN: <VIRTUAL-DNN-NAME>

UPFO{ M AlM & ol

show subscribers imsi <TEST-IMSI>
show subscribers user-plane-only full callid <callid>

2k
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A
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nx
0%

2t of

<7}4 DNN-0O|E>

714 DNN Al=dx}

enterprise-iot.cc

<7} DNN-Z 2 Z.INST1>

DNN Z 2 E 0|F, QIAEHA 1

dnprof-enterprise-
iot.cc_inst1

<7t4 DNN-ZZ ZINST2>

DNN Z2E 0|, QlAEHA 2

dnprof-enterprise-
iot.cc_inst2

<BASE-DNN-RMGR-INST1>

7|2 DNNE 2|AA ZE|R 2l

base-apn.operator_1

<BASE-DNN-RMGR-INST2>

base-apn.operator_2

<SMF-NODE-SITE-A>

MO|E AQ| SMF =E 0|5

SMF-SITE-A

<SMF-NODE-SITE-B>

AIO|E B2l SMF =E 0|&§

SMF-SITE-B

<UPF-NODE-SITE-A-1>0{ A <UPF-

NODE-SITE-A-4>=

AO|E AQ| UPF E

UPF1A~UPF1D

<UPF-NODE-SITE-B-1> - <UPF-

NODE-SITE-B-4>

AIO|E B2| UPF E

UPF1A~UPF1D

<7|& DNS-IP> DNN2| 7|& DNS IP 10.X.X.X
<% % DNS-IP> DNN2| 2% DNS IP 10.X.X.X
i HESZ o4 zany
<CHF-ZZ IZl> CHEF £ } nfprf-chf2
O|l&
- HESZ 24 Zamy
<AMF-Z 2> AMF L& 2] s

Ol&

<UDM-PROFILE>

UDM HET 4 =20}l

nfprf-udm1
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<SCP-PROFILE> gg HEHI 24 220Y nfprf-scp1
<CHARGING-PROFILE> SHEZZE 0B chgprof-b2b
<QOS-PROFILE> QoS ZZ2Zl 0|8 5qi-to-dscp-mapping-table
<RADIUS-GROUP> RADIUS AAA 1§ O|& aaa_group_iot
<UP-IDLE-TIMEOUT> ALEXF BH f7 AlZh AMEH(=E)|3600
<CP-IDLE-TIMEOUT> (9“;%% selelwa AR 100
<H|EH ElO|H> Userplane inactivity timer(%X) |3600
<O[HE 3> OHIE E2| H™ 0|F em_duplicateip
WPS.Z 2T Z@ ed et Mulazea |
<NSO AMHE{> NSO MH EAE O|E/IP nso-server.management
<UPF ZA1HIAE> DNNQ| UPF ZHHIAE O|& B2B
<GTPP-GROUP> CDR MMg {8t GTPP 2& |gtpp_group
<RULEBASE-O|E g2 5 & Hola rulebase-mobility
<IPV4-ACL-NAME> IPv4 M| A Ko 55 O|F ue_acl_B2B
<IPV6-ACL-NAME> IPv6 M A Xo{ S5 0|& ipv6_acl_B2B
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<MM R8> PDU MM IP R IPV4/IPV6/IPV4V6
<E{|AE-IMSI> ;&.‘%% o 7 IMSI Bl TOOO0OXXXXXXXXX
THESHY
2 M NF 2= PCF A3 &t8  |RADIUS Q15| pcf-43 &2 M
A [ chf udm upf radius ]|[Enabled(&A&sh (7|2 2}) & L&t E TAEX| EF (724
B |[chfupfttZd] HIg & 8HE o3t pcf-& = A& 7%
C |[chfudmupfpcf] |EAsHE HIZ&gstE |TEEX| S84
D |[chfupf] HIE &5t E HIZE8tE |pcf-&4% && HHE
=™ AlLIE|2 Q¢<F
AlLtEIR HE HdE O|% NF 5 PCF MY
1 UDM N7 + PCF H|& A& 3}[ chf upf Bt4 | pcf-&43% &g HA
2 UDM A|74, PCF & X| [ chf upf radius pcf] |7|22kH(E H3HE)
3 PCFEH At oF & [ chf udm upf radius J|pcf-& & 2t& 7{%!
4 RADIUS &7 [ chf udm upf pcf] |ZIEZH(E H3HE)
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