Kube-Apiserver Pod2| X|£5%{Ql R A|ZF 2A| 5H

4

&t

10

/\7|.|

MM QF AL

LT AE

Ml FMH A
kube-apiserverZt £SIIL|7I?
25

= 20| HA
[ I — I_I_I_

23 o
FO|

|_

_>,'_
ok
_||0|.
-

/\7H

|.

0| & M| M= Kube-apiserver Pod2| X[&XQ1 K AlEtE | F 6= £FMof| Cis ABerL(Ct
MNE T ALY
QT AE

Cisco0ll M= L& FA[ol CHall SX[e g HEFLICH

27 2 A
- Cisco SMI(Subscriber Microservices Infrastructure) Ultra Cloud Core CEE(Common Execution
Environment)

A8ElE 2HE 24
0| EAM2| ME &= Kubernetes v1.21.0 HHFAE 7|Hto 2 &tL|C}.

= 80| CIHto|AE EOZ A EE[I&LICH O EA{ol AHEE 2 E Clut
Zu|aefoldez AIE.*EI%QI—IEP. HESF7 %S 2 82 ZE BE9

0.u.
1L (ot

kube-apiservergt I LI7H?

. Kubernetes Application Programming Interface(APl) MHE ZE, MH|A, SX| HEED S22
ZEote API ZiA|of CHEt CllO|EHE A& 5t F++J & LICH API Server Services
REST(PresentatlonaI State Transfer) Y2 CE ZE 74 A7 45 &&5t= FHAES
25 MEjof Cigt =zHEAN=E NS EHLIC.
- Kubernetes APl MHE= @& E 015 L HE5t 1, eted H|O|E A& A0 HIO|EE AM L



d. ETCD Yd|0o|E
e. A=
f. S

. 27| &84, kube-controller-manager 2! kubeletlt ZH2 CHE 74 LA E API AHHE AH& 5104
HE FAo M EHAEHHM YHI0IEE - ELICH.

kube-apiserver-smf-data-master-3 RfA|2F 2 X[&X o2 ztE E L|CH 0] B kubectl CLI kubectl
get pods -A -o wide® A ErLICE. | grep apiserverE S5l 24|E AT,

cloud-user@smf-data-master-1:~$ kubectl get pods -A -o wide | grep apiserver

kube-system kube-apiserver-smf-data-master-1 1/1 Running 4
68d 10.192.1.22 smf-data-master-1 <none> <none>
kube-system kube-apiserver-smf-data-master-2 1/1 Running 4
68d 10.192.1.23 smf-data-master-2 <none> <none>
kube-system kube-apiserver-smf-data-master-3 0/1 Running 2
68d 10.192.1.24 smf-data-master-3 <none> <none>

cloud-user@smf-data-master-1:~$

O|248t 2 7 = kubectl 21 <kube-apiserver_pod_name> -n kube-systemO|A{ Z+&t=|A&LIC}.

cloud-user@smf-data-master-1:~$ kubectl logs kube-apiserver-smf-data-master-3 -n kube-system
E1116 20:09:52.635602 1 cacher.go:419] cacher (*core.Secret): unexpected ListAndWatch
error: failed to list *core.Secret: unable to transform key "/registry/secrets/cee-
dnceed2l/alert-logger-sa-token-dzhkb": invalid padding on input; reinitializing...

E1116 20:09:53.691253 1 cacher.go:419] cacher (*core.Secret): unexpected ListAndWatch
error: failed to list *core.Secret: unable to transform key "/registry/secrets/cee-
dnceed2l/alert-logger-sa-token-dzhkb": invalid padding on input; reinitializing...

E1116 20:09:54.751145 1 cacher.go:419] cacher (*core.Secret): unexpected ListAndWatch
error: failed to list *core.Secret: unable to transform key "/registry/secrets/cee-
dnceed2l/alert-logger-sa-token-dzhkb": invalid padding on input; reinitializing...

E1116 20:09:55.808782 1 cacher.go:419] cacher (*core.Secret): unexpected ListAndWatch
error: failed to list *core.Secret: unable to transform key "/registry/secrets/cee-
dnceed2l/alert-logger-sa-token-dzhkb": invalid padding on input; reinitializing...

E1116 20:09:56.865492 1 cacher.go:419] cacher (*core.Secret): unexpected ListAndWatch
error: failed to list *core.Secret: unable to transform key "/registry/secrets/cee-
dnceed2l/alert-logger-sa-token-dzhkb": invalid padding on input; reinitializing...

E1116 20:09:57.906426 1 cacher.go:419] cacher (*core.Secret): unexpected ListAndWatch



error: failed to list *core.Secret: unable to transform key "/registry/secrets/cee-
dnceed2l/alert-logger-sa-token-dzhkb": invalid padding on input; reinitializing...

E1116 20:09:58.963801 1 cacher.go:419] cacher (*core.Secret): unexpected ListAndWatch
error: failed to list *core.Secret: unable to transform key "/registry/secrets/cee-
dnceed2l/alert-logger-sa-token-dzhkb": invalid padding on input; reinitializing...

E1116 20:10:00.027583 1 cacher.go:419] cacher (*core.Secret): unexpected ListAndWatch
error: failed to list *core.Secret: unable to transform key "/registry/secrets/cee-
dnceed2l/alert-logger-sa-token-dzhkb": invalid padding on input; reinitializing...

E1116 20:10:01.084615 1 cacher.go:419] cacher (*core.Secret): unexpected ListAndWatch
error: failed to list *core.Secret: unable to transform key "/registry/secrets/cee-
dnceed2l/alert-logger-sa-token-dzhkb": invalid padding on input; reinitializing...

E1116 20:10:02.206947 1 cacher.go:419] cacher (*core.Secret): unexpected ListAndWatch
error: failed to list *core.Secret: unable to transform key "/registry/secrets/cee-
dnceed2l/alert-logger-sa-token-dzhkb": invalid padding on input; reinitializing...

E1116 20:10:03.256261 1 cacher.go:419] cacher (*core.Secret): unexpected ListAndWatch
error: failed to list *core.Secret: unable to transform key "/registry/secrets/cee-
dnceed2l/alert-logger-sa-token-dzhkb": invalid padding on input; reinitializing...

E1116 20:10:04.313860 1 cacher.go:419] cacher (*core.Secret): unexpected ListAndWatch
error: failed to list *core.Secret: unable to transform key "/registry/secrets/cee-
dnceed2l/alert-logger-sa-token-dzhkb": invalid padding on input; reinitializing...

E1116 20:10:05.363353 1 cacher.go:419] cacher (*core.Secret): unexpected ListAndWatch
error: failed to list *core.Secret: unable to transform key "/registry/secrets/cee-
dnceed2l/alert-logger-sa-token-dzhkb": invalid padding on input; reinitializing...

£ 735t24H CLI kubectl delete pod <kube-apiserver_pod_name> -n kube-be-system= A& 35104
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From Master-1:

cloud-user@smf-data-master-1:~$ cat /data/kubernetes/secrets.conf

apiVersion: apiserver.config.k8s.io/vl

kind: EncryptionConfiguration

resources:

- resources:

- secrets

providers:

- aescbc:

keys:

- name: keyl

secret: BG5hleucjlD5ZDkFYUxoGLHHhBA/AeoNruHM0170/ZI= <<<<<<<<<<

- identity: {}

cloud-user@smf-data-master-1:~$



From Master-3:

cloud-user@smf-data-master-3:~$ cat /data/kubernetes/secrets.conf
apiVersion: apiserver.config.k8s.io/vl
kind: EncryptionConfiguration
resources:
- resources:
- secrets
providers:
- aescbc:
keys:
- name: keyl
secret: XK+7mbh3YEnMdgswtySQ1ld6QRehg+K6/J1d2e3EnMvI= <<<<<<<<
- identity: {}

cloud-user@smf-data-master-3:~$

=7 B

1. 23 9| YEZ master-32| $4A] &

fol
i
1=
2
jﬂ
mO
(=)
JiT
Pl
1ot
r
ul

cloud-user@smf-data-master-3:~$ sudo cp /data/kubernetes/secrets.conf
/data/kubernetes/secrets.conf-bkp
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cloud-user@smf-data-master-3:~$ sudo vim /data/kubernetes/secrets.conf
apiVersion: apiserver.config.k8s.io/vl
kind: EncryptionConfiguration
resources:
- resources:
- secrets
providers:

- aescbc:



Change this value to

<———

keys:
keyl

“BG5hleucjlD5ZDkFYUxoGLHHhBA/AeoNruHM0i70/ZI=" as in other Master nodes
=

- name:
secret: XK+7mbh3YEnMdgswtySQ1ld6QRehg+K6/J1d2e3EnMvI=

- identity:
3. Master-30{| M kube-apiserver Z1E{O|L{E CtA| A|ZFEFLICEH

{1}
cloud-user@smf-data-master-3:~$ sudo docker ps -f "name=k8s_kube-apiserver" -g | xargs sudo

docker restart
A% ol
ol

OtAE{0{| M Kubernetes
cloud-user@pod-name-smf-master-1:~$ kubectl get pods -A -o wide | grep kube-apiserver
O|M| 2 & Pod7} 2t &38fof 5t0d CHA| A|ZfetX| f 1 AlelatoF &L|Ct.
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