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Mon Jul 04 00:44:15 2022 Internal trap notification 1422 (X3MDConnDown) TCP connection is down. Context 1d:8, Local
IP/port:10.10.10.1/41833 and Peer IP/port: X.X.x.x/7027 with cause: LI X3 CALEA Connection Down

Mon Jul 04 00:45:29 2022 Internal trap notification 1423 (X3MDConnUp) TCP connection is up. Context 1d:8, Local
IP/port:10.10.10.1/56805 and Peer IP/port: x.x.x.x/7027 with cause: LI X3 CALEA Connection UP
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Old SSD pre enabling heartbeat timer

10.10.10.6
Date Time X3MDConnDown|X3MDConnUP
4th June 15 HRS 577 578
4th June 16 HRS 1487 1490
4th June 17 HRS 417 1490
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show | awful -i ntercept full imsi <>
o & EH Ch51t Z &L

[I'ictx] GGSN# show | awful -intercept full msisdn XXXXXXXXX
Monday April 25 14:15:11 | ST 2022

Usernane : -

i p-address : XXXXXXXX

mei d/insi @ XXOXXXXXXX

msi sdn @ XOOKXXXX

imei/mei @ XXXXXXX

session : Session Present

service-type : pgw

pdhir : Disabled

li-context : lictx

intercept-id : 58707

i ntercept-key: -

Content -delivery: tcp-format

TCP connection info

State : ACTI VE

Dest. address: XX XX. XX. XX Dest. Port: XXXX——>
Num Intercepted pkt for Active call: XXXX —>>
Event -del i very: tcp-formt—>

TCP connection info ———>

State : ACTI VE——>>

Dest. address: XX XX. XX. XX Dest. Port: XXXX——>
Num |ntercepted pkt for Active call: 13 ———>>>
Provi si oni ng nmethod: Canp-on trigger

LI -index : 649

O| HHolMe M| £222 Eio{T™ LI elAt HMATER

show | awful -intercept statistics
show | awful -intercept buffering-stats sessngr all

show | awful -intercept statistics

gfLCH.



show connecti on- proxy sockets al

show [ awful -intercept error-stats
2.0 CIHO =& 238 s HELIcH

logging filter active facility dhost |evel debug
logging filter active facility |li level debug

logging filter active facility connproxy |evel debug
logging filter active facility ipsec |evel debug
logging filter active facility ipsecdenux |evel debug
| oggi ng active pdu-verbosity 5

Loggi ng active

No | oggi ng active
0i7|ME ZE HEI| QHHXO|X| et HEE WE & &+ U&LIcH

S

show dhost socket (in i context)
3. Hidden 222 £047} M T{Z!0]| FIN ACK(FIN acknowledge)oi| CH3l =235 = K|
VPP(Vector Packet Processing) 242 2 £04ZtLC}.

1
o
ol

[I'ictx] GGSN# debug shel

enter vppct (from deb shell, use cnd "vppctl")
vpp#show hsi sessions

o€ EH CtSot Z&Lh

[1 ocal ] g002-1 aas-ssi -24# deb sh

Friday May 13 06:03:24 UTC 2022

Last login: Fri May 13 04:32:03 +0000 2022 on pts/2 from 10.78. 41. 163.

g002-| aas- ssi - 24: ssi # vppct

vpp# sho hsi sessions

[s1] dep 1 thread 10 fib-index 6 dst-src [3.2.1.1:9002]-[3.1.1.1:42906]
[s2] dep 1 thread 9 fib-index 6 dst-src [3.2.1.1:9003]-[3.1.1.1:60058]

[s3] dep 1 thread 8 fib-index 6 dst-src [3.2.1.1:9004]-[3.1.1.1:51097]

[s4] dep 1 thread 6 fib-index 6 dst-src [3.2.1.1:9005]-[3.1.1.1:45619]
4. C|HO 208 &435}8t £ HAE B0 LI HEIAEOS| £33 21 EAIE M3l
Ct.

-

show cl ock
show dhost sockets
show connecti on- proxy sockets al
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show cl ock
5. Show X|&H M[F HEE =& gLt

6. NPU-PAN =X Z £ El5t04 TiZ0i|LI Mi2te| 4521 TCP 42
HI & &2t 5h24H
#configure

#Nn0 npumgr pan-trace

#npumgr pan-trace monitor none

#end

#show npumgr pan-trace configuration

#configure

#npumgr pan-trace acc monitor ipv4 id 1 protocol tcp sa X.X.X.X mask 255.255.255.255 da X.X.X.X mask 255.255.255.255
#npumgr pan-trace acc monitor ipv4 id 2 protocol tcp sa X.X.X.X mask 255.255.255.255 da X.X.X.X mask 255.255.255.255
#npumgr pan-trace limit 4096

#npumgr pan-trace

#end

(check if disabled/enabled, it should be enabl ed)

#show npungr pan-trace configuration
Ol HA2 NPU M =X SX|E £ Qoo 2 Chs Z=Mof cHsH CHA| A48 of gFLCt.

#show npungr pan-trace sunmary

(W can capture packets based on npu number which can be done during testing if possible)
#show npungr pan-trace detail all

NPU F%9| of:

3538 6/0/2 Non 6/15 fab 70 Jun 02 16:47:10.05443343 144 Eth() VIan(2014) IPv4(sa=XX.XX.XX.147, da=XX.XX.XX.201)
TCP(sp=7027, dp=46229, ACK FIN) [ vrf=8 strip=40 flow ] >> MEH(sbia=050717de, dbia=0603800¢, flowid=62755625, In)
IPv4(sa=XX.XX.XX.147, da=XX.XX.XX.201) TCP(sp=7027, dp=46229, ACK FIN)
Packet details :
Packet 3538:

SA [4B] = XX.XX.XX.147[0x0aa40693]

DA [4B] = XX.XX.XX.201[0x0aa91ec9]

source port  [2B] = 0x1b73 (7027), dest port [2B] = 0xb495 (46229)

seqnum [4B] = 0xc9923207 (3381801479)

acknum [4B] = Oxbbd482ef (3151266543)



flags [6b] = 0x11 ACK FIN
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lawful -i ntercept tcp application-heartbeat-nessages timeout minutes 1
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At A ALE SSD EF 24
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GEEH GEEN GGEN
latest (30 Juna) 550 post enabling hearibeat timer ] latest (15t jul) 550 post enabling heartbeat timer latest [2rd jul) 55D post enabling heartbeat timer
3010010, F{Live L serv 1010 10.2{ Test Li serves 20.10.10. 6{Live U server] 20.10010.2{Test Li server] 3030, 20.6{Live LI serve 10,190,103 Test Ui serv
Bate Time | X3MDConnbown] X3MDEonnUP | X3MBonnDown| XIMD ConnlP, Date Time | X3MDConni own | K3MBConnUP | X 3MBEonnbown | X3MBLonnlP Date Time | X3k Connbown | %3MD ConnliP XD Connkl
2th June & HRS 1 a7 1 4 30thJure | 00 HAS 7 43 4 51 Qi-pul|13 HRS a 1 1] ]
29th Jurw | 9 HRS 1 9 1 8 30th Jure | 01 HAS [ 2 [ F] 0L-bul| 14 HRS [ [ [ 8
29th lune | 10HAS 1 o z 6 30thjune | 2HAS o a [ [1] 01-ful| 15 HRS [ 1 [ 1
25th Jure 11 HRS 17 23 14 24 30th June 3HRS o 4 o @ O1-ul| 16 HRS a 1 a 1
29th Jurs 12 HRS [] L] o 4 30th June & HRS: o o o 0 0L-hul|17 HRS a 1 L1} 1
29th june | 13 KRS [] a [1] 4 30thjure | 5 HAS [ 2 o F 01-ful| 18 HRS 0 4 [ 4
28th Jurne 14 MRS [} 4 a 3 30th June EHRS o & [} i OL-pul| 19 HRS o [} 1] 1]
2gth Jurw | 15 HRS [ 22 21 30thJure | 7HRS o F] o 3 O1-bul| 20 HRS [ ]
20th Jurw | 16 HRS 24 21 30th Jure | & HRS 2 0 2 1 01-ful[21 HRS 1 1
20th lume | 17 MRS 5 6 30thjune | SHAS ] ] 02-jul|01 HRS 5 4
29th lure | 18HRS [ 7] 30th June | 10 HAS 1 1 02-pul]2 HRS 0 0
20th Jurk | 19 HRS 5 [ 30th June | 11 HRS 02-5iil[3 HRS 1 1
20th lume | 20 RS 5 5 30th june | 12 HRS 02-Jul |4 HRS 2 2
29th lune | 21 MRS 2 F] 30th June | 13 HAS 02-pul[5 HRS ] 8
20th Jurk | 22 HRS 5 16 4 15 30thJune | 14 HRS 025l HRS
20th lure | 23 HRS [ 16 o 8 30th Jure | 15 HAS 02-5ul [7 HRS
30th June | 00 HAS El 44 4 51 30th June | 16 HRS 18 16 02-5ul[8 HRS
T S T WO N | 30tk e |17 i s ] 02.u[3 HAS
GG5H 30th June 18 HRS 2 2 02-Ful |10 HRS
o 30th June 19 HRS i i 02-jul|11 HRS
10.10.10.2(Test U 5 30th June 20 HRS 1 ¥ 1 7 Q2-Jul| 12 HRS 1 1
Bate X3MDCornDown| X3IMD ConnUP, 30thJune | 21 HRS '] Q o ] 02-ful|13 HRS 2 2
28th June 443 466 30th june | 22 HAS o a o [
2BthJune | 15HAS | | a2 | 2 30thJune | 23 HAS 0 a [ [
11 jul 00 HRS o 7 o 5
GGSH 18t jul 1HRS [ 4 o 4
Iatest (26 June) S50 post enabling heartbeat timer 1st jul 2HRS. o 0 o [
10.10.10.5{Live Ul server) 10.10.10.2{Test Li 5 15t jul 3HRS. 1] [
Dty Time | XIMDCannDown|X3MOConnUP X3 MD ConnDeown| X3MD Connlp 18t jul 4 HRS. 4 4
26th lune | 10 HRS 500 502 437 aa7 Lat jul 5 HRS. 4 4
26th June | 15 HRS 745 748 751 | 15t jul & HAS 5 &
Old S50 pre enabling heartbeat timer [
10.10.10.6
Date Time  [XIMOC |
AthJune |15 HRS 577 578}
dthJune |16 HRS 1487 1490
Ath Jure |17 HRS a17| 1490)|

N

12 £ SNMP E& FAl:

Mon Jul 04 00:44:15 2022 Internal trap notification 1422 (X3MDConnDown) TCP connection i s down.
Context 1d:8, Local |P/port:10.10.10.1/41833 and Peer |P/port: 10.10.10.6/7027with cause: LI X3
CALEA Connection Down

Mon Jul 04 11:13:20 2022 Internal trap notification 1422 (X3MDConnDown) TCP connection i s down.
Context 1d:8, Local I|P/port:10.10.10.1/47122 and Peer |P/port: 10.10.10.6/7027with cause: LI X3
CALEA Connection Down

Tue Jul 05 09:45:11 2022 Internal trap notification 1422 (X3MDConnDown) TCP connection is down.
Context 1d:8, Local |P/port:10.10.10.1/34489 and Peer |P/port: 10.10.10.6/7027 with cause: LI X3
CALEA Connection Down

Tue Jul 05 09:45:56 2022 Internal trap notification 1423 (X3MDConnUp) TCP connection is up.
Context 1d:8, Local |P/port:10.10.10.1/51768 and Peer |P/port: 10.10.10.6/7027 with cause: LI X3
CALEA Connection UP



Tue Jul 05 09:57:57 2022 Internal trap notification 1423 ( X3MDConnUp) TCP connection is up.
Context 1d:8, Local |P/port:10.10.10.1/34927 and Peer |P/port: 10.10.10.6/7027 with cause:

CALEA Connection UP

Tue Jul 05 17:10:30 2022 Internal trap notification 1423 ( X3MDConnUp) TCP connection is up.
Context 1d:8, Local |P/port:10.10.10.1/59164 and Peer |P/port: 10.10.10.6/7027 with cause:

CALEA Connection UP

Tue Jul 05 17:11:00 2022 Internal trap notification 1423 ( X3MDConnUp) TCP connection is up.
Context 1d:8, Local |P/port:10.10.10.1/52191 and Peer |P/port: 10.10.10.6/7027 with cause:

CALEA Connection UP

Tue Jul 05 17:11:07 2022 Internal trap notification 1423 ( X3MDConnUp) TCP connection is up.
Context 1d:8, Local |P/port:10.10.10.1/46619 and Peer |P/port: 10.10.10.6/7027 with cause:

CALEA Connection UP

Tue Jul 05 17:14:23 2022 Internal trap notification 1423 ( X3MDConnUp) TCP connection is up.
Context 1d:8, Local |P/port:10.10.10.1/59383 and Peer |P/port: 10.10.10.6/7027 with cause:

CALEA Connection UP

Tue Jul 05 17:17:31 2022 Internal trap notification 1423 ( X3MDConnUp) TCP connection is up.
Context 1d:8, Local |P/port:10.10.10.1/59104 and Peer |P/port: 10.10.10.6/7027 with cause:

CALEA Connection UP
CtE22 O0ix|Y o =2 ptEtEl ERo| dEfo|nd, M EZYO| MM E[X| et &LCt.

[l ocal ] GGSN# show snnmp trap statistics verbose | grep X3MDConn

Thursday July 21 12:36:38 | ST 2022

X3NMDConnDown 12018928 0 9689294 2022:07:05: 11: 36: 23
X3MDConnUp 12030872 0 9691992 2022:07:05:17:17:31
[l ocal ] GGSN# show snnp trap history verbose | grep x.X.Xx.X

Thursday July 21 12:36:57 | ST 2022
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