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» Catalyst 9800-CL, Cisco IOS® XE 17.15.3
» Catalyst 9162 Access Point
+ Cisco Aironet 3802 Access Point
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U-Boot 2013.01-gelc49d93a (Jul 28 2023 - 09:08:14) SDK version: 2015_T2.0pl0

Board: Barbados-3K
SoC: MV88F6920 Rev Al
running 2 CPUs
CPU: ARM Cortex A9 MPCore (Rev 1) LE

CPU O
CPU @ 1800 [MHz]
L2 @ 900 [MHz]

TClock @ 250 [MHz]

DDR4 @ 900 [MHz]

DDR4 32 Bit width,FastPath Memory Access, DLB Enabled, ECC Disabled
DRAM: 1 GiB

RST I2CO

NAND: ECC 4bits, 256 MiB

SF: Detected N25Q32A with page size 64 KiB, total 4 MiB

PCI-e 1 (IF O - bus 0) Root Complex Interface, Detected Link X1, GEN 2.0
PCI-e 2 (IF 1 - bus 1) Root Complex Interface, Detected Link X1, GEN 2.0

Map : Code: 0x3fed7000: 0x3ffad848
BSS: 0x3ffef314
Stack: 0x3f9c6f20
Heap: 0x3f9c7000: 0x3fed7000
U-Boot Environment: 0x00100000:0x00110000 (SPI)

Board configuration:
| port | Interface

| egigal | SGMII
| egigaz | SGMII | In-Band |
Net: eqigal. eqgiga? PRIME]

Hit ESC key to stop autoboot: O]
U-DoOL>>

U-Boot A|Zf 3tH

U-Boot =04 M printenv BEE A& 3t01 HAM|A L QIEof CHE CHEE U-Boot 8 MFAIE S
LtghLch.



BOOT=part
CASset=max
ENABLE_BREAK=1
FACTORY_RESET=0
MALLOC_ len=5
MANUAL_BOOT=0
MEMORY_DEBUG=0
MPmode=SMP
PART_BOOTCNT=3

autoload=yes
baudrate=9600

U-£E ZZlE

Ol £3{2 £ ItE|MH0| part1 S LIEHHLICH O] £& ZE|M2 U-Boot ZE0AM +=TE & &
L|ch.

U-RE RE BE|M £

— T o

1. setenve BOOT part <1-2> BHE ALE35t0od A 2 E mtE[/ME Z™ELICE
2. saveenv BHEE ALE5t04 THE|M 2™ S MEELICH
3. printenv HHE S AL&35t0o{ 3| £ E mE|MS &QlgL|ct

u-boot>> setenv BOOT part 2



u-boot>> saveenv

Saving Environment to SPI Flash...

SF: Detected N25Q32A with page size 64 KiB, total 4 MiB
Erasing SPI flash....Writing to SPI flash..... done
u-boot>> printenv

BOOT=part 2

4.boot BHOE ME TAE HE TIE|MOR APE REIF

0

u-boot>> boot

Creating 1 MTD partitions on "nand0":
0x000000200000-0x000010000000 : "mtd=2"
UBI: attaching mtdl to ubiO

ubifsmount - mount UBIFS volume

Usage:
ubifsmount

- mount 'volume-name' voTlume
UnabTle to ubi mount UBIFS partition part 2
Trying alternate partition part2
UBIFS: mounted UBI device 0, volume 0, name "part2"
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AP2| CLIO| A Privilegedmode& 2235t 0| HES A&5t0o4 34X AP O|0O[X| X tmp C|HAEZ| 3
7|& =elghct.

show image integrity &

ol 242 APO| #Xf BiFS LIEHLICH
7112 THEIM B 3471 AP 2E TS LIEPALIC
sio] THE|M BES AP #Qd A LIEFLICH

AP-CW9162#show image integrity
/partl(primary) 17.15.3.28
part.bin : Good



ramfs_data_cisco.squashfs : Good
iox.tar.gz : Good

/part2(Backup) 17.9.6.40
part.bin : Good
ramfs_data_cisco.squashfs : Good
iox.tar.gz : Good

gk

F7 BBES AEstod BAM AP R HA 72 MEte & QJ&LICH CHS AP CHA| 22 & AP7F M
EN

g tE|Me = FRIELICH

Hel 42 1 FM(part1 HHE2Z AP £ &)

Y B2 2 FY(part2 HH2Z AP £ 1))
show filesystems &

532 APO| I} A|AE XS LbeELICH
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<#froot>

a
I

: Mounted on &2 /tmp &0ll= AP 418|0|=& /el AP O|O|X| AEEZ|X[0f AFS K
FY A|AER E S 0| ZAIELICH

AP-CW9162#show filesystems
Filesystem

Size Used Available Use% Mounted on

114. 4M 4. 7M 109.7M 4% /tnp
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Upgrade Path to Cisco |10S XE 17.15.x

Table 15, Upgrade Path to Cisco 105 XE Dublin 17.15.x {(where x = 1)

Current Software

16.10.x

16.11.%

16.12.x

17.1.x

17.2.x

173110 17.3.4

17.3.4c or later

17.4.x

17.5.x

17.6.x

17.7.%

17.8.x

17.9.110 17.9.5

17.9.6 or later

17.10.x

17.11.x

17.12.%
17.13.%

17.14.x

8.9.x or any 8.10.x version prior to

8.10.171.0

17.15.XE Yago|l= E=2

3. Cisco Wireless Solutions Software Compatibility Matrix0{ &

Upgrade Path for Deployments with

9130 0r 9124

Upgrade Path for Deployments
Without 9130 or 9124

Upgrade first to 16.12.5 or 17.3.x and
then to 17.15.x.

Upgrade first to 16.12.5 or 17.3.x and
then to 17.15.x.

Upgrade first to 17.3.5 or later or 17.6.x | Upgrade first to 17.3.5 or later or 17.6.x
or later, then to 17.9.6 or later or 17.12.x | or later, and then to 17.15.x.

or later, and then to 17.15.x.

Upgrade first to 17.3.5 or later, then to
17.9.6 or later or 17.12.% or later, and

then to 17.15.x.

Upgrade first to 17.3.5 or later, then to
17.9.6 or later or 17.12.x or later, and

then to 17.15.x.

Upgrade first to 17.3.5 or later and then
to 17.15.x.

Upgrade first to 17.3.5 or later and then
to 17.15.x,

Upgrade first to 17.3.5 or later or 17.6.x | Upgrade directly to 17.15.x.

or later, then to 17.9.6 or later or
17.12.x or later, and then to 17.15.x.

Upgrade to 17.9.6 or later or 17.12.x or | Upgrade directly to 17.15.x.

later, and then to 17.15.x.

Upgrade first to 17.6.x and then to

17.15.x.

Upgrade first to 17.6.x and then to

17.15.x.

Upgrade directly to 17.15.x.

Upgrade directly to 17.15.x.

Upgrade to 17.9.6 or later or 17.12.x or | Upgrade directly to 17.15.x.

later, and then to 17.15.x.

Upgrade to 17.9.6 or later or 17.12.x or | Upgrade directly to 17.15.x.

later, and then to 17.15.x.

Upgrade to 17.9.6 or later or 17.12.x or | Upgrade directly to 17.15.x.

later, and then to 17.15.x.

Upgrade to 17.9.6 or later or 17.12.x or | Upgrade directly to 17.15.x

later, and then to 17.15.x

Upgrade directly to 17.15.x

Upgrade directly to 17.15.x

Upgrade to 17.12.x or later, and then to | Upgrade directly to 17.15.x

17.15.x

Upgrade to 17.12.x or later, and then to | Upgrade directly to 17.15.x

17.15.x
Upgrade directly to 17.15.x
Upgrade directly to 17.15.x

Upgrade directly to 17.15.x

Upgrade first to 8.10.171.0 or later,

Upgrade directly to 17.15.x
Upgrade directly to 17.15.x
Upgrade directly to 17.15.x

Upgrade directly to 17.15.x.

17.3.5 or later or 17.6.x or later, then to

17.9.6 or later or 17.12.x or later, and
thento 17.15.x

FEAELICH

MEHSH T S EtE = AP ZEIO|
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Table 5. Cisco Catalyst 9800 Wireless Controller and Supported Access Points

Access Point
Release

Access Point Image Supported Access Points

10S XE Release
Version Number



isco |0S XE 17.15.3.28 15.3(3)JPT2 Cisco Wireless Wi-Fi 7 APs: 9176 (I/D1),
17.15.3 9178l, 9172(1)
Cisco Catalyst Wi-Fi 6E APs: 9136 (I)§ 9162

(1), 9163 (E), 9164 (1), 9166 (I/D1)

Cisco Catalyst Wi-Fi 6 APs: 9105AX (I/W),
9115AX (I/E), 9117AX (1), 9120AX (I/E/P),
9130AX (I/E)

Cisco Aironet APs: 1815 (I/W/M/T), 1830
(1),1840 (1), 1852 (I/E), 1800i, 2800 (I/E),
3800 (I/E/P), 4800 (1)

Outdoor and Industrial APs: 1542, 1560,
1570, and IW3702

Integrated Access Point in Cisco 1100 ISR
(ISR-AP1100AC, ISR-AP1101AC, and ISR-
AP1101AX)

Cisco Catalyst Industrial Wireless 6300
Heavy Duty Series Access Point, Cisco 6300
Series Embedded Services Access Point,
Cisco Catalyst 9124AX (I/D/E) Access
Points, Cisco Catalyst Industrial Wireless
9167 (I/E) Heavy Duty Access Points, Cisco
Catalyst IW9165D Heavy Duty Access Points,
Cisco Catalyst IW9165E Rugged Access
Points

Sensors: Cisco Aironet 1800s Active Sensor
Pluggable Modules: Wi-Fi 6 Pluggable
Module for Industrial Routers

Wireless Compatibility Matrix 17.15.3
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JFO|EE CIREES T X9 5._ HMA ZOIE O|OIX| CFHREEE Al%SHE o] =& L|CH

AP O|O|X|E YaBlo|Este WHMlE F 7HR|7F U&LICH AP O|0|X| AN CIREE U EE
WLC ¢adol=

- AP Image Predownload(AP O|0O|X| At CHR 2 E)0| A= APE CHA| E=35t7| 7ofl AP 0|0
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« EF WLC ¥80|== WLCH M FB[0|=& 2r2st 1 WLCE CHA| ZE8 CFHS AP = ¢
MEMI* Al AP7} M T2 CHR 2 EFLICH.

AP O|0|X| AIH CIREE
GUIE S AP O|0O|X| AFX CF2

1. Cisco 2ZE?|0{ Ct2ZC AIO|EO0|AM 7|& Cisco I0S XE O|O|X| HTZ Ct2 2 =gt L|C}.
2. Web GUI Administration(# GUI 2 2|) > Software Management(£&Z E9{|0{ & 2|) > Software



https://software.cisco.com/download/home
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Upgrade(&Z E 9|01 422 0|=) > Source File Path(&A It Z2) > Select File(Th ! MEH
) > Select the 9800 Upgrade File to be upload to controller(ZAEE 2401 Y2 =& 9800 12|
O|E m MEKE S3f Cisco I0S XE O|O|X|E WLCH HZE=2tL|Ct.

n Wl Gisco Catalyst 9800-CL Wireless Controller

CIsco 17.15.3

Welcome cisco a A o n ® Z

_ Administration ~ > Software Management

Software
| Dashboard Upgrade
() Monitoring Software Upgrade INSTALL .
s ode
Maintenance Current Mode (until next reload): INSTALL
Upgrade (SMU)
One-Shot D
AP Service Install
Upgrade (i)
Package (APSP) POrace Ly
) Transport My Desktop v
AP Device Type
Package (APDP)
File System bootflash v Free Space: 4203.53 MB
Source File & Select File
Path*
AZES| o ZE|GUI
3. AP O|O|X| A T2 ECE E QgL Ct.
o = = S
4. Ct22C U EX(|§ SEIFUT
il Cisco Catalyst 9800-CL Wireless Controller
i Welcome cisco A4 € A DO e o Q = o [
Administration = »  Software Management
Software There is an upgrade in progress. Please wait till it completes...
Upgrade
Software
Maintenance
Upgrade (SMU) If:il::‘i“”k: NSTALL Status
_ Hode Current Mode (until next reload): INSTALL
.:-:cf:;c[:pgp} 4.* Download Image/Package.
{nm:-nu-: My Desktor [ C9800-CL-universalkd.17.15.03.5PA.bin
ety
AP Device " » Install Image/Package
Package (APDP) File System bootflash Fres Space: 4201.58 MB 3 AP Image Predownload
Source File o > Activate Image/Package
Path 2 Commit
[ C9800-CL-universalkd.1... 0%
AP Image B

Predownload
(i)




5. AP= AP O|0|X| AN C}2 2 E dhedo
2L

SEH A O

jn

AP O|0O|X| CLI

1. ZAEEq O|0|X|& wLCol| F7tst =& ELct

—

install add file bootflash:image.bin

Q
N
H
Am
0

ap image predownload

CC =
—_
ap name
image predownload
3.2EAP L= EHAPO CHEt AP A CIREE

show ap image

R
rr

show ap name

image

i k2 da ol =ELICE.

M APOi O|O|X|E CIRZ

=4-1 ) m §



4. TE AP, EM AP = MM CRECE 7 &2 5 APO| 0|0|X|E HFELICEH

ap image swap

R
rr

ap name

image swap

IR
rr

ap image swap completed

5. M2 Ax|El 0|0|K|E &M3terL|ct ae{™ WLCI}H CHA| EEE| T M HHAS 2 A|&FEFL|CE,

install activate

install commit

EZWLC 2 AP dI8ol=
GUIE S8t EZ WLC 2 AP ¥azllol=

1. Cisco £2ZE9Q|0{ C}R 2 E ALO|E0I|M 7| Cisco I0S XE O|O|X| HFES Ct2E2 = 8tL|Ct

2. Web GUI Administration(8l GUI #2l) > Software Management(4 Z E 9{|04 2|) > Software
Upgrade(AZE o] 241210l =) > Source File Path(AA It BZ) > Select File(LH MEH
) > Select the 9800 Upgrade File to be upload to controller(ZAEE240i| Y2 =& 9800 12|
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Cisco Catalyst 9800-CL Wireless Controller

17.15.3 ) . -
Welcome cisco a € A $ 0 e o
Administration ~ > Software Management
Software
Upgrade
Software Upgrade INSTALL v
Maintenance Mode . o
Current Mode (until next reload): INSTALL
Upgrade (SMU)
One-Shot C]
AP Service Install
rade (i)
Package (APSP) Upgrade (i)
) Transport My Desktop v
AP Device Type
Package (APDP)
File System bootflash v Free Space: 4203.53 MB
Source File
Path* & Select File
SHEt = Lol 7HY MEE SME MEELcH EF wLC dasols



Administration - > Software Management

Software There is an upgrade in progress. Please wait till it completes...
Upgrade
Software
Maintenance
Upgrade (SMU) Upgrade INSTALL Status
Mode
Current Mode (until next reload): INSTALL
AF Sonie > Download | fPacka
i.» Download Image/Package.
[ APSP
ackage (APSP) One-Shot O [ C8800-CL-universalkd.17.15.03.SPA bin
Install
AP Device Upgrade (i) ? Install Image/Package
Package (APDP) > Activate Image/Package
Transport My Desktop & &
Type » Commit
File System bootflash Free Space: 5691.86 MB 3 Show Logs
Source File 2
Path* A
[ C9800-CL-universalk8.1... 0%

AP Image O
Predownload

@
Hitless Software Upgrade (N + 1 Upgrade)

Enable O
Hitless
Upgrade

EZ WLC Yadlol= - Mx| o|O||

6. WLCHIM %|T HALE =& 8  Save Configuration & Activate &

CIA| 2EE|1 A| HAM o 2 A|RHSHL|CE.
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Administration - > Software Management

Software Maintenance Upgrade

AP Device Package (APDP) My Desktop -

Transport Type
File System bootflash ¥

Source File Path*

E Select File

AP Image O
Predownload (0

Hitless Software Upgrade (N + 1 Upgrade)

Enabile Hitless ]

Upgrade
& Download & Install

1apol= 78!

1. ZAEE24o] O|0|X|& Y= ='LIch

copy tftp|ftp|sftp://

bootflash:

2. ZAEEp{0f o|O|X|E Mx|EHL|C}.

install add file bootflash:

3. M o|0|x|E &M35lsfL|ct. 2 WLCIH CHA| EEZ| T A H

Free Space: 1717.17 MB

b Click here for Latest Recommended Software

(SMU) Upgrade Mode INSTALL v Current Mode (until next reload): INSTALL Manage
B Remove Inactive Files
AP Senice Package (APSP) One-Shot Install (m]
e Upgrade ® ) Rollback




install activate

N

4. WLC7t 22l #Efo|T HAZE + /2 o|0[X|& 7T LICH.

install commit

+& AP O|0|X| IR EE
HFE £ MM 25tE Y M 88 Z23 S & LICH o] Tt MHE AP 712
a80l= mtle MEstE MLt

1. Cisco Software Download Site(Cisco 2 ZEQJ0{ C}2ZE ALO|E)0{A 7|2 AP O|O|X| T
2 e tuct.

2.AP AZEQ|0o{ e U M CIHEZ|of T LIC.

3. archive download-sw B & At&35t0{ APS| CLIOIM T+ 4O B0|=& AIZRFELICH
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# 11: archive download-sw ZZ30{ A}

Ct

#archive download-sw /reload

//[your TFTP server's IP address]/[image filename.tar]

4. AP7} R|Alof| 2t Zh Y AMB{0M tar 22l0|E TS CHREEELICEH O] 22 APSF IHY
MB{ 7+o| M& S of k2t AlZho| 2FzZF dZIL|Ct
OZ CIA| ZEStT MZ CFREC 3 AP O|0|X|E BEISHLICE.

5. Il M&0o| R E|H APE RIS



APO{| A archive download-sw
t04 archive download-sw

I

al:
2 olads
= —

AP &I70|E ZE2MAT} 2 E|H

QIghLICH,

show version

2. 0|01k 24

0424
[ Ne)

™ debug capwap console cli &
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show image integrity

show boot

=

—
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« U-E2EE0{A C9120/C9115 HAMA ZQIE 5
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« Cisco Catalyst 9800 Wireless Controller AZ E{0{ &4a8|0|=
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-15/config-guide/b_wl_17_15_cg/m_upgrade_9800cl.html

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



