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27
0| 2 MM CSV(Comma Separated Value) I % &3+04 WLC(Wireless LAN Controller)&
CMX(Connected Mobile Experiences)Z 7}X{2 E s | CHaH AHELICH
N 27 Abgt
QLT A

Ciscot| M= CHS & 3of cialf & = Zdo| E&LICH

- AireOS WLC 7H'd & 74

9800 WLC 7H'd & Zx|2zio|M

CMX 7H'd & x| g0l

SNMP(Simple Network Management Protocol) 7HE & 741|280 A
NMSP(Network Mobility Services Protocol) 7i'e & 74



Ol EMe| HE = Chg 2ZEY o A stES0{ HEE 7[8te =z FLICH

» Catalyst 9800 Wireless Controller Series(Catalyst 9800-CL), Cisco IOS® XE Cupertino
17.9.4

+ AIR-CTVM Wireless Controller Series(AireOS Cloud) 7 8.10.196

- CMX, {7 10.6.3

0l £4jo] HEE S5 Y #20| ClutolA 8 Ech2 StsigiaUc). ol SAol ABE RE Clut
olak %7|8HE(7|2) HI|TBl0lMo 2 AIREIALICH $# LEYAT} &S 50 B2 BE
ol AARRl Ye e 2] S|stAI7| BHRFLIC

74

HE 2|3 cto|o{1=H

9800 WLC
192.168.166.65
E,_l__‘a--\._\_\_\_;ll
AireOSWLC Lose S Ajre0S WLC
1692 168.166.35 [rsssesl lsassse] 192.168.166.34

CMX
192.168.166.70

HES= ctolo{a =Y

A4 XA
=0

AireOS WLC2| SNMP Z4I|18{ 0|

CMX= SNMPE E35| WLCSF 21504 WLC MIEAME &l MEE £ ZIstL|C} et WLCE
SNMPE A& 35104 F+4d3H0oF &FLCt.

SNMP HH{ZF 2



WLC GUI:

o|O|x|ofl EA|E! CHZ Management > SNMP > Communities > NewZ O|S & L|C}.

MONITOR ~ WILANS

=

Saye Conliguration  Bng Logout  Refresh

CONTROLLER ~ WIRELESS

SECURITY ~ MAN.

MENT

Management SNMP v1 [ vZc Community
!illmmar',l

- Community Name 1P Address{Ipva fIpve)
General

“tH IPSec Parameters

Tap Recevers
Trap Controls
Trap Logs

HTTP-HTTPS

1PSec O

SNMP H{#& 2 74z o]

SNMP AISAHE S @iafgtiict.

COMMANDS

HELP dwrite) f Home

TP Mask/ Prefix Length  Acoess Mode  Status

Saye Configuration

Ping  Logout Refresh

MONITOR  WiLANS CONTROLLER  WIRELESS  SECURITY  MANAGEMENT COMMANDS

Management SNMP v1 | v2c Community > New
Summary Community Name CMEcOmmunity
- SNMP
et IP Address(Ipvd/Ipve) | 192.168.166.70
SNMP V3 Users 1P Mask/Prefix Length 255,255.255.255
Communities .
Trap Receivers Access Mode Read/Write »
T COnToks: Status Enable v
Trap Logs

HTTP-HTTPS

SNMP B 2 4T o] MEALE

HELP



2 1: SNMP Access Mode(SNMP A& 2 E)E Read/Write(2471/A2 7)) 2 A Zd8H ok &L
Ct. SNMP Status(SNMP 4 EH)& Enable(&&3H 2 M%5H0F gLCt.

WLC CLI:

(Cisco Controller) >config snmp community create CMXcOmmunity

(Cisco Controller) >config snmp community ipaddr 192.168.166.70 255.255.255.255 CMXcOmmunity
(Cisco Controller) >config snmp community accessmode rw CMXcOmmunity

(Cisco Controller) >config snmp community mode enable CMXcOmmunity

SNMP {7 3
WLC GUI:

o|O|x|of| EA|E! CHZE Management(Z2]) > SNMP > SNMP V3 Users(SNMP V3 A& X} > New(AH
E HE7|)E o|sELct



anfiguration | Ping

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS — HELP User: roob{R:
Management SNMP V3 Users pply
Summary
SNMPv3 User
i SNMP User Lockout Enable a
SHMP V3 Users)
TS
Trap Receivers SHMP User Lockout atbermpls 13
Trap Controls
Trap Logs SNMP User Lockout time B minutes
HTTP-HTTPS
IPSEC SNMP User password lifetime o days

SNMP H{#& 3 ZAxm|ago|M

SNMP MEALE S =248 |C}.

Management SNMP V3 Users > New
&l i User Profile Mame bulkvthree
N sr.mp Access Mode Read Wiite v
General
SHMP V3 Users Authentication Protocol HMALC-SHA v
Communities
Trap Receivers. [T | emremessesananas
Trap Controls Auth Password Confirm Auth Password
Trap Logs
HITP-HTTPS Privacy Protacol CFB-AES-128 w
IPSEC T [T ——
Telnet-SSH Priv Password Confirm Priv Password

SNMP H7™ 3 Aol MEALE



£ 11: SNMP Access Mode(SNMP HAM|A E E)= Read/Write(817|/2A 7)) 2 435l of %H,l

Ct. SNMP 918 Z2EE2 SHA IE= MD5Y &= Q/&LICH SNMP ZEIO|HA| Z2EE
AES E._E DES& &= /U&LICH.

WLC CLI:

(Cisco Controller) >config snmp v3user create bulkvthree rw hmacsha aescfb128 makEsnmpwOrkbulk version3i

9800 WLC2| SSH U A[A Z4m| 20|
CMXO{A WLCOH| M| ASE7| I AL E & A= AHER #EIE T+ IFLICH

WLC GUI:

o|O|x|of| E A|E! CHE Administration > User Administration > AddZ O|S&fL|C}.



CISCO

SLLLIY Qi__s;a Catalyst 9800-CL Wireless Controller

Ia'l'-.-:':'l"uil‘:fril":aiic:"! = » User Administration

[+Mu]

Mame

0 root
O admin

1 10

WLC A A 7+

AE X MEALE S 21298t 1 Update & Apply to Device(CIHIO|A0] AHI0|E 2 X E)E S 2!8HL
Ct.

» Lisar Adminkstration Ediit Uizer Adrminkstration
&
Hora @

1 Update & Appiy 1o Device

WLC AF X HE Z1m| g o]

WLC CLI:

#conf t

(config)#username root privilege 15 password 0 RtpwW2121!
(config)#end



CMXOlI A HH A AHSE = U H
ololM2 ChZ 1t Z0| CLIE SaliMEt 88 4+ UaLich

#conf t
(config)#enable password O Rtpw2121!
(config)#end

o2
k=l
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M
nx
02
T
ne
rII
]
lo
HL
o
1>
e
fjo
-1
0x
iC]
-
n

TXT Editor0l WLC MEE 298|t

CSV It U2 Excel A|EO|A 2™ BHE £ JUX|EH CHREE S| HE L3 #EIXt= Notepad++ E£= E|
AE HET|Z2 &HA5tE o 2=sgLich ol 2MolMdE X Notepad++0ilAH WLCs &S S BHE C}
2 EXE Ccsv otz K ELICH



#&Lch

£ WLCe| ol et Ct=H ChSxt

HAE HEIOl £7H HE

AireOS:
« WLC,WLC IP &4 WLC HZ,SNMP A ,SNMP M &

AIEZTZEEE,

SNMP B{%:
« SNMP H{Z% 2

- WLC, WLC IP &4, WLC X, SNMP HA, 7{FLI|E| O|&

- WLC, WLC IP &4, WLC ™, SNMP H{Z, SNMP AF2 X} 0|, SNMP 215

SNMP Q215 H|ZEHS SNMP ZZ2}O|HHA| Z2E =, SNMP ZZ2IO|H{A| HIZEHS

ok

old
= -

« SNMP HHZ 3

9800 WLC:
Catalyst(I0S XE) WLC, WLC IP &4, WLC H{Z, SSH AL Xt 0|8, SSH H|YH 5 | HI
7|18t 2, o] EMoilMdE Ml 7Hel WLCE AL&3+0{ AireOS SNMP H{ZF 2, SNMP 7T

& 448}
3,9800 WLC AT 2014 E i Al5t0f O] ZZAM|A0H CHEt BE 7H5 3 7u/aalolde chHE LI

MAEE

o|™
Ol EMoIM AF2et WLCe| A 2t ZH& L}

AireOS:
« SNMP H{H 2
- WLC, 192.168.166.33, 8.10.196.0, v2c, CMXcOmunicity
- WLC, 192.168.166.34, 8.10.196.0, v3,bulkvthree, hmacsha,makEsnmpwOrkbulk,

« SNMP H{%1 3
aescfb128, version3workinG



1 XHEE 215 832 hmacmd5 EE= hmacsha@lL|C X E|E 7HOl &2 des F

— L.C) T o1

= aeschfb128ILICt. O|24Et o7+~ = CH/AEALE F+E2FLICE

9800 WLC:
- Catalyst(I0S XE) WLC,192.168.166.65,17.09.04,root, RtpW2121!, RtpW2121!

CMXE CSV &5 90| 5 fHml| ol A WLC R 0] AireOS EE= 9800 WLCQIX| & Q18 &~ &Lt
A Hm LHofl WLCT7F EAIE|E R CMXE WLCT} AireOSE Q1AISHR| B A Biml o
Catalyst(I0S XE) WLC7} 9800 WLC IS QIAIEHLICY.

Notepad++ T:

| Wireless LAN Controllers. bt E3

NL, 192.168.166.33,8.10.196.0,v2c, CMXcOmmunity
WLC,192.168.166.34,8. . , bt ., hma
.

1 akEsnmpwlrkbulk, asscfbli8, version3workinG
Catalyst (IOS-XE) WLC 2.168.166.65,

1210 . R 371
21!',RtpW2121!




otUE CSVE XME
ut U of YTt .csvRIX| ERIELICH O|F A 8t mHUO| txtZ ME E|X| 811 CMXO0|lM X[ 245t
g2 3 RE MEELUC
il
“ O » Desktop » CMXTZ A »
COrganize = New folder = 9
3 i OneDvive - Perst Mg Date modified Typet S
rch
il Desktop *
+ Downloads #
J I.'}c:u:ullb(*ﬂ'h. *
P Pictures »
G Music -
File: nal Wireless LAN Controllers.cov
Save as type: Al types (°.%)
~ Hide Folders B Append extension Save Cancel

mg CSVE M%

utof Ccsv mz MY E LIS 0| EAIFELICH

J > Desktop > CMXTZ

Tl Sort ~ L] View ~ ol

Wireless LAN
Controllers.csv

kol CsVE MEE

ol ded e MHs EIF R AIELICH



“ AutoSave '.' L‘-H_\: "‘,) L = [Wireless LﬁNComrolfers.cst@ e jo.

File Home Insert Page Layout Formulas Data Review View Automate Developer Help

ey .5, cu1

|:| Aptos Narrow i «A A == |E| B 22 Wrap Text General -
s LB Copy v _
Paste B I U~H~ & A = == = 3= | [E Merge & Center ~ $ - % 9 % -8 c
" ¥ Format Painter Fen
Clipboard M Font 5 Alignment ] Mumber M
R20 v I Sfx
A B C D E F G H
1 [WLC 192.168.166.33 8.10.196.0 vZc CMXcOmmunity
2 WLC 192.168.166.34 8.10.196.0 v3 bulkvthree hmacsha makEsnmpwOrkbulk aescfbl28 version3workinG
3 Catalyst {I0OS-XE)WLC 192.168.166.65 17.09.04 root RtpW2121! RtpW2121!

Al

EH

CSV File Open(CSV It ¥7|) WLC HE
CSV I} E CMXZE 71X 27|

g R MM CMXZ 0|5 3+248 SFTP(Secure File Transfer Protocol) &= SCP(Secure

Copy Protocol)2t Z2 ™& Yol ERFLICH MobaXterm EEE WinSCP2H £ 2 ZE2I2 1}
U &7 ol = /UE BoiM 7| M2 MSE = U&LICH Wireless LAN Controllers.csv It
22 SFTPE a¥st= Mol Rl2m, CMXollM SFTPE Sall A= 2| 20| +¥x|x Chaxt
Zo| mtelo| M&ELICH

<#root>
[cmxadmin@cmx1063 ~1$

sftp tac@92. 168. 166. 91

tac@192.168.166.91's

passwor d:

Connected to 192.168.166.91.
sftp>

cd Desktop/ VWX TZ

sftp>
dir
Wireless LAN Controllers.csv

sftp>

get "Wreless LAN Controllers. csv"

Fetching /cygdrive/c/Users/tac/Desktop/CMX/Wireless LAN Controllers.csv to Wireless LAN Controllers.csv
/cygdrive/c/Users/tac/Desktop/CMX/Wireless LAN Controllers.csv 100% 224 2.3KB/s 00:00
sftp>

exit



[cmxadmin@cmx1063 ~]$

Is -1h

total 28K

dr-xr-xr-x. 2 cmxadmin cmxadmin 4.0K Aug 29 2022 bin

-rw-r--r--. 1 cmxadmin cmxadmin 224 Jan 22 14:29 Wireless LAN Controllers.csv

[cmxadmin@cmx1063 ~]$

1 utd o|Fof|l SHO| UE B SFTPE ALE35t0 IUZ 7HX2 W [HZEE AE5H
OF 2fLICH O|E A st™ SFTPE= 30| U= mtUe| 0|2 B EXtE= ZHFELCH

CMXO0f| M e A

CMXoi SSH 21dE d¥st Chsnt Z 0| BHES AlAeLIct

<#froot>



[cmxadmin@cmx1063 ~]$

cmxctl config controllers inport

Please specify import type [PI/FILE] [FILE]:

FI LE

Please enter CSV file path:

/ home/ cnxadmi n/ Wrel ess LAN Controll ers. csv

Controller Added 192.168.166.33
Controller Added 192.168.166.34
Controller Added 192.168.166.65
[cmxadmin@cmx1063 ~]$%

o2k

Fo: 0t B2 = g4 /home/cmxadmin/Z2 A|ZH&hL|C},



CMXof M =tel

1
%0
o>
r
ful

CMX GUI & CLIOI|A F=7HE WLCE 2fRlstod MCHZ ArSst=X| &eld
CMX GUI:

SYSTEM(AARN)SE 0|S3st1 of2fE A3 E5t0{ WLCE R &LICH WLC= O|0|x|of| EA|E! CH
EIPFAE sMo=Z FAISoF ELICH CHE My 2 EX7E ASE 2l0lgLct

Controllars

[y— [r— M-h: [rr— Action
CMX GUI

CMX CLI:

<#root>

[cmxadmin@cmx1063 ~]$

cmxctl config controllers show

o e TR ittt e +-————- - +
| IP Address | Type | Version | SHA2 | Status |
o e TR ittt e +-————- - +
| 192.168.166.65 | Catalyst (IOS XE) WLC | 17.09.04 | Yes |
ACTI VE

|

o e TR ittt e +-————- - +
| 192.168.166.33 | Aire0OS WLC | 8.10.196.0 | Yes |

ACTI VE

|

o e TR ittt e +-————- - +
| 192.168.166.34 | Aire0OS WLC | 8.10.196.0 | Yes |

ACTI VE

|

o e TR ittt e +-————- - +

[cmxadmin@cmx1063 ~]1%

WLCO{| A =2l

WLCOM CMX2te| 42 E GUI X CLIE Sall &g & A&LICh



AireOS GUI:

olO|x|oll E A|E! CHZ Monitor(2 L|E]) > Cloud Services(2 2t E AMH|A) > CMX(CMX)Z 0|5 &

L|ct.

vl

CISCO WLANs CONTROLLER

WIRELESS

SECURITY

MANAGEMENT

COMMANDS  HELP

MONITOR

Monitor
CMX Server

Summary
CMX Server IP

-

Access Points
RSSI

-

Cisco CleanAir

192.168.166.70

-

Statistics Info

» CDP

Services

Statistics

Sub-Services

Mobile Station
Tags

Mabile Station

Mobile Station

AP Monitor Service Configuration

*» Rogues
Clients
Sleeping Clients
Multicast

» Applications
Local Profiling

| Cloud Services
CIMX

= Telemetry
Network Assurance
Webhook

AireOS CMX @174 &l

AireOS WLC CLI:

<#root>
(Cisco Controller) >

show nnmsp status

Number of Nmsp TLS Connections supported..
Number of Nmsp HTTPS Connections supported
CMX Server Echo Resp Echo Req

192.168.166.70 847 847
(Cisco Controller) >

9800 WLC GUI:

Tx Data

Rx Data

Group Subscriptions

None

o|O|X|ofl EA|E! CHE Monitor(Z LIE) > Wireless(F41) > NMSP > DNA Spaces Information(DNA

St 8E)ez o|sELICH



il Cisco Catalyst 9800-CL Wireless Controller  Welcomeroot | # ® A B & @ @ & Q & Feedack .

<l

* > NMSP]
DNA Spaces Information | Statistics Contr ller Settings
DMA Spaces T Tx Echo T RxEcho Y TxData YT RezData T Unsupported Y
Status T IP Transport T Response Request Frame Frame Connections T Disconnections T Messages
(4] 192.168.166.70 TLS 883 883 6 17 3 2

1 10 »

9800 WLC GUI0A CMX &2l

9800 WLC CLI:

<{froot>
#

show nnsp status

NMSP Status

DNA Spaces/CMX IP Address Active Tx Echo Resp Rx Echo Req Tx Data Rx Data Transport

192.168.166.70 Active 877 877 6 17 TLS

=X &4

CMX2t WLCH M S Aol 2XME& sHZst= d0l EZE&LICH. SNMP2F NMSPet 22 Z2EZ2 &Y
g Ost Z2EEZE 7HFE|MH, SNMP2E NMSP7H " El= S CHEHE oléalistr| fIsH & ClHolA
oM EXE sidste W0l 85X 2 sfigol oi? SLELICH

AireOS WLC =X a2

SNMP ClH & ChEat Zo| #43He & &Lt

(Cisco Controller) >debug snmp all enable

NMSP C|H1= CtE3t Z 0| &d8tE = JU&LICh

(Cisco Controller) >debug nmsp all enable



-

CIHOE HIE d3tstcd® ChEa Zo| BB S +~AFLICH

(Cisco Controller) >debug disable-all

9800 WLC 2 s &

NMSP C|tHHI= CHE1 Zo| 2 9&E +~ A&LIch

#set platform software trace nmspd chassis active RO all-modules verbose

mZ! x|, ctSa 2ol CMX IP =42 EHEEELCH

#config t

(config)#ip access-Tlist extended NMSP

(config-ext-nacl)#permit ip host <CMX IP Address> any

(config-ext-nacl)#permit ip any host <CMX IP Address>

#monitor capture NMSP interface <Interface - port> both access-Tist NMSP buffer size 100
#monitor capture NMSP start

CIHOE &8st OfS BPE ZLIEZSte{H ChS S s &Lich

#request platform software trace archive last 1 days target bootflash:NMSPArchive
#monitor capture NMSP stop
#monitor capture NMSP export bootflash:NMSP.pcap

ClHZ & o3 2%

Ct=1F 2ol Hg d3tstt{™

#no monitor capture NMSP
#set platform software trace nmspd chassis active RO all-modules notice

CMX =X s &

Ctgat Z0|CMX 2O & &Lt

[cmxadmin@cmx1063 ~]$ cmxos techsupport dump
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