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show iotod-iw status

L e i W e wd W B e T %I

Cisco-137.250.148#show iotod-iw status
IOTOD IW mode: Offline
Cisco-137.250.148#
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configure jotod-iw offline

Cisco-137.250.148#configure iotod-iw
offline Set up IOTOD IW mode to offline
online Set up IOTOD IW mode to online. The device can be managed from the
IOTOD IW Cloud Server (if it is connected to the Internet)

Cisco-137.250.148#configure iotod-iw [}
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CISCO Cisco URWB IW9165DH Configurator

ULTRA RELIABLE 5.137.250.148 - MESH END MODE
WIRELESS BACKHAUL

10TOD IW m Configuration contains changes. Apply these changes? Discard Apply
IW-MONITOR

FM-QUADRO
GENERAL MODE
GENERAL SETTINGS General Mode
- general mode Select MESH END mode if you are installing this Cisco 10T IW9165DH Series Access Point at the head end and

- wirelass radio connecting this unit to a wired network (i.e. LAN).

- antenna alignment and stats O mesh point
NETWORK CONTROL Mode: € mesh end
- advanced tools O gateway
ADVANCED SETTINGS
- advanced radio settings

Radio-off: [}

- static routes

- allowlist / blocklist LAN Parameters

- multicast

“snme Local IP: 10.122.136.9

- radius

- nip Local Netmask: 255.255,255,192
- ethernet filter

- 12tp configuration Default Gateway: 10.122.136.1

- vlan settings

- Fluidity Local Dns 1:

- Mmisc sattings Local Dns 2:

- smart license

MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default
- reboot

- logout

© 2023 Cisco andlor its affillates. All rights reserved.
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CISCO Cisco URWB IW9165DH Configurator

ULTRA RELIABLE 5.137.250.148 - MESH END MODE
WIRELESS BACKHAUL

I0TOD IW WIRELESS RADIO
IW-MONITOR Enabled Wireless Settings
FM-QUADRO "Shared Passphrase” is an alphanumeric string or special characters excluding Tapex] "[double apex] '[backtick]

S[dollar] =[equal] \[backslash] and whitespace (e.g. "mysecurecamnet”) that indentifies your network. It MUST be
the same for all the Cisco URWE units belonging to the same network.

GENERAL SETTINGS
- general mode Shared Passphrase: eesssssss

- wireless radio
Show passphrase: [

- antenna alignment and stats
In order to establish a wireless connection between Cisco URWB units, they need to be operating on the same
NETWORK CONTROL frequency.
- advanced tools Radio 1 Settings
ADVANCED SETTINGS

- advanced radio settings Role: Fixed v

= static routes E MH 5180
requen Z). A
- allowlist / blocklist quenacy( )

- muiticast Channel Width (MHz): 20 v
- snmp
- radius Radio 2 Settings

- ntp Role: Disabled e

= ethernet filter

= I2tp conﬁguration
e Seuings Reset |
- Fluidity

- misc settings

-smart license
MANAGEMENT SETTINGS

= remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

@ 2023 Cisco andier its affiliates. All rights reserved.
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CISCO Cisco URWB IWS165D0H Configurator
M 5.037.250.1448 - MESH END MOOE

ANTENMA ALIGNMENT AND STATS

=3 Detected Links - Local Radio 1

Remats Usit Homate Radic Signal Strength Alignment
B137.260.80 1 =31 dBen (100%)] m

Detected Links = Local Radio 2
MO Link Available

FM QuadrotAd 2 L|E{&
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CISCO Cisco URWB IW9165DH Configurator
ULTRA RELIABLE 5.137.250.148 - MESH END MODE
WIRELESS BACKHAUL
IOTOD IW WIRELESS RADIO
IW-MONITOR Wireless Settings
FM-QUADRO "Shared Passphrase” is an alphanumeric string or special characters excluding "[apex] "[double apex] "[backlick]

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

- ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

3. Advanced Settings(Z. =

$[dollar] =[equal] \[backslash] and whitespace (g.g. "mysecurecamnet”) that indentifies your network. It MUST be
the: same for all the Cisco URWE units belonging to the same network

Shared Passphrase: eesssssss

Show passphrase: [

In order to establish a wireless connection between Cisco URWB units, they need to be operating on the same
frequency.

Radio 1 Settings

Role: Fixed v
Frequency (MHz): 5180 v
Channel Width (MHz): 20 v
Radio 2 Settings
Role: Fluidity '
Frequency (MHz): 5745 v
Channel Width (MHz): 20 v
Reset | Save

@ 2023 Cisco andlor its affiliates, All rights reserved.
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CISCO

ULTRA RELIABLE
WIRELESS BACKHAUL

IOTOD IW [ Offiine |
IW-MONITOR

FM-QUADRO

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

= allowlist / blocklist

- multicast

- snmp

- radius

- ntp

- ethernet filter

= I2tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

= logout
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Cisco URWB IW9165DH Configurator
5.137.250.148 - MESH END MODE

FLUIDITY
Fluidity Settings

The unit can operate in 3 modes: Infrastructure, Infrastructure (wireless relay), Viehicle.

The unit must be set as Infrastructure when it acts as the entry point of the infrastructure for the mobile vehicles
and it is connected to a wired network (backbone) which possibly includes other Infrastructure nodes. The unit
must be set as Infrastructure (wireless relay) ONLY when it is used as a wireless relay agent to other
Infrastructure units. In this operating mode, the unit MUST NOT be connected to the wired network backbone as
it will use the wireless connection to relay the data coming form the mobile units.

The unit must be set as Vehicle when it is mobile. Vehicle ID must be set ONLY when the unit is configured as
Vehicle. Specifically, Vehicle ID must be a unique among all the mobile units installed on the same vehicle. Unit
installed on different vehicles must use different Vehicle IDs.

The Network Type filed must be set according to the general network architecture. Choose Flat if the mesh and
the infrastructure networks belong to a single layer-2 broadcast domain. Use Multiple Subnets if they are
organized as different layer-3 routing domains.

Unit Role: Infrastructure v

Network Type: Flat v

The following advanced sefttings allow to fine-tune the performance of the system depending on the specific
environment. Please do not alter this settings unless you have read the manual first and you know what you are
doing.

The Handoff Logic controls the algorithm used by a mobile radio to select the best infrastructure point to connect
to. In Normal mode, the point providing the strongest signal is selected. In Load Balancing mode, the mobile
radio prefers the point which provides the best balance between signal strength and amount of traffic carried.

Handoff Logic: Standard v

=

© 2023 Cisco andlor its affiliates. All rights reserved,
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ULTRA RELIABLE
WIRELESS BACKHAUL

IOTOD IW w

IW-MONITOR

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- snmp

- radius

- ntp

- ethernet filter

- I2tp configuration

- vlan settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

4.2x2 MIMOE At

ste 3

Cisco URWB IW9167EH Configurator
5.246.2.120 - MESH POINT MODE

FLUIDITY
Fluidity Settings

The unit can operate in 3 modes: Infrastructure, Infrastructure (wireless relay), Viehicle.

The unit must be set as Infrastructure when it acts as the entry point of the infrastructure for the mobile vehicles
and it is connected to a wired network (backbone) which possibly includes other Infrastructure nodes. The unit
must be set as Infrastructure (wireless relay) ONLY when it is used as a wireless relay agent to other
Infrastructure units. In this operating mode, the unit MUST NOT be connected to the wired network backbone as
it will use the wireless connection to relay the data coming form the mobile units.

The unit must be set as Vehicle when it is mobile. Vehicle ID must be set ONLY when the unit is configured as
Vehicle. Specifically, Vehicle ID must be a unique among all the mebile units installed on the same vehicle. Unit
installed on different vehicles must use different Vehicle |Ds.

The Network Type filed must be set according to the general network architecture. Choose Flat if the mesh and
the infrastructure networks belong to a single layer-2 broadcast domain. Use Multiple Subnets if they are
organized as different layer-3 routing domains.

Unit Role: Vehicle v
Automatic Vehicle ID: B Enable

Network Type: Flat W

The following advanced settings allow to fine-tune the performance of the system depending on the specific
environment. Please do not alter this settings unless you have read the manual first and you know what you are
doing.

The Handoff Logic controls the algorithm used by a mobile radio to select the best infrastructure point to connect
to. In Normal mode, the point providing the strongest signal is selected. In Load Balancing mode, the mobile
radio prefers the point which provides the best balance between signal strength and amount of traffic carried.

Handoff Logic: Standard '

]

© 2023 Cisco andior its affiliates. All rights reserved.
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CISCO Cisco URWB IW9167EH Configurator

ULTRA RELIABLE 5.246.2.120 - MESH POINT MODE
WIRELESS BACKHAUL

I0TOD IW ADVANCED RADIO SETTINGS
BTN Radio 1
GENERAL SETTINGS FluidMAX Management

B genera] mode Force the FluidMAX operating mode of this unit, If the operating mode is Primary/Secondary a FluidMAX Cluster

-wireless radio ID can be set. If the FluidMAX Autoscan is enabled, the Secondary units will scan the frequencies to associate
‘ with the Primary with the same Cluster ID. In this case, the frequency selection on the Secondarys will be

- antenna alignment and stats disabled.

NETWORK CONTROL

Radio Mode: OFF
- advanced tools

ADVANCED SETTINGS Max TX Power

- advanced radio settings Select the max power level that the radio shall use to transmit {power level 1 sets the highest transmit power).
- static routes The Cisco URWB TPC (Transmit Power Control) will automatically select the optimum transmission power
according to the channel condition while not exceeding the MAX TX Power parameter. Mote: in Europe TPC is

- allowlist / blocklist automatically enabled.

senme Select TX Max Power: 1 v
- radius

=g Antenna Configuration

- ethernet filter

- 12tp configuration Select radio 1 antenna gain and antenna number.
- vlan settings

- Fluidity

- misc settings

Select Antenna Gain: UNSELECTED '

s =, N
MANAGEMENT SETTINGS Antenna number: ab-antenna
- remote access

Data Packet Encryption
- firmware upgrade
- status Enable AES to cypher all wireless traffic. This setting must be the same on all the Cisco URWB units,
- configuration settings
- reset factory default Enable AES: Disabled W
-reboot
Maximum link length

- logout

Insert the length of the longest link in the net, or let the system select an optimal value.
Distance: 3

Unit: @ Km () Miles

& 2023 Cisco andlor Its affiliates. All rights reserved.
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CISCO.

ULTRA RELIABLE
WIRELESS BACKHAUL

I0TOD IW
IW-MONITOR

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools

ADVANCED SETTINGS

- advanced radio settings

MP - 10.122.136.10

- L]
M 5180 (@ 5745

Cisco URWB IW9167EH Configurator
5.246.2.120 - MESH POINT MODE

ANTENNA ALIGNMENT AND STATS
Detected Links - Local Radio 1

Remote Unit Remote Radio Signal Strength Alignment
5.137.250.148 1 -67 dBm (100%)
5.137.250.80 1 .52 dBm (100%)

Detected Links - Local Radio 2
NO Link Available
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