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CAPWAP PMTU ZM HI7LIE
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CAPWAP Z=2l 50{ AP= DF HIE7} ™ El Z|C CAPWAP PMTUE 1485HI0|E & g AMELICE
&S 5% 7|cELCt.

« SEO0| LI ICMP "Fragmentation Needed"7} =25t AP7| 576HO|E 2 E|E 07 = QI
2 WEAH 2t= 8 CHS RUNO| =2 35tH PMTUE 22|2{1 A= gL ct.

=

i EAN-E kS } | i RISt } I |Ei | F H?I |
! 15 106 1499H}O|E = 2 E2(DF &/&h)7} E AIEILICE No same-size response - I Z! 0| EHH
SL o4 |7:| = E |_g|-J\o-|oo |_ |_ H | |_ |_O " " |_ |E_
gt gio| B2 E St == &2 LIEILICE. 2 CHS ICMP "Fragmentation Needed"7t EA|E
17 B7:41:47.427848 8.892187 10.201.166.185 19.281.234.34 CAPHAP-Cont— 264 Set CAPWAP-Control - Discovery Request[Malformed Packet]
Bg B7:42:45.435367 58.9075. 19.201.166.185 18.201.234.34 DTLSv1.@ 117 Set Client Hello

92 B7:42:45.437784 8.882417 10.201.166.185 18.281.234.34 DTLSv1.@ 137 Set Client Hello

o8 B7:42:45.667215 8.229431 19.201.166.185 18.201.234.34 DTLSv1.@ 590 Set Certificate (Fragment)

99 B7:42:45. 667268 B.808845 10.201.166.185 18.281.234.34 DTLSv1.@ 59@ Set Certificate (Fragment)

iea 87:42:45.667293 8.0800633 10.201.166.135 18.201.234.34 DTLSv1.@ 178 Set Certificate (Reassembled)

191 B87:42:45.667316 9.908023 10.201.166.185 18.281.234.34 DTLSv1.@ 329 Set Client Key Exchange

102 87:42:45.667347 2.808631 10.201.166.185 18.281.234.34 DTLSv1.@ 329 Set Certificate Verify

183 B87:42:45.667372 9.8080325 10.201.166.185 18.281.234.34 DTLSv1.@ 6@ Set Change Cipher Spec

184 87:42:45.667394 9.898822 10.201.166.185 18.281.234.34 DTLSv1.@ 123 Set Encrypted Handshake Message

ation Data

DTLSv1.@ 1499 Set App
CMP Destination unreachs Fragmentation

58, 5 DTLSv1.@ 411 Set App'licat‘mn Data
114 87:42:50.718532 9.847513 19.201. ‘166 185 18.201.234.34 DTLSv1.@ 539 Set Application Data
115 87:42:58.718571 . 808839 10.201.166.185 10.201.2234.34 DTLSv.@ 539 Set Application Data

e AP til! Debug("debug capwap client path-mtu")= AP7} 1485HF0|E 2 MHX{ A/ &1 S
2 5% 7|CHRiCtE W8 EoiELICH 8HO| g2 42, H &2 2o CtE 7 ¥ miAg B
LICE of&] 7+ EHA[of QU7| 2 of AlZtE 'SH|” ‘E!PJF igLICt ClHO 230 EAIE CHE
AP7t WLCOI| ZQIStE & st2{H 2|4 S 2 O|SELC

*Jul 11 18:27:15.000: CAPWAP_PATHMTU: CAPWAP_DTLS_SETUP: MTU = 1485

*Jul 11 18:27:15.000: CAPWAP_PATHMTU: Setting default MTU: MTU discovery can start with 576

*Jul 11 18:27:15.235: %CAPWAP-5-DTLSREQSUCC: DTLS connection created sucessfully peer_ip: 10.201.234.34
*Jul 11 18:27:15.235: CAPWAP_PATHMTU: Sending Join Request Path MTU payload, Length 1376, MTU 576

*Jul 11 18:27:15.235: %CAPWAP-5-SENDJOIN: sending Join Request to 10.201.234.34

*Jul 11 18:27:20.235: %CAPWAP-5-SENDJOIN: sending Join Request to 10.201.234.34
*Jul 11 18:27:21.479: %CAPWAP-5-JOINEDCONTROLLER: AP has joined controller c9800-CL

Ol Aol M capwap 22H0|HE rcb#tshow Al&listH CAPWAP AP MTU7Z} 576HI0|E0f i8S &

= U&LICH

3702-AP#show capwap client rcb
AdminState : ADMIN_ENABLED
Primary SwVer : 17.9.3.50



MwarName : c9800-CL
MwarApMgrIp : 10.201.234.34
OperationState : JOIN
CAPWAP Path MTU : 576
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266 B8:36:06.777257 21.8865.. 18.201.166.185 109.201.234.34 DTLSv1.@ 123 Set Application Data
267 88:36:86. 778867 B.880818 18.201.234.34 18.201.166.185 DTLSv1.@ 139 Set Application Data
268 B8:36:12.689324 5.911257 10.281.166.185 18.281.234.34 DTLSv1.@ 1619 Set Application Data
269 @8:36:12.6908257 08.800933 19.201.234.34 19.201.166.185 DTLSv1.@ 987 Set Application Data
278 @8:36:12.700439 08.810182 19.201.166.185 10.201.234.34 DTLSv1.@ 155 Set Application Data
M AR:-3R:-12_781442 A.AR1ea3 14781 234 34 18281 _166_.185 N7l Swl .8 139 Set Annliration Data

07| M S AP Bl Debug(debug capwap client pmtu)= AP7} 3 X2 2 1005HI0|E PMTUE
&St AP PMTU 22 HHI0|EE fIXIE EoiFLILCH.

*Jul 11 18:28:39.911: CAPWAP_PATHMTU: PMTU Timer Expired: Trying to send higher MTU packet 576
*Jul 11 18:28:39.911: CAPWAP_PATHMTU: PMTU Timer:Sending Path MTU packet of size 1005

*Jul 11 18:28:39.911: CAPWAP_PATHMTU: MTU = 1005 for current MTU path discovery

*Jul 11 18:28:39.911: CAPWAP_PATHMTU: Ap Path MTU payload with MTU 1005 sent 888

*Jul 11 18:28:39.911: CAPWAP_PATHMTU: Stopping the message timeout timer

*Jul 11 18:28:39.911: CAPWAP_PATHMTU: Setting MTU to : 1005, it was 576

*Jul 11 18:28:39.911: CAPWAP_PATHMTU: Updating MTU to DPAA

*Jul 11 18:28:39.915: CAPWAP_PATHMTU: Sending MTU update to WLC

*Jul 11 18:28:39.915: CAPWAP_PATHMTU: MTU = 1005 for current MTU path discovery

*Jul 11 18:28:39.915: CAPWAP_PATHMTU: Ap Path MTU payload with MTU 1005 sent 21

0| =70l CAPWAP ZE20|1E rcbE #show CAPWAP AP MTU7t 1005HI0|E0f ®I28 2 A &
M show =24Q!L|C}.

3702-AP#show capwap client rcb
AdminState : ADMIN_ENABLED
Primary SwVer : 17.9.3.50

Name : 3702-AP

MwarName : c9800-CL
MwarApMgrIp : 10.201.234.34



OperationState :

CAPWAP Path MTU :
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“Jul 11 18:29:45.911: CAPWAP_PATHMTU: PMTU Timer:Sending Path MTU packet of size 1485

“Jul 11 18:29:45.911: CAPWAP_PATHMTU: MTU = 1485 for current MTU path discovery

“Jul 11 18:29:45.911: CAPWAP_PATHMTU: Ap Path MTU payload with MTU 1485 sent 1368

“Jul 11 18:29:45.911: CAPWAP_PATHMTU: Received ICMP Dst unreachable

“Jul 11 18:29:45.911: CAPWAP_PATHMTU: Src port:5246 Dst Port:60542, SrcAddr:10.201.166.185 Dst Addr:10.
“Jul 11 18:29:45.911: CAPWAP_PATHMTU: Calculated MTU 1293, last_icmp_mtu 1300

“Jul 11 18:29:48.911: CAPWAP_PATHMTU: Path MTU message could not reach WLC, Removing it from the Reliab
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0.0088435 18.281.
9.080252 10.281.
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18.201.234.34

[*07/11/2023 19:06:10.7065] AP_PATH_MTU_PAYLOAD_msg_enc_cb:

2 QI8 C}2 AP7HICMP next hop (2 1300HI0|E 2 X| &5t
Hslod PMTUE &4 EHLICt

DTLSw1. 8
)

CAPWAP - Ual:a Keep-Al
Application Data

DTLSv1.8

234,34 19.291.166.185 CAPWAP-Data CAPWAP-Data Keep-Alive[Malformed Packet]
234.34 10.201.166.185 DTLSw1.8 Application Data
166.185 19.291.234. 34 DTLSv1. 8 Application Data
234.34 18.2091.166.185 DTLSw1.8 Application Data
166.185 10.201.234.34 DTLSv1.8 Application Data
234.34 18.2091.166.185 DTLSw1.8 #Application Data
166.185 19.201.234.34 DTLSv1. 8 Application Data
234,34 18.291.166.185 DTLSw1.8 139 Set #Application Data
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Jul 11 19:06:10 kernel: [*07/11/2023 19:06:10.7066] Sending Join request to 10.201.234.34 through port
Jul 11 19:06:10 kernel: [*07/11/2023 19:06:10.7066] Sending Join Request Path MTU payload, Length 1376

Jul 11 19:06:15 kernel: [*07/11/2023 19:06:15.3235] AP_PATH_MTU_PAYLOAD_msg_enc_cb: request pmtu 1485,
Jul 11 19:06:15 kernel: [*07/11/2023 19:06:15.3235] Sending Join request to 10.201.234.34 through port
Jul 11 19:06:15 kernel: [*07/11/2023 19:06:15.3235] Sending Join Request Path MTU payload, Length 1376
Jul 11 19:06:15 kernel: [*07/11/2023 19:06:15.3245] chatter: chkcapwapicmpneedfrag :: CheckCapwapICMPNe

Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.0794] AP_PATH_MTU_PAYLOAD_msg_enc_cb: request pmtu 1005,
Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.0794] Sending Join request to 10.201.234.34 through port
Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.0794] Sending Join Request Path MTU payload, Length 896
Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.0831] Join Response from 10.201.234.34, packet size 917
Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.0832] AC accepted previous sent request with result code:
Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.0832] Received wlcType 0, timer 30

Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.5280] WLC confirms PMTU 1005, updating MTU now.

Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.5702] PMTU: Set capwap_init_mtu to TRUE and dcb's mtu to
Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.5816] CAPWAP State: Image Data

Jul 11 19:06:20 kernel: [*07/11/2023 19:06:20.5822] AP image version 17.9.3.50 backup 17.6.5.22, Contro

IjZ! 27|= AP-COSO| CH3H of & & CHE oY Sl 7t 4= pmtu 242! 14838t O|EILICH THZ! 1% 11680] EA|El=
&2 oSt 2 &L
1135 89:13:33, 358475 B.08876E 18.291.166. 187 19.291.234.34 CAPWAP-Control 298 Set CAPWAP-Control - Discovery Request[Malformed Packet]
1136 89:13:33, 359044 8.008569 10,2081.234.34 1@.201.166.187 CAPWAP-Control 143 Set CAPWAP-Control - Discovery Response
1151 89:13:3B8.172586 4.813542 Cisco_93:B4:88 Cisco_93:B4:68 WLCCP 298 Set U, func=UI; SNAP, OUL @xB@4@96 (Cisco Systems, Inc), PID BxBBe8
1153 ©9:13:42, 905529 4,732943 10.201.166.187 19.201.234,34 DTLSv1. 2 272 Set Client Hello
1154 89:13:42. 996508 0.981371 18.201.234.34 18.201.166.187 DTLSwl.2 94 Set Hello Verify Request
1155 09:13:42. 997727 0.800827 10.201.166.187 10.201.234.34 DTLSw1.2 292 Set Client Hello
1156 99:13:42, 903338 9.002203 10.201.234.34 18.201.166.187 DTLSv1. 2 558 Set Server Hello, Certificate[Reassembly error, protocol DTLS: Hew fi
1157 @9:13:42. 909963 2.228233 18.201.234.34 18.201.166.187 DTLSw1.2 558 Set Certificate[Reasseably error, protocol DTLS: Hew fragment overla
1158 89:13:42. 98H590 0.800827 19.201.234.34 18.201.166.187 DTLSw1.2 558 Set Certificate[Reassembly error, protocol DTLS: Mew fragment overla
1159 29:13:42.910032 0.0eea42 19.201.234.34 18.201.166.187 DTLSw1.2 558 Set Certificate[Reassembly error, protocol DTLS: Hew fragment overla)
1168 89:13:42. 918068 0.020828 19.201.234.34 18.201.166.187 DTLSw1.2 558 Set Certificate[Reassembly error, protocol DTLS: New fragment overla)
1161 89:13:42, 918087 0.000827 10.201.234.34 18.201.166.187 DTLSw1.2 121 Set Certificate Request[Reassembly error, protocel DTLS: Mew fragmen
1162 B9:13:42. 928659 2.218572 18.201.166.187 18.201.234.34 DTLSw1. 2 598 Set Certificate[Reassembly error, protocol DTLS: New fragment overla)
1163 89:13:42. 942614 ©9.813955 19.201.166.187 16.201.234.34 DTLSw1.2 5598 Set Certificate[Reassembly error, protocol DTLS: Mew fragment overlaj
1164 89:13:43.552554 0.689%48 16.201.166.187 16.201.234.34 DTLSwl. 2 453 Set Client Key Exchange[Reassembly error, protocol DTLS: Mew fragmen

1165 89:13:43. 554847 9.801493 18.281.234_34 18.281.166.187 DTLSw1. 2 11 Set Change Cipher Spec, Encrypted Handshake Message
DTLSw1. 2 1483 Set Application Data

78 Not P Destination unreachable (Fragmentation needed)

DTLSw1. 2 1803 Set ] Application Data

1174 09:13:52.975783 8.002997 10.201.234.34 16.201.166.187 DTLSVL. 2 1098 Set Application Data
1179 ©9:13:53.930451 8.963668 10.201.166.187 10.201.234.34 DTLSVL.2 955 Set Application Data
1188 ©9:13:53.930497 8.000046 10.201.166.187 16.201.234.34 DTLSVL. 2 955 Set Application Data
1181 ©9:13:53.939526 0.000629 10.201.166.187 10.201.234.34 DTLSvL.2 955 Set Application Data
1182 ©9:13:53.930555 2.000020 10.201.166.187 10.201.234.34 DTLSVL.2 527 Set Application Data
1183 ©9:13:53. 941676 £.002121 10,201.234.34 10.201.166.187 DTLSv1.2 378 Set Application Data
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AP 2|l C|tH2(debug capwap client pmtu)&IL|C}

Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1341] wtpEncodePathMTUPayload: Total Packet Size:
Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1341] wtpEncodePathMTUPayload: Capwap Size 1is 137
Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1341] [ENC]JAP_PATH_MTU_PAYLOAD: pmtu 1485, Tlen 13
Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1341] capwap_build_and_send_pmtu_packet: packet 1T
Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1343] Ap Path MTU payload sent, Tength 1368

Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1343] WTP Event Request: AP Path MTU payload sent
Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1351] pmtu icmp pkt(ICMP_NEED_FRAG) from click re
Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1351] chatter: chkcapwapicmpneedfrag :: CheckCapw
Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1351] PMTU data: dcb->mtu 1005, pmtu_overhead:118
Jul 11 19:08:15 kernel: [*07/11/2023 19:08:15.1351] PMTU: Last try for next hop MTU failed

Jul 11 19:08:17 kernel: [*07/11/2023 19:08:17.9850] wtpCleanupPMTUPacket: PMTU: Found matching
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kernel:
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6435]
6435]
.6436]
.6436]
6437]
6438]
6446]
6446]
6446]
6447]

wtpEncodePathMTUPayload: Total Packet Size:
wtpEncodePathMTUPayload: Capwap Size 1is 137
[ENCJAP_PATH_MTU_PAYLOAD: pmtu 1485, Ten 13
capwap_build-and-send_pmtu_packet: packet 1
Ap Path MTU payload sent, length 1368

WTP Event Request: AP Path MTU payload sent
pmtu icmp pkt(ICMP_NEED_FRAG) from click re
chatter: chkcapwapicmpneedfrag :: CheckCapw.
PMTU data: dcb->mtu 1005, pmtu_overhead:118:
PMTU: Last try for next hop MTU failed

Jul 11 19:08:46 kernel: [*07/11/2023 19:08:46.4945] wtpCleanupPMTUPacket:

CtS2 Y AP ZAQULICH THZ! 5 1427 2! 14482 = QIFHL|C}H

1424 89:15:13.511489 0. e8eas7 Cisr_a:93:84:60 (isco:93:a-d:6i) WLCCP 671 Set
1425 :15; 6.294171 18.201.166.187 18.2021.234.34 DTLSv1.2 1483 Set
427 89 ©.889444 18.201.166.161 g

U, func=UI; SNAP, OUI @x@eeee8 (Officially Xer
Application Data

1428 89:15:19. 886515 2.089411 18.201.234.34 18.281.166.187 CAPWAP-Data 188 Set

1433 89:15:21.462377 1.655862 Cisco 93:84:60 Cisco 93:84:60@ WLCCP 122 Set
1434 89:15:21.4632413 9.880836 Cisco_93:84:60 Cisco_93:84:860 WLCCP 122 Set
1435 #9:15:21.858913 ©. 388508 Cisco_93:84:60 Cisco 93:84:60 WLECCP 122 Set
1438 89:15:32,161352 1@.3104.. 10.201.166.187 18.201.234.34 DTLSv1. 2 187 Set
1439 89:15:32.162837 0.088685 18.281.234.34 16.201.166.187 DTLSv1. 2 114 Set
1449 89:15:33.665648 1.583611 1@.201.166.187 18.201.234.34 DTLSv1.2 571 Set
1441 89:15:33. 666353 9.088785 18.201.234.34 16.201.166.187 DTLSw1. 2 99 Set
1443 89:15:37.533517 3.867164 Cisco_93:84:68 Cisco_93:84:60 WLCCP 122 Set
1444 89:15:38.122776 ©.589259% Cisco 93:84:60 Cisco_93:84:68@ WLCCP 122 Set
1445 89:15:38.171399 ©.848623 (isco_93:84:60 Cisco_93:84:860 WLCCP 298 Set

1447 89:15:48. 654943 2.513544 Cisco_93:84:60 Cisco_93:84:68@ WLCCP 122 Set
1448 89:15: 10.281.166.187 18.201.234.34 DTLSv1. 2 1483 Set

achable (Fragmentation needed)

CAPWAP-Data Keep-Alive[Malformed Packet]

U, func=UI; SNAP, OUI ©x@@000@ (Officially Xer
U, func=UI; SHAP, OUI @xBe8ee@ (0fficially Xer
U, func=UI; SNAP, OUI @xB06088 (Officially Xer
Application Data

Application Data

Application Data

Application Data

U, func=UI; SNAP, OUI @xBoeoee (0fficially Xer
U, func=UI; SNAP, OUI ©xB0600@ (Officially Xer
U, func=UI; SHAF, OUI @xB4896 (Cisco Systems,
U, func=UI; SNAP, OUI ©xB06088 (Officially Xer
Application Data

1451 ﬂ9 : 7 . ‘lﬂl 201.23. .34 18.281.186 CAPWAP-Data 182 Set
1452 89:15: 18 563890 ©9.248493 Cisco 93:84:68 Cisco_93: a-d (1] WLCCP 266 Set
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