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VK-WLC#show aaa cache group VK-SRV-GRP all

IOSD AAA Auth Cache entries:

Entries in Profile dB VK-SRV-GRP for exact match:
No entries found in Profile dB

SMD AAA Auth Cache Entries:
Total number of Cache entries is 0

WNCD AAA Auth Cache entries:

MAC ADDR: C4E9.0A00.B1BO
Profile Name: VK-CACHE

User Name: vk@wireless.com
Timeout: 28800

Created Timestamp : 09/18/25 15:28:54 UTC
Server IP Address: 10.106.37.159

AAA FHAlol CHaH X|ElE 215 RYE2 2 Z4&Lch

+ EAP-TLS
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« MAB(MAC Authentication Bypass), MAB+PSK & MAB+802.1x/iPSK
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radius server VK-ISE
address ipv4 10.106.37.159 auth-port 1812 acct-port 1813
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aaa cache profile VK-CACHE all
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aaa group server radius VK-SRV-GRP
server name VK-ISE
cache expiry 8
cache authorization profile VK-CACHE
cache authentication profile VK-CACHE
deadtime 5
radius-server dead-criteria time 5 tries 5
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aaa authentication dotlx default group VK-SRV-GRP cache VK-SRV-GRP
aaa authorization network default group VK-SRV-GRP cache VK-SRV-GRP
aaa Tocal authentication default

authorization default

aaa authorization credential-download default cache VK-SRV-GRP
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aaa authentication dotlx default cache VK-SRV-GRP group VK-SRV-GRP
aaa authorization network default cache VK-SRV-GRP group VK-SRV-GRP
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« Certificates(21& A1) > Certificate Management(2!& M £t 2l) > Certificate Signing
Requests(Q1E A MY 2%)E &3l CSR(Certificate Signing Request)S A8 L|C}.

= Cisco ISE Administration - System e % & &= a
Legging Maintenance Upgrade Health Checks Backup & Restore Admin Access Sattings
Usage
* Canifgane(s) wil be used for AP Authantication »
B Abow Webazaid Carstieatas ] (D)
Tromed Confoans Nade(s)
GCIP Cllens Frofie

Gonecate CSA's for thase Modex
Cartificats Sgnisg Requents

hioe G5 Frioncy Mams
Cerifican Pariobc Chech 5o,
B tNEOL-wirmians ERSOL-wirpionsTAP Jsihantication
Cartificats athonity w Subjest
Ot Comeman ama (28
lab-test o©
Insued Cortiicates
Cortfieass Aumerity Certfiest
Organizsonat Uns [0U)
Intarnal CA Sesingn A
Cartficass Templatas

Extneral CA Sattings [——
co

« MHE QISMLCIRZE(.cer EE .pem E4)



Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, pasie a base-64-encoded CMC or PRCS #10 cerificate request or PKCS #7 renewal request generated by an exiemal source (such as a Web server) in the Saved Request box,

Saved 8t

e4vencodeq 170K L 1FQFOS FTXgABUIMBGEN yHEt rukHE fuys8/ 4
Ba 2 gFOsFTXg) ot PUKHE fwys8/ 4
cortificaty request RASIAUMGLYATr{Yo R4z cnAmud GycNT pagva/ W
[CMC o AruHI TN MMKGESGCdWol Lo FYLBIR] IDEFTEE0KED
PRCS #10pr  —END CERTIFICATE REQUEST——
PHCS #Tk

]

Template:
Uiser w

Additianal Attributes:

Amributes

Microsoft Active Directory Certificate Services -- wireless-WIN-A2PCO7SFQQM-CA

Certificate Issued

The certificate you requested was issued to you.

) DER encoded or @® Base 64 encoded

Download certificate
Download certificate chain

« MEE QASM mtUZ Fol "Submit(ME)"S 22I6t01 ISEMIM QUBSME I ELICH
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Deployment  Licensing  Certificates  Logging ~ Maintenance ~ Upgrade  Health Checks  Backup & Restore  Admin Access  Settings
Gertficate Managament ~  Certificate Signing Requests

System Certificates.

USRI ET D Generate Certificate Signing Requests (CSR)

OCSP Client Profile

A by an extomal authorty, Click “export” y be signed by xiemal authority. Ater st click bind” 1o the signed W authority, Once & CSR is bound, it will bo
Certificate Signing Requests removed from this kst
Cenincats Reroda Chack 3 Q view & Expont [ Dolete Bind Gertificate vV
S » Friendly Name Gentificate Subject KeyLength Portal gro... Timestamp ~  Host
e ] , .0=Clsc.. 4096 Wed, 17 Sep 2025 ENSOL-wireless

Issued Cortificates

Centificate Authority Certificat...
Internal CA Settings

Certificate Templates

External GA Settings.
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Usage
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Certificate Autharity
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internal CA Settings
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External CA Settings.

Backup & Restore
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Certificates

CA Certificate Device Certificate

CA Certificate
Status: Available
Certificate Serial Number (hex): G1BDZ4E3B4B63B9FAZEFECTOO377C9BS
Certificate Usage: Signature
Issuer:
cn=wireless-WIN-A2PCOTSFQOM-CA
de=wireless
de=com
Subject:
cn=wireless-WIN-A2PCOTSFOQM-CA
de=wireless
dc=com
Validity Date:
start date: @6:56:44 IST Sep 12 2825
end date: @7:06:44 IST Sep 12 2838
Associated Trustpoints: newcert
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Thu, 16 Sep 2027

Thu, 7 Dee 2028
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Cancel




eap profile VK-EAP
method tls
pki-trustpoint newcert

0| @242 EAP-TLSE AR50 VK-EAPEH= EAP Z 210} MAI5t T AlZ| X|XME2 newcert2tE
ClE Mof| o= &rLCt.

GUI &: Configuration(Z1I|284|0|M) > Security(:2 2t) > Local EAP(2Z EAP)Z 0|53t EAP
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e — Profle Name® VE-EAF
LEAP
EAP-FAST
Selocted Rows ; 0 EAP-TLS
Prable Nami: Y LEAP Y  EAP-FAST Y EAP-TLS PEAP
VK-EAP Disabyled Disabiled Enabled "
Trustpoint Name PG Bt xv
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wlan vk802.1x 2 vk802.1x
local-auth VK-EAP
radio policy dotll 24ghz



radio policy dotll 5ghz

no security ft adaptive

security dotlx authentication-list default
no shutdown
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« WLAN ID 22 SSID vk802.1xE AA48fL|Ct.

VK-EAP Z 21}t 2 A8 3510 24 QIS & dsteLct.
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> 'E Consolel - [Consele Root\Certificates - Current User]

lﬁ File Action View Favorites Window Help
es @ Olc=H

Ol A
AE

v L) Certificates - Current Us A

»

| Personal

» | Trusted Root Certifici
» | Enterprise Trust

| Intermediate Certific
| Active Directory User
7 Trusted Publishers

+ | Untrusted Certificate

_| Third-Party Root Cer

| Trusted People

| Client Authenticatior
| Local NonRemaovablh

, | Certificate Enrolimer

~| Smart Card Trusted R v
>

Logical Store Name

i
C Truste Find Certificates...

| Enterg
~linterrr
| Active
_ Truste
_l Untru
| Third- Help

Al Tasks
New Window from Here

Refresh

>

Find Certificates...

Requﬁ New Certificate...

Impofi..

Advanced Operations

| Trusted People

| Client Authentication lssuers

" Local MonRemovable Certificates
| Certificate Enrollment Requests
| Smart Card Trusted Roots

Request a new certificate from a certification authority (CA) in your domain

> 'Tﬂ Consclel - [Conscle Root\Certificates - Current User]

lﬁ File Action View Favorites Window Help
ol AN:a) iz (= ARENESN 7

Actions
Certificates - Current User
More Actions

Personal

More Actions
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| Client Authentication lssuers

| Local NonRemovable Certificates
| Certificate Enrollment Requests
_| Smart Card Trusted Roots

Request a new certificate from a certification autherity (CA) in your demain

Actions
Certificates - Current User
More Actions

Personal
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WIS AL 5104 9800 WLCOIAM AAA FHA| B2 S =018t £ QIALICH Catalyst 9800 WLCO]
SMD AAA Auth Cache entries"7} OFL|Z2} "WNCD AAA Auth Cache entries" O} 2

CLI 83=
de Al gEe

off LtEEL|Ct.

show aaa cache group <Server Group> all

O HHS WLCOH KM E #M AAA FHA| =S EAIELICE &3 of:
WNCD AAA Auth Cache entries

Client MAC: 00:11:22:33:44:55

SSID: vk802.1x

User: user@domain.com

Cache Expiry: 8h

Auth Method: EAP-TLS
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X 1: PEAP Q15 0| 72,
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A3 5 s A|7F £ EHEl Cisco AV

cisco av 4 = AS AL Xl O|& = testuser

cisco-av-pair = AS-Credential-Hash=F2E787D376CBF6D6DD3600132E9C215D

H|ZH S = AS-Credential-Hash= NT-hash

generator)0|0{0F &} L|C}.
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show aaa cache group <Server Group> all

Lest ZE0|HE = 0| FHAlof U=X| & lF Lt

2CHA;: eI M MX| & AZ| X|H AS

show crypto pki trustpoints

show crypto pki certificates

CIE M7t 2HIEH MX|E|1 EAP-TLS QI& 2 98 MAs A= X|&ol| ofEE|of U=X| =HelshL]

Ct.

3EH: Q15 W =5 2ol

show running-config | include aaa authentication

show running-config | include aaa authorization

HAE 20| gHHE M 18 Y SHAl Z2Eg H=xstex| Holghct

5CHAH: RA L8 =% &0l

<#root>

2025/09/18 13:02:37.069850424 {wncd_x_R0-0}{2}: [radius] [16292]: (ERR): RADIUS/DECODE: No response fro
2025/09/18 13:02:37.069850966 {wncd_x_RO-0}{2}: [radius] [16292]: (ERR): RADIUS/DECODE: Case error(no r
2025/09/18 13:02:37.069853220 {wncd_x_R0-0}{2}: [aaa-sg-ref] [16292]: (debug): AAA/SG: Server group wra
2025/09/18 13:02:37.069853836 {wncd_x_R0-0}{2}: [aaa-sg-ref] [16292]: (debug): AAA/SG: Server group ref
2025/09/18 13:02:37.069855784 {wncd_x_R0-0}{2}: [aaa-sg-cache] [16292]: (debug): AAA/AUTHEN/CACHE: Don'
2025/09/18 13:02:37.069856826 {wncd_x_R0-0}{2}: [aaa-svr] [16292]: (debug): AAA SRV(00000000): protocol
2025/09/18 13:02:37.069860954 {wncd_x_R0-0}{2}: [aaa-authen] [16292]: (debug): MAC address in AAA reque
2025/ 09/ 18 13:02: 37.069864992 {wncd_x_R0-0}{2}: [aaa-svr] [16292]: (debug): AAA SRV(00000000): Authen nx
2025/09/18 13:02:37.069868198 {wncd_x_R0-0}{2}: [ewlc-infra-evmgr] [16292]: (debug): Add message event
2025/09/18 13:02:37.069875634 {wncd_x_R0-0}{2}: [ewlc-infra-evmgr] [16292]: (debug): Evmgr message even
2025/09/18 13:02:37.069876688 {wncd_x_R0-0}{2}: [wncd_0] [16292]: (debug): Sanet eventQ: AAA_CACHE_EVEN
2025/ 09/ 18 13:02: 37.069887794 {wncd_x_R0-0}{2}: [aaa-prof] [16292]: (debug): AAA/ PROFILE/ DB: Find - Four
2025/ 09/ 18 13:02: 37. 069955264 {wncd_x_R0-0}{2}: [aaa-sg-cache] [16292]: (debug): AAA AUTHEN CACHE( 00000(

this indiates

2025/09/18 13:
2025/09/18 13:

02:37.070019998 {wncd_x_R0-0}{2}:
02:37.070022944 {wncd_x_R0-0}{2}:

that cache/local auth 1is being used

[wncd_0] [16292]: (debug): AAA Local EAP(1419) Sending
[ewlc-infra-evmgr] [16292]: (debug): Add message event


mailto:vk@wireless.com:C4E90A00B1B0:

2025/ 09/ 18 13:02: 37.070025886 {wncd_x_R0-0}{2}: [aaa-sg-cache] [16292]: (debug): AAA/ AUTHEN CACHE( 00000(

2025/09/18 13:02:37.070028162 {wncd_x_R0-0}{2}: [ewlc-infra-evmgr] [16292]: (debug): Evmgr message even

AR
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-18/config-guide/b_wl_17_18_cg/m_wireless-aaa-authentication-survivability-cache.html
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