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Quick Setup: AAA Authorization x

Method List Name*

Type*

Group Type

Fallback to local

Authenticated

Available Server Groups

ISE-Authz-List
network v (@

group v @

Assigned Server Groups

radius |; ISE-group |__|
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> Trustsec
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Edit Policy Profile

General Access Policies QOS and AVC Mobility
WLAN Timeout
Session Timeout (sec) 28800 ®
Idle Timeout (sec) 300
Idle Threshold (bytes) 0
Client Exclusion Timeout (sec) v 60
Guest LAN Session Timeout
DHCP
IPv4 DHCP Required
DHCP Server IP Address
31 nore
AAA Policy
Allow AAA Override o
NAC State v

Policy Mame

Accounting List

WLC Policy Profile(WLC &3 = 2 Zl

CLIOIA:

# configure terminal

default-aaa-policy X B

) Advanced(Z) &

(config)# radius server <server_name>

(config-radius-server)# address ipv4 <server_IP>

(config-radius-server)# pac

(config)# aaa server radius

key <password>

dynamic-author

Advanced

Fabric Profile

Link-Local Bridging

mDNS Service
Policy

Hotspot Server

User Defined (Private) Network

Status

Drop Unicast

DNS Layer Security

DNS Layer Security
Parameter Map

Flex DHCP Option
far DNS

Flex DNS Traffic
Redirect

WLAN Flex Policy

VLAN Central Switching

Split MAC ACL

(config-locsvr-da-radius)# client <server_IP> server-key <password>

(config)# aaa group server radius <server_group_name>
(config-sg-radius)# server name <server_name>
(config-sg-radius)# ip radius source-interface Vlan#

a
default-mdns-ser ... v | B
Clear
v+ | B
Not Configured v
Clear
enasLeD [
B cnore J
v B

0 Update & Apply to Device

(config)# aaa authorization network <author_method_1list> group <server_group_name>

(config)# cts authorization Tist <author_method_1list>



(config)# wireless profile policy <policy_profile_name>

(config-wireless-policy)#
(config-wireless-policy)#
(config-wireless-policy)#
(config-wireless-policy)#
(config-wireless-policy)#
(config-wireless-policy)#

# show cts credentials

shut

aaa-override

cts inline-tagging

cts role-based enforcement
cts sgt <number>

no shut

CTS password is defined in keystore, device-id = 9800TabWLC
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= Cisco ISE Administration - Network Resources
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences
Network Devices - Advanced TrustSec Settings

Default Device

Device Security Settings ~ Device Authentication Settings

Use Device ID for TrustSec |dentification

Device Id  9800labWLC

Password eesssese Show

12 TrustSec M
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= Cisco ISI Administration - Network Resources
MNetwork Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers

Network Devices
Default Device ~ TrustSec Notifications and Updates

Device Security Settings
Download environment data every 10 Seconds ™~

Download peer authorization policy

~
every 10 Seconds
Reauthentication every 1 Days A
Download SGACL lists every 10 Seconds

Other TrustSec devices to trust this device
Send configuration changes to device

O CoA

Q) CLI(SSH)

Send from varusrin-ise w Test connection

Ssh Key
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~ Device Configuration Deployment
u Include this device when deploying Security Group Tag Mapping Updates

Device Interface Credentials

EXEC Mode dmi
Username admin

EXEC Mode [ITIITTYIITIT)
Password

Ensbla Mada [TITITITTITITY

Password
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Waork Process Settings

SXP Settings
Verify TrustSec Deployment

ACI| Settings
B Avtomatic verification after every deploy (i)
Time after deploy process 10 minutes (10-60) (0
Protected Access Credential (PAC)
*Tunnel PAC Time To Live 20 Days
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Edit Permissions...

Source Security Group Comtracioes (SA0005)
Destination Security Group  Contracians: (5/0005)

Swatus [ Enabled -

Description
e
Assigned Security Group ACLS
RO ustomnDefaultSGTACL ~

Firal Catch All Rule Permit IP -
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Completed sending 2 TrustSec CoA
notifications to 2 relevant network

(2]
—

There are TrustSec configuration
changes that has not been notified to
network devices. To notify the
relevant network devices about these
changes click the push button.

Push

All
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Configuration(Z1Z|12{|0|4) > Tags & Policies(Ef 1 Z! Z4&H) > Flex(Flex)2| Flex Profile(Flex Z £
Zholl M @12H2! EfZ 2! SGACL Enforcement(SGACL A|&)E & M5t&rL|ct.

+ Flex Edit Flax Profile

General
" S04 M
Pl rotie Mame
twul ¥ profie L o
SGLMes "
. - o g
1 0 -
T Upg
HTTE E o
TcsExiend AP
TR =Prouy IP Addross D.o.oo
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CTS Policy
Tagging
v
CACL Enc
CIS Profie Name el pipeprotied w
i

1 Updabe & Apply o Device

WLC Flex Z 21}/

CLIOI[A:

# configure terminal

(config)# wireless profile flex SGLflex
(config-wireless-flex-profile)# cts inline-tagging
(config-wireless-flex-profile)# cts role-based enforcement



1 WLC7I HA-SSOO| /= Z < FlexConnect AP2| SGACLE K| E|X| et&L|Ct.
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1. ISEO| M Operations(2 ) > RADIUS > Live Logs(2t0|2 21) of2HollM HBXQICTS 2F
2 =felshok gLlct.
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Cisco [ Operations - RADIUS

O =
Live Logs Live Sessions
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WLC TrustSec 2 L|E{Z
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\ Glents

General QOS Statistics ATF Statistic Mobility Histor Call Stat
Clients
AP Propertie Security Information Client Statistics QOS Properties
Sebected O out of 2 Clients -
Moy
Clont MAC T IPva T AUTHENTIGATED
Addrozs Addross 1Pyt Address

IOLE

SM Bend State

7Ads 350, "AU”_ 101442104 foB0:achbidS?t | ceal Policies

7Ada38ed 135 10 1442.103  1680:00c8:5a6. B
/ SGLIest_local [priority 254)

ervice Template

1 10 -

Absol imer

Server Policies

Qutput SGT 0004-20

Resultant Policies

Output SET no04-20
WLAN Name Client_VLAN
14432
PRE00
None
Mo

WLC E2t0|2E ZLEHZ

CLIO A

10 WLC E3{0| M CHE At S #lg = U&LICH
TErer E AIELICH

e

<#root>
#

show cts rol e-based sgt-map al

Active IPv4-SGT Bindings Information

IP Address SGT Source
10.14.12.110 2 INTERNAL
10.48.39.55 2 INTERNAL

IP-SGT Active Bindings Summary

1
N

Total number of INTERNAL bindings
Total number of active bindings

1
N

Active IPv6-SGT Bindings Information

IP Address SGT Source

<tfroot>

#



show cts rol e-based perm ssions

IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group Unknown to group Unknown:
SGACLtest-03
Permit IP-00

IPv4 Role-based permissions from group 2:TrustSec_Devices to group Unknown:
CustomDefaultSGTACL-03

IPv4 Role-based permissions from group 4:Employees to group Unknown:
CustomDefaultSGTACL-03
Permit IP-00

IPv4 Role-based permissions from group 5:Contractors to group Unknown:
SGACLtest-03
Permit IP-00

IPv4 Role-based permissions from group Unknown to group 2:TrustSec_Devices:
CustomDefaultSGTACL-03

IPv4 Role-based permissions from group 2:TrustSec_Devices to group 2:TrustSec_Devices:
SGT32-06

RBACL Monitor Al1 for Dynamic Policies : FALSE

RBACL Monitor Al1 for Configured Policies : FALSE

- S2tO|UEE HZEE [ RA FH0olA o[zt 2O 8 #EE + U200, SGT= AAAMIM XM
ElL|CH

<tfroot>

2025/08/14 08:44:47.072771984 {wncd_x_R0-03}{1}: [aaa-attr-inf] [15596]: (info): [ Applied attribute :
2025/08/14 08:44:47.072786402 {wncd_x_R0-03}{1}: [aaa-attr-inf] [15596]: (info): [ Applied attribute :
2025/08/14 08:44:47.072788080 {wncd_x_R0-03}{1}: [aaa-attr-inf] [15596]: (info):

[ Applied attribute : security-group-tag 0 "0004-20" ]

2025/08/14 08:44:47.072809490 {wncd_x_R0-03}{1}: [aaa-attr-inf] [15596]: (info): [ Applied attribute :bs
2025/08/14 08:44:47.072811627 {wncd_x_R0-03}{1}: [aaa-attr-inf] [15596]: (info): [ Applied attribute :

2025/08/14 08:44:47.072824202 {wncd_x_R0-03}{1}: [auth-mgr] [15596]: (info): [0000.0000.0000:unknown] R
2025/08/14 08:44:47.072829794 {wncd_x_R0-03}{1}: [ewlc-qos-client] [15596]: (info): MAC: 74da.38ed.13b5
2025/08/14 08:44:47.072860963 {wncd_x_R0O-0}{1}: [rog-proxy-capwap] [15596]: (debug): Managed client RUN
2025/08/14 08:44:47.072905375 {wncd_x_R0O-0}{1}: [cTient-orch-state] [15596]: (note): MAC: 74da.38ed.13b

« Z2EI0|MEN EEE SGTE EAIE CLIOIAM show wireless client mac-address
<client. MAC_address> detail & AL &L}

<#root>

#show wireless client mac-address 74da.38ed.13b5 detail

Client MAC Address : 74da.38ed.13b5

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address : 10.14.42.103


https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-332438052

Auth Method Status List
Method : Dotlx
SM State
SM Bend State
Local Policies:
Service Template :
VLAN
Absolute-Timer
Server Policies:

Qut put SGT
Resultant Policies:

Qut put SGT 0004- 20

VLAN Name
VLAN
Absolute-Timer

SGT 40{| A &tLIo| 2EI0|QIEE i
M8 TEte ZEl0|ET | SGT7+

<#froot>
#

show cts rol e-based perm ssions

IPv4
Permit IP-00

Role-based permissions from
SGACLtest-03
Permit IP-00

Role-based permissions from
CustomDefaultSGTACL-03

Role-based permissions from
CustomDefaultSGTACL-03
Permit IP-00

Role-based permissions from
SGACLtest-03
Permit IP-00

Role-based permissions from
CustomDefaultSGTACL-03

Role-based permissions from
SGT32-06

IPv4

IPv4

IPv4

IPv4

IPv4

IPv4

Rol e- based perm ssions from

Cust onmDef aul t SGTACL- 03

0004- 20

: AUTHENTICATED
: IDLE

wlan_svc_SGLtest_local (priority 254)

: Client_VLAN
: 28800

: Client_VLAN
1 1442
: 28800

GT 40 CHEt HEto| E A|=ILCt.
behEl ol FIHEILICH

Role-based permissions default:

group Unknown to group Unknown:

group 2:TrustSec_Devices to group Unknown:

group 4:Employees to group Unknown:

group 5:Contractors to group Unknown:

group Unknown to group 2:TrustSec_Devices:

group 2:TrustSec_Devices to group 2:TrustSec_Devices:

group Unknown to group 4: Enpl oyees:



Permt |P-00

| Pv4 Rol e-based permi ssions fromgroup 4: Enpl oyees to group 4: Enpl oyees:

Cust onmDef aul t SGTACL- 03

Permt |P-00

I Pv4 Rol e-based permissions fromgroup 5:Contractors to group 4: Enpl oyees:

Cust onmDef aul t SGTACL- 03

Permt |P-00

RBACL Monitor Al1 for Dynamic Policies : FALSE
RBACL Monitor A1l for Configured Policies : FALSE

<tfroot>
#

show cts rol e-based sgt-map al

Active IPv4-SGT Bindings Information

IP Address SGT Source
10.14.12.110 2 INTERNAL
10.14.42.103 4 LOCAL
10.48.39.55 2 INTERNAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 1
Total number of INTERNAL bindings = 2
Total number of active bindings = 3

Active IPv6-SGT Bindings Information

IP Address SGT Source

+ SGT 42 SGT 52| = ZEt0|HEE AZAE =

<{froot>



#

show

cts rol e-based sgt-map al

Active IPv4-SGT Bindings Information

IP Address SGT Source
10.14.12.110 2 INTERNAL
10.14.42.103 4 LOCAL
10.14.42.104 5 LOCAL
10.48.39.55 2 INTERNAL
IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 2
Total number of INTERNAL bindings = 2
Total number of active bindings = 4

Active IPv6-SGT Bindings Information

IP Address

SGT Source

O|XM| SGT 52| Heto| FIHEl Ae Hlg + U&LICH

<#froot>

#

show

IPv4

IPv4

IPv4

IPv4

IPv4

IPv4

IPv4

IPv4

IPv4

IPv4

cts rol e-based perm ssions

Role-based permissions defa
Permit IP-00

Role-based permissions from
SGACLtest-03
Permit IP-00

Role-based permissions from
CustomDefaultSGTACL-03

Role-based permissions from
CustomDefaultSGTACL-03
Permit IP-00

Role-based permissions from
SGACLtest-03
Permit IP-00

Role-based permissions from
CustomDefaultSGTACL-03

Role-based permissions from
SGT32-06

Role-based permissions from
CustomDefaultSGTACL-03
Permit IP-00

Role-based permissions from
CustomDefaultSGTACL-03
Permit IP-00

Role-based permissions from
CustomDefaultSGTACL-03

r

ult:

group Unknown to group Unknown:

group 2:TrustSec_Devices to group Unknown:

group 4:Employees to group Unknown:

group 5:Contractors to group Unknown:

group Unknown to group 2:TrustSec_Devices:
group 2:TrustSec_Devices to group 2:TrustSec_Devices:

group Unknown to group 4:Employees:

group 4:Employees to group 4:Employees:

group 5:Contractors to group 4:Employees:



Permit IP-00

I Pv4 Rol e-based perm ssions from group Unknown to group 5:Contractors:

SGACLt est - 03

Permt |1P-00

I Pv4 Rol e-based permi ssions fromgroup 4: Enpl oyees to group 5: Contractors:

Cust onDef aul t SGTACL- 03

Permt |1P-00

I Pv4 Rol e-based perm ssions fromgroup 5:Contractors to group 5: Contractors:

Cust onDef aul t SGTACL- 03

Permt |1P-00

RBACL Monitor A1l for Dynamic Policies : FALSE
RBACL Monitor Al1 for Configured Policies : FALSE

« ACL2 WLCO|M "CIREEE"C 2 E A|IE/LIC}.

<#froot>
#

show i p access-lists

RoTe-based IP access 1list CustomDefaultSGTACL-03 (downloaded)
10 permit udp src eq bootps (12 matches)
20 permit udp src eq bootpc
30 permit ip
Extended IP access Tist IP-Adm-V4-Int-ACL-global
10 permit tcp any any eq www
20 permit tcp any any eq 443
Role-based IP access Tist Permit IP-00 (downloaded)
10 permit ip
Role-based IP access Tist SGACLtest-03 (downloaded)
10 permit udp src eq bootps (18 matches)
20 permit udp src eq bootpc
30 permit udp dst eq bootps
40 permit udp dst eq bootpc



50 permit ip
Role-based IP access 1list SGT32-06 (downTloaded)
10 permit 1ip
Extended IP access Tist implicit_deny
10 deny 1ip any any
Extended IP access Tist implicit_permit
10 permit ip any any
Extended IP access Tist meraki-fqdn-dns
Extended IP access Tist preauth_v4
10 permit udp any any eq domain
20 permit tcp any any eq domain
30 permit udp any eq bootps any
40 permit udp any any eq bootpc
50 permit udp any eq bootpc any
60 deny ip any any

FlexConnect 2Zd A Q|Z!
- ZCI0|HEE APO| HAZA5H7| Mo WLC &=3QlL|Ct.
<#froot>

#

show cts ap sgt-info

Number of SGTs referred by the AP...............: 4
SGT PoT1icyPushedToAP No.of Clients
UNKNOWN (0) NO 0

2 NO 1
DEFAULT(65535) YES 0

« AP CLIOIM, E2t0|HEE APOI| d45t7| Mo E3ik|l= HEh

AP#show cts role-based permissions
IPv4 role-based permissions:

SGT DGT ACL

65535 65535 Permit_IP

IPv6 role-based permissions:
SGT DGT ACL
65535 65535 Permit_IP

- OlE{#t AP ClHH1E 22H0IMIET} HEl0} 28BS EAlSHE SO



<ffroot>

L
L
L
L
L

[7’:
[7’:
[7’:

SGTI Data sent:

*08/14/2025
*08/14/2025
*08/14/2025
*08/14/2025
*08/14/2025

08/14/2025
08/14/2025
08/14/2025

09:
09:
09:
09:
09:

09:
09:
09:

l--- The client

<tfroot>

L T T s T s T s Y s B s I |

*08/14/2025
*08/14/2025
*08/14/2025
*08/14/2025
*08/14/2025
*08/14/2025
*08/14/2025
*08/14/2025

09:
09:
09:
09:
09:
09:
09:
09:

| PLEARN_PENDI NG

<ttroot>

45:
45:
45:
45:
45:

45
45
45

initiates the connection and

45:

45

45:
45:
45:
45:
45:
45:

40.
40.
40.
40.
40.

40.
40.
40.

40.
:40.
40.
40.
41.
41.

41

41.

The client nust

[*08/14/2025 09:45:41
[*08/14/2025 09:45:41
[*08/14/2025 09:45:41
[*08/14/2025 09:45:41
[*08/14/2025 09:45:41

SGI' Data sent:

l--- Afterwards,

<#root>

the assigned SGT for that client

8504]
85071
8509]
8509]
8660]

8782]
8783]
8784]

88001]
8801]
88071
8812]
5130]
5135]
.5139]
5140]

CLSM[74:
CLSM[74:
CLSM[74:
CLSM[74:
CLSM[74:

CLSM[74:
CLSM[74:
CLSM[74:

74:.DA: 38: ED: 13:B5 0 O

CLSM[74:
CLSM[74:
CLSM[74:
CLSM[74:
CLSM[74:
CLSM[74:
chatter:
CLSM[74:DA:38:ED:13:B5]:

DA

DA:
DA:

DA

DA:

DA:
DA:
DA:

DA

DA:
DA:

DA

DA:
DA:

:38:
38:
38:
:38:
38:

38:
38:
38:

:38:
38:
38:
:38:
38:
38:

ED:13:
ED:13:
ED:13:
ED:13:
ED:13:

ED:13:

ED:13:
ED:13:

t

ED:13:
ED:13:
ED:13:
ED:13:
ED:13:
ED:13:

B5]:
B5]:
B5]:
B5]:
B5]:

B5]:
B5]:

US Auth(b0) seq 2599 IF 72 slot O vap 0 Ten 30 sta
DS Auth len 30 sTot 0 vap 0O

Driver send mgmt frame success Radio 0 Vap 0
client moved from UNASSOC to AUTH

US Assoc Req(0) seq 2600 IF 72 slot O vap 0 len 17

client moved from ASSOC to 8021X
Added to WCP client table AID 1 Radio 0 Vap 0 Enc

B5]:

s directly put under the SGT 0.

B5]:
B5]:
B5]:
B5]:
B5]:
B5]:

74:DA:38:ED:13

ADD_CENTRAL_AUTH_INFO_MOBILE Payload
msAssocTypeFlags: 2 apfMsEntryType: 2 eap_type: 0
Decoding TLV_CLIENTCAPABILITYPAYLOAD: capbaility:
Decoding TLV_CLIENT_TYPE_PAYLOAD: Client Type : O
ADD_MOBILE AID 1

Client ADD Encrypt Key success AID 1 Radio O Enc 4
:B5: web_auth status 1

client moved from 8021X to

get an | P address through DHCP.

.5144]
.5144]
.5150]
.5155]
.5161]

CLSM[74:DA:38:
CLSM[74:DA:38:
CLSM[74:DA:38:
CLSM[74:DA:38:
CLSM[74:DA:38:

74: DA: 38: ED: 13:B5 4 0

ED:13:
ED:13:
ED:13:
ED:13:
ED:13:

B5]:
B5]:
B5]:
B5]:

ADD_CENTRAL_AUTH_INFO_MOBILE Payload
msAssocTypeFlags: 2 apfMsEntryType: 2 eap_type: 25
TLV_FLEX_CENTRAL_AUTH_STA_PAYLOAD

Decoding TLV_CLIENTCAPABILITYPAYLOAD: capbaility:

B5]:

is going to be applied accordingly.



[*08/14/2025 09:45:
[*08/14/2025 09:45:
[*08/14/2025 09:45:
[*08/14/2025 09:45:

Update ipsgt: |1PV4

l--- Associated IP

<tfroot>

[*08/14/2025 09:45:
[*08/14/2025 09:45:
[*08/14/2025 09:45:
[*08/14/2025 09:45:

FWD

<#root>

41.5163]
41.6476]
41.6476]
41.6477]

CLSM[74:DA:38:ED:13:B5]: Decoding TLV_CLIENT_TYPE_PAYLOAD: Client Type : O
chatter: find_insert_client:3313

chatter: Update IP from 0.0.0.0 to 10.14.42.103

chatter:

client(74: DA 38: ED: 13: B5) - [10.14.42.103]

& SGT is

41.6477]
41.6481]
41.6490]
41.6492]

going to be added into nmapping table.

chatter: Update ipsgt IPV6 client(74:DA:38:ED:13:B5) - [fe80::edc6:5a93:ada
CLSM[74:DA:38:ED:13:B5]: Authorize succeeded to radio intf aproOvo0

chatter: 74:DA:38:ED:13:B5: web_auth status 1

CLSM[74:DA:38:ED:13:B5]: client moved from IPLEARN_PENDING to

1--- Then for the I P-SGI mapping entry in the mapping table, SGACL policy for those SGIs is requested.
l--- This is a snippet of the AP debugs showi ng one of the ACLs:

CLSM[74:DA:38:ED:13:B5]: SGT Data sent: 74:DA:38:ED:13:B5 4 0
CLSM[74:DA:38:ED:13:B5]: Decoding TLV_CLIENT_TYPE_PAYLOAD: Client Type : 0
[ENC] CAPWAP_CONFIGURATION_UPDATE_RESPONSE(8)

.Msg Elem Type: CAPWAP_MSGELE_RESULT_CODE(33) Len 8 Total 8

[DEC] CAPWAP_CONFIGURATION_UPDATE_REQUEST(7) seq 165 Ten 148

«...TLV: TLV_CTS_RBACL_DELETE(1434), level: 0, seq: 0, nested: true
....TLV: TLV_CTS_RBACL_DELETE(1437), level: 1, seq: 0, nested: false
TLV_CTS_RBACL_DELETE received

ACL Name:CustomDefaultSGTACL
...TLV: TLV_CTS_RBACL_ADD(1433), Tlevel:
...TLV: TLV_CTS_RBACL_ADD(1437), Tlevel:
...TLV: TLV_CTS_RBACL_ADD(1438), level:
...TLV: TLV_CTS_RBACL_ADD(1439), Tlevel:
..TLV: TLV_CTS_RBACL_ADD(1439), Tlevel:
.TLV: TLV_CTS_RBACL_ADD(1439), Tlevel:

TLV_CTS_RBACL_ADD received

ACL Nane: Cust onDef aul t SGTACL

ACL Type:1

0, seq: 0, nested: true

1, seq: 0, nested: false
1, seq: 1, nested: false
1, seq: 2, nested: false
1, seq: 3, nested: false
1, seq: 4, nested: false

ACE entry:pernmit udp src eq bootps



ACE entry:permt udp src eq bootpc

ACE entry:permt ip

[ENC] CAPWAP_CONFIGURATION_UPDATE_RESPONSE(8)
.Msg Elem Type: CAPWAP_MSGELE_RESULT_CODE(33) Len 8 Total 8

« WLC CLIO|AM SGT 404 5tLto| Ect0|IEE AZE Mm:

<{froot>
#

show cts ap sgt-info

Number of SGTs referred by the AP...............: 4
SGT PoT1icyPushedToAP No.of Clients
UNKNOWN (0) NO 0

2 NO 1

4 YES 1
DEFAULT(65535) YES 0

42 Ng = 5 Ul SGT 42 2HEAEl HEtet FIHELICH

AP#show cts role-based permissions
IPv4 role-based permissions:

SGT DGT ACL

0 4 Permit_IP, CustomDefaultSGTACL
4 4 Permit_IP, CustomDefaultSGTACL
5 4 Permit_IP, CustomDefaultSGTACL
65535 65535 Permit_IP

IPv6 role-based permissions:
SGT DGT ACL

0 4 Permit_IP

4 4 Permit_IP

5 4 Permit_IP



65535 65535 Permit_IP

« SGT 50| A & EHmlj ZEIO|MEE HZAE [ WLC CLIOAM CIEE et

<{froot>
#

show cts ap sgt-info

Number of SGTs referred by the AP...............: 5
SGT PoTicyPushedToAP No.of Clients
UNKNOWN (0) NO 0

2 NO 1

4 YES 1

5 YES 1
DEFAULT(65535) YES 0

>
o
M
i

<tfroot>
AP#

show fl exconnect client

Flexconnect Clients:

mac radio vap aid state encr aaa-vlan aaa-acl aaa-ipv6-acl assoc auth switching
SGT
74:DA:38:EB:CO:1F 0 O 1 FwD AES_CCM128 none none none Local Central Local
5
74:DA:38:ED:13:B5 0O o0 2 FWD AES_CCM128 none none none Local Central Local
4
<#root>

AP#



show cts rol e-based sgt-nmap al

Active IPv4-SGT Bindings Information
IP SGT SOURCE

10.14.42.103 4 LOCAL

10.14.42.104 5 LOCAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings
Total number of active bindings = 2

I
N

Active IPv6-SGT Bindings Information
IP SGT SOURCE
fe80::ac0b:d679:e356:a17 5 LOCAL
fe80::edc6:5a93:adab:fff6 4 LOCAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings
Total number of active bindings = 2

I
N

<tfroot>
AP#

show cts rol e-based perm ssions

IPv4 role-based permissions:

SGT  DGT ACL
Permit_IP, CustomDefaultSGTACL
Permit_IP, CustomDefaultSGTACL
Permit_IP, CustomDefaultSGTACL

Permit_IP, SGACLtest
Permit_IP, CustomDefaultSGTACL
Permit_IP, CustomDefaultSGTACL
Permit_IP, CustomDefaultSGTACL

A O UV ~O

5
65535 6553

[V RNV, U, RV, RN SN SN Y

IPv6 role-based permissions:

SGT DGT ACL
0 4 Permit_IP
4 4 Permit_IP
5 4 Permit_IP
0 5 Permit_IP
4 5 Permit_IP
5 5 Permit_IP
65535 65535 Permit_IP
<#root>
AP#

show cts access-lists

IPv4 role-based ACL:
SGACLtest



: allow true && ip
: allow true && ip
rule 2: allow true && ip
rule 3: allow true && ip
rule 4: allow true
CustomDefaultSGTACL
rule 0: allow true && ip
rule 1: allow true && ip
rule 2: allow true
Permit_IP
rule 0: allow true

rule
rule

w N R O

IPv6 role-based ACL:
Permit_IP
rule 0: allow true

<{froot>

AP#

proto
proto
proto
proto

proto
proto

show cts rol e-based sgt-map summary

-IPv4-
IP-SGT Active Bindings Summary

17
17
17
17

17
17

&&
&&
&&
&&

&&
&&

Total number of LOCAL bindings = 2

Total number of active bindings = 2
-IPv6-

IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 2

Total number of active bindings = 2

=X 54
« WLC CLIOJAf:

cts T2 H|XE EA|

o L

FH

st

cts g 7|gk ™ Al

ip AAMA S5 EA|

show cts ap sgt-info <ap_name>
« APO{|A:

show cts role-based sgt-map all

cts &t 7|dh HEH T A|

AN M

src
src
dst
dst

src
src

port
port
port
port

port
port

67
68
67
68

67
68

A S



show cts access-lists <acl-name>
show cts role-based sgt-map 2 <F
cts HANA S5 EA|

flexconnect 2CI0|HE E Al

cts Jg 7|gt 7t2E X[ 7|

cts e 7| FI2E EA|

« AP C|HZ:

« CTS I{Z! Bi| A& C|HZ S EAdsHerLCt.

cts A& Cle{1

st &

« CAPWAP ACL O|HIE 2l I{jo|2E &34 ME

debug dot11 client access-list <client-mac-addr>
debug capwap Z2t0|HE acl
debug capwap ZC2I0|1E H0|Z=

C|tH capwap £2+0|2

Im
to
=1

dot11 EcI0|0E &2 HE ClHO
dot11 22}0|01E &2 52 C|Ha
debug dot11 20| E #E| 2F

dot11 ECI0|ME Et2| O|HE C|H

CltH LBt HI0|E B2 client_ip_table/debug_acl

ClHH 8t H|O|E{ B £ client_ip_table/debug
Cle2 et Ci|o|E| 72 sgacl/ClH{1

C|HH &t O|0|Ef B2 sgacl/debug_sgt
C|H et H|0|E B & sgacl/debug_protocol

CltHa Lk O|0|E{ B £ sgacl/debug_permission

I.

ok

Qlsthed

o
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