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AP ‘wLc
Configuration Update Request (Image Identifier = x) }
< Configuration Update Response (Result Code =Success) j
: Image Data Request (Image Identifier = x, Initiate Download) )E
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:{ Image Data Request (Image Data = Data) :
E Image Data Response (Result Code = Success) )E
L( Image Data Request (Image Data = Data) i
E Image Data Response (Result Code = Success) )E

Iolop / [Image Data Transfer] E
i‘( Image Data Request (Image Data = Data) :
; Image Data Response (Result Code = Success) }E
:_( Image Data Request (Image Data = EOF) :
Image Data Response (Result Code = Success) }E
:_( Reset Request (Image Identifier = x) |
E Reset Response (Result Code = Success) }E
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2.334990 s2en | Apglleation Data ' _—
2.334990 5248 ; Application Data i p
2.335982 5248 Application Data _J' s248
2.335082 5248 ; Application Data i o
2.335082 5248 Application Data _J' -
2.336989 5248 ;L. Application Data i .
12.726968 5248 Application Data ' e
12.856011 5248 i Application Data __E P
12.856011 5248 ;L. Application Data i -
12.907018 5248 . Application Data ' e
12.909017 5248 ; Application Data __i e
12.909017 5248 IL. Application Data ' o
12.917012 5248 Application Data o
12.918004 5248 | Application Data o 5240
12.918004 5248 = Application Data | 5208
12.919011 5248 | Apolication Data o
12.919011 5248 L. Application Data ' o
12.819011 5248 | A n Data | s246
12.920018 5248 - A \ Data | saus
12.920018 5248 A n Data | 208
12.920018 5248 . Application Data corr
12.921010 5248 | Application Data | 50
12.922017 524 Application Data | 248
12.922017 5248 | Application Data _
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Time
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595.694495 5260 | Application Data 240
595.694581 8260 | Agplication Data  s248
595.694653 5260 - Application Data e
595.694713 5260 | Application Data .
595.694803 6260 = Application Data  soas
505.604899 5260 - Application Data 7
595.694965 6260 = Application Data  saa0
595.695053 5260 = Application Data | 5240
595.695132 280 Application Data i
595.695156 8260 | Application Data  s246
595.605837 8260 | Application Data e
595.695857 5260 - Application Data —
505.695882 6260 | Application Data 5240
595.695903 5260 | Application Data + 5248
595.695921 5260 - Application Data -
595.695945 6260 | Application Data . 5240
595.695969 5260 | Application Data  s248
595.606146 5260 | Application Data o
595.696217 5260 Application Data 0248
595.606236 5260 | Application Data  a240
595.696261 5260 - Application Data -
595.696292 6260 = Application Data  s2u
595.696379 5260 = Application Data  a2ae
595.696451 6260 - Application Data -
595.696539 5260 - Application Data o
595.696619 8260 | Application Data  s240
595.686707 5260 Application Data 8248
695.696765 6260 - Application Data b
595.696809 5260 = Application Data  s240
595.696897 6260 = Application Data ot
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<#root>

configure term nal ap-profile capwap w ndow size

<- Between 3 to 20



end
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<{froot>

show ap profile nane detail ed

| in indo <- View CAPWAP window size in an AP profile

show capwap client rch

| in Window <- View CAPWAP status and modes for a specific AP(Look for CAPWAP S1iding Window and Activ

show ap config genera

| in indo <- View AP configuration details(Shows Capwap Active Window Size)
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<#root>
Enable Predownload in Flex Profile:

configure term nal
wireless profile flex

pr edownl oad

<- Enables the Efficient Image Upgrade option.

end

Configure a Site Tag and Associate Flex Profile:

configure term nal
wireless tag site

flex-profile

<- Ensure 'no local-site' is configured if not already, for Flexconnect mode

end

Attach Policy Tag and Site Tag to AP(s):

configure term nal
ap



<- Use wired MAC address

policy-tag

site-tag

rf-tag

end

Trigger Predownload to a Site Tag:

enabl e
ap i mage predownl oad site-tag

start



show ap primary |ist
<- Display 1list of primary APs

show ap i mage

<- Display predownload status of APs: (Initially shows 'Predownloading', then 'Complete')

show ap nane

i mge

<- Display image details for a specific AP
show capwap client rch

<- Check if Flex efficient image upgrade is enabled on the AP console
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3.00B YAlg X|fd5tE B2 APE TME ZEQ|HTTPE oéH HEE 249l nginx & AE{0]M
ZIQ 3t O|0|X|E Cte 2 ste{m A|E§FLCH.
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Time AP
WL

26.0798042 BO534 E aded
26.079042 60534 ;—M—Mﬂw 8443
26.080049 f— 0534 - pesync-htips(8443) [ACK] Seq=1 Ack=1 Win=29312 Len=0 T Sval=5801800 TSecr=1785899230 o
26.248040 60634 Clignt Hallo rrm
26.248040 60534 pesyne-hiips(E443) » 60534 [ACK] Seg=1 Ack=518 Win=£4768 Len=0 TSval=178599 9359 TSecr=5601668 8443
26.249032 60534 Hella Retry Request, Change Clpher Spac e
26.248032 60534 B0534 < pesyne-hiips(B443) [ACK) Seq=618 Ack=100 Win=29312 Len=0 TSval=EB01662 TSecr=1785000400 443
28.250039 60534 Change Cipher Spec, Client Helle Aida
26.262038 60534 Server Helle, Application Data 8443
26.252038 BOEaA pesyne-hnps(8443) + 60534 [ACK) Seq=1448 Ack=1041 Win=642566 Len=1348 TSval=1785989403 TSecr=5801670 [TCP POU reassembled In 105] Bads
26.253045 60534 Application Data, Application Data, Application Data Bad3
26.263045 0534 G0534 » posync-hitps(8443) [ACK] Seq=1041 Ack=2796 Win=35072 Len=0 TSval=5801673 TSecr=1785399403 8443
26.256035 60534 Application Data .
28.256035 60534 Application Data o
26.256036 60534 Application Data s4s2
26.256035 60534 Application Data _—
26.257042 60534 B0634 + pesync-hitps(B443) [ACK] Seq=1306 Ack=4322 Win=43392 Len=0 TSval=53801677 TSecr=17B5090407 443
26.263039 GO0534

26.263039 60534 pesync-hiips (B443) - 60534 [ACK] Seq=5670 Ack=1395 Win=64128 Lan=1348 T5val=1785999414 TSecr=5801876 [TCP PDU reassambled in 129] 8443
26.263029 BIESA pesyne-ntips(B443) -+ 60534 [ACK] Seq=7018 Ack=13956 Win=64128 Len=1348 TSval=1786980414 TSecr=6801676 [TCP POU reassemblad in 129 Bdda
26263039 60534 '« DCEYNC-NMES(B8443) 3 60534 [ACK] Seq=8366 Ack=1395 Win=64128 Len=1348 T5val=1785999414 TSecr=5801676 [TCP POU reassembled In 129] 443
268.263039 60834 pesyne-hitps(8443) + 60834 [PSH, ACK] Seq=0714 Ack=1325 Win=64128 Len=1348 TSval=1785299414 TSecr=5801676 [TCP POU rea In 128] 8443
26.263039 0534 posync-hitps|B443) - 60634 [ACK] Seq=11062 Ack=1395 Win=64126 Len="1348 T5val=1785900414 TSecr=6E01676 [TCP PDU reassembled in 129] 8443
28.263039 60534 pesync=hitps(B443) - 60534 [ACK] Seq=12410 Ack=1395 Win=64128 Len=1348 TSval=1785999414 TSecr=5801676 [TCP PDU reassembled in 125)] 8443
26.2632039 60834 pesync-hitps(B443) + 80534 [ACK] Seq=13758 Ack=1395 Win=04128 Len=1348 TSval=1785999414 T5ecr=5801678 [TCP POU reassembled in 123] Baa3
26.262029 Cn T pesyne-hitps (B443) < 60534 [ACK) Seq=15106 Ack=1395 Win=64126 Len=1348 TSval=17869909414 TSecr=5801676 [TCP PDU re d In 129) Bads
26263039 60534 = DCSYNC-itps(8443) + 60534 [PSH, ACK] Seq=16454 Ack=1395 Win=641268 Len=1348 TSval=1765909414 T5ecr=5801676 [TCP POU reassembled in 129] | ..o
28.264030 i 60534 - pesync-hitps(B8443) [ACK] Seq=1395 Ack=7018 Win=45157 Len=0 TSval=5801683 TSecr=1785599414 e
26.2640320 80534 60634 < pesyne-hpe(BA43) [ACK] Seq=1396 Ack=8714 Win=54012 Len=0 TSval=6801683 TSecr=1785890414 Baan
268.2684020 60534 60534 - pcaync-hitps(8443) [ACK] Seq=1395 Ack=12410 Win=60672 Len=0 TSval=5801683 TSecr=1785999414 8443
26.264030 e 60534  pesync-https(8443) [ACK] Seq=1395 Ack=15106 Win=66560 Lan=0 T5val=5801683 TSecr=1785999414 o
268.264030 0534 B0534 - pesync-hiips(8443) [ACK] Seq=1395 Ack=17802 Win=72320 Len=0 TSval=5801684 TSecr=1785099414 443

HTTPS 7|Et O|0|X| Y4220l THZ! & &

I|as|o[M(CLl)

<#root>
Enable the HTTPS upgrade method:

configure term nal



ap upgrade nethod https
end

Configure a custom HTTPS port (Optional - default is 8443):

configure term na
ap file-transfer https port

end

x|z efo]M(Gul)

LICH.

1. Configuration(Z1IL| 22| 0| M) > Wireless(F41) > Wireless Global(F41 22H)2 0|S&
£t A5}
= O

2. AP Image Upgrade(AP O|0|X| 412i0|=) MM A HTTPs Method(HTTP HIME=
)& MEdFLCH

3. (MEH AFRHHTTPs Port(HTTP ZE) 2o gt2 =gt
4. Apply to Device(C|H}O|A 0| 24 E)E E=IFLICEH

= 91(CLI)

<#root>

show ap upgrade net hod
<- Check global HTTPS method status
show ap file-transfer https summary

<- View configured and operational HTTPS file transfer port

show ap name

config general | sec Upgrade

<- Check if a specific AP supports 00B capability (Look for "AP Upgrade Out-Of-Band Capability : Enabl

show wi rel ess stats ap i nage- downl oad

<- View the method used for recent downloads (Check the Method column)



show pl at f orm sof t war e yang- managenent process

<- Verify nginx server status

Mgt Arg/med AL

« Cisco |IOS® XE Dublin 17.11.1 O| 40| 2 &L|C},

« Cisco Embedded Wireless Controller £ Cisco Wave 1 HMA ZOIE|ME R|HE|X| oF
&L|Ct.

o ZAEEHOIM MA HTTPS ZAu|2 8|02 & dStsHoF & LCt.

« nginx MHE HEE{o|M A §0|0-|0|= grLct.

s FHEIZEE HEEDZ S AP ZHoi AZAE 5= Qlo{oF &LCt.

« HTTPS Mu{ &IZ| X|Zoi CA CIBE M A elo] U= B2 Yas|ol=7t Aluj =

+ Cisco IOS® XE 17.11.1 O|™ HH S 2 Ct2 80| E5tEd{H HA H|Ed3tatoF & LICHap &
J20|= & hitps 81).

o ELE 4432 01|‘2FE|01 AUELICH CHE E&/E LE{fl ZE= AMSSHX| DA AIL.

« 7|8 XE 8443 SE: ZIEE D] GUIHTTPS HMA0|MHE 84432 AHB3tE B AP It ™
S EE= GUI dMA S of CtE ZEE FMgfLCt

TFTP/SFTPE &t =& 718 AP &18|0|=

O] W0l MHE 2& EE= SSHE S35l AP CLIM| & HMASHT TFTP &&= SFTP AHoil A ol0O|
X CIRZEZEE AIEELICE ol EHE APS| EME SHASHHLE, HAEE {0 $X) =Qlx|of QUK &
2 APE YI70|=E5HLE, TACHM MZ5t= ClH o|0|X|E EESt= Ol S 88HLCt

AP O|O|X|E at&LCH

Ol ZZMAOMME AXZ AP O|0|X|E APO{| 21 2E=&FL|CH WLC 7|8t daglolEo] B
WLC= WLC O|0|X| ¢HHE 0l APoi| 24g et O|0O|X|E ME#St= IHHE ME[ELICt 0{7|He =5
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AP O|0O|X| HXI2 WLC o|O|x| B 721 CHE TY &S ASTLICH

Cisco Catalyst 9800 Series Wireless Controller Software Releases(Cisco Catalyst 9800 Series
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https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#c9800-ctr-ap_support
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#c9800-ctr-ap_support

Supported Access Points in Cisco Catalyst 9800 Series Wireless Controller Software Releases

Table 5. Cisco Catalyst 9800 Wireless Controller and Supported Access Points

I0S XE Release Access Point Image Access Point Supported Access Points
Version Number Release
Cisco 105 XE 17.17.0.87 15.3(3)JPV Cisco Wireless Wi-Fi 7 APs: 9176 (I/D1),
17.17.1 91781, 9172(I/H)

Cisco Catalyst Wi-Fi 6E APs: 9136 (1), 9162
(1), 9164 (1), 9166 (1/D1)

Cisca Catalyst Wi-Fi 6 APs: 9105AX (I/W),
9115AX (I/E), 9117AX (1), 9120AX (I/E/P),
9130AX (I/E)

Cisco Alronet APs: 1815 (I/W/M/T), 1830
(1),1840 (1), 1852 (I/E), 1800i, 2800 (I/E},
3800 (I/E/P), 4800 (1)

QOutdoor and Industrial APs: 1542, 1560,
1570, and IW3702

Integrated Access Point in Cisco 1100 ISR
(ISR-AP1100AC, ISR-AP1101AC, and ISR-
AP1101AX)

Cisco Catalyst Industrial Wireless 6300
Heawy Duty Series Access Point, Cisco 6300
Series Embedded Services Access Point,
Cisco Catalyst 9124AX (I/D/E) Access
Points, Cisco Catalyst 9163 (E) Series
Access Points, Cisco Catalyst Industrial
Wireless 9167 (I/E) Heavy Duty Access
Points, Cisco Catalyst IW9165D Heavy Duty
Access Points, Cisco Catalyst IW9165E
Rugged Access Points

Sensors: Cisco Aironet 1800s Active Sensor
Pluggable Modules: Wi-Fi 6 Pluggable
Module for Industrial Routers
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https://software.cisco.com/download/home/286323627/type/286288051/release/17.17.1
https://software.cisco.com/download/home/286323627/type/286288051/release/17.17.1

Software Download
pads Home | Wireless | Access Points / Catalyst 9130AX Series Access Points / Catalyst 9130AX] Access Point / Lightweight AP Software- 17.17.1(ED)

Catalyst 9130AXI Access Point

17.1 ED Related Links an

Mo related links

Latest Release g
17.15.3(ED)
15.3.3-JPQ4(MD) File Information Release Date Size

WIRELESS LAN LWAPP 27-Mar-2025 89.49 MB + s B
17.17.1(ED) "" r\ o _ =
1 N Ay fips

17.16.1(ED)

0 C2EE 2= AP 28 & AP 0|0|X| {ZFof| et CHELICH

IZ2NA TR



1. HMA 7hs S TFTP EE= SFTP MEHof CH4 AP O|0|X| ot &EH|gFL|Ct.

2. AP CLI(2& E& SSH)O| HMAEFL|CE.

3. Mt 2! o|O|x| o} HZE X|Z35l0q archive download-sw &S AlsistL|Ct.

4. AP7} O|0|X|& C}2E2E=gtLC},

5.CIRE= 7} 22 E|H CAPWAP ZZ MAE CHA| AZFSHHLE Af O|0|X|E X E35t2{H APE
CtA| 2=t}

7AT| 28 0| M (AP CLI)

<#root>

archi ve downl oad-sw /no-reload tftp:///
<- Using TFTP:

archi ve downl oad-sw /no-rel oad sftp:/// Usernane:

Passwor d:

<- Using SFTP:
rel oad

<- Restart CAPWAP process after download:
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CAPWAP Image Download Time Enhancementg & §P§. LICt. Ol= CAPWAP =i &

ol Xled BXIB S SZsHe 221012 RIESB ALS stof Ol2{3 75 Rl ChEt
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https://developer.cisco.com/docs/wireless-troubleshooting-tools/wlan-poller-wlan-poller/#wlan-poller
https://developer.cisco.com/docs/wireless-troubleshooting-tools/wlan-poller-wlan-poller/#wlan-poller
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_eff_image_upgrade_ewlc.html#dld-ap-image-https-gui
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_eff_image_upgrade_ewlc.html#fht-oob
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_eff_image_upgrade_ewlc.html#fht-oob
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_predwnld_image_ap_ewlc.html#ap-image-download-time-enhancement
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_predwnld_image_ap_ewlc.html#ap-image-download-time-enhancement
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_predwnld_image_ap_ewlc.html#ap-image-download-time-enhancement
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_predwnld_image_ap_ewlc.html#ap-image-download-time-enhancement
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#ctrl_release-ap-support
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#ctrl_release-ap-support
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#ctrl_release-ap-support
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#ctrl_release-ap-support
https://developer.cisco.com/docs/wireless-troubleshooting-tools/wlan-poller-wlan-poller/#wlan-poller
https://developer.cisco.com/docs/wireless-troubleshooting-tools/wlan-poller-wlan-poller/#wlan-poller
https://www.cisco.com/c/ko_kr/support/docs/wireless/wireless-lan-controller-software/217908-migrate-from-aireos-wlc-to-catalyst-9800.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/wireless-lan-controller-software/217908-migrate-from-aireos-wlc-to-catalyst-9800.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/wireless-lan-controller-software/217908-migrate-from-aireos-wlc-to-catalyst-9800.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/wireless-lan-controller-software/217908-migrate-from-aireos-wlc-to-catalyst-9800.html
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