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L] Time Source Destination Protocol Length Infa
47285 025-01-21 89:53:18.259879 Cisco_dd:2e:87 Broadcast 802.11 376 Beacon frame, SN=1157, FNe=@, Flagss........C, BI=18@, SSID="OPEN-OWE"

Frame 47285: 376 bytes on wire (3008 bits), 376 bytes captured (3008 bits)
Radiotap Header v@, Length 36
B rineg

1 din intarm
IEEE £02.11 Beacon fram Lt
s

ars (300 bytes)
Tag: SSID parameter $et: "OPEN-OWE™
Tag Mumber: S5ID parameter set (@)
Tag length: &
S5ID: “OPEN-OWE™
Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec)
Tag: 05 Parameter set: Current Channel: 48
Tag: Traffic Indication Map (TIM): OTIM @ of 1 bitmap

Tag: Country Information: Country Code IN, Environment ALL
Tag: Power Constraint: @
Tag: QBSS Load Element BB2.11e CCA Version
pabilities (5 octets)
25 (B82.11n D1.18)
n (882.11m D1.18)
pilities (8 octets)

ndor Specific: Microsoft Corp.: WMM/WME: Parameter Element
ndor Specific: Cisco Systems, Inc: Aironet CCX version = §
nder Specific: Cisco Systems, Inc: Adronet Client MFP Disabled
ndor Specific: Cisco Systems, Inc: Aironet Unknown (11} (11}
r Specific: Cisco Systems, Inc: Aironet maknown (44)
[Tag: vendor Specific: Wi-Fi Alliance: OWE Transition Modg

Tag Mumber: Vendor Specific (221)

Tag length: 25

ouUI: S f:3a (Wi-Fi Alliance)

. ic OUI Type: 28
Cisco_dd:2e:8f (40:ce:24:dd:2et8f)
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Time Source
22581 I025-01-21 @9:52:23.230007 Cisco_dd:2e:8f

Na.

Frame 22581: 390 bytes on wire (3120 bits), 398 bytes captured (3128 bits)
Radictap Header v@, Lemgth 36
882.11 radio information
IEEE 802.11 Beacon frame, Flags: .......
IEEE 882.11 Wireless Management

Fixed parameters (12 bytes)

Tagged parameters (314 bytes)

Tag: SSID parameter set: Wildcard S5ID
Tag Nusber: S5ID parameter set (@)
ngth: @

SSID: <MISSING>

Tag: Supported Rates G(B), @, 12(B}, 18, 24(B), 36, 48, 54, [Mbit/sec)
Tag: DS Parameter set: Current Channel: 48

Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap

Tag: Country Information: Country Code IN, Environment ALl

Tag: Power Constraint: @

Tag: RSN Information

Tag: QB55 Load Element 882.1le CCA Version
Tag: M Enabled Capabilities (5 octets)

HT Capabilities (B82.11n D1.18)

HT Information (B82.11m D1.1@)

Extended Capabilities (8 octets)

VHT Capabilities

VHT Operation

Tx Power Envelope

Vendor Specific: Microsoft Corp.: WHMM/WME: Parameter Element
Vendor Specific: Cisco Systeas, Inc: Adronet CCX version = 5
WVendor Specific: Cisco Systems, Inc: Adronet Client MWFP Disabled
Vendor Specific: Cisco Systems, Inc: Adronet Unknown (110 (11}
Vendor Specific: Cisco Systems, Inc: Adronet Unknown (44)
Vendor Specific: Wi-Fi Alliance: OWE Transition Mode |

Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
L Tag:

Tag Musber: Vendor Specific (221)
Tag length: 13
ouT:

50:67:9a (Wi-F1 Alliance)

SSID ath: 8
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8510 2025-01-21 ©9:51:57.318412 ee:13:e8:a8:cd:5b  B2.11 48 Acknowledgenent, Flags=........C
B 8 S cuczen i 53 Frov hsporse SRS, Pt i1, BT, S0 T

Frame B589: 197 bytes on wire {1576 197 bytes captured (1576 bits)

Rediotap Header v, Length 36

adio jnforsatjon
Flags: sowseensC
IEEE B8@2-11 Wireless Management
Tagged parameters (133 bytes)
Tag: SSID parameter set: “OWE-Transition®
Tag Nuaber: SSID parameter set (@)
Tag n :
Tag: SuDDorted Rates G, 9, 12, 18, 24, 3%,
Tag: DS Parameter set: Current Channel: 48
Tog: HT Copabilities (882.11n D1.1R)
Tag: Extended Capabilities (11 octets)
Tag: VMT Capabilities
Ext Tag: ME Capabilities
Tag: Vendor Specific: Wi-Fi Alliance:
Tag Nusber: Vendor Specific (221)
Tag length: 7
OUT: 50:6f:9a (Wi-Fi Alliance)
Vendor Specific OUI Type: 22
MBO/OCE attribute: 038102 (Cellular Data Capabilities)
Tag: Vendor Specific: Microsoft Corp.: Unknown 8

bits),

48, 54, [Mbitssec]

Hulti Band Operation
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- Z2}0|2dE &= SSID "OWE-Transition"0ll CHSt Z2 Y SEFE 9 FX| 2 WiFi Allianceod| 424
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2500 2025-91-21 @9:51:57.318400 ece:ld:eB:al:cd:Sb Cisco_dd: 2e:8f 802.11 197 Probe Request, 5M=d, FN=0, Flags=........C, SSID="OWE-Transition"

8510 2025-01-21 €9:51:57.318412 ee:id:eBial: B2.11 48 ooxledgcacnt, Flags=, ael

8511 2025-81-21 @3:51:57.319223 Cisco_dd:2e:8f ee:13:eBraB:cd:5b 80211 355782, FN=B; Flags=:::::.:..C; BI=188, S5ID="OWE-Transition™
AS12 2025-R1-2]1 @3.51.57 319233 Cisco dd:Ze-Af Ei2.11 d8_Acknowledgeacnt, Flages L

Frame B511: 308 bytes on wire (3184 bits), 398 bytes captured (3184 bits)

Fixed parameters (12 bytes)
Tagged parameters (322 bytes)
Tag: 55ID parameter set: “OWE-Transition™
Tag Number: S5I0 parameter set (@)
length: 14

Supported R 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
: DS Parameter set: Current Channel: 48
: Country Information: Country Code IN, Emviromment ALl
1 Power Constraint: &
: RSN Information
i Q855 Load Element 892.11e CCA Version
: P Enobled Copabilities (5 octets)
: HT Capabilities (882.11n D1.18)
: HT Information (802.11n D1.18@)
: Extended Capabilities (B octets)
: WHT Capabilities
: WHT Operation
: Tx Power Envelope
: Wendor Specific: Microsoft Corp.: WHM/WHME: Parameter Element
: Wendor Specific: Cisco Systems, Inc: Aironet CCX version = §
! Vendor Specific: Cisco Systems, Inc: Alronet Client MFP Disabled
: VWendor Specific: Cisco Systems, Inc: Adronet Unknown (11§ (11}
& I} f44)

Wi-Fi Alliance Transition Hode

TpeciTic 12217

Tag length: 19
QUI: 59:67:0a (Wi-Fi Alliance)
Vendnr Specific OUT Type: OB
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wifi MI2ALE /7|5 &EQlE 4+ U&LCt.



[ Tima: Destination Length Info

8518 2025-81-X1 89:51:57.327265 eell zaB:cd:5b » 48 Acknowledgesent, Flagss........C

Frame 8517: 7@ bytes on wire {56@ bits), 790 bytes captured (568 bits)
ARadiotap Header w@, Length 36
882.11 radio information
IEEE 802.11 Authentication, Flags: ........C
TypesSubtype: Authentication (@x@eeb)
Frame Control Field: @xbood
.00 2000 BA11 1100 = Duration: 6@ micreséconds
Receiver address: Cisco_dd:2e:Bf (48:ce:24:dd:2e:Bf)
Destination address: Cisco_dd:2e:8f (48:ce:24 CH:id ]
Transmitter address: ee:13:eB:ad:cd:5b (ee:13 cd:5b)
Source address: ee:l3:eB:aB:cd:5b {ee:l3:eB:a8:cd:5b)
B55 Id: Cisco_dd:2e:8f (40:ce:24:dd:2
wses wess saes @0RQ = Fragment number: &
|00 2000 2001 .... = Sequence number: 1
Frame check sequence: @x92873869 [unverified]
[FCS Status: Unverified]
[WLAN Flags: ........ cl
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Authentication Algorithm: Open System (@)
Authentication SEQ: 0x0001
Status cede: Successful (@x@00a)

No. Tirme: Source Destination Protocol Length Inife
8520 2025-81-71 89:51:57.327278 Cisco_dd:2e:Bf ee:13:eB:aB:cd:5b B882.11 78 Authentication, SN=783, FN=@
8521 2025-81-21 @9:51:57.327349 Cisco_dd:2e:8f B82.11 48 Acknowledgesent, Flagss. B
8522 2025-81-21 99:51:57.329457 ee:l3:ef:aBrcd:Sh Cisco_dd:2e:8f 882.11 337 Association Request, SNsZ, FHlU Flagss........ €, SSID="OWE-Transition"
8523 2025-01-21 99:51:57.329466 oe:l3:eBzal:cd:5b 802.11 48 Acknowledgesent, Flags=........C

Frame 8520: 7@ bytes on wire {560 bits), 7@ bytes captured (560 bits)
Radiotap Header w@, Length 36
802.11 radio information
IEEE 882.11 Authentication, Flags: ........C
TypesSubtype: Authentication (@x88ab)
Frame Control Field: @xbded
L0090 9989 9011 1100 = Duration: 6@ microseconds
Receiver address: ee: B:cd:50 (ee:l3:ed:a
Destination address: B:a8:00:5b (ee:13:e8:aB:cd:5b)
Transmitter address: Cisco_dd:2e:8f (40:ce:24:dd:2e:8f)
Source address: Cisco_dd:2e:Bf (4B:ce:24:dd:2¢:81)
BS5 Id: Cisco dd:2e:Bf (48:ce:l24:dd:2e:81)
sams wess aeas 0000 = Fragment number: @
9011 9980 1111 .... = Sequence number: 783
Frame check sequence: @xc3c21908 [unverified]
[FCS Status: Unverified]
IWLAN Flags: .....cens €l
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Authentication Algorithm: Open System (@)
Authentication SEQ: @x0002
Status code: Successful (@x@00a)
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Mo, Timea Source Destination Protocol Length
r B522 2025-01-21 @9:51:57.329457 ee:13:ed:al:cd:5b Cisco_dd:2e:8f 882.11 337) Assoc iy SN=2, M Flags=........C, SSID="OWE=Transition™
8523 2025-01-21 09:51:57. 229466 ee:l3:e8:aB:cd: 50 802.11 48 o) ags=

Frame 8522: 337 bytes on wire (2696 bits), 337 bytes captured (2696 bits)
Radiotap Header v, Length 36
802.11 radie information
IEEE 8062.11 Association Request, Flags: ........C
IEEE 802.11 Wireless Management

Fixed paraseters (4 bytes)

Tagged parameters (260 bytes)

iTag. SSID parameter set: M-Transnmn"l

Tag Number: S5ID parameter set (@)

Tag: Suppurlﬂl Rates G(B), 9, 12(B), 1B, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: -28, Max: 14

Tag: Supported Channels

Tag: HT Capabilities (882.11n D1.18)

Tag: RSN Information

Tag: RM Enabled Capabilities (5 octets)

Tag: Supported Operating Classes

Tag: Extended Capabilities (11 octets)

Tag: WHT Capabilities

Tag: Vendor Specific: Samsung Electronics Co.,Ltd

Tag: Vendor Specific: Samsung Electronics Co..Ltd

Tag: Vendsr Specific: Microseft Cor WMM/WHME: Information Element
|:u Tag: OWE Bx'lxg—l!:llmgn Ppramel:rl

T. le 3 351

Liman Parameter (32}

OWE Diffie

Public Key: rczwazn adc77a98cTOT6d1 220349334 Tec 1604c64245d ce fAbIDDEBL212T 131

O|0|X|-6: & 27F



« RA &™0{| M= Association(P1Z) HAH0A E2I0|ME 2O E 2 = J&LCH

2025/01/21 15:21:57.391071821 {wncd_x_R0-0}{1}: [cTlient-orch-sm] [21675]: (note): MAC: eel3.e8a8.cd5b .
2025/01/21 15:21:57.391117645 {wncd_x_R0-0}{1}: [client-orch-sm] [21675]: (debug): MAC: eel3.e8a8.cd5b

APO|A 22l0|1ER HIH 44 S

M. Time Source Destination Protocel Length Info

B527 2025-01-21 @9:51:57.333153 Cisco_dd:2&: 81 e8:13:eB:aB:cd:5b 245 Association Response, SN=T7B4, FH=8, Flags=........
B528 2025-91-21 @3:51:57.333161 Cisco_dd:2e:Bf BO2.11 48 Acknowledgement, Flags=........C

Frame 8527: 245 bytes on wire (1968 bits), 245 bytes captured (1962 bits)
Radictap Header v@, Length 36
1l cadig iofgrmatign
TEEE 802.11 Association Response, Flags: ........
Type/Subtype: Association Response (0x90ol)
Frame Control Field: @éxleee
.000 2000 8011 118 = Duration: 60 microseconds
Receiver addréss: ee:13:eB:aB:cd:5b (@e:13:6B:a8:cd:50)

Destination address: ecil3:eB:aB:cd:5b (ee:13:eB:a8:cd:5b)

Transmitter address: Cisco dd:Ze:8f (d9:ce:24:dd:Ze:Bl)
ISI’JUl(e address: Cisco dd:2e:87 (4@:ice:Zd:dd:2e:8r)
B55 Td: Cisco_dd:Je:8f (4@:ce:24:dd:2e:Bf)

............ 2008 = Fragment nusmber: @
8311 2281 8288 .... = Sequence number: TB4
Frame check sequence: @x7fbedlll [unverified]
[FC5 Status: Unverified)
[WLAN Flags: ........C]
IEEE 882.11 Wireless Managesent
Fixed parameters (6 bytes)
tapabilities Information: @x1111
Status code: Successful (BxddRa)
««00 2000 2000 2001 = Association ID: @x@@el
Tagged parameters (175 bytes)
Tag: Supported Rates G(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbitssec]
Tag: RSN Informatisn
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: HT Capabilities (882.11n D1.18)
Tag: HT Information (882.11n D1.10)
Tag: Extended Capabilities (B octets)
Tag: VHT Capabilities
Tag: VHT Operation
Tag: FM Enabled Capabilities (5 octets)
Tag: B5S Max Idle Period

O|OlX]-7: & &

2025/01/21 15:21:57.391334260 {wncd_x_RO-0}{1}: [client-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5
2025/01/21 15:21:57.392296819 {wncd_x_RO-0}{1}: [dotll] [21675]: (note): MAC: eel3.e8a8.cd5b Associati

7| met

AP2t 220|HE TR +of 4-way BHEMO|Z 7} Walieh = /U&LICH.
Key-1 send by AP(APO]| 2|8t 7|-1 T&)

Key-2 20| EN M TS

Key-3 send by AP(APO]| 2|8t 7|-3 T1&)

Key-4 2CI0|AENM T1E



Time
2025-01-21 @9:51:57.360919

Source
Cisco_dd:2e:8f

Destination
ee:13:e8:a8:cd25b

Procal

Length

Inf
Key (Message 1 of 4)

8541
8542
8543
8544
8545
8546
8547
B548
8549

2025-01-21 09:51:57. 360930
2025-01-21 09:51:57.363375
2025-01-21 @9:51:57. 365554
2025-01-21 @9:51:57. 365603
2025-01-21 09:51:57. 366921
2025-01-21 09:51:57. 366029
2025-01-21 09:51:57. 368482
2025-01-21 09:51:57.373313%
2025-01-21 @9:51:57.373334

Cisco_dd:2e:87
ee:13:e8:a8:cd:50

Cisco_dd:2e: 81

Cisco_dd:2e:86
ee:l3rediaBicd:5h

Cisco_dd:2e:8f B02.11
Broadcast B0Z.11
Cisco_dd:2e:8f EAPDL
ee:13ie8:a8:cd:5b Baz.11
ee:l3red:aB:cd:Sh EAPOL
Cizco_dd:2e:8f Baz.11
Broadcast BaZ. 11
Cisco_dd:2e:81 EAPOL
ee:l3:ediaB:cd:5Sh Bez.11

Frame 8548: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits)
Radiotap Weader v, Length 34
892.11 radio information

IEEE B802.11 Qo5 Data, Flags: ......

Logical-Link Control
802. 1% Authentication

Wersio
Type: Key (3)
Length: 117

n: BBZ.1X-2084 (2)

.C

Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 1]
Key Information: @x@038

Key Length: 16

Replay Counter: @

WPA Key Nonce: 1728747ac242742113711043b6769471eaf8a1a7E eb2e1083d188c5aZedSded

Key Iv:

(L]

WPA Key RSC: 2000000000000000

WPA Key 10: 2920000000000000

WPA Key MIC: @eaee
WPA Key Data Length: 22
WPA Key Data: ddl4@00fac@421b5504abPa33sc3sselfdaadacizar

LLE L]

aad

o|0|x|-8: 4-Way SH=EAMo|=

2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21

2025/01/21

ol

—

L2

Ol

2025/01/21 15:21:
2025/01/21 15:21:
2025/01/21 15:21:
2025/01/21 15:21:

IP

I
I

Ad

o

Al
(=]

15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:

15:

Ef

21:
21:
21:
21:

21

21:

21:

21:

21:

21:

21:

OH

57.
57.
57.
57.
:57.
57.
57.
57.
57.
57.
57.
:57.

:57.

57.
57.
57.
57.

392538716
392557538
392640494
394830551
395171903
420590731
420706435
420775720
426548998
426725965
426727805
434078994

434099154

434111288
434250308
434286035
434308953

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

48 Acknowledgement, Flags=........C
iTe
215 Key (Message 2 of 4) w/

48 Acknowledgement, Flags=........C
267 Key (Message 3 of 4)

48 Acknowledgenent, Flags=........C
aTe
171 Key (Message & of 4)

48 Acknowledgement, Flags=........C

[cTient-orch-sm]

[client-orch-state] [21675]:

[21675]:

Beacon frame, 5M=3335, MN=@, Flags=s........C, BI=10@, S5ID="0PEN-OWE"

Beacon frame, SM=3336, MN=8, Flags=........C, BI=18@, S5ID="newssidd"

(debug) : MAC: eel3.e8a8.cd5b
(note): MAC: eel3.e8a8.cd5

[client-auth] [21675]: (note): MAC: eel3.e8a8.cd5b L2 .
[client-auth] [21675]: (info): MAC: eel3.e8a8.cd5b Cli
[client-auth] [21675]: (info): MAC: eel3.e8a8.cd5b Cli
[client-auth] [21675]: (info): MAC: eel3.e8a8.cd5b Cli
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b |
[client-keymgmt] [21675]: (note): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b

[cTient-auth] [21675]:
[cTient-auth] [21675]:

[cTient-orch-sm]

[21675]:

(note): MAC: eel3.e8a8.cd5b L2
(info): MAC: eel3.e8a8.cd5b C(Cli
(debug) : MAC: eel3.e8a8.cd5b



2025/01/21 15:21:57.434789679 {wncd_x_R0-0}{1}: [cTient-orch-sm] [21675]: (note): MAC: eel3.e8a8.cd5b |
2025/01/21 15:21:57.436611026 {wncd_x_R0-0}{1}: [cTlient-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5
2025/01/21 15:21:57.437239513 {wncd_x_R0-0}{1}: [cTient-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5
2025/01/21 15:21:57.437508189 {wncd_x_R0-0}{1}: [client-iplearn] [21675]: (info): MAC: eel3.e8a8.cd5b

2025/01/21 15:21:57.534166453 {wncd_x_R0-0}{1}: [sisf-packet] [21675]: (info): TX: DHCPv4 from interfac
2025/01/21 15:21:57.535325325 {wncd_x_R0-0}{1}: [cTlient-iplearn] [21675]: (note): MAC: eel3.e8a8.cd5b
2025/01/21 15:21:57.535874658 {wncd_x_R0-0}{1}: [sisf-packet] [21675]: (info): TX: DHCPv4 from interfac
2025/01/21 15:21:57.536500021 {wncd_x_R0-0}{1}: [client-orch-sm] [21675]: (debug): MAC: eel3.e8a8.cd5b

ZetOo|ME A ¢E)

2025/01/21 15:21:57.537017277 {wncd_x_R0-0}{1}: [cTlient-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5

ol

WISE &£ 38l7t X|HE[X| §f= ZEI0|YME

 MIB ZAS IS LSS SAOISE 0l A28 YYS FAY + K oirE U
X

mo rir
HI

ElLct X|HE|X| tE B2, SSID "OPEN-WISE"E 47| 2|35 3] LHo lgkxd
Cl 7t Q58 &5t IP TAE 7HX{2 CIS RUN HEZE T %%* T+ U&LICE

2025/01/16 15:36:06.178370757 {wncd_x_R0-2}{1}: [client-orch-sm] [17332]: (note): MAC: d037.4587.8f35 .
2025/01/16 15:36:06.209288788 {wncd_x_R0-2}{1}: [dotll] [17332]: (note): MAC: d037.4587.8f35 Associati
2025/01/16 15:36:06.248651191 {wncd_x_R0-2}{1}: [cTient-auth] [17332]: (note): MAC: d037.4587.8f35 Ope
2025/01/16 15:36:06.248751507 {wncd_x_R0-2}{1}: [client-orch-state] [17332]: (note): MAC: d037.4587.8f3
2025/01/16 15:36:06.281808554 {wncd_x_R0-2}{1}: [client-orch-state] [17332]: (note): MAC: d037.4587.8f3
2025/01/16 15:36:06.303307756 {wncd_x_R0-2}{1}: [client-orch-state] [17332]: (note): MAC: d037.4587.8f3
2025/01/16 15:36:10.305041414 {wncd_x_R0-2}{1}: [client-iplearn] [17332]: (note): MAC: d037.4587.8f35
2025/01/16 15:36:10.305777492 {wncd_x_R0-2}{1}: [client-orch-state] [17332]: (note): MAC: d037.4587.8f3
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Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA
O WPA + WPA2 O WPA2 + WPA3 @® WPA3 QO Static WEP O None

MAG Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
wpPaPolicy O wpa2 policy O Status Enabled v
GTK O WPA3 Policy
Randomize . 0 Over the DS O
Transition
Disable
Reassociation Timeout * 20

WPA2/WPA3 Encryption

AEs(ccmpi28) & ccemp2se O Auth Key Mgmt
GCMP128 ) GCMP256 () e Tl eiria i e it
SAE O FT + SAE O
Protected Management Frame OWE FT+802.1x O
_ 802.1X- O
PMF Required v SHAZ256
Transition Mode WLAN ID 9

Association Comeback Timer* 1

SA Query Time* 200

.| Update & Apply to Device

0|0/ X|-9: Owne Transition SSIDO|A FTE &d3st5te B2 2F HIAIX]

WISE= PSK/dot1x0| M X[ EIX| &t &LICt.
O|z48t Z&rolME OWEE &/ d3HE 4= &Lt

1.802.1x EE= FT+802.1x

2. PSK EE&= FT+PSK EE = PSK-SHA256

3. SAE EEE= FT+SAE

4. 802.1x-SHA256 EE = FT+802.1x-SHA256

A5}

B

—

ol

tedo

i
futok
[e][]

Olgfet & & stit



Edit WLAN x

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 @® WPA3 Q Static WEP O None

MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
wraPolicy O wpa2 Policy O Status Disabled v
GTK O WPA3 Policy o
Randomize
Transition 0 i
Disable
Reassociation Timeout * 20

WPA2/WPA3 Encryption

AES(CCMP128) CCMP256 O Auth Key Mgmt
GCMP128 O GCMP256 O .

802.1X/FT+802.1X/802.1X-SHA256/PSK/FT+PSK/PSK-
SHA256/CCKM/SAE/FT+SAE
Protected Management Frame

SAE O FT + SAE O
PMF Required . OWE FT+8021x O
Toquee S —
Association Comeback Timer* 1 ‘ SHAZS
Transition Mode WLAN ID 9 ‘
SA Query Time* 200 ‘

Update & Apply to Device

O|0[X|-10: WISE SSIDO|M CHE 215 YHES &dstste S 2F HAIXKIE &L

1o
ok



Edit WLAN x
A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.
Add To Policy Tags
O Static WEP O None

General Security Advanced
Layer2 Layer3 AAA
O WPA + WPA2 O WPA2 + WPA3 @® WPA3
MAC Filtering O
Lobby Admin Access )
WPA Parameters
wPAPolicy O wpA2 Policy O
GTK O WPA3 Policy
Randomize
Transition O
Disable
WPAZ2/WPAS3 Encryption
AES(CCMP128) CCMP256 )
GCMP128 O GCMP256 O
Protected Management Frame
PMF Required
Association Comeback Timer* 1
200

SA Query Time*

ol0lX|-11: AKM

Fast Transition
Status Enabled v
Over the DS O
Reassociation Timeout * 20
Auth Key Mgmt
-SHA256/PSK/FT+PSK/PSK
FT + SAE
v
OWE FT + 802.1X
802.1X%-
3

SHA256
Transition Mode WLAN ID

O

Update & Apply to Device

1EHSHH AKMO A "OWE" S M2

Mstste S0 27 HAIX| EA|
+ Cisco IOS® XE 17.9.6 10S HT0| M= "WPA2+WPA3"S
£ =+ JUX|Z o] ZEMHE OWEE AEE = QiCte 2F HIAIXK|ZF R A[ELICE



Edit WLAN X

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 ALA

) WPA + WPAZ ® WPAZ + WPA3 O WPA3 O Static WEP ) Nona
MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
WPA O WPA2 Status Disabled -
Policy Policy
GTK (] WPA3 Over the DS 0
Randomize Policy
Transition O Reassociation Timeout * 20
Disable |

WPA2/WPA3 Encryption Auth Key Mgmt

AES(CCMP128) compzss O
GCMP128 O gemezse O
Protected Management Frame OWE is supported with WPA3 (WPA/WPAZ must be
disabled)
PMF Required - | 802.1x PSK O
' CCKM A SAE O
Association Comeback Timer* | 1 FT + SAE OWE
' FT + 802.1x FT + PSK 0
SA Quary Time* 200 802.1x- psk-sHA256 O
SHAZ256
Transition Mode WLAN ID 7

MPSK Configuration
Enable MPSK O

| Update & Apply to Device

0|0|X|-12; WPA2+WPA3S AMEHSH [ @ F MIA|X| EA|

+ Cisco IOS® XE 17.12.4 HF0| ME "WPA2+WPA3"S MEHSE AKMO| A "OWE" S M A}
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88 + H&LIch

Edit WLAN ®

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AN

O 'WPA, + WPA2 ® WPAZ + WPA3 O WPA3 O Static WEP ) None
MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
weaPslicy O WPA2 Policy Status Enabled -
GTK (] WPA3 Policy
Randomize . Over the DS O
Transition |:|
Disable

Reassociation Timeout * 20
WPAZ/WPA3 Encryption

AES(coMP128) B CCMP256 O Auth Ksy Mgt
eempize O gempzse O N R
VWAL SECUnty vaihd Combnations. Syuite r, 2
802 1X-SHA25 2. 1X/802.1X AKM 5
oher, 3, PSK-SHAZSE/FT-PSK/PSK AKM and AES
Protected Management Frame E,; f COEM _.L.C._ffnj ,E; Cigher e
WPAZ security valid combinations: 1. SuiteB cipher, 2
PMF | Required v 802 1 X-SHAZ256/FT-802.1X AKM and AES cipher, 3
\ ; SAE/FT-SAE/OWE AKM and AES cipher.
Association Comeback Timer* [ 1 802.1X D PSK D
CCKM A O SAE O
SA Query Time* ‘ 200 FT + SAE () FT+8021x O
FT + PSK O 802.1%- a
SHAZ56

psk-sHaz2s6 O

MPSK Configuration
Enable MPSK O

Update & Apply to Device

0|0|X|-13: 2F HIA|X| - AKMOI A WISE SME 7K %] &

i)

Ol



=X 2

1. WLAN, OPEN SSID & OWE Transition SSID 25 0i|A Z1I|2zio|ME &holstedsd A&t
WLAN ID7} O & |o{oF & LIC}.
2. Broadcasting 242 WISE 718t SSIDO| M H| 44518l ok 510 OPEN SSIDO| A2t & 445} 5H
OF g LCt.
. O| Mo MHE X|pEl= B/ ESHF
4. WLC Z0{|AM ZdI|azio|MHo| A2 E< I
5 FAAR.

b

I-OI_ |.AIA|

23

w
\'0|I
ol

|r mlo
5]

(@]
i !

ok
ro

i
A

-*.QFO

$E=I
=

fjo

+Elstod EME &

r

RA £& 4 EPC(YHIC|= m{Z! Z4K)

WLC GUIo| 212! -> Al & -> Radioactive Trace('2 Als F%) -> Add client wifi MAC

address(Z 20| E wifi MAC 24 F7I) -> Click that clients(i'e 20| E) &It -> Start(Al
zh)

7F > 23 elE{mo|lA L wMl

o

WLC GUIN| 23921 -> EA| iZ -> T3] X > M It 0|8
VLAN/Interface -> Start(A|ZH)E MEH

Zt0|AE HFE{M: 75 5tH wireshark O Z 2|7 0| S X5t WiFi QIE{H O|AE MEASH

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/213949-wireless-debuqgging-and-log-collection-on.html#anc12

MAC BES AL571LE AP & SILIE AL 22 ZAsto] £ 88 4 &Lt ol 238 &

https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-
packet-captures-over-the-air-on.html

AL AP AM:

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/217057-configure-access-point-in-sniffer-mode-o0.html

8 & (wireshark AH)2 A9 x| ZE0i 23}t 1 wireshark OHZ 2|71 0| 0| Mx|=|o4 2{0{oF &t
H O| wireshark AMtH= WLC WMI QIE{H O|A 0] 242 &~ QI040F & LICH. WLC2t wireshark AE
MOlo| Z2EZ0| e AR wWatHof|A{ "5555 EE = 5000 = 5556"2 &8l ofF &L|Ct.

,"THE A ALY, Windows

wireshark7} A x| E PCO "gscaler"'7t Ax|=|0{ A =X| &5t
o HZAI5H5t T PCAPE £ XI5 5 AAID.

Defender@t &2 &350|Lt 1 2tof = Zd0] /IeH™

(o]
il
=t
=


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc12
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc12
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
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e APOIA CHE APZ 2T W CHS BHIE +~=sloF & LICH

- CtA| @dZ/0dA 8 T&alof & - 22H0IE 2o et oS LICt
- 94 @ Mol M DH(Diffie-Helman) Ml& ME & ™M& 3l of g LCt.
- 22}0|MEE O| PMK7} 2CI0|ESQL AP 20 MEEE 7o 2 APERE 34 S
ol DH MIEAIE 2 7t e £ &L
- AP2 ECI0|21E 7t0i| 4-Way SHEM|O|Z 7} g aiE &~ Q&L
« OWEONIME FTE 44518 4 Qioo 2 802.11r2 AR E :
- Ecto|HEI 2UE mjotC DH W ¥ 44 & e M| o|2 & sHoF ghLCt.
« XA PMKIDE A3t 22I0|MES APE ZH AP & E2to|EDntCt TR CH
- SCIO|UETI SUE AP A5t B2 S YU PMKIDE A8 E = i
QoiME ZEH0|ET APELE AKX E/0] Af PMKIDE 448 4~ QIX|TF 2EI0|MEE 48 &
= Mo|30ll SYUS PMKIDE AHE &L

of:

Z2ot0|ME T SYUS AP0 2 El B2 Association-Request 2! Association-Response &5 04| A
S PMKIDE & = U&LICH 92 SHUM SYUE PMKIDE M&3%t= Z< DH MR2AIE S

£ & gL

B522 2025-91-21 @9:51:57.329457 ee:ldiedisbicd:Sh Cisca_ddi 2oz Bt w221 n 21 b5 50 da b a3 35 <3 55 &7 74 db b4 56 3D &Y Asscciaticn Reguest, N=2, FM=B, Flagi=........C, SSID="OWE-Tr,
44117 P025-81-21 #0:53:12.847507 ee:ldied:aBrediSh  Cisca_dd:Je:Bl 802,11 337 21 b5 S0 du BB a3 35 ¢3 55 &7 14 43 a4 56 33 af Asseciatisn Reguest, SNe2, FMsB, Flagse........C, SSID"OWE-Tr.

Frame #322: 317 byt re (269 bits), 37 bytes captured (2696 bits)
Radiotap Header vh, 3

TEEE $92.1
TEEE 502.1

[{=c.1

(19
Br 7@ 76 gl fa Je 34 93 34 Te cl £d 4c 64 34 Sd oo 18 B9 bb 6B b2 12 ff 31

0|0|X|-14: S8t PMKID AFE



L Tieie Séurt Diritinaticn Pratacal Length Sequence Numsber [BE) PMEI L]
BIIT D025-01-21 ©9:31:57.330133 Cisco_dd:Te:Br ee: 13 el al:cd: b Boi. 11 a5 1 b3 50 da b0 a3 35 c3 55 €7 14 da a4 o6 33 of Associstion Responie, SN=TE4, FHsD, Flagss........C

Frame 8527: 245 bytes on wire (1968 bits), 245 bytes captured (1968 bits)
Radiotap Header vd, Length 3§
802,11 radio Laforsation
IEEE 802.11 Asseciation Response, FLagst ........C
IEEE 802,11 Wireless Managesent
Fixed paraseters (6 Bytes)
Tagged parameters (175 bytes)
Tag: Supported Rates 6(B), 9, 12(), 18, 24(8), 36, 48, 54, [Mbitssec]
Tag: RSN Inforsation
Tag Musker: RSN Information (48)
Tag length: 42
RS Versden: §
Growp Cipher Suite: 88:8f:ac [Teee £02.11) AES [COM)
Pairwise Cipher Suite Cownt: 1
Pakrwise Cipher Suite List #0:07:ac (leco 8R2.110 AES (CCH)
Auth Key Managesent |AKM) Suite Count: 1
Auth Key Managesent (AKM) List 00:9f:ac (leee BO2.11) Opportunistic Wireless Encryption
RS Copabilities: Pwdied
PHKID Count: 1

List

PHRID: 21 b5 58 da BB a3 35 &3 S5 a7 s 64 &6 33 af
Group Management Cipher Suiter 08
Tag: Vendor Specific: Microsaft Corp,
Tag: HT Capabilities (502.31n D1.18)
Tag: HT Informatios (262.1%n O1. 180
Tag: Extended Capabilities (8 octets)
Tag: VHT Capabilities
Tag: WHT Operation
Tag: M Enabled Capabilities {8 octets)
Tag: BSS Max Idle Perisd

WH/WNE: Paramcter Elesent

0|0|x|-15: & Y&t PMKID2t| 44 SF

HAEE 2[sf WLCOI|A] O] E2to[H
[ 2EH0|HEE SYUE PMKIDE ™

Na. Time Souns Dastintion Prooed Langth Saguance Numiber (BE) PABID Infs
44117 A25-81-F1 @9:53112.847592 eerl3seBiaficdi5h  Cisce_dd:2erEf B2.11 337 21 b5 S0 da @ a3 35 €3 55 o7 14 da ad a6 33 af Association Request, SMeZ, FMeB, Flagss.

=
Frose 44117: 337 bytes on wire (2696 Bits), 337 bytes captured (2696 bitsh
Radiotap Meager w2, Length 36
802,11 radie informstisn
IEEE BO2.11 Association Request, Flags: .
TEEE 802,31 Wireless Maragosent
Fixed parameters (4 Bytes)
Tagged parsseters (269 bytes)
Tag: 5510 parameter set: “OWE-Transition™
Supported Rates &(B), 9, 12100, 18, 24(m), 36, 48, 54, [Mbit/sec]
Power Capability Him: =28, Max: 14
Supported Channels
T Capabllities (862.11n D1.10)
Tag: ASH Information
Tag Nusber: BN Inforsatics (48}
Tag Length: 42
RS Warsion: 1
Group Cipher Suiter @8:8frac (Ieee BO2.11) AES (COM)
Palruise Cipher Suite Count: 1
Pairwise Cipher Suite List ®0:07:ac {Teee BOZ.11) AES (CCM)
Auth Key Hansgement (AKM) Suite Cownt: 1
Auth ey Hanagement (AKM| List @8:df:ac (Teee 882.11) Opportunistic Wireless Encryption
RGN Capabilities: G=d0c

Bunt: 1
PRIR List
IO 31 bS5 58 da b a3 35 c3 55 &7 4 da ad ab 33 af

Group Management Cipher Swite: BR:@fiac (leee BOZ.11) BIP (128
Tag: WM Enabled Capobilities (5 octets)
Tagi Supported Operating Classes
Extanded Capabilities (11 setets)
VHT Capabilities
Werdar Specific: Semsung Electromics Co.,Ltd
Verdor Specific: Samsung Electromics Co.,Ltd
Taa: Geedor Spesific: Micrgiott Coep,: WNARE: Totoraatigs Fleses
Ext Tag: OWE Diffie-Hellman Farameter
Ext length; 34 (Tag len: 35)
Ext Tag Musker: OWE Diffie-bellman Parameter (32}
Group: 286-Bit random ECP group (19)
Public Key: ba ba 15 2b T a5 4c 82 21 16 11 0b ad 95 a0 41 cf 95 79 55 3d dc 77 96 bb b3 59 52 42 25 cf 61

E7I DH MEArg ol Z&HE

-|0I'
m
2

o|O]x|-16: AF K|

Protocel Length Sequence Mumber [BE) PMKID o

B2 11 266 bmlltm mm-. SN=1229, PH, L3

A4121 2025-01-21 09:53:12.0851671 C“th af

Frame 44121: 266 bytes on wire (2120 bits), 266 bytes coptured (2128 bits)
Radiotap Header wi, Length 36
202.11 radio information
TEEE B92.11 Associstion Response, Flags: ........C
TEEE #02.11 Wireless Hanagesent
Fixed paraseters (6 Bytes)
Tagged paraseters (196 bytes)
Tag: Supported Rates GiBl. 9, 12(8), 18, 24001, 36, 48, 54, [Mbitrsec]
Tog: RSM Inforsation
Tag Nuster: RSN Information (48]
Tag length: 26
RSN Version: 1
Group Cipher Suite: @0:07:ac (Teee $02.11) AES (COM)
Pairwise Cipher Suite Count: L
Pairwise Cipher Suite List 00:8fiac {Teee B82.11) AES (CCH)
Auth Key Monspesent (M) Suite Coumt: 1
Auth Key Manspesent [ANM) List 00:0f:ac (Tewe B02.11) Oppertinistic Wireless Encryption
Bech

Group Masagesent Cipher Swite: 80:0f:ac (Teee BB2.11) BIF (118)
Tag: Vendor Specific: Microsoft Corp.: WHM/WME: Paramcter Element
Tags WT Capabilities (882.11n 01.28)
Tog: HY Iaformation (802.11n D1.18)
Tag: Extended Capabilities (8 ectets)
Tag: VHT Capabilities
Tags VHT Operation
Togs MM Enabled Chpabilities (S oetets)
Tag: BSS Max Idle Peripd
Ext Tagz OWE Diffie-Hellman Parameter
Ext Tag Lengthi 34 (Tag len: 33)
Ext Tag Nusber: OWE Diffie-Hellsan Paraseter (32)
Group: 56-bit random ECP group (19)
Public Mey: e4 a4 ea @0 Gf f3 69 35 33 93 59 31 7d b7 2e ab o4 84 26 Te 62 da 09 2o B €9 de £5 €2 69 al €5
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PMKIDE A&35tH "M1 2 M2" HIA|X|E A =3 I Lct,
HNo. Tiene Source Destination Protocol Length Sequence Mumber (BE) PMBID info
| B548 2025-81-21 89:51:57.260019 Cisco_dd:2e:8f €e:13:e8:a8: cd:5b EaraL 193 Key {Message 1 of 4)
B543 2025-81-21 85:51:57.365594 ce:13:e8:ral:cd:Sh Cisco_dd:2e:Bf EAPOL 215 | 21 b5 5B da B8 ad 35 c1 55 e 14 da ad ab m-lﬁgy {Hessage 2 of 4)
B54% 2025-81-21 89:51:57. 366521 Cisco_dd:de:8f ce:ld:eBral:od:Sh EardL 287 Key {Hessage 3 of 4]
ES48 2025-01-21 05:51:57.373312 ce:ll:cBiabicd:Sb  Cisco_dd:2e:8f EAPOL 171 Key {Message 4 of 4)
Frame 8540: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits)
Radiotap Weader vd, Length 34
BB2.11 radio information
IEEE £62.11 Qo5 Data, Flags: ......F.C
Logical-Link Control
BO2.1X Authentication
Versiom: 802.1X-2094 (2]
Type: Key (3)
Leagth: 117
Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 1)
Key Inforsation: OxQ@88
Key Length: 16
Replay Countér: B
WPA Key Nonceé: 17 28 f4 Ta €2 42 74 21 13 71 1b 43 b6 6 94 71 a2 18 a1 &7 Bf éb 2& 10 83 dl BB 5 a2 <@ 5d &d
Key IV: 00 B0 a0 20 22 22 B0 00 &0 20 20 20 20 0 80 M
WRA Key RSC: 2@ 206 22 &0 20 20 80 2@
WPA Key ID: B2 00 22 20 00 88 o0 09
WPA Key HIC: @@ 006 22 00 B0 80 00 00 00 00 82 00 20 44 20 29
WPA Key Data Length: 22
WPA Key Data: dd 14 88 of ac 84 21 bS5 50 do bd a3 35 c2 55 e7 14 do ad a6 33 af
Tag: Vendor Specific: Iece BR2.11: RSMW PMKID
Tag Mumber: Vendor Specific (221)
Tag length: 28
oUL: eB:Rfiac (Iese 892.11)
Vendor Specific QUL Type: 4
Data Type: PHKID EDE (4]
PHKID: 21 b5 58 da b® a3 35 ¢3 55 &7 14 da ad a6 33 af I
O|0[X|- 18: 3L et PMKIDE At&st= AP & 22I0|E
= 22 A3SHS ||.E Ist PMKIDS |. |.| |.| |. .|| S AHA |.§
o| ool M= ChEE sdELICH SUE = AtEstX|2H ZEto[AUET AXE & HEE CHE
= =| = = = = —n n = St =
PMKIDE AtE5t= APE ALE35te EEI0|ME = "M1 & M2" H|A[X|E & IELICH
Mo, Tirne Source Destination Protacal Length Ssquence Number (BE) PMKID Infe:
44128 2025-91-21 99:53:12.857863 Cisco_dd:Ze:8f eerldrelzalcdiSh EAPDL 153 Key (Message 1 of 4)
44133 2025-91-21 99:53:12.861273 cerliieBradicdiSh Cisco_dd:Ze:8f EAPOL 215 |21 b5 5B da b® a3 35 3 55 e f4 da ad ab 33 af Key (Message 2 of 4)
44135 2025-91-21 99:53:12. 862728 Cisco_dd:Ze:8f ee:ldeBraB:cd:Sh EAPOL 67 Key (Message 3 of 4)
44138 2025-91-21 99:53:12.865398 cerldieBradicdiSh Cisca_dd:Ze:8f EAPOL 171 Key (Message 4 of 4)

Frame 44128: 193 bytes on wire (1544 bits),
Radiotap Header v@, Length 34
#82.11 radio information
IEEE ®82.11 QoS Data, Flags: ....
Logical-Link Contrel
B2.1X Authentication
Versiom: BR2.1X-2084 (Z)
Type: Key (3]
Length: 117
Key Descriptor Type: EAPOL RSN Key (2]
[Message rusber: 1]
Key Information: 0x@9as
Key Length: 16
Replay Counter: @
WPA Key Nence: 17 28 f4 7a €2 42 74 21 13 7f 1b 43 b6 16 94 71 ea 18 a1 a7 Bf eb 2e
Key IV: 09 00 00 99 99 09 20 20 09 00 @0 92 02 2 2R 9@
WPA Koy RSC: BB 99 99 20 00 02 0 B0
WPA Koy ID: @2 00 99 22 92 29 2R op
WPA Key MIC: 20 00 00 00 20 00 00 2P G0 99 00 00 90 20 00 @0
WPA Key Data Length: 22
WRA Key Data: dd 14 9@ 8f ac @4 41 1b cf d7 7a 34 cb 58 70 13 87 47 ba d2 4e 1f
Tag: Wendar Specific: Ieee BBZ.11: RSN PHXID
Tag Mumber: Vendor Specific (2210
Tag length: 24
Oul: d@:8f:ac (Ieee 882.11)
Vendor Specific OUT Tuge: 4
Data Type: PMKID KDE (4]
PHKID: 41 1b <f d? Ta 34 cb 50 78 13 87 47 b8 42 4¢ 11

193 bytes captured (1544 bits)
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2025/01/21 15:18:50.157081690 {wncd_x_R0O-0}{1}:
2025/01/21 15:18:50.157082294 {wncd_x_R0O-0}{1}:
2025/01/21 15:18:50.157523328 {wncd_x_R0O-0}{1}:
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1 83 41 88 <5 a2 &9 5d e

LEO|M DH Of7HH=E

[dotll-validate] [21675]:
[dotll-validate] [21675]:
[dotll-validate] [21675]:
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Hylin

AP7} PMKE

(debug) : MAC:
(debug) : MAC:
(debug) : MAC:

eel3.e8a8.cd5b
eel3.e8a8.cd5b
eel3.e8a8.cd5b



2025/01/21 15:18:50.157531792 {wncd_x_R0O-0}{1}:
2025/01/21 15:18:50.157532236 {wncd_x_R0O-0}{1}:
2025/01/21 15:18:50.157532538 {wncd_x_R0O-0}{1}:
2025/01/21 15:18:50.157841380 {wncd_x_R0O-0}{1}:
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2025/01/21 15:21:57.391898613 {wncd_x_RO-0}{1}:
2025/01/21 15:21:57.391903915 {wncd_x_RO-0}{1}:
2025/01/21 15:21:57.391906073 {wncd_x_RO-0}{1}:
2025/01/21 15:21:57.391906329 {wncd_x_RO-0}{1}:

[dotll-validate] [21675]:
[dotll-validate] [21675]:
[dotll-validate] [21675]:

Zcto|¢UET}L SUSH AP Q1A ZIRAK|BH AP A PMKID

[dotll-validate] [21675]:
[dotll-validate] [21675]:
[dotll-validate] [21675]:
[dotll-validate] [21675]:

E AHA
= oo

(debug) : MAC: eel3.e8a8.cd5b
(debug) : MAC: eel3.e8a8.cd5b
(debug) : MAC: eel3.e8a8.cd5b
[dotll-frame] [21675]: (debug): MAC: eel3.e8a8.cd5b OW

(debug):
(debug):
(debug):
(debug):
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MAC:
MAC:
MAC:
MAC:

Lt & LI

eel3.
eel3.
eel3.
eel3.

e8a8.
e8a8.
e8a8.
e8a8.

cd5b
cd5b
cd5b
cd5b
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