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+ Catalyst 9800-CL Wireless Controller(17.12.3)
« ISE 7t&f M41(3.3)

ISEQ| Bt SSID 4! 0|= SSID BYODEH 1L 7}?

Chl SSID BYOD
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WLC Z1x|z2zio|M
CWAE WLAN A

1. Configuration(Z1I| 124 0| M) > Tags & Profiles(Ef1 & = Z El) > WLANsZ O|S &rL|C}.
2. Add(F7t)E Z&l5tod Ml WLANE d-defLict.

« WLAN O|& Z! SSID(0{l: BYOD-WiFi)& A& &fLct.
- WLANZS 2 M5tefLct.
Add WLAN x
General Security Advanced
Profile Name* Enter Name Radio Policy @
SSID* BYOD-SSID Show slot configuration
6 GHz
WLAN ID* Status i ]

9
€ WPA3 Enabled
Status ' Dot11ax Enabled
Broadcast SSID 5 GHz

Status ENABLED .
2.4 GHz
Status ENABLED .

802.11b/g | 802.11blg +
Policy '

(=] Apply to Device

RADIUS MH 744

1. Configuration(Z1I| 22/ 0| M) > Security(2 ) > AAA > RADIUS > Servers(A{tHH)Z O|S &L
Ct.



Configuration= > Security = > AAA  Show Me How °

+ AfA Wizard

Servers [ Groups

—]

AfA Method List

# Delete

ARA Advanced

Servers Server Groups
TACACS»
Acct P x| ¥
LDaP
Name T Address T Auth Port
[+] 0 -
For Radius Faltback (o work, please make sure the Dead Critenia and Dead Time configuralion exists an the device

2. ISEE RADIUS MH{ZE 74
ISEQ| IP

. ZOots-

o MH IP:

ST 82!

Create AAA Radius Server

F AL
ISE0| T+ EHE S/ dEE gL

35t24™ Add(F7HE =gt

T Acct Port

Name* BYOD Support for CoA (D)
Server Address* 10.x.x.X CoA Server Key Type
PAC Key (W] CoA Server Key (©)
Key Type Clear Text v Confirm CoA Server Key
Key* (@) Automate Tester
Confirm Key*

Auth Port 1812

Acct Port 1813

Server Timeout (seconds)

Retry Count

1-1000

0-100

Clear Text

! Apply to Device

AAA MH 74

1. Configuration(Z1IL| 22 0|M) > Security(:2 ) > AAA > Servers/Groups(MHH/1E)E OIS &

L|ch.




curity~ > AAA snow e How ()

+ AAA Wizard

Servers | Groups Add Mathod List
-
TACACS

LDAP

2. RADIUS MH{E ATt E= 7|E M 280 &gt

Create AAA Radius Server Group x

Name* I BYOD I
Group Type RADIUS
MAC-Delimiter Lt e
MAC-Filtering none -
Dead-Time (mins) 5
Load Balance
Source Interface VLAN ID 1 e
Available Servers Assigned Servers
f| Apply to Device

WLANO]| CHEt 2o 2431 1M

1. Configuration(Z1IL|212|0|M) > Tags & Profiles(Efl1 & Z 2 El) > WLANs(WLAN)Z O|S &
L|Ct Of7oi| A+d8F WLANS T&IEFLICH

2. Security(:2.2t) > Layer 2(210/04 2) & of2ioi| M CtS 2 ~&FLICH
« WPA+WPA2 A2
« WPA2 &5 35}t0f|AH AES(CCMP128) M
« 802.1XZ2 Q& 7| &



Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

@® WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP O None

MAC Filtering (]

Lobby Admin Access 0

WPA Parameters Fast Transition
WPA Policy O WPA2 Policy Status | Adaptive Ena... v |
GTK () OSEN Policy O
Randomize Over the DS )
WPA2 Encryption Reassociation Timeout * ‘ 20
AES(CCMP128) CCMP256 O
GCMP128 () GCMP256 ()] Auth Key Mgmt
RSy ‘R 802.1X PSK ()
rotecie anagement Frame
Easy-PSK O CCKM A O
e ey = FT+802.1x O FT + PSK 0
: : 802.1%- (] psk-sHazse O
SHA256

MPSK Configuration

| Update & Apply to Device

3. Security(2 2+) > Layer 3(2110/04 3) & otz 2| Web Auth Parameter Map(# @15 {7 2
) EELCH20M global(FH)2 MENEHLICE




Edit WLAN X

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

o

Show Advanced Settings >>>

Web Policy O
Web Auth Parameter Map global v
Authentication List Select a value v B

For Local Login Method List to work, please make sure

the configuration ‘aaa authorization network default local’
exists on the device

=] Update & Apply to Device

AN™ QIE ACL 7

ACLZ MAM35toiZ|C|2Mof CHet ZHd ALE:
- DNS Egfj=!
« ISE Z&=of CH8t HTTP/HTTPS
« ZLIQSH DE HHlE MH|A,

O|Z 7| stedH

1. Configuration > Security > ACLs > Access Control Lists2 0|S&fL|C}.
2. Le® EClEE 5{85te HESE M ACLE HMELICH



Edit ACL x

ACL Name* Test1 ACL Type IPv4 Extended

Rules

Sequence* Action permit v

Source Type any hd

Destination Type any v

Protocol ahp v

Log O DSCP None v

Sequence Y Source Y Source W Destination Y Destination Y Source Y Destination Y
t Action YT IP Wildcard 12 Wildcard Protocol Y Port Port DSCP ¥ Log Y
O 10 den ISE=IP= an i Mone Mone Mone Disabled
v Address v P
0 20 den n izl i Non Non Non Disabled
eny any e o] lone one one sable:
|:] 30 deny any any udp MNone eq domain None Disabled
D 40 deny any any udp eg domain  Mone None Disabled
D 50 permit any any tcp None aq wWwww None Disabled
1 10

O Cancel =| Apply to Device

1. Configuration > Tags & Profiles > Policy2 O|S&LICt 7|2 HME ddetHL AISE = U
&Lt
shotl Cisco Catalyst 9800-CL Wireless Controller Vecomewos M % A B & @ Q B Feacteck| @
Configuration = > Tegs & Profles = + Policy
==
g
Admin T Asocied 0 T
Status Policy Tags Policy Profile Mame T Description T
a -] LY piicy=profie cefautt poiicy b

mot
orl

2. Access Policies(2{ M| A Z&H)of| A Z{&d 8 VLAN



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced
RADIUS Profiling WLAN ACL
HTTP TLV Cachi
e IPva ACL v B
DHCP TLV Cachi
it IPv6 ACL v 8
WLAN Local Profiling
URL Filters @
Global State of Device Disabled (i)
Classification
Pre Auth v
Local Subscriber Policy Name v
Post Auth v B
VLAN
VLAN/VLAN Group VLANO0S7 v |® |

Multicast VLAN

D Cancel J

Advanced(1®
tefLlct.

ol

=1
=

) S

ZH0o

=

Enter Multicast VLAN

-] Update & Apply to Device

]

Fi

al

=

Y

ol

A Allow AAA Override and NAC state(AAA R{Z 2| 2! NAC A EH



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profile O &
g @ Link-Local Bridging O
Session Timeout (sec) 28800 ()
mDNS Service default-mdns-ser.. » @8
Idle Timeout (sec) 300 Policy Clonr
Idle Threshold (bytes) 0 Hotspot Server v
Client Exclusion Timeout (sec) 60 User Defined (Private) Network
Guest LAN Session Timeout O Status ()]
DHCP Drop Unicast O
IPv4 DHCP Required 0 DNS Layer Security
DHCP Server IP Address DNS Layer Security Not Configured v
Parameter Map Clear
Show more >>> Flex DHCP Option | T . I
for DNS > g
Pasey Flex DNS Traffic - IGNORE
Redirect )
Allow AAA Override
WLAN Flex Policy
NAC State
- VLAN Central Switching O
Policy Name default-aaa-paolicy X v (2]
Split MAC ACL v
Accounting List Test xv B
el ‘ = Update & Apply to Device

P

st}
= .

« WLAN I HM 22 EZ X 86t 5 e E BrS 7Lt =HEL
« HMA ZQIEO| EfIE EFELICH



= Tags
T Description
detaul policy-tag

Poiicy Tg Nama

delmuit-policy- g
0o

1

202t Open SSID7} 44 E L},
) > WLANs(WLAN)Z 0|5 &f

7H/H|IE et SSID 4
gt30oi 0| SSID BYOD Zx|aaolME M5
1. Configuration(Z1Z| 2 24|0| M) > Tags & Profiles(Ei1 &/ =
LICt. Add(F7t) HE 2 S=2&Lict
2. General(2gh) & of2f{ofl SSID O|§2 25t WLAN HHES g3t gfLct.
Add WLAN ol
General Security Advanced
Profile Name* BYOD-Open Radio Policy (¥)
SSID* BYOD-Open Show slot configuration
6 GHz _ 5
WLAN ID* 10 Status envasier [l
? © WPA3 Enabled
Status | ENABLED .] Dot11ax Enabled
Broadcast SSID ,ENABLED .| 5 GHz 5
Status | ENABLED .|
2.4 GHz
Status ENABLED .|
802.11b/g 802.11b/fg
Policy

'O Cancel

=| Apply to Device




3t Mac Filtering=

2 oM 2ot B F=ELICH None EIE|2 HES MH
Add WLAN x
General Security Advanced
Layer2 Layer3 ADA
O WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP @ None
MAC Filtering Authorization List* default v |®
OWE Transition Mode Transition Mode WLAN ID* 0-4096
Lobby Admin Access O
Fast Transition
Status Disabled
O
20

Over the DS
Reassociation Timeout *
=| Apply to Device

LICt. wLCof| 44

4 Toll CHE 7103 MBS Mgt
e 45 UL

‘) O Cancel |
4. Layer 32| Security(2 2H ol A ¢ 215 oH7H
A< o{7|of oH

o=
AR —

EICHE 9 91E ZR1HU0|



Add WLAN »
Advanced

General Security
Layer2 Layer3 AAA
Show Advanced Settings >>>
Web Policy ()
global v B

Web Auth Parameter Map
v

Select a value

Authentication List

For Local Login Method List to work, please make sure
the configuration ‘aaa authorization network default local’

exists on the device

[= Apply to Device

'O Cancel

ISE 7+

M =A

A= K| E gLt
Z7befuch

BYOD 7|s0f CHEr 2to|MA T}

« Cisco ISE7} Mx|zlo{ i
« RADIUS 28 &5 E Al25104ISE0| WLCE UWIER3A CIHIO|AR £
CIE M
. HEIRK 2ot A1 E YX|5t2dHM ISEM| 58 HH QB ME MxR|SHAAIL
« CISM7I AEZQRIENM AMEIE|=X| ZQIELICHE 22dZl CA £ AME[E
E7t Q= LHE CAMIM M),
DNS Z1x|12|o|Ad
= EOolst=x| &#olghL|ct

- DNS7I BYOD Z=oi Cigt ISE ZAE 0|&§2

ISE HE Q3 C|Hfo|A T4



1. ISE & Uloi| 2 elgrLCt.
2. Administration(# 2l) > Network Resources(HIE /3 2|4 A) > Network Devices(HE 93 C|
HFO|A)2 O|S & LICH.

= iyl Identity Services Engine Administration / Network Resources

] Bookmarks Metwork Devices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences Maore

B2  Dashboard Matwork Davicas

Detauit Davica Network Devices

Devieo Sweurity Settings

Context Visibility

Selected 0 Total 0
9, Operations

I Policy
Name ~  iP/Mask Proflie Name Location Type
4. Administration
A1 Wark Centers
Ko di I

Interactive Featuras

3. WLCE UHIE® 3 C|H}O|ARZ F7}EHLICE

* O[F: WLC2| 0|§ 2 YUHELICE
-« IP FA:WLC 2| IPE 3 Fuct.
* RADIUS &7 & %: WLCH| 7 HE Rt SUT 7 A EE =FLICH

()]
C

O
3
3
M
mjo
m
Ju
]
r
Ani

Administration / Network Resources

] Bookmarks Natwork Devices Hetwark Device Groups Natwork Davice Profiles External RADIUS Servers RADIUS Server Seguences HAC Managers Extermal MDM More
B2 Cuikbosrd —— Metwark Divices

Wl Cantaxt Visibility S Cetse

Dawize Saturity Satings i
X Operas
Description
1) Palicy
4. Administration
i 1P hadress e 10xax b
Al Work Cantare
Davics Praf
Interactive Features
Model Name il
Sotrwar -

Hetwerk Device Grosp

Locasics A8 Locations w  Se1To Defaun

IPSEG 15 IPSEG Duvice w  SelTo

Device Type A Device Types

B - RADIUS Authentication Setlings

RADIUS UDF Settings

Protocol | RADIUS

BYOD Z & A

1. Work Centers(Z ¢ MIE{) > BYOD > Settings(A%) > Portals & Components(Z& 2! 714 2
4) > BYOD Portals(BYOD Z&)Z 0| &rL|C}.



2. Add(F7}HE 2250 BYOD ZEHS MAMstHLE ISEVIA 7|1Z 7|2 ZEHe AISE £ laL

Work Centers / BYOD

Jl  Bookmaris Qwerview Idantities Identity Groups Hetwork Davices Ext |d Sources Chient Provisioning Portals & Compenants Palicy Elemants Pollcy Sets Raports Mare

25 Deshboard YO0 Porsais

A BYOD Portals

Bioched Lit Portal

Gontext Visibility

A Openations
Conincates
0 Pesey

4. Administration

Al Work Centers

£0 UBad WhEN BmEoYEes Te

Interactive Features

Ta create an authorization profite

To er

%0 an authorizstion pailey

Cisco IOS® Z|A HM CHREE

1. Work Centers(%f®d 41E{) > BYOD > Client provisioning(£2}0|21E ZZH|X ) >
Resources(2l4&4A)2 O|S g LICH
2. &7} HEE Z 25} 1 Cisco AFO|EO|AM OO|ME E|AAE MENSHLICE

P Bockmarks Cverview Identities Wentlty Groups Hetwork Devices Ext Id Scurces Elient Pravislanl Portals & Policy Elements Policy Sets Reports More
4 Gontest Vialbliey | sesoces Resources
A0 Operations
) Policy
Trpe Version Last Update Description
a Administration
LT AgentCanfig Not Applic... 2004/11/Z9 183655
Al Werk Centers
Matra MacOsXSPWizand 2.2.1.43 20VROATD 00:ITAS Suppiican Provisoming

a5 AnyCosnaciBskion... 4.6.3040.0  J0IWO4MET 12:15 ArpConnect Secere Mab
e 3w 4.3.3275.6146  AmCosnectComeiian.. 4.3.3275.. 20430215 151956  Cisco Secura Client Win,.,
= w3 435126188 AmCosnsctComplinn.. 435126 2019/03M10 165151 AsyConnset Wistsws C.
CiscoAgentiessOSK 4.9.01095 CiscofgentiessOSX 4510950  20T2/10/06 164754 With GM: £,3,1248.4353
AmyConnect_Gonfig AgantCanfig Not Apglic... 20FWOI0S 18:11:21
lnpredia AgantProfile Not Applic,,, 2034711740 18:38:4e
GAC-Peature_Profie AgentProfile Not Apglic...  20X302P6 16:07:27
ClscoSecureCiantComplianceblodels Windows 4.3.3231 .. AnyCoaneciComplian... 433231 202301710 16:43:00  Clsco Securs Client Win...
CiscoTemporaldgentOsy 4.6 00359 GiscoTomporaldgent.. 4.6.358.0  2008/03/7300:2248  GCisco Temporal Agent fo
ClscoAgantiassWindows 4.0.010%5 ClscohgantiassWind_  4.5.1005.0 2002710006 16:47:51 Witk GA: 4,2,1366.6145
ClicoSreureCiantDosktopWindows 5.1,6,103 ClicoSecweClantDe.. 5,1.6.109 2024716721 124618 Chico Securs Clignt for
Gisco-15E=Chrome-NSP Native Suppli ro. Mot Applic.. 20TEM1007 01:31:12  Presconfigured Nathe ...
ClscoSecureClantComplianceblodele Windows 4.3.4380...  ClscoSecwreClentCo... 4.3.4280... 2024710721 12:4345  Clsco Securs Client Win...
AmyGonnect DusktogWindows 4.10.2086.0 AmyGoanectDesiton...  4.10.2086.0 2024711014 18:36:78  AmyConnect Securs Mob.
GAC-Posture-Profile AgantProfile Not Apglic... 2024710720 15:56:50
ClicoTemparalAgentWindows 4.6,00350 ClacoTomporalAgent.. 463500  2018/CNTI 00:2148  Ciico Temporal Agant fo

3. AZEQ|o| EE0AM CIR2EEE %|Al Cisco 10S HHAE AMEHEFLILCE.



Download Remote Resources

) Name ~  Description

E] MacOsXSPWizard 2.7.0.1 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
D MacOsXSPWizard 3.1.0.1 Supplicant Provisioning Wizard for MAC OSX Version 3.1.0.1

G MacOsXSPWizard 3.1.0.2 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
[3 MacOsXSPWizard 3.2.0.1 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
) MacOsXSPWizard 3.4.0.0 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
C] WinSPWizard 3.0.0.2 Supplicant Provisioning Wizard for Windows (ISE 2.x and Above)
WinSPWizard 3.0.0.3 Supplicant Provisioning Wizard for Windows (ISE 2.x and Above)

For Agent software, please download from http://cisco.com/go/ciscosecureclient. Use the " Agent

resource from local disk" add option, to import into ISE




£ 1: Cisco 10S 2 Z E0{= Windows & MacOS AEXZQIES ISENAM CHREEEL
Ct. Apple iPhone 10S2| B2 7|& &IHAE At&Est0{ C|HIO|AE Z = H|X{'d st Android
C|Hto|A 2] AL Play Storedl|AM CH2 2 =38l 0F M= Network Setup Assistant7F Q& LICH.

ICEQIE T ZmlQl AlA]
1. Work Centers(%f®d 41E{) > BYOD > Client provisioning(£2}0|21E Z ZH|X ) >
Resources(2|AA)2 0|S & LICE.

Z&lotn, E&CO2 HiFolM 7|2 MER z2utdS MEfEfLCH

= ,

2. &7t



] Overview Identities: Identity Groups MNetwork Devices Ext id Sources Client ] Portals & Ci
——
82 Dashboard
1 Comteut Visikslity Porssusces Resources
A openstions
U Py
Tree Wersion
&, Administration
AgentConfig Not Apps
Al Work Centers
MacOuEXSEwL, 2.2.0.4%
0o 4.6.3049
e WE41IIEE14E  AmyCosmeciCome 433275 202300

3. Operating system(2 X A|) EECI2 S50iM C|HIO|A
ERSI7LE, SHE 8tZ4o| RE EZQIEE 2H TS 7| I8 A

s 435026144

CiscoAgentiessOSK 4.5.01095

BAL_AnyConnect_Conflg

CiscoSecureClieniComplisnsaModulaWindows 4.3.3231...

CiscoTemporalAgenOS) 4.6 00359

CiscofgentiessWindows 4.9.0105%

CiscaSecuraCilontDosktopWindows 5.1.6.103

Ciseo-1GE-Cheomn- NEP

CiscoSecured

AsyConneciDeskiopWindows 4.10.2085.0
GAG-Posture-Profile

CiscoTemporaligentWindows 4.5.000%8

P Bookmans Ovarview Identities Identity Groups Network Davices Ext ld Sources Client

B2 paghboar
8% Dashboard Clans Provialoning Palicy

Gontaxt Visibility

A Openations
0 Policy
a

Intnractive Fastaras

-

AnyCosmeciComplan... 435126 0180

GiscohgentessasE 4.9.1095

AgantContig Not Appl

AgantPs Mot App
AgantPichla ot Agk

AnyCosmecrCompian... 4.3.3231

Paolicy Elem:

Last Upcate
SO R ERE S
201HA0IFED 00:22:08

& I0I0M0ER0T 12:15:50

15 15:19:56

110 16:51:51

Q@ T0ZA0M06 1647:54

.. 2021 151721

G BDZAN

.. IOTIMLIL6 160727

FOZI0II0 15:43:09

CiscoTemporsthgent . 4.6.350.0  Z018/03/23 00:22:49

Ciscohgantiessiind...  4.9.109%

ClscoSocwnClamtDe... 516,103 20241

Hative Su

Pt App
CiscoSecwoCiesCo... 4.3.4289

AnyCoseciDe

AgentProfle Nat Agik

400.2088.0 202411

CI TR R

.. 2018M

047

... TO24M10/29 1556:50

CiscoTomporatfgent.  4.6.358.0  Z018/03/23 00:22:48

Portals &

= 8_I?I_I:|

MNative Supplicant Predile

* Name BYOD piahle

e 55308 ean ba co
Froxy Auto-Gonfig File U

It s Preory Auta-Condip File URL is defined then the Proxy host/
=
$5iD Mame  Proxy Asto-Gond.. Prozy Hostii®
YO0
Wired Profile
Allawed Presocel * A -
Cartifizats Templsta & v

s ot Mae, tha Brexy st

Dperating System Groups

Andrabd

Apgie i

Chrome 05 All

Linux A1l

Mac DX

Palicy Elom
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AnyConnect Sacure Mich

Giscn Secune Cliont Win

BnyConnest Windows C

Wiith GM: 4.3.1249.4353

Ciscs Secure Client Win,
Cises Temparnl Agem fo.
With GM: 4.3,1366.6145

Cleca Sacurs Cliant for

o &

[r——
Cisea Secure Client Wi

BnyConnest Sacure Mob...
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AG 05, Windows & Android 5.0 o sbove
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Hod Ragueired

cate Tamepi...

Reports

Reperis

More
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Sasctid 0 Toesa 24
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Satecsed 0 To
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Wireless Profile(s)
\

BYOD
SSID Name *
f P A Confi 5
! roxy Auto-Config ~ L,
File URL @ !
i)
Proxy Host/IP @
Proxy Port 4
Security * WPAZ Enterprise !
Allowed Protocol * PEAP v
Certificate Template Mot Required v (i)
~  QOptional Settings
Windows Settings
Authentication Mode User or Computer W

C] Automatically use logon name and password (and
domain if any)

' Enable fast reconnect
[:] Enable quarantine checks

[:] Disconnect if server does not present cryptobinding
TLV

[j Do not prompt user to authorize new servers or
trusted certification authorities

Connect even if the network is not broadcasting its
name (SSID)

iI0S Settings

[ | Enable if target network is hidden

Android Settings

Certificate Enroliment Protocol: ()



ST Aol El AKX 8 Zo| A= ZQIEo| CHEt AEZOIE T2 EIS T M AMAL
AEZQIE T2 LS AI235l0{ EAP-PEAP, EAP-TLSE 7M& £ Ql&LCH

5. XM, A=x0lE Z2OlAoq MES E2I8LICH

=]

QIEM HES!

M|kl
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Time Status Details  Repea.. ldentity Endpaint ID Endpoint... Authenti.. Authorization Policy Authoriz..  IP Address Network De...  Devied

x £ Identity Endpaint 10 Endpoint Pr Authenticat Authorization Policy Authorizatic P Address w  Metwork Devic  Dewice
Fel 24, 2025 12:30:18. V.., a o et B4 060 1:2165:A5 Windows1.. Test =» D.., Test »> BYOD PermitAce. 10.127.196.2... TenGigi
Feb 24, 202% 12:06:43.0... B & et BADE:01:22 65:A5 Windows1.. Test > B Test >> BYOD_redirect BYOD_Ae... 10.127.198.2... BYOD-Switch Tentilg:
Feb 24, 3035 12:06:37 9., P test B496:91:22 B5:A5 Windows1.. Test »> D, Test »> BYOD_redinect BYOD_Re... 10.127.196.2... BYOD-Switch TenGig:
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OF EfLICH Windows 10 & |2 E|AESHE Ol AHEH

sl BYOD Portal . '

CISCO
o:

BYOD Welcome
Welcome to the BYOD portal.

Access to this network requires your device to be configured for enhanced security. Click Start to provide device information

before components are installed on your device.
Please accept the policy: You are responsible for maintaining the confidentiality of the password and all activities that occur under your username and password. Cisco
Systems offers the Service for activities such as the active use of e-mail, instant messaging, browsing the World Wide Web and accessing corporate intranets. High
volume data transfers, especially sustained high volume data transfers, are nol permitted. Hosting a web server or any other server by use of our Service is prohibited
Trying to access someone else’s account, sending unsolicited bulk e-mail, collection of other people’s personal data without their knowledge and interference with
other network users are all prohibited. Cisco Systems reserves the right to suspend the Service if Cisco Systems reasonably believes that your use of the Service is
unreasonahbly excessive or you are using the Service for criminal or illegal activities. You do not have the right to resell this Service to a third party. Cisco Systems
reserves thelright to revise, amend or modify these Terms & Conditions, our other policies and agreements, and aspects of the Service itself. Notice of any revision,
amendment, or modification will be posted on Cisco System's website and will be effective as to existing users 30 days after posting

The following system was detected
Windows

Was your device detected incorrectly?
Select your Device

Windows
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CISCO
2 I

Enter the device name and optional description for this device so you can manage it using the My Devices Portal

Device Information

Device name: *

Description:

Device ID: TN

EAP-TLS Q15 € ™8 T2 0t 748t 82 °"':£t°| =z EF 1l Q15 & I8t EAP
TLS QIBEAME CIREE 57| 8l Network Assistant E2 CIRECESTEE AFZAA L E £
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olstlts BYOD Portal
3
Install

Please wait while we download the Cisco Network Setup Assistant. You will then need to manually run the Setup Assistant and
follow the instructions to finish registering this device.
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Cisco Network Setup Assistant

Network Setup Assistant

This application automatically configures
b network settings.

Start Quit

i 72 2018 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are
registered trademarks of Cisco Systems, Inc and/or its affiliates in the U.S. and
certain other countries.

TFY




Cisco Network Setup Assistant

Network Setup Assistant

Applying configuration... Specify additional
information if prompted.

Cancel

i ;% 2018 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are
registered trademarks of Cisco Systems, Inc and/or its affiliates in the U.S. and
certain other countries.
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» admin-ca(ise-psc.log)

- HE}R] AAA(prrt-server.log)
 nsf(ise-psc.log)

» nsf-session(ise-psc.log)
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2025-02-24 12:06:08,053 INFO [https-jsse-nio-10.127.196.172-8443-exec-4][]
portalwebaction.utils.portal.spring.ISPportalControllerUtils -:000000000000000B30D59CC5:::-
action-forwards, forwarding0i| A &2 O & ZZ: pages/byodWelcome.jsp // BYOD A|%f O] X|
2025-02-24 12:06:09,968 & & [https-jsse-nio-10.127.196.172-8443-exec-8][]]
cpm.guestaccess.flowmanager.step.Executor -:000000000000000B30D59CC5::test:-
pTranSteps:1

2025-02-24 12:06:09,968 S & [https-jsse-nio-10.127.196.172-8443-exec-8][]]
cpm.guestaccess.flowmanager.step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep, pTranSteps:[id: d2513b7b-7249-4bc3-a423-0e7d9a0b2500]

2025-02-24 12:06:09,968 S & [https-jsse-nio-10.127.196.172-8443-exec-8][]]
cpm.guestaccess.flowmanager.step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep, stepTran:d2513b7b-7249-4bc3-a423-0e7d9a0b2500

2025-02-24 12:06:09,979 & & [https-jsse-nio-10.127.196.172-8443-exec-8][]
portalwebaction.utils.portal.spring.ISPortalControllerUtils -:000000000000000B30D59CC5::::-
MM 32 ofE E2, Ch2 o 2 MY pages/byodRegistration.jsp2 & =5 &AL,
2025-02-24 12:06:14,643 & & [https-jsse-nio-10.127.196.172-8443-exec-2][]]
cpm.guestaccess.flowmanager.step.Executor -:000000000000000B30D59CC5::test:-
pTranSteps:1

2025-02-24 12:06:14,643 H & [https-jsse-nio-10.127.196.172-8443-exec-2][]]
cpm.guestaccess.flowmanager.step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep, pTranSteps:[id: f203b757-9e8a-473e-abdc-879d0cd37491]

2025-02-24 12:06:14,643 S & [https-jsse-nio-10.127.196.172-8443-exec-2][[]]
cpm.guestaccess.flowmanager.step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep, stepTran:f203b757-9e8a-473e-abdc-879d0cd37491

2025-02-24 12:06:14,647 =& [https-jsse-nio-10.127.196.172-8443-exec-2][]
portalwebaction.utils.portal.spring.ISPortalControllerUtils -:000000000000000B30D59CC5::::-
MEoM 32 ofE 2, 222 ™Y pages/byodinstall.jsp2 & X 5HAAIL.

2025-02-24 12:06:14,713 C|H{ 1 [https-jsse-nio-10.127.196.172-8443-exec-10][]]
cisco.cpm.client.provisioning.StreamingServlet -:000000000000000B30D59CC5::::- M| = null
2025-02-24 12:06:14,713 C|H{ 1 [https-jsse-nio-10.127.196.172-8443-exec-10][]]
cisco.cpm.client.provisioning.StreamingServlet -:000000000000000B30D59CC5::::-
portalSessionld = null

2025-02-24 12:06:14,713 | [https-jsse-nio-10.127.196.172-8443-exec-10][[]]
cisco.cpm.client.provisioning.StreamingServlet -:000000000000000B30D59CC5::::-
StreamingServlet URI:/auth/provisioning/download/f6b73ef8-4502-4d50-81aa-
bbb91e8828da/NetworkSetupAssistant.exe // HIE2{3 x| o Z2|7{0|M0| AEZQIEZE MEE|
AR&LicH
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2025-02-24 12:04:39,807 C|H{2 [DefaultQuartzScheduler_Worker-5][]]
org.jscep.client.CertStorelnspector -:::- CertStore0i| 47H9| QI&Z M Z &t

2025-02-24 12:04:39,807 C|H2 [DefaultQuartzScheduler_Worker-5][]]
org.jscep.client.CertStorelnspector -:::- 1. '[issuer=CN=Certificate Services Root CA - iseguest;
serial=32281512738768960628252532784663302089]'

2025-02-24 12:04:39,808 C|H{1 [DefaultQuartzScheduler_Worker-5][]]
org.jscep.client.CertStorelnspector -:::- 2. '[issuer=CN=Certificate Services Endpoint Sub CA -
iseguest; serial=131900858749761727853768227590303808637]'

2025-02-24 12:04:39,810 C|H{ 1 [DefaultQuartzScheduler_Worker-5][]]
org.jscep.client.CertStorelnspector -:::- 3. '[issuer=CN=Certificate Services Root CA - iseguest;
serial=68627620160586308685849818775100698224]'

2025-02-24 12:04:39,810 C|HH2 [DefaultQuartzScheduler_Worker-5][]]
org.jscep.client.CertStorelnspector -:::- 4. '[issuer=CN=Certificate Services Node CA - iseguest;
serial=72934767698603097153932482227548874953]'

2025-02-24 12:04:39,812 C|H{ 1 [DefaultQuartzScheduler_Worker-5][]]
org.jscep.client.CertStorelnspector -:::- & 3} QIS5 A{ AEY

2025-02-24 12:04:39,812 C|H{ 1 [DefaultQuartzScheduler_Worker-5][]]
org.jscep.client.CertStorelnspector -:::- keyEncipherment keyUsage7} /= QIS5 A{ MEY
2025-02-24 12:04:39,812 C|HH [DefauItQuartzScheduIer Worker-5][]]
org.jscep.client.CertStorelnspector -:::- keyEncipherment keyUsage7l A= IS 17HE 34 &L
CH.

2025-02-24 12:04:39,812 C|HH2 [DefaultQuartzScheduler_Worker-5][]]
org.jscep.client.CertStorelnspector -:::- [issuer=CN=Certificate Services Endpoint Sub CA -
iseguest; serial=131900858749761727853768227590303808637] - HIA|X| & &5

2025-02-24 12:04:39,812 C|H{ 1 [DefaultQuartzScheduler_Worker-5][]]
org.jscep.client.CertStorelnspector -:::- Q1 T2 I3 QIF A{ &Y

2025-02-24 12:04:39,812 C|H{ 1 [DefaultQuartzScheduler_ Worker-5][]]
org.jscep.client.CertStorelnspector -:::- digitalSignature keyUsage7} A= 215 A MEH
2025-02-24 12:04:39,812 C|HH [DefauItQuartzScheduIer Worker-5][]]
org.jscep.client.CertStorelnspector -:::- digitalSignature keyUsage7t = QIS M 17HE A &L
CH.

2025-02-24 12:04:39,812 C|H 2 [DefaultQuartzScheduler_Worker-5][]]
org.jscep.client.CertStorelnspector -:::- [issuer=CN=Certificate Services Endpoint Sub CA -
iseguest; serial=131900858749761727853768227590303808637] - H|A|X| = QI

2025-02-24 12:04:39,812 C|H{ 1 [DefaultQuartzScheduler_Worker-5][]]
org.jscep.client.CertStorelnspector -:::- & Z X} QIS5 A{ A4E4

2025-02-24 12:04:39,812 C|H{ 1 [DefaultQuartzScheduler_Worker-5][]]
org.jscep.client.CertStorelnspector -:::- basicConstraints 7} U= Q15 A{ MEY

2025-02-24 12:04:39,812 C|H{ 1 [DefaultQuartzScheduler_Worker-5][]]
org.jscep.client.CertStorelnspector -:::- basicConstraints 7} = QI&E M 37HE &t Qt&LICH.
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2025-02-24 12:04:39,812 C|H 1 [DefaultQuartzScheduler_Worker-5][]]
org.jscep.client.CertStorelnspector -:::- [issuer=CN=Certificate Services Endpoint Sub CA -
iseguest; serial=131900858749761727853768227590303808637](& = A}

2025-02-24 12:04:39,812 C|H{ 2 [DefaultQuartzScheduler_Worker-5][]]
com.cisco.cpm.scep.PKlIServerLoadBalancer -:::- SCEP MH & £ Et2|: name]live/dead,
total regs, total failures, inflight regs, Average RTT]

http://127.0.0.1:9444/caservice/scep[tt 0| = .96444.1.0.120]

A=ZQE Z2WMUCIREE
SCEP Z2 M7} 22 k|1 AEZQIET QIBME HR[otH OiE2[7H|0|MH2 ClHIO[A0M 2
g ez osg A AdeExQE T2 NUS CRECFLICH

2025-02-24 12:06:26,539 C|H{1 [https-jsse-nio-8905-exec-1][[]]
cisco.cpm.client.provisioning.EvaluationServlet -::::- Referer = Windows // & HO|X|E 7|¢to 2
Windows & x|7} HME|I& LICEH

2025-02-24 12:06:26,539 C|H{ 1 [https-jsse-nio-8905-exec-1][[]]
cisco.cpm.client.provisioning.EvaluationServlet -::::- |44 = 000000000000000B30D59CC5
2025-02-24 12:06:26,539 C|H{1 [https-jsse-nio-8905-exec-1][[]]
cisco.cpm.client.provisioning.EvaluationServlet -::::- A4 = 000000000000000B30D59CC5
2025-02-24 12:06:26,539 C|H{ 1 [https-jsse-nio-8905-exec-1][[]]
cisco.cpm.client.provisioning.EvaluationServlet -::::- nsp Z 2 E I 2 H|X{'d

2025-02-24 12:06:26,546 C|H{1 [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -::::- Al44 = 000000000000000B30D59CC5
2025-02-24 12:06:26,546 C|H{I [https-jsse-nio-8905-exec-2][[]]

cisco.cpm.client.provisioning.StreamingServlet -::::- portalSessionld = null
2025-02-24 12:06:26,546 C|H{1 [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -::::- StreamingServlet

URI:/auth/provisioning/download/b8ce01e6-b150-4d4e-9698-40e48d5e0197/Cisco-ISE-
NSP.xml//NSP Z2 1} 0| A=ExQIEof Ct2EE=F LCY.

2025-02-24 12:06:26,547 C|H{ 1 [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -::::- ip2 AE2|Y: It ¥ Al: NativeSPProfile It
2 O|&:Cisco-ISE-NSP.xml //The Network Assistant Application
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