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Wireless User

AP

1. 802.1x Authentication Phase

ISE

4. HTTP GET request (80)

2. Access Accept (with redirect URL and ACL)

5. URL redirect received in Access Accept

6. NAC initiates Posture Validation

3. WLC apply ACL to client and move to posture state

7. ACL letting the traffic reach ISE server

9. Send EAP-START

8. Posture OK. CoA-Req to reauth the client

10. 802.1x Reauthentication Phase
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RADIUS 9800 WLC

Client

HES 3 clolo{=H
9800 WLC2| AAA T4

1E2t7|. 9800 WLC Z1I|2 8|00l ISE MEHE F7I&FLIC}. Configuration(Z1I|22{|0]M) >
Security(=2 2+) > AAA > Servers/Groups(AEH/1&) > RADIUS > Servers(AMH) > + Add(F7H) & 0|
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_ Conﬁguration' > Security' > AAA

+ AAA Wizard

Dashboard

@ Monitoring
o

Servers [ Groups AAA Method List AAA Advanced

-+ Add

RADIUS
Administration Servers Server Groups
TACACS+
) Licensing Name Y Address
LDAP

Troubleshooting

9800 radius A{E{ MM

Create AAA Radius Server s
Mame* posture-radius Support for CoA @

Server Address* 10.124.57.141 CoA Server Key Type Clear Text v
PAC Key CoA Server Key (D esese

Key Type Clear Text v Confirm CoA Server Key FTTTy

Key* (@ eesse Automnate Tester

Confirm Key™® sesen

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000

Retry Count 0-100

) Cancel [= Apply to Device

9800 radius A& HE M4

2EHA|. 915 Wi S 52 MAErL|ct o|O|X|ol EAIE! CHE Configuration > Security > AAA > AAA
Method List > Authentication > + Add£ O|S&fL|C}.
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CISCO

Walk Me Through >

9800 215 B F7}

<+ AAA Wizard

Servers /| Groups

Authentication

Authorization

Accounting

Cisco Catalyst 9800-CL Wireless Controller

Configuration~ » Security~ > AAA  Show Me How °

AAA Method List AAA Advanced

| + Add |

Name Y Type
default login
1 10

Y Group Type T

local

Quick Setup: AAA Authentication x

Method List Name*
Type*
Group Type

Fallback to local
Available Server Groups

Idap

facacs+

9800 215 S5 MF HE d4d

posture-authn-list

Assigned Server Groups

dotlx v | (@
group v | (@
|'T| radius
]
(2]
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Configuration~ > Security~ > AAA| Show Me How °

=+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

Authentication
l + Add ‘
Authorization
Name Y Type
Accounting
0 10

9800 A’H E5 F7}

Quick Setup: AAA Accounting x

Method List Narme™ POSTUREacct
Type™ identity - @
Available Server Groups Assigned Server Groups
Idap |T'| radius |?|
tacacs+ — -
<) =)
) =
— T_|

(»

l|1:|:] Apply to Device

1EtA|. WLAN 244, Configuration(Z1I|224|0|4M) > Tags & Profiles(Efl1 & ZZ &) >
WLANs(WLAN) > + Add(F7HE 0|s3sto] o el HESIIE FHELICEH

Configuration~ > Tags & Profiles~ > WLANSs

[ -]

9800 WLAN F 7}

2EHA| WLAN Et HEE eladstL|Ct.



Add WLAN x

General Security Advanced
Profile Name® | posture_demo | Radio Policy @
S5ID* | posture_demo | Show slot configuration

6 GHz

WLAN ID* | 1 | Status enasleD ] @
© WPA2 Disabled
Status enasen () € WPA3 Enabled
Dot11ax Enabled
Broadcast SSID enaleD ()

5 GHz

Status enaBLED [
2.4 GHz

Status enasten [

802.11b/ | 802.11blg v |
gPolicy

=l Apply to Device

9800 create WLAN general(WLAN &t A 4)
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Add WLAN
General Security Advanced
Layer2 Layer3 AAA

@ WPA + WPA2 O WPA2 + WPA3 O WPA3

MAC Filtering

Lobby Admin Access

WPA Parameters

WPA, WPA2 u’
Palicy Policy
GTK OSEN
Randomize Policy

WPA2 Encryption
AES(CCMP128) |+~ CCMP256
GCMP128 GCMP256

Protected Management Frame

PME ' Disabled

(O Static WEP O None

Fast Transition

Status | Adaptive Enabledw |
Over the DS
Reassociation Timeout * | 20 ‘
Auth Key Mgmt

802.1x v | PSK

Easy-PSK CCKM A

FT + 802.1x FT + PSK

802.1x- PSK-SHAZ56

SHAZ256

[= Apply to Device

AH A
So

9800 WLAN £t 12

Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags
Layer2 Layer3 AAA

Authentication List posture-authn-list

Local EAP Authentication

9800 WLAN = ot AAA A
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Mz =2 | jof M CHE A& (0fl: ACL(Access Controls List), QoS(Quality of Service), Mobility
Anchor, Timers §) S0|M VLANZ &Y & Z20|MEE AYe = A&Lct 7|2 S =20t
2 ANBSHLE M| 20 M 4 Ql&LICH

1EHA| M M2 =2 0lle MAEFLICH Configuration(ZdI| 22{|0]AM) > Tags & Profiles(E{1 & =
2E) > Policy(H)2 0|53

=
tod M HHE S gghLict.

Configuration = > Tags & Profiles~ > Policy

-+ Add

Admin Y Associated & T

FN Aonitoring Status Policy Tags Policy Profile Name
(&) Monitoring
(] 5 | posture_demo_pp
[v] default-policy-profile
1 10 -

Z2utdo| g3 z|o{ok gfLict

Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QO0S and AVC Mobility Advanced

MName* posture_demo_pp WLAN Switching Policy

Description Enter Description Central Switching enasten

Status Central Authentication ENABLED .

Passive Client Central DHCP ENABLED .

IP MAC Binding Flex NAT/PAT

Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519



2CHA| VLANS MEHEHLICE Access Policies(AM|A HAH) EHo 2 0|&35t EFCH20{A{ VLAN Of
E2 ME5t7LL VLAN-IDE =522 gLt WM 20t Ao M ACLE F43HX| Ot AIL:

Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Moability Advanced
RADIUS Profiling WLAN ACL
HTTP TLV Caching IPvd ACL | - |
DHCP TLV Caching IPVB ACL | - |
WLAN Local Profiling URL Filters ®
Global State of Device Disabled (X)
Classification r .
Pre Auth | v |

Local Subscriber Policy Name | v | B ; .

) Post Auth | v |
VLAN
VLAN/VLAN Group | VLAN1072 6

Multicast WVLAN

9800 A& L = El VL AN AN

3CHALISE R 2[(AAA

M Z2nYg TAED M

‘ Enter Multicast VLAN ‘

X o] 318) L CoA(Change of Authorization) (NAC & EH)E £
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Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility
WLAN Timeout
Session Timeout (sec) | 1800 ‘ ®
Idle Timeout (sec) | 300 ‘
Idle Threshold (bytes) | 4] ‘
Client Exclusion Timeout (sec) ‘ &0 ‘
Guest LAN Session Timeout
DHCP
IPv4 DHCP Required b
DHCP Server IP Address 10.10.10.1

Show more ===
AAA Policy
Allow AAA Override v
NAC State '
Policy Name | default-aaa-policy x » |

Advanced

Accounting List

|' POSTUREacct  x v |

WGEB Parameters

MAMEfT LB o= SSIDE M =2 nplnt

policy EHIE MEE = AU

Configuration(Z1Z| 12 OW)

st o|O|X|o EAIE CHZE &

S

&LICt.

%
iy

s & Profiles(Ef1 & =
75'-"?— MEHME —’|57F°-=.F LICE.

Fabric Profile

Link-Local Bridging

mDNS Service

| default-mdns-ser ..

a

v
Clea

Palicy

Hotspot Server |

v|

User Defined (Private) Network

Status

Drop Unicast

DNS Layer Security

DNS Layer Security | Not Configured

Parameter Map

Flex DHCP Option
for DNS

Flex DNS Traffic
Redirect

WLAN Flex Policy

WVLAM Central Switching

Split MAC ACL

Air Time Faimess Policies

[l Update & Apply to Device

o4Z4EtL|CH A M= Ej2E MAISH7HLE default-

Zl) > Tags(EH 1) > Policy(&&) 2 0|5



Configuration~ > Tags & Profiles~ > Tags
Site  RF AP
-

Policy Tag Name
default-policy-tag

Administration 1 10 «

9800 H& Ef1 F 7}

WLAN Z2 10U g H5te HA 2 utof dZAELICH

Edit Policy Tag x

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.
MName™ posture-paolicy-tag
Description Enter Description

V¥ WLAN-POLICY Maps: 1

+ Add

WLAN Profile Y Policy Profile h i

posture_demo posture_demo_pp

1 10 «

9800 M= Ef 1 M ALE

MM EfO g

ZIQ sk APOl| M2 Ej & & EILICH Configuration(Z1Z| 2240 M) > Wireless(F ) > Access
Points( M| A EZQIE) > AP Name(AP O|&) > General Tags(2 g+ Ei1)2 0|S5to{ EH st &2
8= CHZ Update & Apply to Device(C|HHO|A 0 FC|0|E & ME)E S =IFLICY.



Edit AP x

General Interfaces High Awvailability Inventary ICap Advanced Support Bundle
General Tags
AP Name™* )
F:Y (_Il"enqn q Tags will cause the AP to momentarily lose
association with the Controller. Writing Tag Config to AP is
Location® default location not allowed while changing Tags.
Base Radio MAC
Policy posture-policy-tag b

Ethernet MAC

Site default-site-tag v B
Admin Status ENABLED .

RF default-rf-tag v B
AP Mode Local v

9800 M 7(-|xH EHj_ SEF 3

ACL 4 E|C|M

M ACLE 4M35ted™ Configuration(Z1I| 22/ 0| M) > Security(:22t) > ACL > + Add(F7HZ 0|8
grLct.

ZAX T 2C|HMof AF2 ElE ACLOIE CWA(Central Web Authentication) 2t S8t @ 7 AE
Of A& LICE.

ISE PSN ‘=0 Cigt EEHE1 DNSE HE ot LIHX = 25 &{&38fjok LICt. o] 2[C|2M
ACLZ2 22t ACLO| otLzt 7+ ME|(EICIEM )& fIsh CPUO o EEHEH(SE Al TS
x|, dio|H Hof| ofH EBEH(HE A SXIEX| Helstn 2C[HME YWX[et= punt ACLIL
Ch. ACL2 Ch31t Zrotof BfLICHO| oflof A= 10.124.57.1412 ISE IP =AZ CHA|).



Edit ACL x

ACL Name* POSTURE_REDIRECT_A
Rules

Sequence®

Source Type any v
Destination Type any v
Protocol ahp v
Log
+ Add
Sequence Y Source
t Action T SourcelP Y Wildcard

10 deny any

20 deny 10.124.57.141

30 deny any

40 deny any

50 permit any

9800 ZIC|EM ACL MIEAFE

MA ACL 74|21z o|M

o| 74o

= ALtE|2 & 2I& sl oF ZLct

Configuration - > Security~ > ACL

+ Add

ACL Type

Action

DSCP

Y Destination Y

P

10.124.57.141

any

any

any

any

< |ISEO]| CH35H 9800 WLCOH| HE O ACLE S

# Associate Interfaces

ACL Name

POSTURE_COMPLIANT_ACL

POSTURE_NON-COMPLIANT_ACL

POSTURE_REDIRECT_ACL

1 |10.|

9800 ACL &t

<A
xc;l_l'___l_

AlLtE|29| E< 0] Z

5 3{&st= Ant 2 &Lt

59 2F 582
M, ISE7t #E &= 7E=|J—|'0'I|A-| O{H ACLE @

M8

215 3tx |

IPy4 Extended
permit -
Mone v

Destination Y Source Y Destination T

Wildcard Protocol Y  Port Port DSCP T Log
ip None MNone None Disa
ip None Mone None Disa
udp MNone eq domain None Disa
udp eqdomain  None None Disa
tcp None 20 WwWw MNone Disa

=X S AN

10|5t04 &fEH & QI ZAutof et 78 & L HIE

= ACL Type

J'

|Pv4 Extended
|Pv4 Extended

IPvd Extended

CHE LEFMQl AI|aefoldez
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Edit ACL %

POSTURE_COMPLIANT

ACL Name*

Rules

Sequence®
Source Type
Destination Type
Protocol

Log

Sequence Y
1

Action

permit

any

any

ahp

Source

Y

P Wildcard

any

|:T'

ACL Type

Action

DSCP

Y Source Y Destination Y Destination T

P Wildcard

permit

IPv4 Extended

Mane

Protocol

ip

Source Y Destination Y
Port DSCP Y Log '

Y Port

Nong Nane

Naone

Disable

9800 ACL - ™ &=

HIZS AlLbEI0] B2, 2atololes B4 eI, YHtso2 Bl0jclelol AMi(0 Z< ISE
RE&f)ofl CHE M| AR 518 8HLIC

Edit ACL x

ACL Name* ‘ POSTURE_NON-COMP ACL Type IPv4 Extended
Rules
Sequence* Action permit v
Source Type any r
Destination Type [ any -
Protocol ahp -
Log DsSCP None v
Sequence T Source Y Destination Y Destination T Source Y Destination T
t Action ¥ SourcelP T Wildcard P Wildcard Protocol ¥  Port Port pscP Y Log
10 permit 10.124.57.141 any ip MNone MNone MNone Disa
20 permit any 10.124.57.141 3] None None None Disa
30 permit any any udp MNone eq domain Mone Disa
40 permit any any udp eq domain MNone MNone Disa
50 deny any any ip Mone Mone MNone Disa
1 0 »
9800 ACL - H|E =+
1 ol A H A
ISEL| AAA ZiZ|zi|o|M & AEf M



+E =lst7| /&t O? ALEHE Windows PCE E|AESH= O
I UO| UEX| R E Z K|St ZALILCE.

SEf 2F A ol ool 7
AMZElE ClA3E0 EH HA

Im Ry

1EHA. ISEOAM WLC 98002 NADZ F 7t LIC}E Administration(2 2]) > Network Resources(HIE
213 2|AA) > Network Devices(HE 3 C|HIO|A) > Add(F=7HE O|S & LICEH

= Cisco ISE Administration - Network Resources

Metwork Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM pxGrid Direct Connectors

Network Devices 1 WLCBEDN

Network Devices

Name WLEC9B00

Deseription

1P Addrass L 10.124.60.41 ! 3z

Device Profile et
Madal Name w
Software Version w
Network Device Group
Location All Locations ~ Sel To Default
IPSEC Mo b Set To Default
Device Type All Dovice Types > Set To Default
o —
HEL 3 clHiolA F7} 01
= Cisco ISI Administration - Network Resources
Network Devices Metwork Device Groups Metwork Davice Profiles External RADIUS Servers RADIUS Server Sequances MNAC Managers External MDM pxGrid Direct Connectors
Netwark Devices I RADIUS Authentication Settings I
Default Device
Dewice Security Settings RADIUS UDP Settings
Protocol RADIUS
I Shared Secret sasee I Show
] Use Second Shared Secret
Second Shared
Secret
I Coh Port 1700 I Set To Default
RADIUS DTLS Setings
DTLS Required
Shared Secret radius/dils
Coh Port 2083 Set To Default

of ISE
s for Goa  Select if required (optional)

HE23 C|HFO|A F7F02

2EH7|. Cisco Software CCO & AtO|E04 M Cisco Secure Client Headend Deployment Package
and Compliance Module€ Ct2 2= §L|C}.



Cisco Secure Client M| A 2 Z4A4-

Cisco Secure Client Headend Deployment Package (Windows) 06-Feb-2024 111.59 MB
cisco-secure-client-win-5.1.2 42-webdeploy-k9.pkg
Advisories [

Secure Client 5.1.2.42

ISE Posture Compliance Library - Windows / Head-end 30-Jan-2023 19.59 MB
deployment (PKG). This image can be used with AnyConnect

version 4.3 and later along with ISE 2.1 and later. Cisco Secure

Client 5.x along with ISE 2.7 and later.

cisco-secure-client-win-4.3.3335.6146-isecompliance-webdeploy-k9.pkg
Advisories [

ISE Compliance module 4.3

37, ISE 20|21 E Z Z H|X ol Cisco Secure Client Headend Deployment Package &!
Compliance Module I 7|X|& Y Z =& L|C}t Work Centers(Z®d ME]) > Posture(ZA %) > Client
Provisioning(Z2+0|1E Z 2 H|X{'d) > Resources(2|2 )2 O|SFLICH Add(F7HE 225t
EECH2 AXtoMH 2Z C|A T 9| Agent resources(MIO|TE BlAA)E MEHEHLICE

Overview Network Devices Client Provisioning Policy Elements

Client Provisioning Paolicy

Add -~
Resources +

Client Provisioning Portal

[

Agent resources from Cisco site
Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

O O 0o O



= Cisco ISE Nork Centers - Posture Q & 2
Overview Network Devices Client Provisiening Policy Elements Posture Policy Policy Sets Troubleshoot Reports Sattings
Selected 0 Totsd 13
Client Provisioning Policy
Eesources
(s Prasdalstag Port ] N Type Varilon Last Updirte Dascrption
ClscoTemporalAgentOSX 4.10.02051 CiscoTemparalig 4.10.2051.0 2021/08/10 031231 With CM: 4.3.1858. 4353
tCompEanceModuleWindows 4.3, 33356146 CicoSecineChoniCompliancoModulowing 4.3.3335.6146 I 2024/03/30 19:76:34 ure Chen

I O  GiscoS

Cisco-ISE-Chrome -NSP
GiscoAgentiessOSX 4.10,02051
tloomiess-Posture for Windows
AnyConneciDeskiopWindaws 4.10.7073.0

Mac DsXSPWizard 2.7.0.1

GiscoAgentiessWingows 4.10.02051

Cisco-ISE-NEP

WLEAS 00 - windows

Native Supplicant Profile
CiscoAgentlessOSX
AgentProfile
AmyConneciDeskiopWindows
MagOsXSPWizard
CiscoAgentiessWindows

Hative Supplicant P

AgeniContig

Mot Applicatile

4.10.2051.0

Mot Applicatile

4.10.7073.0

Noi Applicable

Z01EM0J0T 04:01:12

2021708010 03:12:36

Z024/03/30 15:31:40

2024/03/30 19:47:18

ZO2V0B0 0T 22T

2021/08/10 03:12:33

2016/ 00T 04:01:12

2024/04701 17:44:50

Pra-configured Native 5
With GM: 4.3.1856.4353
test windaws PG for con

AnyCannect Secure Mab. .

Supplican Prayisioning

With GM: 4.3.2227.6145

Pra wd Native 5

Test lor WLOSHO0 Wirele_..

WinSPWizard 3.0.0.% WinSPWizard 3.0.0.3 2021/08/10 03:12:27 Supplicant Pravisioning
CiscoTemporalAgentWindows 4.10.02051 CiscoTemporalAgentWindows 4.10.2051.0 2021/08/10 03:12:28 With CM: 4.3.2227 6145
I J CiscoSecureClientDesktopWindows 5.1.2.042 CiacoSecweClanDasktopWindows 5.1.2.42 I 20240330 19:20:54 Ciaco Secure Chant for

Secure Client 2! Compliance Module 2E H&

ATHA|. Agent Posture ZZ 1}l A4

= Cisco ISt

Crverview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Ciatrt Presvisioning Puliey
Do Dusters I Widiws
Respurces
Agent Posture: Profile
ittt Preseitioning PisrLal
Name *
blopmerst-Fosture lor Windows
Descrigtion
test windows PC for connectng WALCSE0D
&
Agent Bohavior
Parpmate Value Description
Enabie debug log No v Enabiles the dedieg log on the agent
Opécate on non-B02. 1K wirtless Me “ Enablas the Sgant 16 Sparsle oh Aon-B02.1X wirahias Aetworks
Enabile signature check Ho il Chack the signature of pxecutablos bafone running iham
Log file size ] g The maximum agent log file size
ftemodintion timer 4 ming IF the wser fadts b 5 specified time, mark them as non-compliant
Staalth Mode Dlastied Agent can When stealth mode is enabled, it nuns as a sorvice
without any u:
Enabie nat stealth mode Dinabled v Display user notificati

dEH JEf Z= o

Wark Centars - Posture

Work Centers(%f 4 HIE{) > Posture(ZAX{) > Client
Provisioning(£2+0|E Z 2 H|X{'d) > Resources(ElA£) > Add(F 7 > Agent Posture Profile(0l
O|ME ZAX Z21Q)Z O|SELICH

5EHA. 0| O|ME Zdm|2 2y 0|4 44 Work Centers(E ] MIE{) > Posture(ZA %) > Client
Provisioning(Z2+0|1E Z 2 H|X{'d) > Resources(2|22£) > Add(F7}) > Agent Configuration(0]]
O|ME Zz|azio|M)e 2 o|s & LCt



= Cisco ISE Work Centers « Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Client Provisioning Palicy
Resources
ikt Provislonig Partel * Select Agent Package: CiscoSecureCliemtDesktopWindows 5.1
l * Configuration Name: WLCIB00-windows I

T Test for WLCSSOD Wieless dotlx
Description:
i

Description Value Notes

* Compliance Module CiscoSecureClientComplianceModuleW

Cisco Secure Client Module Selection

I ISE Posture l
VPN ]
Zero Trust Access (]
Network Access Manager [:|
Secure Firewall Posture O
Network Visibility [}
Umbrella [_]
Start Before Logon (]
I Diagnostic and Reporting Tool I

Profile Selection

* ISE Posture bloomtest-Posture for Windows b

oO|IME 74 F7t

6CHA. 2E0|ME EEHIK-I'—' ZE % =iYe]

5t CA MM S

r>' [/
b
M

SL2IEME

5]
x| oo B E1|¢§£EA1|A zof @ %M NEEEEE ﬁn 4 AL

Work Centers(2Fd MIE{) > Posture(Z A X) > Client Provisioning(Ect0|HE
Provisioning Portals(22I0|21E Z 2 H|X{<d ZE)Z o|S &Lt

= Cisco ISE
Overview Network Devices

Client Pravisioning Palicy
Resources

I Client Provisioning Portal

Client Provisioning Portal(2

Work Centers - Posture

Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot

Client Provisioning Portals

You can edit and customize the default Client Provisioning portal and create additional ones

Creata

Client Provisioning Portal
(default)

Default portal and user experience used
to install the posture agents and verify
‘Ii‘.I1IlJ|IH[l[ZL‘ on user's devices

EO|HE Z2H|X{'d &) 01 MEH

g|. IA|O CSRO AHA—I

Eo
’5301IA-I A‘I ZL—E— B2 E HPAAIR OF

I 2 H|X{'d) > Client

Reports Settings



= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

lis P isioni Pals i . . .
Al Portal Behavior and Flow Settings Portal Page Customization

Resources

I Client Provisioning Portal Portal & page Settinqs

Portal Settings

HTTPS port:* B443
(8000 - 8399)
Bidirectional port:* B449
(8000 - 8999)
Allowed Interfaces:* Far PSNs Using Physical Interfaces For PSNs with Bonded Interfaces Configured
Gigabit Ethernet 0 Bond 0
Uses Gigabit Ethernet 0 as primary
O Gigabit Ethernet 1 interface, Gigabit Ethernet 1 as backup
O Gigabit Ethernet 2 O Bond 1
Uses Gigabit Ethernet 2 as primary
O Gigabit Ethernat 3 interface, Gigabit Ethernet 3 as backup
O Gigabit Ethernet 4 O Bond 2
Uses Gigabit Ethernet 4 as primary
[ Gigabit Ethernet 5 interface, Gigabit Ethernet 5 as backup
Certificate group tag: * Test-CPP -

Configure certificates at:

Administration > System > Certificates >
System Certificates

Authentication method: * Certificate_Request_Sequence -

Configure authantication methods at:

Administration > ldentity Management >
ldentity Source Sequences

Client Provisioning Portal(2 20| E Z 2 H|X{'d £ &) 02 MEH

7EtH|. 2210|HE T2 H|X{ MRS MABHLICH Work Centers(2Fd ME]) > Posture(Z A %) >
Client Provisioning(22t0|1E Z 2 H|X ') > Client Provisioning Policy(22+0|21E Z 2 H|Xd
) > Edit(Td &) > insert new policy above(?oll M = & )E o|S & LICt.

Owerview Metwork Devices Client Provisioning Palicy Elements Posture Policy Policy Sets Troubleshoat Reparts Settings

Cligmt Provisioning Policy

Client Provisioning Policy

Resaurces

Client Provisioning Porsl . . :
Dafine the Client Provisioning Policy 10 determing what usars will rocaive Upon lagin and User sossion initiation:
For Agent Configuration: version of agant, agent profila, agant compliance madule, andfor agent customization package
For Matrve Supplicant Configuration: wizard profile andfor wizard, Drag and drog rules o change the order

w
Riile Nama Idantity Groups Operating Systems Othar Conditions Rasults
-} WLES800 - Windarers Ay Windaws Al Gondition(s) WLCHBOO-windaws Edit
G ] 105 Amy Apple i05 Al Conditisn(s) Cisea-1SE-NSP Edit
| Android Any Android Condition(s) Cisco-1SE-NSP Edfit
| Windiws Ay Windaws Al Canditisals) CiseoTempar N Edit
dows 4.10.02051 And
WinSPiizard 3.0.0.3
And Cisco-ISE-NSP
2 MAG 0% Any Misc 5K Gondition(s) G -xcolemo:!lalﬂqrnl\J:K Edit
41002051
MacOsKs:
2.7.0.1 A Gisco-ISE
NP
Ehromebook Ary Ehrome OF All Eandition(s) Cisco-I5E- Cheome -NER Edtit

8CHA| md =742 MELICtH Work Centers(2 ] ME]) > Posture(Z A *{) > Policy Elements(’S



M Q A) > Conditions(Z71) > File(Zt ) > File Conditions(Zt Y Z=7d) > Add(F7HZ 0OlS&Lct.

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
——
Conditions A File Conditions List > WLC9800-Posiure-dema
Anti-Malware File Condition
Anti-Spyware
Anti-Virus I Mame * WLCS800-Posture-demo I
Application
Description test for WLCIB00
Compound

Dictionary Compound * Operating System

Dictionary Simple

Windows All v

Disk Encryption

Compliance Module  Any version

External DataSource I * File Type FilsExistence I
File
Firawall * File Path USER_DESKTOR WLCO9800-Posture-Demo.txt

Hardware Attributes
* File Operanor Exists
Patch Mansgement

Registry
Seript
Servica

use

jri T e S 2 B

oCEtAH|. m™H M4 Work Centers(Zd ME]) > Posture(Z A ) > Policy Elements(& ™ Q4) >

Remediations(11’H) > File(Zt ) >

dd(Z7h =z o|SgfLCt.

= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports
—
Conditions 3 File Remediations List > WLC9800-Posture-Demo

File Remediation

WLC9B00-Posture-Demo 0]

your PC must have file named WLC9800-Posture-

Any version

1.0

Application

* Name
Anti-Malware
Anti-Spyware Description
Anti-Virus

Compliance Module

I File

Firewall Version
Launch Program

File Uploaded

Link

WLCS800-Posture-Demo.txt

Patch Management

Script

use

Windows Server Update Servi...

Windows Update

Reguirements
Allowed Protocols
Authorization Profiles

Downloadable ACLs

TSI SRS ES

10EHAH|. @ F AFEHE MAELICH Work Centers(Z®] MIE{) > Posture(Z A ®) > Policy

Settings



Elements('8= 2 &) > Requirements(27 ALE) > Insert new Requirement(M] 27 At &4 )2
ols &Lt

Cvirview MNetwork Dévices Clignt Provisioning Palicy Elemants Pasture Palicy Palicy Sets Troubleshoot Reparts Settings
Conditions
Remadiations
Applic Requirements
At Name Operating System ampliance Module tlons I
An
- Edi
Fie
Fita
Launc
Link
Patch
Seripy
uss
ndaws. Se
Wi Lips

MEH QT AR MY

1127, Posture PolicyE 24 &FL|CH Work Centers(2Fd ME]) > Posture(ZA %) > Insert new
policy(M HZH 42 O[S & LIC.

= Cisco ISE Work Centers - Posture

Owarview Network Devices Client Provisioning Policy Elemants Posture Policy Policy Sets Troubleshoot Reports Sattings

Posture Policy

Define the Posture Palicy by configuring rules based on operating system andice oiher condiions. WLCSB0O
w
Status  Palicy Options Rule Name Identity Groups Operating Systems Compliance Module Posture Typo Other Ganditions Requirements
] Pelicy Options WECHB00- Pesturs-Bamo Windows All Jary wcwion Agant WLCHBOO- Possurs i
Demo

AFEH R4RH A4 A
o o 1 oo

12EtA|. Ot Ml 7t X| Het R0 ZE2UUE MR LICH SEf & EN7 & = Q1S AR &E}Tt
Non-CompliantLICt. ZA X & EH= Compliant®LIC}. Policy(Z3%&4) > Policy Elements(’&2H 2 4)
> Results(Z1t) > Authorization(T&F £ 04) > Authorization Profiles(T48t £0{ L2 1) > Add(F
7hHE o|s gL,



Dictionaries

Authentication

Allowed Protoco

Authorization

Conditions Results

s

Authorization Profiles

Dewnloadable ACLs

Profiling

Pasturé

Client Provisioning

Het Hod Z2ml M 01

Dictionaries

Authanticstian

Allgwasd Proteccls

Authorization
Authorization Profiles

Downloadable ACLs

Posture

Clisnt Provisioning

Conditions

Lo

Standard Authorization Profiles
For Policy Export ge te Administration > System > Backup & Restore = Policy Export Page
w
+ Add
O Name Profile ~
WLCO800 x
>
a WLCB00- Postura -Comphiant = Ciseo ()
>
a WLESB00- Posture -NonComphiant & Cisco ()
>
a WLCH800- Posure-Unknown # Cisco ()
Results
Autharzation Pr WLGHE00- Pasure- Unknawn
Authorization Profile
" Mame WLGSB00-Posure-Unknown
Duscripeon
i

- T
Access Type ACCESS_ACCEPT -

Metwork Device Profile &£ Ciste @

Sarvice Template [m]
Track Movement u N O]
Agentless Posture oo

Passive Identity Tracking O &)

~ Common Tasks

O Veice Domain Permission

Description

Web Redirection (CWA, MDM, NSP. CPP) (D)

Chent Provisioning (Posture] ACL

— ST TR I

POSTURE_REDIRECT _ACL s Value Client Provisioning Portal (def +

O Supprass Prafiler CoA for endpoints in Logical Profile



Dictionaries Conditions Results

—
Authentication " Authorization Profiles > WLCO800-Posture-Compliant
PG Authorization Profile
* Name Wi :
Autherization ~ L9800 -Posture-Compliant
Authorization Profiles
Description

Downloadable ACLs

* Access Type

Profiling 3 ACCESS_ACCEPT ~
Postura > Network Device Profile & Cisco @
Client Provisioning > Service Template (]

Track Movement oo

Agentless Posture 0oo®

Passive Identity Tracking [ (O

~ Common Tasks

O Interface Template

) Web Authemtication (Local Web Auth)

Airespace ACL Name POSTURE_COMPLIANT_ACL

O Airespace IPvé ACL Name

=] iva 1ol AHA:
et 2o Z20t 44 03
Dictionaries Conditions Results
“EUTTOHLaUUT FIUIE
Authentication b * Name
WLC9800-Posture-NonComp
Authorization w
Daescription
Authorization Profiles
Dawnloadably ACLS .
®Access T
e ACCESS_ACGEPT v
Prafiling »
Network Device Profile & Cisco v @
Podture >
Service Template (]
Clisnt Provisioning b Track Movement oo
Agentless Posture oo@
Passive ldentity Tracking O &)

~ Common Tasks
0O Interface Template

[ Wab Authentication {Local Wab Auth)

Arespace ACL Name POSTURE_NON-COMPLIANT _

[ Airespace [Pvé ACL Name

~ Advanced Attributes Settings

13EHA|. Y2 Zghg MAEHLICH Policy(Z2H) > Policy( =) 2 o|s & LICH.



Policy Sels 61 Mit

Allowed Protocols | Server Sequence  Hits  Actions  View

Status  Policy Set Nama Description Conditions
W Wotwork Access Devica P Address EQUALS 10,124.60.41
8 o Delault Network Access <& {;} 3
r R
-] Defaun policy sat Defaul Network Access < {3} >

1xH KIS} AHAA
= = So

0)4

MY> &7} ofo|Z

147, Create Authentication Policy(21& 7é>"‘—| ) Policy(*) > Policy Sets(&*4 £l >
Expand "WLC9800-Posture-Demo"(WLC9800-E A %1-CI| 2" & %) > Authentication Policy(21& &
&) > Add(F7HE o|S &Lt

Palicy - Policy Sets

= Cisco lSE
] i - m” B Dofault Notwork Accoss
Inernal Usars
(] Wiredgsy-gotlx Wieeless_B0Z.1X = {J}
All_User_ID_Stores
-] Dofaul -{G}
Options .
QB M MY
15Et7|. Create Authorization Policy(T8H £0{ 22 4) Policy(&%4) > Policy Sets(&%H &gf) >
Expand "WLC9800-Posture-Demo"(WLC9800-Posture-Demo"(WLC9800-Posture-Demo" 2 &) >
Authorization Policy(T8t £ 0{ Z2H) > Add(F7}HE 0|S g LCt.
[ ] L WLCSB00-Pasture-Co. Salect from lisy 5
& Saloct fram list «é‘;
o - WLCSBD0-Posure-Unk Saboct from lisy f_;;
o o DanyAccess Saleci from lisi @
T o HA MY
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posturg_demo
% Seoured

Enter your user name and password

wic9800 - ser

--#--4

&)

oK Cancel

Metwork & Internet settings
Change sefbngs, such as makong a connecton metered.

P .
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215523-quick-start-guide-on-what-logs-and-debug.html#toc-hId-1428918920
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215523-quick-start-guide-on-what-logs-and-debug.html#toc-hId-1428918920
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html#toc-hId-1774653233
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html#toc-hId-1774653233
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/113476-wireless-byod-ise-00.html
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/113476-wireless-byod-ise-00.html
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/113476-wireless-byod-ise-00.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/215260-ise-posture-deployment-best-practices-an.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/215260-ise-posture-deployment-best-practices-an.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
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