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« SLUP(Smart Licensing Using Policy)
» Catalyst 9800 WLC(Wireless LAN Controller)
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« CSSMof 2to|4dlA A+ E1: 2to|MA ALE ET10i| 0424 S440| MSEL|ct SSM 2= 20|
A EEE= CSLU(Cisco Smart Licensing Utility) & AF&8H7HLE AL HEE CSSMO| 2 21
& & A&LICE ollo] Z(air-gapped) HEH T 2| AL, A8 HEE CHR2E L5t CSSMo|
ZCotE QI BN E QE ZRHIMEE M8 =+ JU&LICH A8 E1ME deF HA

E XML EAlL|ct.

1. CSSM(Cisco Smart Software Manager Cloud)0i| =% 242
2. 2 Z¢f|0|A Smart Software Manager(2Zdi|0|A SSM)E &3l CSSMo| AZ2H

O] Mo ME= Catalyst 98002 2 & Smart Licensing AILIE|2E CHEX| oE&LICH RFMIEH LIS
Smart Licensing Using Policy Configuration GuideE & Z35tAIA|2. 2L} 0] EAM0iME= Catalyst
980001 X2 2X|E AF83to 2 944 2l SSM 2= f|0|A ADIE Zlo|dAE ER{E#EIEE
o 83 Ydedo| HHE NS ELICt

£M 1. CSSM(Cisco Smart Licensing Cloud Server)0fl &% ¢1Z:

Product Instance
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" Product Instance 4]
~ CSSM on Cloud
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L Product Instance J,'

ZM 2. 2=Z 8 0|A Smart Software Manager(2Z8|0/A SSM)E S8 14:


https://software.cisco.com/#SmartLicensing-Inventory
https://software.cisco.com/download/home/286285506/type/286326948/
https://software.cisco.com/download/home/286285506/type/286326948/
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
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SLPOIM = CHE 22| Eto|MIA T AI-MEIX| 2o 7s/7|& WZ|X|7F AHE W ClHEO|A MM &
MEHEILICH sl 2Ho| M A = show license summary(2HO] Ml A 2 9F F A[)of| IN USE(ALE B)Z2 EA|EH
L|C}.

9800-1#show license summary Account Information: Smart Account:

Virtual Account:

License Usage: License Entitlement Tag Count Status lic_c9800I_perf
(L1C_C9800L_PERF) 1 IN USE air-network-advantage (DNA_NWStack) 2 IN USE air-dna-advantage (AIR-DNA-A) 2 IN USE

cto|MAO| MEE =

AUE 27hK| HEHRF ALE & E= ALS 0| otELICH &EiE ME QAHA
of 4&& HuaefolMd A 7

7|50l efsiMer A-ELIC

ME F01 Z glo|MlAo CHE = 2| RUM E A7t MAEIL|CH CLOSED, ACK 2! OPEN for
BT Mt Z2 AEf7F U&LCt

MEH ALE: LIS H test license smart rum-report id HE S 2 & QIH:
Router(config)# service internal
Router# test license smart rum-report id

report_id:1624247687 state: SmartAgentRumStateOpen

17.9 IR E{ A|ZE}: show license rum id all H&3:

Smart Licensing Usage Report: Report 1d, State, Flag, Feature Name 1682489268 CLOSED
Plic_c9800I_perf 1682489269 CLOSED P air-network-advantage 1682489270 CLOSED P air-dna-advantage 1682489271 CLOSED P air-
network-advantage 1682489272 CLOSED P air-dna-advantage 1682489273 ACK N lic_c9800l_perf

RUM =11 A

RUM E 11 M &= Resource Usage Measurement 2 1A= 2HO|MA AMSE L C|HFO|A IDOY| CH
st XMEJIE +5| olo|Ef ZpUQIL|CE O|248t E D AME C|HFO|A 0] KAHEl Eoto|H sHE=Qo{o] 2f
& QI&E Lct.
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FEY ok

SmartAgentRum 4} E{Open C|HFO|A 04| A Smart Agentod| 2|51 MAEl M 2 11 M
SmartAgentRumState &t & RUM 210 A7} CSSMOY| MEE(CHA| EE5tH P2 Qe ETME E
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RUM ETT M CSSMOIAM &2l EF/ &, MBE Z2 D

SmartAgentRumStateAcknowledgedRUM 2 L A{7} CSSMO| S £ H S QI ER&LICH.

Smart Licensing Using Policy 7|52 ZE HZA 17.3.22 Catalyst 98000] T Z|A&LICH E7|
17.3.2 220 M= 17.3.3 E 2|22 &7 T UE WLC webUI2| SLUP LT 0|M HiF 7t +2
ZIR&LICH SLUPE & 7tX| SHO|M 7|E 9| AOLE gho|M ATt ChELICEH

AN H

I
gu':'
(@)
()]
(0))
=
L
1@
C

« O|AN| WLCE tools.cisco.com CH2&l smartreceiver.cisco.com EHI2IE &
Ct.

- 55 4l WLCE O|A| CSSM E &= SSM 2 Z 2| 0|A(On-Prem)2t2| A12|E MM EHL|CH.

o CLI HHO| ofzt HAE|ARESLICE.

 SLR(Smart Licensing Reservation)0| I O|& ZXH5X| t&LICH CHAl HI|Mo 2 AMEFH S
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£t 1: A1 Cisco Catalyst 9800-CL Wireless Controllerg At& 3= A< Cisco I0S® XE
Cupertino 17.7.12E A|&5tE E4 ACK 2F AHE S SISl oF & LICE. Cisco Catalyst
9800-CL Wireless Controller0d| CHEt RUM £ 11 2! 501 @ F AFE 2 R XSHAMAIL.
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1: Cisco 10S XE Cupertino 17.7.18E{ A2 I =7} ZegtL|C}.
2 MH™E|= Z 9800 HA SSO MHoil= 2712] AIEI =

i 0%

M&E QUARATL AHEStE UDI A4ZE S7H 7I:

« RUM EZ Mol MBSt A2, 0| S35l IZE XI5t ClolH AZ2de 2EFELIC

- CSsMmzte| Hot S4lg gdsterLct.
Cisco I0S XE Cupertino 17.7.10| = HMZ QIAEATL CSLURZ HIO|E{ H& 2 A& Se EEZRX]
U A& QIABAT} 00 Z(air-gapped) HE X0l U= EEZX|0IA *'EI AL RIS R
Euct.
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Cisco I0S XE Cupertino 17.9.10{ M= CSLU7t M ZF QIAE A M CIO|EH HAME Azt E
XM EBHAE FEI RSS2 MMHELICEH
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* Smart Licensing® 98002| 74| 1 3|0|M0| &4 EIX| et =X &QlgfL|Ct 98002 SmartE ™&
o2 Ab83tof CSSMIt & AlghLCt.

CSSMEZ S&t AOIE

Device(config)#license smart transport smart Device(config)#license smart url https://smartreceiver.cisco.com/licservice/license
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license smart proxy { address address_hostname]| port port_num} Device(config)#license smart url default Device(config)#license smart proxy
address

Device(config)#license smart proxy port

SSM 2= g|0|A

Device(config)#license smart transport cslu Device(config)#license smart url cslu https://SSM-Onprem-FQDN-
address>/cslu/vl/pi/ssmsfloodingslup2304-1

oA QEHO|AE S5 Q! =3| X O|F Mol AZ8e = U=X| &lgfLch
Device(config)#ip domain name

Device(config)#ip name server

Device(config)#ip domain lookup

show license all @A 980001 +EE ME 8 2 URL ME HEE grtetgL|ch F+440] Moi~
QIX| &QlgtL|Ct.
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#top-connected-directly-to-cssm
https://smartreceiver.cisco.com/licservice/license
https://SSM-Onprem-FQDN-address
https://SSM-Onprem-FQDN-address

Type: Smart URL: https://smartreceiver.cisco.com/licservicel/license Proxy: Not Configured VRF:

SSM 2= g|OjA

Transport: Type: cslu Cslu address: https.//SSM-Onprem-FQDN-address>/cd u/v1/pi/ssmsfloodingsl up2304-1
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curl 3HE AFSELICH

 curl https://smartreceiver.cisco.com/licservice/license
« o4& SE: ADIE £=AI7|Q]LICH

SSM2Z 0| A MHof Cj3t HZ HAE
curl BEE AFEErLICH

» curl -v -k https://SSM-Onprem-FQDN-address>/cslu/v1/pi/ssmsfloldingslup2304-1
« o4& SH: ADIE £=AI7|Q]LICH

A s~
M7 IPFA X2
O| nslookup BHE AFS g LICY.

» nslookup smartreceiver.cisco.com
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o MH: 171.70.168.183 « DNS A{H

« MH: dns-sj.cisco.com « MEHMO Z E A|g £ U&LICH
* Address: 10.10.10.10#53

« O|&: smartreceiver.cisco.com

Address: 146.112.59.81

O|&: smartreceiver.cisco.com

Address: 2a04:e4c7 fffe::f

A2 M IPE {ZA =gt N2

dig BE2 AL ELICt

+ dig smartreceiver.cisco.com + short

HLIEE IP FAE ZEA0] 58


https://smartreceiver.cisco.com/licservice/license
https://SSM-Onprem-FQDN-address%3E/cslu/v1/pi/ssmsfloodingslup2304-1
https://smartreceiver.cisco.com/licservice/license
https://SSM-Onprem-FQDN-address%3E/cslu/v1/pi/ssmsfloodingslup2304-1
http://smartreceiver.cisco.com/
http://dns-sj.cisco.com/
http://smartreceiver.cisco.com/
http://smartreceiver.cisco.com/

of &

+ 146.112.59.81

Zt1: CSSM2| Smart Receiver +43 A= MSLA TZHO|Rum B, S, HFE 2l 7|
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ip http 22I0|P1E A A QIE{HO|A <A A QIE{HH0|A>
O] W2 CSSMO| CHEH AA HZE HAXoZ EAIEL|CH
ip http £2+0|21E secure-trustpoint SLA-TrustPoint
2Oo|MA R E CAMAM MBS Eot A Z| X|Z 0| SLA-TrustPoint2 MEHE|I=X| & QIEFL|CH SSM
=2Zg0jA Y CSSM2 25 Eto|dld FE CA QUS MM AZIFLCH

CA 2B AM:
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cn=Cisco Zt0|dl&l £ E CA
o=Cisco
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cn=Cisco 2t0|Ml & £ E CA
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LS

A& SERRE 19:48:47 UTC 52 30 2013
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Z2 I 19:48:47 UTC 52 30 2038
1A=l AlE| X|™: A E| & SLA-TrustPoint

A E 2|X|: nvram:CiscoLicensi#1CA.cer

License smart sync all2 9800 ZHEE2{ 2 XML @40l AHER Rum 2 AME A|ES 2]
LICt 17.9.x H&of| A2 I =7t MX|E|X| &t 2 HEEE{0|M o] HWHES M-S HX{ Rum AF%
EHI M7t ofL|El AlZ| 2 =of et e MMEhcH

CSSMOj|A| &2 =l AM2| I =7} XY &L Ct
EMHAE IE JIXMHL7]:
92 17 17:35:26 2024 UTCO| =4Al=

<smartLicenseTrust><trustCode><udi>P:C9800-L-F-K9,S:FCL2630000P</udi><status><48 3
>false</success><message>0| & x|0]| CHaH =2 trust-ido| sliFst= 412 20| o|0] XE|x
A& LICH.</message><code>OLD_TRUST_ID</code><correlationID>null-
null</correlationID></status></trustCode><signature>MEQCIAg71/hicWxUiof8VstpmPhRH8jptPZPpSpw
vgLAIAQ3IUVMuS8bOHwySOB/j/3BRMG4uSDqg/EbUp+vfrYDI9nQ==</signature></smartLicenseTrust>

CSSME ZHEE{7} Eot 2xo 2 ZE AlZ| FE IDE MAE HoZ of|AastH, 55K &t
JE| FEE A AISHH CSSMO| ZHAEEE{9| to|d A RUM - & MElsHR| Z5HA Eulc 28{™
CSSM Erolﬁlé,' CHAIEE0{ M EHO|MA EHE| 2 M| 71 g A EhL|Ct
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EBAE FE X7

<smartLicenseTrust><trustCode><udi>P:C9800-L-F-
K9,S: XXXXXXXXX</udi><customerinfo><smartAccount>Cisco Demo Internal Smart
Account</smartAccount><virtualAccount>0Demo-HK-
PartnerA</virtualAccount></customerlnfo><piid>0eb1d627-bbed-46a8-9a4b-
fc5b48a7c36b</piid><dateStamp>209-10T07:21
30</dateStamp></subCA><trustld>110</trustld><status><success>true</success><correlation|D>null-
null</correlationID></status></trustCode><signature>MEUCIGMPyt6VEmv/DMziybLDnsHRZAXxfI9r1vI3BI
kouOg=> </smartLicenseTrust>
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CLI EE= GUIOM 7 8E = = 21 7ZtA2 MEEIX| ef&Licth
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9800 WLCE &l QIEH|O|A EE= CLIE S35l ofH E11 7t748 7 M35 E 8AlZtOtCt CSSM EE= 2
Zoj|0|A Smart Software Manager?t S A LICH &, ME 7t 8t HMA ZQIEE MF 7IEH &
Z|CH 8AIZHIFK| CSSMOT| LIEFS 4= Q& LICH,

show license air entities summary BE 2 AF&35104 CHS Ol 2O MATE AHME|T B E|= AlZt
£ motsel 4= Ql&LICt o] HEL UHFRIQl show tech EEE show license all £232| UL 7} of =L

Ct.

show license air entitiessummary &&:

Last license report time......................... 10:00:07.753 UTC Mon Sep 16 2024 Upcoming license report time....................: 18:00:07.808 UTC
Mon Sep 16 2024 No. of APs active at last report................. 3 No. of APs newly added with last report.........: 1 No. of APs deleted with last
report.............. 0

AE AE FETH 9800 HEEH| d3Mo 2 MRILIR2S M, CHS EHHlE Rum(Resource
Measurement Unit)2 &3l 2tO[MA E S| A ETMHE XML Ao 2 dMst= JLCt.
License smart sync all/local BE2 ZAEEEH0| A HEIEl= APE 7|8t 2 M Rum EHE A|%f &£
= MMSHHLE FLICH 7|B Mo 2 9800 ADLE Of0|ME 7 @4 = 2to|d Al HEJF & E M
Rum ETME +&5t7| {8l 2to|Ma ZE0of| API Z&E TS ELICH

show license rum id all F&3:

This command would list CLOSED, ACK and OPEN state of Rum report on the controller. 1719005447 OPEN N air-network-advantage
1719005448 OPEN N air-dna-advantage

show license rum id 1719005447 detail H&3:

Rum IDE E 0 &l 2tO|MA Q| ME HEE 7IX{8 = U&LICH O] BH2 CSSM H|O|E{H|0[A S
7| Yx| 249l software_identifier_tagE 7}t M ZF QIAEHAON M 2to|MA REE HBFLICH

regid.2018-06.com.cisco.DNA_NWStack,1.0_e7244e71-3ad5-4608-8bf0-d12f67c80896

Smart Licensing AtE ETM M2 HE:



EH T M ID: 1719005447
HEZ O|&: AIH

7

ol&:

OH

3 S4Y ol

olr

HIE 2] Zk: regid.2018-06.com.cisco.DNA_NWStack,1.0_e7244e71-3ad5-4608-8bf0-
d12f67c80896

UDI: PID:C9800-L-F-K9,SN:FCL2630000P

0|7 E 1A ID: 1719005445, Ch& E 1M ID: 0
SEf: G7I, SE HE AR QIS

A

Z= 0olg: ¢

0
i)

AlEF AlZE 93 10 10:00:08 2024 UTC, = Al7h: 9 162 16:15:08 2024 UTC

AEZ|X| ZEf: EX

T3

* O|A| Rum ET M7} MM ELICH OPEN AEJ0{ME CSSMO A ACKE 2to B4 CSSMOo]| K|
OF &L|ct.

oi

A) Verify which licenses are activated/in use - show version - show license summary - show license usage <<< it would also indicate which
licenses are Perpetual vs Subscription C) Verify if enforced/export controlled license is authorized: - show license authorization D) Verify what
messages were sent to/received from SSM On-Prem/CSSM - show license history message E) Check for errors - show license eventlog F)

Collect detailed information/counters: - show license tech support G) Collect license tech support file - show tech-support license

show license eventlog S{/EE= show log 30| ENEl @7

"CSLU(Cisco Smart License Utility)2t2| S 41 A Ijf: XtM|st HE I} HSE|X| £2"

= 2Z40/A(On-Prem)2t2| HTTPS S410| MY E|X| ot 2 A< drdlieh = QlaLict 7ts
- £ VRF7t OnPremt 2| S &lofl At ELICH HTTP 22I0IME A A CIEHHO|AE S22 3

Aatiok g LIct

- SLA-Trustpoint Z1I|22{| 0| M0l A K| HAL7t HIE &3t X| it &LICt,

-CHE AE X|Ho| &3t A|Iad>o| 7|22 2 MHEELICHOE: SIP HO|E90])

"HTTP ME| 2§F 502: R El AO[E0]"



Ol @B BA| 2LFOIA JHLEOIA ZAF SULICH ChEE S| B2 MHIA0 Y82 OIRIX| &

olbtxo @ 10% ¥ SAEVT_COMM_RESTOREDILICE.

73 9 13:15:29.902: %SMART_LIC—B-COMM_FAILED: CSLU(Cisco Smart License Utility)2t 2|
S& A HTTP M 27/ 502: = E | 0|EL0]

72 92 13:15:39.881: %SMART_LIC-5-COMM_%=#&: CSLU(Cisco Smart License Ultility)2+2| &
Aol =HE

"HTTP MH 27 404: #2 5 81

gjo

0| 2F = ™& URLO| 2Z2|0|A(CSLU)E 7tEI7|= S Trust CodeE A x|5t2d & [ Cisco
|IOS XE C|HtO| A0 A &8 &t L|Ct.

"license smart trust idtoken <token> [all|local]" &2 C|HO|A7F CSSMIF &Y & Alst= E<0f
b AP =/L|C

Et1: ZEEof et o] HAIX|E On-Prem Admin Workspace2| CSLU A% mi'doi| M "Validate
Device(C|HIO|A AE)" MH0| 74X JUZ 2 20IF =& A&LIct SF3t2d= CIHIO|A 7L On-
Prem AH{ 2] "SL Using Policy(‘8& & At&3st= SL)" B0l U=X| EIgLICt ClHto|A 7t of =of
oo o| EZ2 sliXlsHol ELICt 23H CH2 CIHIOIAE 2= |0|A M CHA| S7|3t6H E 4]
Al2. Ol MO AFZIR2 O ZAol 22 HATIMAIR.

SAEVT_INIT_CRYPTO success="False" error="Crypto £ 7|3}7} 22 %|X| tQ}&L|CL."

O| 27 = Al2H 8 XFof Qe = A&LICH of 30% Fof &3t X7(347t 2t E|H, 0| &
? MH|&o| & FX| et&LICH

of:

2021-06-25 10:09:23.378 UTC SAEVT_INIT_SYSTEM_INIT

2021-06-25 10:09:24.383 UTC SAEVT_INIT_CRYPTO success="False" error="Crypto Initialization
has not completed"

2021-06-25 10:09:54.383 UTC SAEVT_INIT_CRYPTO success="True"

Est 7|27 H 2/AMT S 22 E|X| o2 B, NTP |z o]Mo] QJEX| H/E=E AlAH7¢
S7IE =R EX] &g c A S Hu|adoldg MY stH &3t XT7[3HE CHA| AlEfstE

SAEVT_UTILITY_RUM_FAIL 2 7 ="[HOST_NOT FOUND] ZX| SAEE %2 £ &Lt

>
N

2ol 29 "SR K24 HA 4N 2Za0lA Bal 5 Yool CSLU A Tl M A
EIL_||:|.
= .



O| 27 = DNS 2l &7 e g = = o4 EXME LiEFHLICH C|Hto|A T CHE URLE &€l
g = U= X| 2elsoF gLct Y8t o 2 ip host <url> <ipassociated> WHEHO| &R FMHT|UR&L
Ct. O] M2 &els FMR

A &El: <H|o] US>

Al ' & AH=30, 83=0, Am=30 X|&2{ 2] AI{: Overall=30 Communication=30 <<<<<<<

Orx|ak &k 22 122 10:52:56 2023 GMTO| 3| Al Q18 <<<<<<<<<

ofx[2h Aluf AlZh 23 12 10:52:56 2023 GMT

Communication Level Allowed as INDIRECTE 9800 ZAEEr{0] ZR 8t AZE| T =7} XMCHE M|
Z|X| kb S o|o|gLCt.



I 1 CcssM2 ZE EholdlA o|o|Ee] EX ULt

*E|AEE +~5104 98001 CSSM ZHo| 7|2 Sl EX7t 2t3tkls 42 ADLE 2to|M4 410t
HHE EH 2EUAM CIHIE AFSSIE S MY MAI2. 980001 M CIHIE AFSSHE S MH St
Azt ZtZ4 S0t CPU7I 2335t22 AT 2| Alzhof 0|24t 2fde $&lsHof &hL|Ct,

9800014 CSSM EE= SSM 2 Z8|0|A(On-Prem)Z2| ADLE Zto|AlAl SAlofl= 4712 R E O]
E?:. Zlof A& L.

1. ¢=23 2E
PKI:

Crypto PKI1 Msg debugging is on Crypto PKI Trans debugging is on Crypto PKI callbacks debugging is on Crypto PK| Validation Path
debugging ison



2. Hitp 2 &
HTTP A{H:

HTTP Server transaction debugging is on HTTP Server tokens debugging is on HTTP Server EZSetup debugging ison HTTP Server URL
debugging ison HTTP Server Authentication debugging ison HTTP Server Side Includes debugging ison HTTP Application Inout debugging
ison HTTP Application Detail debugging ison HTTP Server Error debugging ison HTTP SSL Error debugging ison HTTP CTC trace debug
debugging ison HTTP CTC error debug debugging ison HTTP SESSION debugging ison HTTP TPS Trace debugging ison HTTP TPS Error
debugging ison HTTP WSMAN debugging ison

3. Openss| 2 &
ssl openssl:

TLS state debugging ison TLS msg debugging ison TLS errors debugging is on

HE ZIo|EIO|E &5l AO0LE ofo|MEEt D BLICE
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4. Smart Licensing 2=
2rojd A:
License IPC communication debugging is on License Events debugging is on License warnings and errors debugging is on

Syslog:
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1B Moil chet ME ID &2l 2! SAN &/ t SSL 2tol=Eeq2|e| AlZ] X[ HE Lt
92! 16 16:29:12.236: SAEE A3 AMB ID £9Q1: 10.106.43.37
9% 16 16:29:12.236: & Q1% Mt IDE= ip T4 10.106.43.37 len 12&JLIC},
9%l 162 16:29:12.329: & S 3}(_P): (A645F) St QIZ A &0

9 162 16:29:12.329: CRYPTO_PKI(2/& A Z 3|) issuer="cn=Cisco Licensing Root
CA,0=Cisco" serial number= OF 42 40

92 16 16:29:12.329: &3 3}(_P): (A645F) Xgtst A Z| XM CtS1F Z2&LCh SLA-
TrustPoint, &1 2| £6,81 2| 6,

9g 16 16:29:12.329: & 5 3}(_P): (A645F) SLA-TrustPoint 22 AF235t0{ QIS MO REME
AAtstEdD AlEste &

92 162 16:29:12.329: 2 3 5}(_P): (AB45F) SLA-TrustPointS AF&5104 QIE M HAS
9%l 162 16:29:12.345: SSL_connect: SSL 40| MBx o2 2Z & LICt.
9%l 162 16:29:12.345: SSL_connect: SSL 40| MBx o= 2F & LICt.
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2 %0 = UDI_SERIAL_NUMBER, hostname, software_tag_identifier@t Z2 714 A7} =& z|H
, 0| 74 @4& 9800 ZHE E2{0i|l A o 2to|MA REE AL 8 request_type2
"LICENSE_USAGE"Z L}EFAL|CE

D

ChEa 22 ofed 2toldlA RFO| U& LI
1. LID_TOKEN_TRUST

2. EE{A

[m

=713}
3. 20| MIA AR

A B

o

L 98 16 16:30:16 2024 UTC

1726504244391

"{\"sender_info\":{\"connect_info\":{\"name\":\"C_agent\" \"version\":\"5.8.6_rel/15\" \"production\":true,\"add
"13980553869667320622\",\"sudi\":{\"udi_pid\":\"C9800-L-F-

KO\" \"udi_serial_number\":\"FCL2630000P\"},\"product_instance_identifier\":\"\" \"software_tag_identifier\":
06.com.cisco.C9800_L_F_K9,1.0_9529f872-1b08-4cac-9279-
71c391233fc2\"},\"device_list\":[{\"sudi\":{\"udi_di\":\"C9800-L-F-
KO\"\"udi_serial_number\":\"FCL2630000P\"},\"software_tag_identifier\":\"regid.2019-
06.com.cisco.C9800_L_F_K9,1.0_9529f872-1b08-4cac-9279-

71c391233fc2\" \"product_instance_identifier\":\"\"\"product_version\":\"product_version\":\"17.12.02\" \"ho
eap-test\" &4t

\"\"Active\"\"request_type\":\"ID_TOKEN_TRUST\"\"request_line_id\":1,\"smart_license\":

A 9% 162 16:30:16 2024 UTC

1726504153254

"{\"sender_info\":{\"connect_info\":{\"name\":\"C_agent\" \"version\":\"5.8.6_rel/15\" \"production\":true,\"add
"10743401694998030696\",\"sudi\":{\"udi_pid\":\"C9800-L-F-

KO\" \"udi_serial_number\":\"FCL2630000P\"},\"product_instance_identifier\":\"\" \"software_tag_identifier\":
06.com.cisco.C9800_L_F_K9,1.0_9529f872-1b08-4cac-9279-
71c391233fc2\"},\"device_list\":[{\"sudi\":{\"udi_di\":\"C9800-L-F-

KO\" \"udi_serial_number\":\"FCL2630000P\"},\"software_tag_identifier\":\"regid.2019-
06.com.cisco.C9800_L_F_K9,1.0_9529f872-1b08-4cac-9279-

71¢391233fc2\" \"product_instance_identifier\":\"\" \"product_version\":\"product_version\":\"17.12.02\" \"ho
eap-test\" 23&

\"\"Active\"\"request_type\"\"TRUST_SYNC\"\"request_line_id\":1,\"smart_license\":

Al E1:
2798 16 16:30:16 2024 UTC

{"sender_info":{"connect_info":{"name":"C_agent","version":"5.8.6_rel/15","production":true,"additional_infc



L-F-K9","udi
serial_number":"FCL2630000P"},"product_instance_identifier":"","software_tag_identifier":"regid.2019-
06.com.cisco.C9800_L_F_K9,"sc0.C9529f872-1b08-4cac-9279-
71c391233fc2"},"device_list":[{"sudi":{"udi_pid":"C9800-L-F-
K9","udi_serial_number":"FCL2630000P"},"software_tag_identifier":"regid.2019-06.com.cisco.C998
0_L_F_K9,1.0_9529f872-1b08-4cac-9279-
71¢391233fc2","product_instance_identifier":"","product_version":"17.12.02","hostname":"renijith-
eap-test","role":"Active","request_type":"LICENSE_USAGE","request_line_id":1,"smart_license":

H
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"ofER": AT,
"message_code™: "EtO|MA AHE T 2F",
" A[R]": ™,
"nonce": "77709655117429624"
¥
0| @F = CSSM EE= SSM 2= 3|0 A 2Ho|Ml Al Mol ZAEE2{ol CHEF &=0| o|0| /22 Lt

EFHLICH O] 252 dIo|EH|o|A0 M BIZE FIHE HEELICH CSSM £= SSM 2= 8|0|A&
M EM = QPHE YA EE AX|sET Rum ETME CHA| A& 5l ok g.H—IEL

0

2%t S Poll_id:
Seh 92 162 16:29:14 2024 UTC
{

"sender_info": {
"connect_info": {
"O|§" "CSLU_V1",
" T,
"Z 2 M A

u_7737|_ xC;I—I?I—". llll’

ujlgn: [



"REIZIE|",

"DLC",

"AppHA",

"HE|E|04",
"LHELHZ| 2",

"2l CHA| Al _3t7|",

A A

T

"CSLU_V1",
"CSLU_V2",
"El B H E 2"
]
2
"E}QIAEH T 1726504153302,
"nonce": 10743401694998030696,
"sudi": {
"udi_pid": "C9800-L-F-K9",
"udi_serial_number": "FCL2630000P"

3

"product_instance_identifier": ™",

"software_tag_identifier" "regid.2019-06.com.cisco.C9800_L_F_K9,1.0_9529f872-1b08-4cac-
9279-71¢391233fc2"

3
"AEfn etE,
"license_data": [
{
"AEH": "OK_POLL",

"request_line_id": 1,



"sudi": {
"udi_pid": "C9800-L-F-K9",
"udi_serial_number": "FCL2630000P"

}
"EZ 3 id": 5583279046281676962,

u% Eél 7I_|'7_=||": 86739:

"smart_license

}

* 9800 27 H|o|E{H| 0| A0l KMFEl poll_idE & QlstE Wil U KEE Rum 2 Mol CHEt ACKE

17| Qs ELste Wiz,
EIAE WS ALS5H04 MHIA LIRS S5 2 adstsfiol stex| SOl

conf t service internal exit test license smart conversion list-poll-info Poll Request Information: PollID | Type | Delta | Poll Time
5583279046281676962 | TRUST_SYNC | 86673 | Sep 17 17:33:05 2024 UTC

*0800 ZHEEHUM AMESH 7| Q-2 &4 AME IE EZO|MH, 0|2 AI2SHK| 242 Z< 9800
HEED E ME2 Rum Al ETME MMSIX| gtz 2 2lo|MA AFS B4 AFEHS CSSMOIM

188 + gi&Lict

Pl

* M EZ2 License_usage0i| Ci$t poll_idE - & LICH.

test license smart conversion list-poll-info Poll Request Information: PollID | Type | Delta | Poll Time 5583279046281677674 |
LICENSE_USAGE | 87656 | Sep 17 17:33:05 2024 UTC

*CSSM & SSM 2z 8j|0|A o|o|E{Ho| A0 M *{EIE! ACK7} olO] RlE B2, 9800 ZHEE Q]
AOLE O OIHMETL f{of AZet AzhE Z|ChE|X| &1 74 WE| 235101 ACKE 7HMRESE TA

g & &Lt

Poll_id & 7[L[Ct.

test license smart conversion sched_poll 5583279046281676962 ? <0-4294967295> delta Time in Seconds
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html

. CiscoZ|= X Al Cie2C
« DNA Center2} E7H =S AL 5104 Catalyst 9800 WLC Smart Licensing T 43



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217459-configure-catalyst-9800-wlc-smart-licens.pdf
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217459-configure-catalyst-9800-wlc-smart-licens.pdf
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217459-configure-catalyst-9800-wlc-smart-licens.pdf
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217459-configure-catalyst-9800-wlc-smart-licens.pdf
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