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S . Authentication
upplicant AP Cisco WLC Server
il
| lsveceey U R o
. 1 EAP Type=EAP-TLS
. |__EAP Request | Start bit set, no data
2.
EAP-type=EAP-TLS .
l {(TLS client_hello) | | EAFP Response I
EAP-Type=EAP-TLS
a TLS server_hello
- | EAP Request I TLS certificate
TLS server_key_exchange
EAP-Type=EAP-TLS TLS certificate _request
TLS certificate TLS server_hello _done
TLS client_key_exchange a4
TLS certificate_wverify | EAP Response ] -
TLS change_cipher_spec
TLS finished EAP-TypesEAP-TLS
. 5 I EAP Request I TLS change_cipher_spec
a TLS finished
6
EAP-Type=EAP-TLS | EAP Response -
7
PMK . i — |
8
9
- EAP success ] I EAP success ‘

EAP-TLS @15 5 &
EAP-TLS S 29| CHA|

2M Z20|ME T HAM A EOlE(AP)QP A ELICH.

. O| EtH|0|| M AP= CIlO|EH T& 2 3185HA| &1 Q1E ™S ™M&Etot.

M EE[HE YEE 5l 220|ME= EAP SE IDE & #LCH

. WLC(Wireless LAN Controller)= ARt ID HEE QIE Mu{ol| TEEFLICH

. RADIUS MH{E= EAP-TLS AlZF mjZlo 2 Z20|iE SEFLIC

. O A|EE{ EAP-TLS CH3t7F A|ZHEILICE.

. 2eo|HEE &= 7} NULLE MHEl client_hello SHEM|O|3 HIA|X|E Z&5t01 EAP-SH S
1E MHZE CIHA| E%g.*l_ltr.

8. Q1& MHE CH2 & Z & 5H= Access-Challenge T2/ 2 & gFLIC}.
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TLS server_hello
Handshake message
Certificate
Server_key_exchange
Certificate request
Server_hello_done
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Certificate (for server validation)
Client_key_exchange



Certificate_verify (to verify server trust)
Change_cipher_spec
TLS finished

10. 2CI0|HE @150l HSstH RADIUS MHE CHEE Z& ot HAMA -EIX|E EHLICH

Change_cipher_spec
Handshake finished message
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Configure the WLC as a network device and set the pre-shared key.

*Ensure the Internal CA iz enablad for issuing certificates and authenticating
usars.

*Select the identity store saquence used to authenticate logins to the portal. By
default, the certificate_requast_sequence is employed.

Define the certificate templates that users are permitted to use for generating and '
downloading caertificates.

*Create a portal page wheare users can download certificates, with settings to
control portal behavior.

#Add usars to the ISE internal database who will use the cartificate. Creata as
many usars as neadad,

*Dafine an identity source sequence for the policy set to determine the
authentication source for the service.

sEstablish a policy set to define authentication logic and actions.

CCECCELa«

ISE ME ZHm|2a 0| BEHA|
HE 23 C|HtO|A F=T}

WLC(Wireless LAN Controller)& HIE {3 C|HIO|AR F7t6t24HM CHg KRS [FEMAIL.

1. Administration(22[) > Network Resources(H|E {3 2|4 A) > Network Devices(HIE {2 C|
HFO|A)E O|S & LCt.

2. WLC £7} Z2MAE A|&H5tE{H+Add olO|2 2 E=I&LC}.
3. AT 28 7|7 WLC X ISE M2t L x|5tEX| % Ql5to MMt SAlE &/ dstEhLct
4.2 E M|'=' HMEE gHl27 Q2o m™ 2% st 2 A2 M Submit(ME)S 22l6tod 711|

agoldE MEELICH



v RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS

Shared Secret

[ ] Use Second Shared Secret

Second Shared
Secret

CoA Port 1700

FECERIM PN ST
LHE CA =2l

ted™ C

0jo

EtHA|

i
0%

TstMAL.

ol

LHE CA(Certificate Authority) A& & &2l

1. Administration(2 2[) > System(A|A &) > Certificates(2!5 A) > Certificate Authority(2!E 7|
) > Internal CA Settings(LHE CA M%) Z o|S&LCt.
2. CA €O| &d3tx|o] LHE CAT}t M3t A= X] & QIEhLC.

J' Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup &

] Dashboard
Certificate Management »

| Context Visibility | nte I'TI a I CA Setti I"'Ig S A For disaster recovery It |5 recommended to Export Intema
Certificate Autharity 5

. Operations

Overvlew

(] Palicy ssued Carl Host Name ~  Parsonas Rola(s) CA, EST & OCSP Re... {

Ise3genvc Administration, Monitoring, Poll... STANDAL...
4 Administration ks <h = i

c ca a
5 Work Centers Certificate Templates

LHE CA ol

=1 g=5

QIE Wy
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Administration(22/) > Identity Management(ID £ 2) > Identity Source Sequences(ID A& A|FHA
)2 O|SELICH Z=H 23Q AAE K o{5tE{H AEXE XIH ID AIZHAE FIHELICH



Identities Groups External Identity Sources Identity Source Sequences Settings

> Allow_EMP_Cen

Identity Source Sequence

~ |dentity Source Sequence
* Name

Allow_EMP_Cert

Description

v Certificate Based Authentication

Select Certificate Authentication Profile Preloaded_Certific

v Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds
Available Selected

Internal Endpoints Internal Users
Guest Users

All_AD_Join_Points

1Et7A|. Administration(&2l) > System(/\lé.Ez*l) > Certificates(@!& A) > Certificate Authority(2!&
&) > Certificate Templates(Q/Z M RIZ2)Z 0|S & L|C}.

oCHA| A QIS M ElZ 212 MA52{T +Add O} O]

2.1 I Z2l0oj CH3H ISE Mol 2Z0l 1
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2.2 CN(Common Name)O| $UserName$ = M E|01 Q!

2.3 SAN(FA|| Cixl| o|&

£)0| MAC F40i BHE R =K

24 SCEPRAZZLZZ ISE LHE CAR M

YEro

2.5 extended key usage(Z &

Cartificate Managamant

Cartificate Authority
Ovarview
Issuad Cartificates
Certificate Authority Certificat...

Internal CA Settings

Edit Certificate Template

* Name

Description

Subject

Common Name (CN)

7| At8) Mol B2tolelE QIE e

Certificate Templates
Organizational Unit (QU)

External CA Sattings
Organization (O)
City (L)

State (ST)

Country (C)

Subject Alternative Name (SAN)

Key Type

Key Size

* SCEP RA Profile

Valid Period

Extended Key Usage

QIEM TH M4
ZEtO|ME CIBM ddE e 2B M 2HE W™

1EtA|. Administration(# 2]) > Device Portal Management(C|HFO|A EZ

Provisioning(2/3 M Z2H|X{'F)2 £ O|SEL|C}.

2EH7. Create(MA)2 Z2I5t0d M| =& H|0|X|E A
3THA. ZHE A AEE = U T ZT-Ho| 1RE
3.1 ZEHO| CHEt ZE HE S MFLICH 8443

EAP_Authentication_Certificate_Template

This template will be used to issue certificates for EAP Authentication

p
SUserName$

Example unit
Company name
City

State

us

MAC Addrass

RSA
2048
ISE Internal CA

730 Dayl(s) (Valid Range 1 - 3652)

5

Sarver Authantication

Client Authent
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Bookmarks Blocked List BYOD Certificate Provisioning Client Provisioning

Dashboard Portals Settings and Customization

Context Visibility

Operations Portal Name: Description:

EMP CERTIFICATE PORTAL
Policy

Administration Language File

Work Centers

T N —— Portal Behavior and Flow Settings Portal Page Customization




Portal Behavior and Flow Settings Portal Page Customization

Portal & Page Settings

~ Portal Settings
1
HTTPS port:*

(8000 - 8999)

Allowed Interfaces:* For PSNs Using Physical Interfaces For PSNs with Bonded Interfaces Configured

Gigabit Ethernet 0 Bond 0
Uses Gigabit Ethernet 0 as primary
Gigabit Ethernet 1 interface, Gigabit Ethernet 1 as backup

Gigabit Ethernet 2 Bond 1
Uses Gigabit Ethernet 2 as primary
Gigabit Ethernet 3 interface, Gigabit Ethernet 3 as backup

Gigabit Ethernet 4 Bond 2
Uses Gigabit Ethernet 4 as primary
Gigabit Ethernet 5 interface, Gigabit Ethernet 5 as backup

Certificate group tag: * Default Portal Certificate Group -

Configure certificates at:

Authentication method: * Certificate_Request_Sequence

Configure authentication methods at:

Configure authorized groups
User account with Super admin privilege or ERS admin privilege will have access to the portal

Available

Q

ALL_ACCOUNTS (default) Employee

GROUP_ACCOUNTS (default)

OWN_ACCOUNTS (default)




» Login Page Settings

> Acceptable Use Policy (AUP) Page Settings

> Post-Login Banner Page Settings

> Change Password Settings

~ Certificate Portal Settings

Certificate Templates: * EAP_Authentication_Certificate_Template = .,

0| M%0| 22 &M Portal Test URL(ZH E|AE URL)S 22501 ZHS HAER £ A&Lich
o Ztdg +#stH X = mo|x|7h PRIt

Portals Settings and Customization

Portal Name: Description:

EMP CERTIFICATE PORTAL

Language File

ElAE Z& 1 0|X| URL



e | BHps:/10.106.32.31:844 3/certprovportal/PortalSetup.action?portal=45aea9cb-29c8-4f73-98bb-63543bba423a

i : .
cISsco Certificate Provisioning Portal

Sign On
Welcome to the Certificate Provisioning Portal. Sign on with the username and password supplied to you.
Username:
emp
Password:

Sign On

ZE m|0|X]|

LHE ALER 7t

ro

SMEEHE S5f 2
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ot

ANEXHE ddstti{™ Ot S B AHE s~ LICH

1. Administration(Z 2l) > Identity Management(ID & 2|) > Identities(ID) > Users(AFEXHZ 0|&

grLch.

AAEl| MAEXIE FIHetedH SMHE F=IELICH

3. AL X7L £ AR ID 25E MEIELICE O] oo M= AHZRHE Employee &0 e
LICH

N

Identities Groups External ldentity Sources Identity Source Sequences Settings

Lsers

Larast Manial Mapwork Scan Res N Etwo r k Acce SS U Se rs‘

Status Usemame -~ Description First Name [LastName Emall Address User Identity Groups  Admin

| ® Enabled | g emp Employes

|%{'el ol o] sl CH & LICH Ol AFRAL Q1B S 518
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1. ISE RADIUS &=t &g 714
2. Policy(&E#&) > Policy Sets(&=H ZIghHhZ 0|
3. M M3 Eiste MASEdT T8t 7| 7|5 (+)
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Palicy Sets Raset m

Stamue  Policy 5atNams Oaseription Allowad Protocols | Sarver Sequance  Hits  Actions  Wlew

< Authentiation Pol

Fatus  Rule Hame Conditlans His  Actons

Dy

+  Optlons

s duthorization Palley - Lac

Rasults

Fuaus  Rule Hame Conditlons Proflles Security Groups His  Actons

9800 WLC ZdI|ady|o|M

9800 WLCO| ZAI|ado|M EtAH = CtE2at Z4&L|CH ZF T A= o] MMo| AT ZIAFD}F &A A|ZEA
PHHE NS ELCt



*Configure I'SE as a RADIUS serser on the WLC.

sConligura a RADILES sarver group and map tha ISE sanser craated in prévious step.

=Apply the respective mathod list vo the WLAN configuration.

=Credte a policy profile and map it to the VLAN and othear sattings.

Qe

. "f..-l!lf'lllﬂul'ﬁ & policy tag and associate the WLAN profile wath 1.

=Apply the policy tag to the AP

+Create authantication and autharization methad lists linked To the FRADIS sarsar growp.

| S

<

9800 WLCO| ISE MH F7t

1. ISE MH{Z 9800 WLC(Wireless LAN Controller)2} S&6t240 CIS EHHE &5 AI2.

2. Configuration(Z4Z| 22| 0| M) > Security(2 2t) > AAAZ O|S & LCt.
3. Add(F=7t) HE S 22l6to{ WLC Zdx|aaio|Mol| ISE MEHHE Z & & Lct.

Create AAA Radius Server
Name* ISE3 Suppart for CoA
Server Address*® 10.106.32.31 CoA Server Key Type Clear Text

PAC Key CoA Server Key

Key Type Clear Text Confirm CoA Server Key

Kay* Automate Taster

Confirm Key™

Auth Port

Acct Port

Server Time

Retry Count




WLCOH| ISE M F7}

MEH7H F7hE[EH M S 501 LEFE LI

Radius MH{ ZE Al
9800 WLCO| MHH & =7}

9800 Wireless LAN Controllero| M M 2 &2 F7tst= Hie Ot Z&L|Ct

1. Configuration(Z1x| 12| 0| M) > Security(=2 ) > O| S &L ct.
2. Server Group(AMHH 18) g 28t CIg Add(%‘—ﬂ)% 2|5to4 M| M 2 &2 BHELICH

Edit AAA Radius Server Group

+ AfA Wizard Nama*

Desd-Time (mins)

ISE MHHE Radius A 2 E0d Of=

9800 WLCO{ A AAA e 2= 714
ME 182 M43 3 CH2 BB LS stod 915 Wi 222 TELI

1. Configuration(Z1I| 12| 0|M) > Security(2 ) > AAA > AAA Method List(AAA HIME S )2
Ol &Lct.

2. Authentication(215) B0l M @15 & S £ F7tghLct

3. FEE dot1xE MAHEELICT

4. 08 RESZ 58 MENEHLICH

5. 0|0l MHH 2B 2 M/gFt ISE M 21§22 Z& & LCH.
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AAA Method List

Authentication

Add
Autharization

Marme: ¥ Group Type

(0 cCERT_AUTH

0
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9800 WLCO| A Authorization Method(T &t £ 04

et Fo{ dH S5 dYsioim o3 HAHE s=d Lt

1. AAA Method List(AAA HIME S ) MM LYo
2. Add(F7HE Z=I5t04 A Het Fof B
3. R8O Z networkE MEHEFL|CE.

4. 08 R¥oz OE8 MEighLICH

5 ISE M 282 M| aEo =2 Z o},

+ AAA Wizard

AAA Method List

Authentication
Add Delete
Authorization

Mame T Type ¥ Group Type

(] CERT_AUTH

network aroup
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9800 WLCO{| A A = mt
RADIUS & ZZ|3ado]4d0] 2h= E|H E3Y

1. Configuration > Tags & Profiles > Policy=Z O
2. Add(F7hHE Z=Istod M HHM Z2EZ M4
3. M T2 Eoll CHE M3t Of 42

AME!
VLANO| E2I0|HE VLANS 2 A2 E|L|C}.
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| R |

Quick Setup: AAA Authentication

uthorization(T3t £04) i £ O|SELIC.
ok LCt.

Quick Setup: AAA Authorization

Methad List Name™

CERT_AUTH

t. ol ofoiM= 2E Z10| S 0|H LAB



Policy

Craniing a Polny or conhguring | in 'Frabian’ state, @l result in ines of connasthaty for cliants associated with this Palcy prafia
lone - - ¥

Poiicy Profile Nams
CERT-ALTH
rafalit-policy-predie iyl WLAN Switching Folicy
Cenral Switching
Gontral Authentication
Central CHCP

IP MAC Binding Flax NAT/PAT

Encrypted Traffc Analvics

Access Policies

RADIUS Profiling

HTTP TLV Caching

DHCP TLV Caching

WLAN Local Profiling

Global State of Device
Classification

Local Subscriber Policy Name Search or Select

VLAN

VLAN/VLAN Group

Multicast VLAN

RADIUS H&H £0{€ 7 XMo| 12 EHoi A AAA Override SM0| EA45}HE|
04 UE=X| &QlstL|ct. o] XS AF25HH Wireless LAN Controller7t RADIUS 7|8+ M8t 204 &




Advanced

WLAN Timeout Fabric

Session Timeout (sec)

Idle Timeout (sec)

Idle Threshold (bytes)

Client Exclusion Timeout (sec)

Guest LAN Session Timeout

DHCP

IPv4 DHCP Required

DHCP Server IP Address

AAA Policy

Allow AAA Override

9800 WLCO{|A{ WLAN 244

802.1x A& E A& 38to] M WLANS M ste{H CHS

1. Configuration(Z1x| 124 0| M) > Tags & Profiles(Ef 1 & s
L|C}.
2. Add(F7H)E 2&l5to{ M WLANS Mg gfLct.




3.2lolof2 215 dHeg M

TR Edit WLAN

And DiGkne Enabia WLAN Dizanle WLAN

Seiochad WLANS 10
O s 7 beme

a F-veabaiith
0

O Wha + WPa2
WA Fikering a
Lninbry Ardmin Aoonss (]

WPA Parameters
WA, O WRAY Shats Afapihs Enatiked
Palicy cilic:
&TK ] Cvar the (5
Randomize Palicy

WPAZ Encryption

aEsicourzs) (0 cowezse ()

GCMP1 28 O GoMPzss (O Auth Key Mgmt
802.1x 8]

Protected Management Frame T |
Tegnzax [

PMF Diasbied - a02. r]
SHAZSE

MPSX Configuration

Enakle MPSK

Security

Authentication List CERT_AUTH

Local EAP Authentication D

Z1tel) > Tags(Ei2)Z olSELICH

2. M Ef2 & F7t5t2{H AddE S=IFLICH
3. WLAN-POLICY AMAMO{|A AHE AAIEl WLANS RAISH &% = = mpelod| oHZ/ &t L|c}.




Eclit Pollcy Tag

Diieie
GERT_POLICY_TAG

WLAN-FOLICY Maps:

A Daiete

ML ZOIEAP)O| HH B2 E EHote Hate S Z&LCH

1. Configuration(Z1Z| 12 0|) > Tags & Profiles(Ef1 & T2 &) > Tags(Ei1) > APE O|S &
L|CH.

2. AP 1|32 0| Lio| Static(H™M) Mo Z o|SELIC

3. 7+ 8E §H APE E2FLICH

4, ‘et A O E MEEH AP EEELICH

A Changing Tags

Static

Celete

Jf AP Tag mapping

1 - -
J AP MAC Address T Policy Tag Name

O adbd diefa RF Tag Name

—

CER

AP Ei1 &&

HY 22 FWLC 71 &A™

aaa group server radius ISE

server name ISE3

ip radius source-interface Vlan2124
aaa authentication dotlx CERT_AUTH group ISE
aaa authorization network CERT_AUTH group ISE
aaa server radius dynamic-author

client 10.106.32.31 server-key Cisco!123
!

wireless profile policy CERT-AUTH
aaa-override

ipv4 dhcp required

vlian 2124

no shutdown



wlan CERT-AUTH policy CERT-AUTH
wlan CERT-AUTH 17 CERT-AUTH
security dotlx authentication-Tist CERT_AUTH

no shutdown
!

wireless tag policy CERT_POLICY_TAG
wlan CERT-AUTH policy CERT-AUTH

ARl CHE QIB M MM U CtezE
A Rto| CHEF RIBME BHE
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1. ALS 7L O|™of et Q15 M &ol| 2aQlst =5 &Lct

© Not Secure| hitps://10.106.32.31:8443/certprovportal/PortalSetup.action?porta

at] et ] |
cisco Certificate Provisioning Portal

543bbad23a

Sign On
Welcome to the Certificate Provisioning Portal. Sign on with the usemame and password supplied to you.
Username:
amp
Password:

---------

EM ZEH M A

2. AUP(Acceptable Use Policy)0ll S 2|gfLICt. 22T ISEMIM QUBM 4

grLCt.
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INir
CISCO

Certificate Provisioning Portal

Certificate Provisioning

| want to: *

Generate a single certn(

| Common Name (CN): * |

-~ 0

[ MAC Address: * |

without a certificat...

242f.d0da.a563

Choose Certificate Template: * 9

EAP_Authentication_Certificate_Template

Description:

Certificate Download Format: * 0

PKCS12 format, including certificate chain (...

[ Certificate Password: * ]

Enter password to download and view/install the certificate

Confirm Password: *

QIZA MY

Certificate Provisioning Portal(2/5 A Z2H|X'd ZH)E Sl QUSAME Mdsteivi ot 2+ &
=7t et =2 £|o{oF EhLCt.
¢ CN: 213 M= 2810|9iE 0._I§A-|°| Common Name ZE0i| Q= 22 A& 30 ALEXIE

QIELIC}. Common Name(2 & 0|8) Z=ol AFEXF O|F(RIBM Z2H|XMY Z=ol| 21
RlstE ol AHSE)SE %!E—’!&*LIEP

=
=

2f). ChE EE=

« MAC Z=24: SAN(FA| CHA|| O|§)2 CtY ?. 22 Hot Q1B Mot HAAE £ QU= X509 =&
LICt. Cisco ISE, & 2lA 2.02 MAC F4APt X| & LICt. [EFA SAN/MAC 4 ZEof /2
gt

- OIBMHEZES:QBSM HESI2 CATI 2HE HBH T QSME U228 M AISStE
= T2 o= QYo R HE HAIS
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A [=]
ZE HEE »olghLct CN(Common Name)i'_P
= O A8 ELICHCN2 ALE At O|F 1 x|t oF
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1. AlEt ot M-S xte 2 Z =g ot

2. Al &Xto mmcE =5t Enter 7|& F+&LICH Microsoft Management Console 0| ¥ &
L|CH.
RIBM AHQI F ¢
el > ALHOI FIHA|7{ 2 o|SELIct.

(F7HE MBS CHS Certificates(21B M)E MEISHT Add(F7HE E=IFLICEH
. Computer Account(ZHFE{ A H), Local Computer(2Z ZHFE)E MBSt Finish(OHE)E 2

ook W
>
a
Q

=IgfLict
= = ic = = T st A P
O| HAE S8l E4 AREM QUBME HEE &= UA&LICL
@
B File  Action View Favorites Window Help g X
a5 = B
ik e
Console Root Add or Remove Snap-ins = ctions
| Console Root -
You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ns. For More Actions N

extengible snap-ns, you can configure which extensions are enabled.

Available snap-ns: g
Snap-n Viendor - | Console Rioat Edlit Extensions...
= ActiveX Control Microsoft Cor... ¥ Certifcates (Local Computer)

ﬂa\umwuamﬂ Manager Microsoft Cor...

W Certificates Microsoft Cor...
. Component Services  Microsoft Cor.., Move Up
& Computer Managem... Microsaft Cor...
& Device Manager Microsoft Cor... Add >
7 Disk Management Microsoft and...
EE'-‘HI Viewer Microsoft Cor...
_ Faolder Microsoft Cor...

| Group Policy Object ... Microsaft Cor...
B 1P Security Monitor Microseft Cor...
B P secunity Policy M. Micrasoft Cer..,
=|Link to Web Address  Microsoft Cor... Advanced. ..
Desaiption:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

oK Cancel

Windows MMC £&

18 B M 7t 271
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£+ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\Users\admin\Desktop\emp-2025-01-06_08-30-59\emp_C4-£9-0

Browse...

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (\PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (,55T)

MNext

RIBM 7t 27

CIBM 71X 7| Z2MA B0 ZHM QUSAMHE MMHe mf MH&t HIUHS E
X|7F ZAIELICE O] HIZHS E HE S 22d5t04 AFE{0| 2IBMHE 33X
StAAIL.

Cancel
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' & &# Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ ] Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

Indude all extended properties.

Next Cancel
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2.6. M15HM 712! ECof SLICH

& &# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
Personal Browse...

Next Cancel
= =
7Hel ECol ABM MY
Consele Rect sued To - Iisued By Expiration Date  Intended Purposes Friensly Mame Statn,
v C‘”;'“‘“ (Lecal Corapued gl perbilicate Senvices Endgoint Sub CA - Bedgeave Cerilicate Senvices Nods CA - ise3gerve 1/302035 <All> EndpointSubCa
~ lllel Certficate Services Mode CA - ise3gere Certificate Services Root CA - ise3gemac 1/AR035 <Al certificate_nodeCA
- ‘;m Rost Cotificak Certficate Services Root CA - iselgerve Cen#icate Services Root CA - isedgerns /372025 <Ml> cestificate
’t-'nﬁ'at; - :E. emip Centificete Services Endpoirt Sub CA - isedgenve  1/BR202T Client Sasthentication emp_C4-E5-0A-00-...
Entarprice Tt ise2gernciabocal iselgenvelablocal a2t Server Awthensication, Cliemt Authentication  Se¥-Sigred

Imtermediate C Aurh
AEO{OM OIS M 0|5
Windows ZA#FE 14

CIE M7} SHIE XY AR O|SE|H L2 EHAIE AFE5H04 WLANO]| @488 LCt.

1. A8 7tsE FU UERZE EdH A" EdololMd HIEL= ofo]

rH

£ =g



2. ¢dZ@stei= WLANS| O|§ & Ztot S=IFLict
3. Connect(PQ)E 225t FII TEZEE A& TI™sto] QB2 2lal QB MHE AL& 35104
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I:l Connect automatically
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8, - CERT-AUTH
(7 ©

Secured

Enter your user name and password

Connect using a certificate
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C:\>netsh wlan show interface

There is 1 interface on the system:

Name : Wi-Fi 3
Description TP-Link Wireless USB Adapter
GUID ee5d1c47-43cc-4873-9ae6-99e2e43c3%¢ea
Physical address 24:2f:d@:da:a5:63
State connected
| SSID CERT-AUTH |
BSSID a4:88:73:9e:8d:af
Network type Infrastructure
Radio type : 802.11ac
Authentication : WPA2-Enterprise
Cipher CCMP
Connection mode Profile
Channel 36
Receive rate (Mbps) 360
Transmit rate (Mbps) 360
Signal 100%
| Profile CERT-AUTH |

Hosted network status

C:\>netsh wlan show profiles

Not available

CERT-AUTH | find "Smart"

200%

EAP type :

Microsoft: Smart Card or other certificate

<#root>

POD6_9800#show wlan summ
Number of WLANs: 2
ID Profile Name SSID Status Security

17

CERT-AUTH

CERT- AUTH

UP [WPA2][802.1x][AES]

AP7F WLCO 74X U= K| & lEL|Ct.



CC = Country Code

POD6_9800#show ap summ
1

RD = Regulatory Domain
AP Name STots AP Model Ethernet MAC Radio MAC CC RD IP Address State Location

Number of APs:
AP1 3 C9130AXI-D cc7f.75ae.1fc0 a488.739e.8da0 IN -D 10.78.8.78 Registered default location

AP7 WLANZ EZ2EF|AES=X]

<#root>
POD6_9800#show ap name APl wlan dotll 24ghz

Slot id : O
WLAN ID BSSID

17 a488.739e.8dal
POD6_9800#show ap name APl wlan dotll 5ghz

Slot id : 1
WLAN ID BSSID

17
E:

a488.739e.8daf
A

EAP-TLSE At&sto] A& 2Et0|

<#root>
POD6_9800#show wire c1i summ

Number of Clients: 1

MAC Address AP Name Type ID State Protocol Method Role

242f.d0da.a563 AP1 WLAN
| in username|SSID|EAP|AAA|VLAN

17
IP Learn 1llac
Dot 1x
Local
POD6_9800#sho wireless client mac-address 242f.d0da.a563 detail
CERT- AUTH

Wrel ess LAN Network Name (SSI D)

BSSID : a488.739%e.8daf
EAP Type : EAP-TLS

VLAN : 2124
Multicast VLAN : O



VLAN : 2124

Cisco Radius ISE 2t0|H 21;

Status Detalls Identity Endpoint ID

Identity Endpoint ID

ISE Radius 2t0|E2 21

REMIEH 015 fE:

Authentication Policy

Authentication Policy

ate Authentl...

ficate Authenti...

Authoriz...

Autharizatic

EMP Wirel...

EMP Wiral...

Authoriz...

Authaorizatic

Permi

PermitAce...



Authentication Details

Source Timestamp

Received Timestamp

2025-01-08 11:58:21.055

2025-01-08 11:58:21.055

Policy Server

ise3genvc
Event
Username emp

Endpoint Id 24:2F:D0:DA:ABL:63

Calling Station Id 24-2f-d0-da-a5-63
Endpoint Profile TP-LINK-Device
Identity Group User |dentity Groups:Employee,Profiled

Audit Session Id 4D084EOAO000007E46FOCBF7

Authentication Method dot1x

Authentication Protocol EAP-TLS

Service Type Framed

MNetwork Device lab-9800

Device Type All Device Types

Location All Locations

NAS IPvd Address 10.78.8.77

NAS Port Type Wireless - IEEE 802.11

Authorization Profile PermitAccess

Security Group Employees

ISEM® 21

EAP-TLS miZ! A= WLC EPC ZH%:




Destination

65 17:36:58  Cisco_Se:Bd:iaf TpLinkPte_da:a5:63 EAP 95 Request, Identity
68 17:36:58 Cisco_f%e:8d:af TpLinkPte_da:a5:63 EAP 95 Request, Identity
69 17:36:58 TpLinkPte_da:a5:63 Cisco_fe:8d:af EAP 11@ Response, Identity
78 17:36:58 TpLinkPte_da:a5:63 Cisco_%e:8d:af EAP 118 Response, Identity
73 17:36:58 Cisco_%e:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP=TLS)
74 17:36:58 TpLinkPte_da:a5:63 Cisco_%e:8d:af TLSv1. 2 384 Client Hello
78 17:36:58  Cisco_Se:8d:af TpLinkPte_da:a5:63 EAP 182 Request, TLS EAP (EAP-TLS)
79 17:36:58 TpLinkPte_da:a5:63 Cisco_9¢:Bd:af EAP 118 Response, TLS EAP (EAP-TLS)
83 17:36:58 Cisco_9e:8d:af TplinkPte da:a5:63 EAP 178 Request, TLS EAP (EAP-TLS)
84 17:36:58 TpLinkPte da:asS:63 Cisco_9¢i8d:af EAP 118 Response, TLS EAP (EAP-TLS)
87 17:36:58 Cisco_9e:Bd:af TpLinkPte_da:a5:63 TLSv1. 2 248 Server Hello, Certificate, Server Key Exchange; Certificate Request, Server Hello Done
95 17:36:58 TpLinkPte_da:a5:63 Cisco_9e:8d:af EAP 648 Response, TLS EAP (EAP-TLS)
18@ 17:36:58 Cisco_9e:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP-TLS)
182 17:36:58  TpLinkPte_da:a5:63 Cisco_fe:Bd:af EAP 648 Response, TLS EAP (EAP-TLS)
187 17:36:58 Cisco_fe:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP-TLS)
189 17:36:59  TpLinkPte_da:aS5:63 Cisco_f%e:8d:af EAP 648 Response, TLS EAP (EAP-TLS)
114 17:36:59 Cisco_Se:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP=TLS)
115 17:36:59  TpLinkPte_da:a5:63 Cisco_9e:8d:af TLSv1.2 347 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
118 17:36:59 Cisco Se:Bd:af TpLinkPte_da:a5:63 TLSv1.2 147 Change Cipher Spec, Encrypted Handshake Message
119 17:36:59  TpLinkPte_da:a5:63 Cisco_9e:Bd:af EAP 118 Response, TLS EAP (EAP-TLS)
126 17:36:59  Cisco Se:8d:af TpLinkPte_da:a5:63 EAP 94 Success
EAP ERTME HoiF= WLC 2%

« I|Z! B15 872 EM A|Z EE0]| MHE EAP-TLS 52| 8EtA|of sHE&FLCt.
« I|ZI 15 115 BM AR 220 MHE EAP-TLS 5 &2 9ttAH|of| SHE &FL|Ct.
« T EHS 1182 E ML AlE 20| MHE EAP-TLS & 2| 10EHAH[of| sSHE EFLICE.
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2025/01/08 11 58 20.816875191 {wncd_x_R0-2}{1} [ewlc-capwapmsg-ses] [15655] (C|HH1) &5
3HE DTLS MIAIX| &, CHA IP 10.78.8.78[5256], 20| 499

2025/01/08 11 58 20.851392112 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS 10.106.33.23
1812 id 0/25, len 3902 2 HA|A & K&

2025/01/08 11 58 20.871842938 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS id 1812/25
10.106.33.23 0, Access-Challenge, len 1230{| A = A1

2025/01/08 11 58 20.872246323 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] EAPOL I{Z! M& - ™ 3, EAPOL & EAP, HO|2ZE Z0| 6, EAP-#E
EAP-TLS

2025/01/08 11 58 20.881960763 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] EAPOL m{Z! =4l - H{F 1 EAPOL & EAP, HO|2ZE ZI0| 204, EAP-R & =
EAP-TLS

2025/01/08 11 58 20.882292551 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS 10.106.33.23
1812 id 0/26, len 66322 HA|A & K&

2025/01/08 11 58 20.926204990 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS id 1812/26
10.106.33.23 0, Access-Challenge, len 113501 A 5= AIE

2025/01/08 11 58 20.927390754 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] EAPOL I{Z! ™% - ™ 3, EAPOL & EAP, HO|2ZE= ZI0] 1012, EAP &8
= EAP-TLS

2025/01/08 11 58 20.935081108 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] EAPOL I{Z! =&l - {7 1 EAPOL & EAP, H0|2= ZI0| 6, EAP-R & =
EAP-TLS

2025/01/08 11 58 20.935405770 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS 10.106.33.23
1812 id 0/27, len 4652 HM|A X S

2025/01/08 11 58 20.938485635 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS id 1812/27
10.106.33.23 0, Access-Challenge, len 113101l A 5= AI1E

2025/01/08 11 58 20.939630108 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] EAPOL I{Z! M& - ™ 3 EAPOL 98 EAP, HO|2ZE= ZI0| 1008, EAP-R &



= EAP-TLS
2025/01/08 11 58 20.947417061 {wncd_x_RO0-2}{1} [dot1x] [15655] (info) [242f.d0Oda.a563

capwap_90800005] EAPOL I{Z! =4l - {7 1,EAPOL R EAP, HO|2E Z 0| 6, EAP-RH =
2025/01/08 11 58 20.947722851 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS 10.106.33.23

EAP-TLS
1812id 0/28, len 4652 HMA ™ ME
2025/01/08 11 58 20.949913199 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS id 1812/28
10.106.33.23 0, Access-Challenge, len 2750 A 5= A1
2025/01/08 11 58 20.950432303 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
Zd ™% - B 3,EAPOL £8 EAP, I|O|2E= ZI0| 158, EAP-RH =

EAP-TLS

capwap_90800005] EAPOL If
2025/01/08 11 58 20.966862562 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
2025/01/08 11 58 20.967209224 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS 10.106.33.23

capwap_90800005] EAPOL I{Z! £ Al - H{Z1 1, EAPOL 938 EAP, H0|2E Z!0| 1492, EAP-§3

= EAP-TLS

1812 id 0/29, len 19612 HMA X ™S

2025/01/08 11 58 20.971337739 {wned_x_R0-2}{1} [radius] [15655] (info) RADIUS id 1812/29

10.106.33.23 0, Access-Challenge, len 1230{| X =2l

2025/01/08 11 58 20.971708100 {wned_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
ZI ™% - T 3,EAPOL RE EAP, H|O|2E Z0| 6, EAP-RE

EAP-TLS

capwap_90800005] EAPOL If
2025/01/08 11 58 20.978742828 {wncd_x_R0-2){1} [dot1x] [15655] (info) [242f.d0da.a563
2025/01/08 11 58 20.979081544 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS 10.106.33.23

capwap_90800005] EAPOL I{Z! £ Al - H{Z1 1, EAPOL 938 EAP, H0|2E Z!0| 1492, EAP-§ 3

= EAP-TLS

18121id 0/30, len 19612 HA|A QM T

2025/01/08 11 58 20.982535977 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS id 1812/30
A A=

10.106.33.23 0, Access-Challenge, len 1230 A = 41F
2025/01/08 11 58 20.982907200 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
- %1 3,EAPOL 98 EAP, HO|2= ZI0| 6, EAP-8

capwap_90800005] EAPOL I{Z! ™&
EAP-TLS
2025/01/08 11 58 20.990141062 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] EAPOL I{Z! = &1 - H{Z 1 EAPOL & EAP, HO|Z= ZI0| 1492, EAP-R &
= EAP-TLS
2025/01/08 11 58 20.990472026 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS 10.106.33.23
1812id 0/31, len 19612 HMA X S
2025/01/08 11 58 20.994358525 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS id 1812/31
=L

10.106.33.23 0, Access-Challenge, len 12304 A
2025/01/08 11 58 20.994722151 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
- %1 3,EAPOL 98 EAP, HO|2= ZI0| 6, EAP-8

4
ARNES

EAP-TLS

capwap_90800005] EAPOL If
2025/01/08 11 58 21.001735553 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
2025/01/08 11 58 21.002076369 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS 10.106.33.23

capwap_90800005] EAPOL I{Z! = Al - H 1, EAPOL §& EAP, H|O|2E ZI0| 247, EAP-R& =

EAP-TLS
2 ™ EL7|

1812 id 0/32, len 7062 £ A A|



A =
‘I‘All:!
Sd —

2025/01/08 11 58 21.013571608 fwncd_x_RO-2}{1} [radius] [15655] (info) RADIUS id 1812/32
10.106.33.23 0, Access-Challenge, len 1740 A

2025/01/08 11 58 21.013987785 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] EAPOL T§Z! &% - H{™ 3, EAPOL £33 EAP, H|O|2E Z/0| 57, EAP-&

EAP-TLS
2025/01/08 11 58 21.024429150 {wncd_x_R0-2}1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] EAPOL THZ! 441 - H{Z 1, EAPOL 2% EAP, I|0|2 = ZI0| 6, EAP-R & =

EAP-TLS
2025/01/08 11 58 21.024737996 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS 10.106.33.23
1812 id 0/33, len 4652 Access-Request M&
2025/01/08 11 58 21.057794929 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS id 1812/33
= 4E
W AHSHA ||}

10.106.33.23 0, Access-Accept, len 32401 A1
2025/01/08 11 58 21.058149893 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] eap & EAP-TLSO| CHEt ID CIO|E O|HIE T} B MM A
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/certificate_provisioning_portal_faqs/b_certificate_prov_portal_3_2.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/certificate_provisioning_portal_faqs/b_certificate_prov_portal_3_2.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/certificate_provisioning_portal_faqs/b_certificate_prov_portal_3_2.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
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