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[ cal]

default_ca = IntermCA

[ RootCA ]

dir = ./RootCA

certs = $dir/RootCA.db.certs

crl_dir = $dir/RootCA.db.crl

database = $dir/RootCA.db.index
unique_subject = yes

new_certs_dir = $dir/RootCA.db.certs
certificate = $dir/RootCA.crt

serial = $dir/RootCA.db.serial
#crlnumber = $dir/RootCA.db.crlserial
private_key = $dir/RootCA.key

RANDFILE = $dir/RootCA.db.rand

name_opt = ca_default

cert_opt = ca_default
HAHHHBRHHAARHH A A Modify defauTlt days for certificates signed by Root CA (Intermediate cert
default_days = 360

default_md = sha256

preserve = ho

policy = optional_policy

[ IntermCA ]

dir = ./IntermCA

certs = $dir/IntermCA.db.certs

crl_dir = $dir/IntermCA.db.crl

database = $dir/IntermCA.db.1index
unique_subject = yes

new_certs_dir = $dir/IntermCA.db.certs
certificate = $dir/IntermCA.crt

serial = $dir/IntermCA.db.serial
private_key = $dir/IntermCA.key

RANDFILE = $dir/IntermCA.db.rand

name_opt = ca_default

cert_opt = ca_default

# Certificate field options

HHHAHHBRRHAAHH R Modify default days for certificates signed by Intermediate CA cert (devi
default_days = 1000

#default_cri_days = 1000

default_md = sha256

# use public key default MD

preserve = no

policy = optional_policy

[ optional_policy ]
countryName = optional
stateOrProvinceName = optional
localityName optional



organizationName = optional

organizationalUnitName = optional
commonName = supplied
[ req ]

default_bits 2048

default_keyfile privkey.pem

distinguished_name regq_distinguished_name

attributes = reg_attributes

x509_extensions = v3_ca # The extentions to add to the signed cert

string_mask = nombstr

[ req_distinguished_name ]

countryName = Country Name
countryName_default = MX
countryName_min =2

countryName_max =2
stateOrProvinceName = State or province

stateOrProvinceName_default = CDMX

TlocalityName = Locality
localityName_default = CDMX
organizationName = Organization name
organizationName_default = Cisco Tab
organizationalUnitName = Organizational unit
organizationalUnitName_default = Cisco Wireless
commonName = Common name

commonName_max = 64

[ reg_attributes ]

# challengePassword = A challenge password
# challengePassword_min =4

# challengePassword_max = 20

#This section contains the extensions used for the Intermediate CA certificate

[ v3_ca ]

# Extensions for a typical CA

basicConstraints = CA:true
subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid:always,issuer:always
subjectAltName = @Intermediate_alt_names

[ v3_req ]

basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
extendedKeyUsage = serverAuth, clientAuth

[ cri_ext ]

# CRL extensions.
#authorityKeyIdentifier=keyid:always,issuer:always

#DEFINE HERE SANS/IPs NEEDED for Intermediate CA device certificates



[Intermediate_alt_names]
DNS.1 = Intermediate.example.com
DNS.2 = Intermediate2.example.com

#Section for endpoint certificate CSR generation
[ endpoint_req_ext ]
subjectAltName = _alt_names

#Section for endpoint certificate sign by CA

[ Endpoint ]

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid,issuer:always

#Change the key usage according to the certificate usage needs
extendedKeyUsage = clientAuth

subjectAltName = _alt_names

#Define here SANS/IPs needed for Endpoint certificates
[endpoint_alt_names]

DNS.1 = Endpoint.example.com

DNS.2 Endpoint2.example.com

#Section for IOS-XE device certificate CSR generation
[ device_req_ext ]
subjectAltName = @IOS_alt_names

#Section for IOS-XE certificate sign by CA

[ I0S_cert ]

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid,issuer:always

#Change the key usage according to the certificate usage needs
extendedKeyUsage = clientAuth , serverAuth

subjectAltName = @IOS_alt_names

#Define here SANS/IPs needed for IOS-XE certificates
[IOS_alt_names]

DNS.1 = IOSXE.example.com

DNS.2 IOSXE2.example.com

&AXH C[2E 2o RootCARt= ECE BPHELICH 1 2Hofl RootCA.db.tmp, RootCA.db.certs,
RootCA.db.crlO|2t= 3702| EHE PtELICH

mkdir RootCA

mkdir RootCA/RootCA.db.tmp
mkdir RootCA/RootCA.db.certs
mkdir RootCA/RootCA.db.crl

ok
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RootCA &£ LH0{| RootCA.db.criserial 0|2t = TS MAEELICH O| U2 QIS H7| S8 HE
ol 7| 7t Z&tslof gLICt 012 o] A<of| MEHSH ZtlL|C}.

echo 01 > RootCA/RootCA.db.serial
echo 01 > RootCA/RootCA.db.crlserial

RootCA Z [ LH0fl RootCA.db.index2t= It AMAIsL|C}.
touch RootCA/RootCA.db.index

RootCA Z[ LH0i RootCA.db.randZ2t= LIS PFHE T 8192 RIo| HIO|E R ML LIFE o 7|
O| A|EZ A+ &L L},

openss1 rand -out RootCA/RootCA.db.rand 8192

34 CIAE 2|0 IntermCAZE E2HE MM gHLCh 1 2todl IntermCA.db.tmp, IntermCA.db.certs,
IntermCA.db.crlO|2t= 37H2| EHE BHELICEH

mkdir IntermCA

mkdir IntermCA/IntermCA.db.tmp
mkdir IntermCA/IntermCA.db.certs
mkdir IntermCA/IntermCA.db.crl

IntermCA Z{ LHoil IntermCA.db.serial 0|2} = T}
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echo 01 > IntermCA/IntermCA.db.serial
echo 01 > IntermCA/IntermCA.db.crlserial

IntermCA Z LH0ll IntermCA.db.index2t= TS MAIstL|Ct.

IntermCA & LHo]| IntermCA.db.randt= TS BHE 17 8192 BHEH HIO|EE R LHE h+ M
AO-|7|—O—| All: (oL k=1 K= o}'L_||___|._

m——



touch IntermCA/IntermCA.db.index

IntermCA Z{ Lol IntermCA.db.rand2t= TS
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mariomed@CSCO-W-PF320YP6:/mnt/c/Users/mariomed/radsecfilesl$ tree

— Intermca

— IntermCA.db.certs
— IntermCA.db.crl

— IntermCA.db.crlserial
— IntermCA.db.index
— IntermCA.db.rand
— IntermCA.db.serial
L— IntermCA.db.tmp

— RootCA

— RootCA.db.certs

— RootCA.db.crl

— RootCA.db.crlserial
— RootCA.db.index

— RootCA.db.rand

— RootCA.db.serial
L— RootCA.db.tmp

L— openssl.cnf

openss1 genrsa -des3 -out ./RootCA/RootCA.key 4096
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openss1 req -new -key ./RootCA/RootCA.key -out ./RootCA/RootCA.crt -config openssl.cnf -x509 -days 3650



mkdir ./RootCA/RootCA.db.certs/IntermCA
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openss1 genrsa -des3 -out ./RootCA/RootCA.db.certs/IntermCA/IntermCA.key 4096



F2|: OpenSSLOIAME 7|& HEE ] &3 & XMSatok ELICH &f 5 HIZn o 74el
7|& etrigh 2|xlofl EarEfLich AMA HEFO| JUE AL8XE F7 L 2 CAR 2IBME
UZE + UA&LICH

S CA B M ME ¥ dEELICH HO|Id2 215 HEE e=siete HAIXKIE EAIFL
Ct.

openss1 req -new -key ./RootCA/RootCA.db.certs/IntermCA/IntermCA.key -out ./RootCA/RootCA.db.certs/Inte
openssl.cnf It Y 2| RootCA MM E A& 5104 S7F CSROA| MEEFLICEH

openss1 ca -config openssl.cnf -name RootCA -extensions v3_ca -out ./RootCA/RootCA.db.certs/IntermCA/In
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cp ./RootCA/RootCA.db.certs/IntermCA/IntermCA.crt ./RootCA/RootCA.db.certs/IntermCA/IntermCA.key ./Inte

7| £.E W F7H CAY CHEE Zatole! 7| U QIBME MAE $o| By FELLIC

i)
rr
f

mariomed@CSCO-W-PF320YP6:/mnt/c/Users/mariomed/radsecfiles$ tree

— Intermca

— IntermCA.crt <------ Intermediate CA certficate
— IntermCA.db.certs

— IntermCA.db.crl

— IntermCA.db.crlserial

— IntermCA.db.index

— IntermCA.db.rand

— IntermCA.db.serial

— IntermCA.db.tmp

— IntermCA.key <------ Intermediate CA private key
— RootcCA

— RootCA.crt Cmmmmmm Root CA certficate

— RootCA.db.certs

| |— e1.pem

| L— IntermcA

| — IntermCA.crt

|

|

— IntermCA.csr
L— IntermCA.key
— RootCA.db.crl
— RootCA.db.crlserial
— RootCA.db.index
— RootCA.db.index.attr
— RootCA.db.index.old
— RootCA.db.rand
— RootCA.db.serial
— RootCA.db.serial.old
— RootCA.db.tmp
L— RootCA.key P Root CA private key
L— openssl.cnf
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mkdir ./IntermCA/IntermCA.db.certs/I0Sdevice

C|HFO|A 7HQ! 7| I0Sdevice.key & C|HFO|A CSR I0Sdevice.csr& A48 LICt device_req_ext A
Mg At&5tod s MMo| SANS CSRof| F7+gLct,

openss1 req -newkey rsa:4096 -sha256 -keyout ./IntermCA/IntermCA.db.certs/I0Sdevice/I0Sdevice.key -node

CSRO|AM XS 35t= 38 O|F0| SANIF L X|5tT = opnessl.cnf Tt [I0OS_alt_names] MME =3
gruct.

#Define here SANS/IPs needed for IOS-XE certificates
[IOS_alt_names]

DNS.1 = IOSXE.example.com

DNS.2 IOSXE2.example.com

Zt CA IntermCA MM 2 2 10S XE C|HF0|A CSRO| M ELICH openSSL Z4I|12f|0]Ad mH Q-
confige 7F217| 11 10S_cert Al M.extensons2 7FE2|712{H E AFEELICE O|F Al 5t MHEl QIS Ao]|
SANO| & X|ElLIC}.

openss1 ca -config openssl.cnf -extensions IOS_cert -name IntermCA -out ./IntermCA/IntermCA.db.certs/I0
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mkdir ./IntermCA/IntermCA.db.certs/Endpoint



CSRO|M MB5tE &8 O|§0| SANTF UX|5HES openSSL.cnf IH [ endpoint_alt_names Al M
2 s-guoh

#Define here SANS/IPs needed for Endpoint certificates
[endpoint_alt_names]

DNS.1 = Endpoint.example.com

DNS.2 = Endpoint2.example.com

SANE endpoint_req_ext A/ME At23510{ AIEEZQIE JHQl 7| & WLC CSRS A gLt

openss1 req -newkey rsa:2048 -keyout ./IntermCA/IntermCA.db.certs/Endpoint/Endpoint.key -nodes -config

openss] ca -config openssl.cnf -extensions Endpoint -name IntermCA -out ./IntermCA/IntermCA.db.certs/En

Cisco 10S XE C|HIO|AN| QIS M 7IK{2 7|

=olst mfeo] 2E CA 2 F7H CA7} xZstE 2 MM Cisco I0S XE C|HIO|A R 7HK 2
Ol 28 CHE certfile.crtiet= 0|2 AFE 510 x
LIC}.
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JintermCA/IntermCA.db.certs/WLC/ZHoi| X{ZH&t

cat ./RootCA/RootCA.crt ./IntermCA/IntermCA.crt > ./IntermCA/IntermCA.db.certs/I0Sdevice/certfile.crt

9800 Series WLCE QUBM 7t 7|E @lal pfx Tt LS M5t
pfx I} S BHS 24 Cisco I0S XE H{Zof [} 2} I W = st

CIEM 7t M2 7| Z2 M|A0] CHEF REA[EH LI S Catalyst 9800 WLCO|A CSR QIS A M4 2 C}
2EEE MXSHAAIR

17.12.1 O|™ HHTo| BL:

openss1 pkcsl2 -export -macalg shal -legacy -descert -out ./IntermCA/IntermCA.db.certs/I0Sdevice/I0Sdev


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html

K7 17.12.1 0|4 0| B2:

openss1 pkcsl2 -export -out ./IntermCA/IntermCA.db.certs/I0Sdevice/I0Sdevice.pfx -inkey ./IntermCA/Inte

|OSdevice.pfx 215 ME Cisco |I0S XE C|HIO|AZ 7S LIC}.

WLC# configure terminal
WLC(config)#crypto pki import

pkcsl1l2 [tftp://

| ftp://

| http://

| bootflash:



] password
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9800#configure terminal

9800(config)#crypto pki trustpoint IOSdevice.pfx
9800(config)#revocation-check none
9800(config)#exit

9800(config)#crypto pki trustpoint IOSdevice.pfx-rrrl
9800(config)#revocation-check none



9800(config)#exit
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Certificate:
Data:
Version: 3 (8x2)
Serial Number: 2 (8x2)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = MX, ST = CDMX, L = CDMX, O = Cisco lab, OU = Cisco Wireless, CN = Intermediate.example.com
Validity
Not Before: Jul 18 19:14:57 2024 GMT
Not After : Apr 14 19:14:57 2027 GMT
Subject: C = MX, ST = CDMX, L = CDMX, 0 = Ci lab, OU = Cisco Wireless, CN = WLC.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:b1:10:7d:6c:6c:1U:2f:18:
56:2d:48:22:¥0:42:10:65:44:
b8:ab:c5:5f:f6:al:a3:5e:f6:
df:e8:a7:81:28:50:44:
10:7e:e2:46:42:ea:3c:
bb:3d:95:3b:e2:86:e6:
f8:6d:37:5c:89:28:cl:
5c:a2:37:Uf:71:da:6a:
ae:aa:13:42:3b:ff:a0:
6c:08:10:e0:b9:
68:bl:U6:c7:35:
d3:bf:c0:85:ab:
33:58:b0:62:12:
9c:ef:b9:9c:fc:2
97:11:67:cc:25:
af:fl:ec:al:c7:
53:ee:20:cc:d5:
62:bf
Exponent: 65537 (@x10001)
X589v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Subject Key Identifier:
87:89:CA:28:06:95:D5:CE:7C:66:BU:75:81:AA:DY:19:EC:43:01:BB
X509v3 Authority Key Identifier:
keyid:2B:08:D8:UC:23:72:5B:62:03:EA:Ud:F6:9E:D9:F7:75:2E:64:97:DE
DirName : /C=MX/ST=CDMX/L=CDMX/0=Cisco lab/OU=Cisco Wireless/CN=RootCA
serial:01
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 Subject Alternative Name:
DNS:WLC.example.com, DNS:WLC2.example.com
Signature Algorithm: sha256WithRSAEncryption
Signature Value:

Cisco I0S XE C|HIO|AM|M Q1B HEE = QlghLC.

3423 2 show crypto pki certificates verboseC|HF O | AU M AFR 7158 R E QIS AL QIS M HEE QIME L
Ct.

9800#show crypto pki certificates verbose
CA Certificate <------ Type of certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 2A352E27C69021ECE1AA61751CA1F233E0636FB1
Certificate Usage: General Purpose
Issuer: <-—-——————————- DN for issuer
cn=RootCA
ou=Cisco Wireless
o=Cisco Tab
1=CDMX
st=CDMX



c=MX
Subject: <-----------—-—-- DN for subject

cn=RootCA

ou=Cisco Wireless

o=Cisco lab

1=CDMX

st=CDMX

c=MX
Validity Date: <-------- Validity date

start date: 14:54:02 Central Jul 22 2024

end date: 14:54:02 Central Jul 20 2034
Subject Key Info:

PubTlic Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit) <-------------- Key size
Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: 432021B5 B4BE15F5 A537385C 4FAB9A94
Fingerprint SHAl: 86D18427 BE619A2A 6C20C314 9EDAAEB2 6B4DFE87
X509v3 extensions:

X509v3 Subject Key ID: 57DEEBD8 3214CA05 176F0CD6 6C842EBC 9ABFF7DS8

X509v3 Basic Constraints:

CA: TRUE

X509v3 Subject Alternative Name:
RootCA <----------——- SANs
IP Address :
OtherNames :

X509v3 Authority Key ID: 57DEEBD8 3214CA05 176F0CD6 6C842EBC 9ABFF7D8
Authority Info Access:
Cert install time: 16:42:09 Central Jul 22 2024
Associated Trustpoints: WLC.pfx-rrrl <---------- Associated trustpoint
Storage: nvram:RootCA#6FB1CA.cer

B XM E Cisco IOS XEZ 7tME M Mz Y- M2 X|Hol= ©7]| AAE #8380l [U&LICH
A& S floll 7t2 QIS M &2 X|HE A8 sH{oF shE ClHHO[A0| QIZ M7t MA|x|H ClHO|AE
EXstR| ofE AIEM x| S5 AMstT AuigrLich Hol'dol HAIX|Z7F £ L

LS -

Jul 17 21:50:39.068: %PKI-3-CRL_FETCH_FAIL: CRL fetch for trustpoint WLCl.pfx failed
Reason : Enrollment URL not configured.

0,_|§A—|0-I| EH?_I' i—ll-ol_l 7c=>|§9-| FA NS __'E_| xPHO‘” |:|=13=|o| I%:E-'O" 9}]5“ §—|Fo|_|%|=nl'|-—||:|'revocation-check none.
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https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
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https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-deploy-rsa-pki-0.html#GUID-44796FDC-72A0-4240-895A-CCA9DB62CAE6
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-deploy-rsa-pki-0.html#GUID-44796FDC-72A0-4240-895A-CCA9DB62CAE6
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-deploy-rsa-pki-0.html#GUID-44796FDC-72A0-4240-895A-CCA9DB62CAE6
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-deploy-rsa-pki-0.html#GUID-44796FDC-72A0-4240-895A-CCA9DB62CAE6
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221946-understand-certificate-information-to-cr.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221946-understand-certificate-information-to-cr.html
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