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AVC(QoS)2| Mo FE0]| 2S5tz FNFE S ofZ 270l 7HAlE 7IsE FdsHok &
LICE.
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App Visibility &
Stats reporting CLI/WebUI

NBAR on AP

Deep Packet
Inspection

Statistics reports
Use QoS to control
DPI engine (NBAR2) APfController collects Q

e g aggregate application o e :
L - et application info and exports v application bandwidth
bl dpielle i it to local/remote collectors Dt

: P ' usage to improve
using L7 signatures cumulative, Ia_st 90 secs, application performance
over time

AVCO| 2] HAHLIE

NBAR(Network-Based Application Recognition)

NBARE 9800 WLCO| S&E HAHLIELZ, HEXIE S5 Adc|= CHE st ol Z 27 0|MHE Al
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2t 1: Catalyst 9800 WLCO{ Al NBARS
Molst= EX AVC T2t &7/ 0]

NBARE & H7|Mo 2 ¢H|0|EL|H, NBAR 7|5 & E
24 WLC AZ EQ|0{E %A HEHE R K|S 0|

Z A 2EANM XHElE ZEEZ 0| MA| F5 2 hitps://www.cisco.com/c/en/us/td/docs/ios-
sHolat & ola | o)

xml/ios/qos_nbar/prot_lib/config_library/nbar-prot-pack-library.htmlo| A = 1E = Q&

A T2 E0| M NBAR ZE2EEZ &5}

9800WLC#configure terminal
9800WLC(config)#wireless profile policy AVC_testing
9800WLC(config-wireless-policy)#ip nbar protocol-discovery

9800WLC(config-wireless-policy)#end


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/nbar-prot-pack-library.html
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9800WLC#show wireless profile policy detailed AVC_testing | in NBAR
NBAR Protocol Discovery : Enabled

9800 WLCO{A NBAR & d0|E

9800 WLCO{|= 0|0] ~15007H2| 1Al 7L 8t o Z 2|7 0|M0| U&LICH MZ2 ofZZ2|7|0|MHo| &
MNEE A, S2Ust T2 EZ0| %A NBARO|A ACI0O|EE|H, O|= §% 9800 RO AT ES
o CI2 2 E H|0|X|o| M CtR 2 E3H0F & LICt.

GUI AtE

Configuration(Z1Z| 18| 0| M) > Services(AMH|£A) > Application Visibility(OH Z 2|70 7HA|A) 2 0]
S&FLIC} Upgrade Protocol PackeS £ 2/gfL|C}.
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CISCO

Configuration~ > Services~ > Application Visibility

Enable AVC Define Policy Upgrade Protocol Pack Flow Monitors
® Relevant
: | @I ¢ =
@ Default [Ee=dm
Enabled
9800 WLCS| YEE Z2EZ MM

Add(F7HE S OIS CIRECY TE2EEZE HZ MEHS T Upgrade(¥12(0|E)E S=IELICH

Source Filg Path®

Dstination

D Concel

NBAR ZE2EZ F7}

Yaelol=7t 2zl T2 EE HWo| FIHE A FHeE + &L



Configuration~ > Services~ » Application Visibility

Enable AVC Define Policy Upgrade Protocol Pack Flow Monitors
& Relevant
2 Irrelevant ‘ _"
@ Default [
Enabled

Protocol Pack

bootflash:pp-adv-c9800-1712.1-49-70.0.0.pack

1 10

ZZEZ T el
CLIE &3l

9800WLC#copy tftp://10.10.10.1/pp-adv-c9800-1712.1-49-70.0.0.pack bootflash:
9800WLC#configure terminal
9800WLC(config)#ip nbar protocol-pack bootflash:pp-adv-c9800-1712.1-49-70.0.0.pack

To verify NBAR protocol pack version

9800WLC#show ip nbar protocol-pack active

Active Protocol Pack:

Name: Advanced Protocol Pack

Version: 70.0

PubTisher: Cisco Systems Inc.

NBAR Engine Version: 49

Creation time: Tue Jun 4 10:18:09 UTC 2024

File: bootflash:pp-adv-c9800-1712.1-49-70.0.0.pack
State: Active
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1: FNF& Stealthwatch, SolarwindsQt 22 2|5 MHEILHE| Netflow Z2IE{0f| of Z 2|04 E{ 1,
2}O|ME Mac T4, AP Mac 4, WlanID, 2AA IP, CHAH IP, AA ZE &4 ZIE TZ2EZ 5
E AEH AlZH 5B 52 Alzh @ 1§3! &34 HIO|E £+, VLAN ID(Z2Z 2 E) - Mgmt/Client &!
TOS - DSCP Ztat 22 17719| CH2 Of| 0| BlZE(RFC 39540 &o|E)E MM & £ QlaLch.
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« Flow Monitor(E2< ZLIE): E2R ZLIEH XA7I E2 dZE U ZZ2 LHELHT|E &
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Layer 3 Switch

Wireless Client

2 2E APQIAVC(BE Y A217)

ElA DEO| AP
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Access Point
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9800 WLC uter in Flex Mode

]

Layer 3 Switch

Wireless Client
(AVC Statistics sent to WLC)

Flex Mode AP2| AVC

9800 WLCO{|AM AVC 7|2 s oM

9800 WLCO{ A AVCE T4 5tE SO NetFlow ZHEIZ AF25}7{LI NefFlow Cl|O|E{E Q|8
NetFlow ZEEZ LHEHH £ Q& L|Ct

EHALZH

Cisco Catalyst 9800 WLC(Wireless LAN Controller)| Al 2Z NetFlow Z&E{= NetFlow C|0|EHE
+EeT 2Hof| XMEE = U= E wLeol LWEE 7|52 o|Olgiuct. o] 7|15 AF85HH WLCO|

M 2| NetFlow ZHE{0| EE2 HIZEE LHEE ZL 910| 7|2 NetFlow EIIOIE-I E2Mg s™E

= A&

GUI At
1EtA|: £7% SSID0|M AVCE & 45}5+24™ Configuration(Z1IL|2124|0| M) > Services(A{H|A) >

Application Visibility(OH Z 2|71[0| M 7tA[AE) 2 O|SELICH AVCE E4ete SMH MM T2 LS
EHSFL|CH.
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Cisco Catalyst 9800-CL Wireless Controller
ik

Configuration= > Sendces=

Enable AVC Dafimi: Policy

> Application Visibility

Jcome scmin | @ © D E

Flew Maonitars

& me s Q | mReemmc 6@

1 e
Available (2) Enabled (0)
Profles Profiles Visibility Collector Address
B ~vctesting
detauti-palicy- profile ¥
Y 2 Lo M AVC 43t
2EH7: Local as Netflow Collector(Netflow ZHE{Z 2Z)E MBS T Apply(H8)E =& LCt.
B it Cisco Catalyst 9800-CL Wireless Controller . saefrmenec Q| | mresaack 2 @
Configuration = » Senvices - > Application Visibility
Enable AVG Defire Policy ade Protocol Pack Flow Monitors
1 k2 =
=1 Apply
Available (1) Enabled (1)
Profiles Profiles Wisibillity Collector Address
ﬁ default-policy-profik 3 ﬁ AVG_testing Extieraal +
EZ NetFlow ZE{ =4
AVC AL|ago|ME MEF Foll= XIHE &4 Mo 2t NetFlow Exporter 2! NetFlow 437330
s 2 FEER=X| =lgLc
Configuration(Z1I| 124 0| M) > Services(AMH|2A) > Application Visibility(OHZ 2|71 0| M 7t Ald) >
Flow Monitor(2 2<% 2 LI|E|) > Exporter/Monitor(LHE L Z7|/2LIE)2 0|S35t0] S LS =52 AF
g+ A&Lch
[« IS Cisco Catalyst 9800-CL Wireless Controller ivodponme Q = ]
Configuration = » Services= > Application Visibility
Enabie AVC Define uDlle -.':)i_i'-l(!\: Protocol Pack Flow Monitors
1 @i <. =
— =T
e T Description T Tvoe T Sourcs P T Destination IP T
| wireless-local-axpartr User defined Local 0.0.00 0.0.0.0

1

9800 WLCS| 24 E2< ZHH Au|adolH



il Cisco Catalyst 9800-CL Wireless Controller Welcomesdmin | # % BB & WO & Q =
17.123
Configuration= » Services~ »  Application Visibility
Enable AVC Define Palicy Upgrade Protocol Pack Flow Manitors
» Rlervart
B —
elovan
1 @ L =
Ensbled
Exparter
Nama ¥ Dascription Y Flow Expodtars
winaless -avc-basic User defined wiraless -local-exporier
wiraless-avc-basic -ipve User defined wiraless -local-exporter

ZZ NetFlow ZHEE A8t E22 2LIEH AL|T2|0|M

IPv4 2! IPv6 AVC Z222 ZLIEE
0|A) > Tags & Profile(Ef & =2
AVC & QOSE &gt

Configuration - » Tags & Profiles~ > Policy Edit Policy Profile

Mz 20 ApSS 2 HAZELICH Configuration(Z4 I 12|
Z!) > Policy(’SZ)Z O|S & LICt. Policy Profile(&82 T2 L) >

ﬂ |J|SB|)|IHQ a l':')llC'l.' ar :'.:')I\'-Ig..' img it in Enabled” state, will result in loss of connect Wity for clients associated with this Pol ICy pf'ﬁh'f_‘
Admin T Associated & Y
Status Policy Tags Palicy Profile Name General Access Policies QOS and AVC Mobility Advanced
| ——
] AVC_testing
Auto QoS Mone hd Flow Monitor IPv4
@ default-policy-profile
1 10 - QoS SSID Policy Egress wirglgss-ave-basicx » | B
EQTESS - [#] |r‘.grcss wireless-avc-basicx [ ~]
Ingress y| B Flow Monitor IPv6
QoS Client Policy Egress wirgless-ave-basi.x » B
Egress - ] Ingress wirglesg-avc-basl . x » B
Ingress vy B

R4 RH
o™=

|H

ZEO| 55 ZLIH u|ae oM

H

1E7|: 9800 WLCE 24 A ZE{Z FEELICH

ol

CLI

=
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9800-C1-VM#config t

9800-C1-VM(config)#flow exporter wireless-local-exporter
9800-C1-VM(config-flow-exporter)#destination local wlc
9800-C1-VM(config-flow-exporter)#exit

2EH7: Netflow Exporter2 Local(WLC)E AFE St 5 IPv4 & IPv6 Network Flow Monitor§ &8
LICt.

9800-C1-VM(config)#flow monitor wireless-avc-basic
9800-C1-VM(config-fTlow-monitor)#exporter wireless-local-exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60



9800-C1-VM(config-flow-monitor)#record wireless avc ipv4 basic
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor wireless-avc-basic-ipv6
9800-C1-VM(config-flow-monitor)#exporter avc_local_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#record wireless avc ipv6 basic
9800-C1-VM(config-flow-monitor)#exit

3CHA|: Q1B A Ei =D o|adA ECfE 2 5o CHal 2&H = 2 Zlof IPv4 2! IPv6 Flow MinitorE
o= &LCt

9800-C1-VM(config)#wireless profile policy AVC_Testing
9800-C1-VM(config-wireless-policy)#shutdown

Disabling policy profile will result in associated AP/Client rejoin

9800-C1-VM(config-wireless-policy)#ipv4d flow monitor wireless-avc-basic input
9800-C1-VM(config-wireless-policy)#ipv4d flow monitor wireless-avc-basic output
9800-C1-VM(config-wireless-policy)#ipve flow monitor wireless-avc-basic-ipv6 input
9800-C1-VM(config-wireless-policy)#ipve flow monitor wireless-avc-basic-ipv6 output
9800-C1-VM(config-wireless-policy)#no shutdown
9800-C1-VM(config-wireless-policy)#exit

Q|2 NetFlow Z!E

Q¥ NetFlow Z & E{= Cisco Catalyst 9800 WLC(Wireless LAN Controller)2| AVC(Application
Visibility and Control) ZAEIAE M Al 2 WLCH M LHEH NetFlow C|O|EE =41, &HA|
U EM5E M8 AAE £ MH|AQLICE Application Visibility(OHZ 2|7 0| 7HA|E)E 2 LIE
YT F 2/F NetFlow ZHEE{EF Tt 7Lt 24 ZEQ} & AASE = JU&LICH

GUI AtE

1EHH|: E7 SSIDOIAM AVCE & 443l 5t24™ Configuration(Z4I|1240] M) > Services(MH|A) >
Application Visibility(OHZ 2|71 0141 7tA|M)2 O|S & LICH AVCE E4d5te S5 M z2Eg M
EHEFLICH. Collector as External(ZZEE 2|5)2 MBSt 1 Cisco Prime, SolarWind,
StealthWatch@t Z2 NetFlow ZEHE{Q| IP FAE 4351 Apply(H)E Z=IgLICH

B .l Gisco Catalyst 9800-CL Wireless Controller wecomeaomin | % ® £ B4 MmO o Q B ’ -
7123
5= » Application Visibility
Enable AVC Dafire: Palicy Upgrade Protocol Pack Flow Monitors
L]
1 @EE < =
Enstird
B e |
Available (1) Enablad (1)
Profiles Profiles Visibility Collector Address

& cetaut-nolicy-protie > & ~vo_tesing Local [~ [Extema 10.106.36.22 '3




Q|2 NetFlow ZHIE{E ?/8F AVC Z1I|2||0|M

AVC HI|ago|ME X&35tH NetFlow Exporter & NetFlow A4%30| NetFlow Collector IP A S
exporter2, Exporter =48 9800 WLCE, 7|2 Azt =1t M L UDP ZE 99952 RIS 2 F
ME[RA= K| ERIFLICH Configuration(Z4Z[ 224 0|44) > Services(AH|£A) > Application Visibility(OH
Z2|71|0|M 7tAlE) > Flow Monitor(Z2 2<% 2 L|E) > Exporter/Monitor(LH 2L 7 |/2 LIE{)2 0|S 3t

of SUst Y22 ABE + AUsLICH

B il Cisco Catalyst 9800-CL Wireless Controller wecomesamn | # & £ B e meo Q| | (= Feeduac

Configuration - » Services - > Application Visibility

Enabile AVC Defing Peiicy Upgeade Protocol Pack Flaw Menitors

1 K2 =
Expus

- =)
Mame T Description T Type T Source IP T Destination IP
| export_- 1638039067 User defined External 10.197.234.75 10.106.36.22

9800 WLC2| 2|% NetFlow ZA=IE| Z41| 12 0|M

il Gisco Catalyst 9800-CL Wireless Controller Weicomeadmn | # & £ @ &m0 T Q
17.12.3

Configuration - > Services - » Application Visibility

Enable AVG Define Policy Upgrade Protocol Pack Flow Monitors
® Rilinait
1 Inewwant ‘ —_
® Defou e o
Erabiod
Exparter
Monitor m
Name T Description T Fow Exporters
dwave_- 1638035067 Liser defned wnpon_-1638039067
dwave_ipv_- 1638033067 User defned expon_-1638039067

Q5 NetFlow ZHEIE AIEE E2<2 ZLIE HI|adolM

Configuration(Z1I| 12| 0| M) > Services(AMH|A) > NetFlowZ 0|5 3+01 At S22 A El NetFlow
ZLIEe| ZE Zu|Taa|o|ME &l = JU&Lct

shuill Gisco Catalyst 9800-CL Wireless Controller welcomeadmin | # ® £ B & B @ O Q = Feadback
17523
Configuration = » Services- » NetFlow
MNetflow Template T interfaces/Profles T| Coilector T  Expont interface iP T Sampling Methad T Sampling Range/ACL Name T Exponer Port
Wireléss ave basie ANG_testing = 10.108.26.22 10.197.234.75 NA A 9005

Wirnless ave basic IPvE AN _testinge= 10.106.36.22 10.197.234.75 NA NA 9955
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1EHH: AA QIE{HO|AE AFE 5104 2| NetFlow ZEIE{Q| IP FAE FAIELICH

9800-C1-VM#config t

9800-C1-VM(config)#flow exporter External_Exporter
9800-C1-VM(config-flow-exporter)#destination 10.106.36.22
9800-C1-VM(config-flow-exporter)#source $Source_Interface
9800-C1-VM(config-flow-exporter)#transport udp $Port_Numbet
9800-C1-VM(config-flow-exporter)#exit

2EHA: Netflow Exporter2 Local(WLC)ZE At& 35t 5 IPv4 & IPv6 Network Flow MonitorE 7 43gf

LICt.

9800-C1-VM(config)#flow monitor wireless-avc-basic
9800-C1-VM(config-flow-monitor)#exporter External_Exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#record wireless avc ipv4 basic
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor wireless avc ipv6 basic
9800-C1-VM(config-flow-monitor)#exporter External_Exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#record wireless avc ipv6 basic
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#wireless profile policy AVC_Testing
9800-C1-VM(config-wireless-policy)#shutdown

Disabling policy profile will result in associated AP/Client rejoin

9800-C1-VM(config-wireless-policy)#ipv4 flow monitor wireless-avc-basic input

2! |Pv6 Flow Minitor2

9800-C1-VM(config-wireless-policy)#ipv4d flow monitor wireless-avc-basic output
9800-C1-VM(config-wireless-policy)#ipv6 flow monitor wireless avc ipv6 basic input
9800-C1-VM(config-wireless-policy)#ipv6 flow monitor wireless avc ipv6 basic output

9800-C1-VM(config-wireless-policy)#no shutdown
9800-C1-VM(config-wireless-policy)#exit

Cisco Catalyst CenterE A& 304 9800 WLCO|A AVC 74

Cisco Catalyst CenterE& &3l Cisco Catalyst 9800 WLC(Wireless LAN Controller)0{ A
AVC(Application Visibility and Control) Z4I|22|0| M2 ZI&5t7| 0i WLCE Cisco Catalyst



AClolEE|D U=
9800WLC#show telemetry connection all

Telemetry connections
25103

Index Peer Address

LHO| Z+ ALO|Eofl WLCEF HAMA ZRIEAP)E SHIZ A Y alofF EfLICH
State

o=
AN -

Center Zto| HIBHEE| S410| 4322 HYE|
x| golgtLct et AEE E1txo 2 2 L|E{R!5HE4™ Cisco Catalyst Center
=

Active

Cisco Catalyst Center IE{H|O|A LH0{| M B 2|El & EHE LIEtLI=X], O 2|10 T & EH7t E 26t AH|

Port VRF Source Address

0 10.105.193.156

x| 2olsts 2ol Z2E LIk WLCTH
o

State Description

Connection up

Manageability

170 10.78.8.84
9800 WLCO| HHHER| HZ =
Devices (5)  Focus: Inventory
o]
Sale Tag (%) Add Device Actions
; _, Tags Device Hame = IP Address Yendar Reachability EoX Status
O &3 GROOWLE. cisco.com 10.105.193.156 Clsca @ Reachable & hot Scanned @ Managed
‘-J - WO B4l-ROW1 10.105.193.152 NA @ Eeachable & Not Scanned - Managed
O CW91641-ROW2 10.105.60.35 T @ Reachable & Not Scanned @ Managed
WLC 2 AP} 22| & Efo] IS
Qwerall Metwork Clignt Metwork Services -~ Applications SD-Access Al Analytics s
() Global/BGL TAC/Shalini_AVC 24 Hours
Network Devices
LATEST 6 7 T Hoal TOTAL: 3
N0 [ o ob a [
- - L 4 o
- :_,_ :.._ :... Aiw -
Router Core Distributior Acces Wireless Access Poir
Co Hler
-
30p F30m
View Metwork Health

Cisco Catalyst Center2| WLC 2! AP A EH



1Et7A|: Cisco Catalyst CenterZ NetFlow ZEEZ 245t 10 M MY FMH HYUHEZIE &
M3 8tLICH Design(AdHl) > Network Setting(E /3 A4H) > Telemetry(REIHE 2 Z 0|5 3504
EAIE CHE ote= ZHu|aoio|Me &3 guict.

= b Catalyst Center Design /| MNetwork Settings

IP Address Pools Wirelegs Telemetn,- Secunty and Trust

ta. View datails on the

Application Visibility

B Enable by default on supported wired access devices

u Use Catalyst Center ag the Netllow Collectos

-+ Wired Endpoint Data Collection

o Disable Catalyst Center Wired Endpoint Data Collection At This Site

Wireless Controller, Access Point and Wireless Clients Health

| B Enable Wireless Telametry

FMEHHHEZ L AVC A8 o|M

2CHA[: 9800 WLCOI| M AVC ZAIZ|adio|ME F Al5tE{H #5t= 9800 WLCO|A of Z2[7| 0] &
HEZ|IE g435tELICt 0|2 2I3H Provision(Z 2H|X{'d) > Network Device(L|E$/2 C|H}O|A) >
Inventory(QIHIEE)E O|S & LICt ofZZIA 0| A HEEZIE & 438HE 9800 WLCE =43 CF
S Action(2Fd) > Telemetry(2 BIH £ 2l) > Enable Application Telemetry(OHZ 2|71|0|MH EIBH E
2| g43hHE ols &Lt
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Enable Application Telemetry

You have chosen to enable Netflow with application telemetry on 1 wireless controllers

55 Conbrollers

vill be provisioned (o send Netflow with Application telemelry
AN profile name

e specific WLANs are tagged, only those WLANs will be menitored

rige ehavior, tag s cific WL with keyword "lan”,

For each wire AP modes where you would like to enable application telematry

santrallers, the application telemetry source is always Netflow

telemeatry source may be

A Enabling or disabling application teélemetry on the selected 3510 types will cause a disruption in network services

ﬁ Note: In order to update application telemaetry configuration on the WLC, disable application telemetry first and then re-enable it. To do so, please use the Disable/
Enmable Application Tl_:ll_:mr_-',ry buttons in the Actions menu,

9800WLC. cisco.com

B Local [ Flex/Fabric

O Include Guest 35I1Ds

Telemeatry Source: NetFlow

Mote: D s require Catalyst Center Adva heanse for this feature to be enabled

Cisco Catalyst Center0il Al 715 2= MEH

ATHA: AVC MHE M3 A 3
Activities(Z S) > Audit Log(ZAt 21)Z 0|5 5104

_

5= &Hode

HE Zdx|1eiol440] 9800 wWLCH| HEE LT

o
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Time Description
+ Today
jul 18, 2024 20:52 PM (IST)
Jul 18, 2024 20:36 PM (IST) _ ?
Jul 18, 2024 20:36 PM (IST) da
Jul 18, 2024 20:36 PM (IST)

9800 WLCOHIM HEHEE| &3t & ZAL 2O

Cisco Catalyst Centeri= XIHE ZE 2 7|} MHE Z 5104 Flow Exporter 2! Flow Monitor Z1I|
Jzllo|ME &5t ofe EAIE CHE MESH e HA T 2 Lol M # A8t Ehct

Configure Cisco Catalyst Center as Flow Exporter:

9800-C1-VM#config t

9800-C1-VM(config)#flow exporter avc_exporter
9800-C1-VM(config-flow-exporter)#destination 10.104.222.201
9800-C1-VM(config-flow-exporter)#source Vlanl0
9800-C1-VM(config-flow-exporter)#transport udp 6007
9800-C1-VM(config-flow-exporter)#export-protocol ipfix
9800-C1-VM(config-flow-exporter)#option vrf-table timeout 300
9800-C1-VM(config-flow-exporter)#option ssid-table timeout 300
9800-C1-VM(config-flow-exporter)#option application-table timeout 300
9800-C1-VM(config-flow-exporter)#option application-attributes timeout 300
9800-C1-VM(config-flow-exporter)#exit

Configure 9800 WLC as Local Exporter

9800-C1-VM#config t

9800-C1-VM(config)#flow exporter avc_local_exporter
9800-C1-VM(config-flow-exporter)#destination local wlc
9800-C1-VM(config-flow-exporter)#exit

Configure Network Flow Monitor to use both Local(WLC) and Cisco Catalyst Center as Netflow Exporter:

9800-C1-VM(config)#flow monitor avc_ipv4_assurance
9800-C1-VM(config-flow-monitor)#exporter avc_exporter
9800-C1-VM(config-flow-monitor)#exporter avc_local_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60



9800-C1-VM(config-flow-monitor)#default cache entries
9800-C1-VM(config-flow-monitor)#record wireless avc ipv4 assurance
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor avc_ipv6_assurance
9800-C1-VM(config-flow-monitor)#exporter avc_exporter
9800-C1-VM(config-flow-monitor)#exporter avc_local_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#default cache entries
9800-C1-VM(config-flow-monitor)#record wireless avc ipv6 assurance
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor avc_ipv4_assurance_rtp
9800-C1-VM(config-flow-monitor)#exporter avc_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#default cache entries
9800-C1-VM(config-flow-monitor)#record wireless avc ipv4 assurance-rtp
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor avc_ipv6_assurance_rtp
9800-C1-VM(config-flow-monitor)#exporter avc_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#default cache entries
9800-C1-VM(config-flow-monitor)#record wireless avc ipv6 assurance-rtp
9800-C1-VM(config-flow-monitor)#exit

Mapping the IPv4 and IPv6 Flow Minitor in Policy Profile

9800-C1-VM(config)#wireless profile policy AVC_Testing
9800-C1-VM(config-wireless-policy)#shutdown

Disabling policy profile will result in associated AP/Client rejoin

9800-C1-VM(config-wireless-policy)#ipv4 flow monitor avc_ipv4_assurance input
9800-C1-VM(config-wireless-policy)#ipv4 flow monitor avc_ipv4_assurance output
9800-C1-VM(config-wireless-policy)#ipv4 flow monitor avc_ipv4_assurance_rtp input
9800-C1-VM(config-wireless-policy)#ipv4 flow monitor avc_ipv4_assurance_rtp output
9800-C1-VM(config-wireless-policy)#ipv6 flow monitor avc_ipv6_assurance input
9800-C1-VM(config-wireless-policy)#ipv6 flow monitor avc_ipv6_assurance output
9800-C1-VM(config-wireless-policy)#ipv6 flow monitor avc_ipv6_assurance_rtp input
9800-C1-VM(config-wireless-policy)#ipv6 flow monitor avc_ipv6_assurance_rtp output
9800-C1-VM(config-wireless-policy)#no shutdown
9800-C1-VM(config-wireless-policy)#exit

AVC =0l

980001 A

9800 WLCE Flow ExporterE &8¢ B2 CtE AVC SH E &2lg = JU&LIch
- 2 E SSIDoi| A4 E2t0|1E0i CHEF o Z 2|0 THA[A

-2t 2ol Eof CHEr 7HE of EEFH 0l ALS
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Monitaring = » Services= »  Application Visibility

NEAR Prowcool Pack Version: 81.0

KEAR Viersion: &6
Source bypi [SSID Intinl
S50 - MG _lesting - Last 2 hoia's -
Lt updstiod Al 18, 2024 21:45:53
Usege Pount upciana: 18:00 MMSS)

3o —

15 8hos —

7 o -

m——A - < . - . !
0o Foil] 20030 0as nod mas 2138 s

Applicatnn T Usagel®) T Usage T FRecoed T Sem T
Unknawn 3383 T96.0KB 300.0KB 456.0KB
Demin Nama Sysiem 17.08 407.0KE 168.0cB 234 QKB
Fing 1232 paiiles ] 145,065 145.0k8
HyperText Transfer Protocol 1203 FHIOCH 117068 16EOKE
ICMP for B 032 217 0B 1E0.0K8 4B.0KE
Internet Cortnol Messagh Probocal 5.0 120.CEB B4 OKB 36.0RE
Simpie Service Discovery Protocol 285 0,068 47.0K8 13058
Microsoft Senvices 23 52068 44 088 2068
mORE 135 32.0K8 ITOKE 5.0K8
Binary owar MTTP 0.83 2,008 G.0KB 13.068

[u]

QlapA & o|aBA EBiE 250 CHsH AVC._testing SSIDO| Q1 E A XEQ| Ol Z 2|71 0|4 7HA|M

Zf 2ctol|AEof CHet
5-E|-O|°‘| E MEH

| R |

r°l-

O Z2|7ilo|M 7FAIM SHIE EE4H Clients(22I0IME) g 226t X
b CHZ View Application Details(OHZ Z2|71|0|M MR ALE E7() & S =g LCt

r°l-

Moritoring = > Services* > Application Visibility

ISR Protocol Pack Version: 61.0
HELAR Version: 46

Source type 5510 Dinection Intarval

Tatal Clients: 1 View Application Details

Client MAC Address T AP Name T WLAN T State T Protocol T
I CWI1641-ROW1 18 Fun n{2.4)

£ Z2to|AEol CHEF ofZ2(7H 0l THAIY - 1



+ Back to Client's

Application Name T Avg Packet Size T Packet Count T Usage(%) T Usage T Sent T FRecoived T
ping 60 6562 2] 390.4KB 195.2K8
unknown 693 572 el 387 268 264.8KB
dns 108 1511 2 160,4KB 137.1KB
ivE-icmp " 1313 0 142.6K8 27.2K8
http 300 427 9 125 .4KB 5268 73.3KB
icmp 147 333 4 478K 44,168 37KB
sadp 168 123 1 20.3K8 16.0KB8 43KB
mdns 80 204 1 16.0K8 14 868 1.26B
ms-services 64 231 1 14.6K8 10.8K8 37KB
e & 159 1 12,68 6,958 578

1 - 0 v

9800WLC#show avc status wlan AVC_testing
WLAN profile name: AVC_testing

AVC configuration complete: YES

NetFlow 2| S 7|(FNF 7HA|)

9800WLC#show flow monitor $Flow_Monitor_Name cache format table

flow monitor wireless-ave

FLOW DIRN WIRE IP PROT APP NAME bytes long
185 P Output AVC_testing 7 layer7 llmnr
@.105.193.195 Output Al ing 17 port dns

Input AVC_t 1 prot icmp

Input AVC_testing 1 prot icmp

Output A\ g 17 layer? Llmar

Output port dns
Input L testing 1 prot icmp

Qutput 17 port dns

9800 CLIOA AVC =0l

Zf WLAN X AZEl Zeto|AEof CHE &2 ofEE|FH 0|M ASF S HEXMo = HAlstE{H

=

9800WLC#show avc wlan <SSID> top <n> applications <aggregate|downstream|upstream>
9800WLC#show avc client <mac> top <n> applications <aggregate|downstream|upstream>
where n = <1-30> Enter the number of applications



9800WLC#show avc wlan <SSID> application <app> top <n> <aggregate|downstream|upstream>
where n = <1-10> Enter the number of clients

FNFv9 miZ! = &2l 2 CP(Control Plane)0i| CH3 A& El A Ej C|2 T

9800WLC#show platform software wlavc status decoder

9800WLC#show platform software wlavc status decoder
AVC FNFv9 Decoder status:

Pkt Count Pkt Decoded Pkt Errors Data Records Last decoded time Last error time

25703 132480 07/20/2024 14:10:46 01/01/1970 05:30:00

FNFvO iZ! B2 E

nbar SHE Y g + &L

9800WLC#show ip nbar protocol-discovery

E2 o E¥A ZEO|AME CHEE Soll APOIAM NBAR SHIE &g + &L

AP#show avc nbar statistics
Works on both IOS and Cl1ickOS APs
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] ] ip.addr == 10.78.8.84 and udp.port ==

No. Time Source Destination Pratocol Lengtr Info
FEIL™ LUV AU IUIIIT AU s LU L JSe LU AR FLFe U U v LI JIAWY T GO LCI=aay
74228 15:86:30.002998 18.185.193.156 18.78.8.84 upp 178 55148 - 6887 Len=136
76582 15:06:41.012984 10.1085.193.156 1@.78.8.84 upp 178 55148 - 68T Len=136
TEBT9 15:86:45.816997 18.185.193.156 1@.78.8.84 unP 178 55148 - 6287 Len=136
79686 15:87:81.832987 18.185.193.156 18.78.8.84 upp 178 55148 - 6B87 Len=136
85872 15:87:17.847986 10.1085.193.156 10.78.8.84 upp 178 55148 - G287 Len=136
93995 15:87:37.866982 18.1085.193.156 1@.78.8.84 upp 178 55148 - 6@8Y Len=136
94989 15:87:43.073986 10.185.193.156 18.78.8.84 upp 178 55148 - GBBT Len=136
98292 15:88:82,784847 10.185.193.156 1@.78.8.84 upp 1434 55148 - GRBT7 Len=1392
98293 15:98:82.784947 10.1085.193.156 1@.78.8.84 upp 1434 55148 - 6@B7 Len=1392
98294 15:88:82.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6887 Len=131@
98295 15:88:82.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6887 Len=131R
98296 15:08:02.784947 10.1085.193.156 1@.78.8.84 upp 1352 55148 - 6887 Len=1318
98297 15:88:82.784947 18.185.193.156 1@.78.8.84 Upp 1352 55148 -+ 6BB7 Len=13180
98298 15:88:02.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6BBT7 Len=13180
98299 15:08:82,784947 10.105.193.156 1@.78.8.84 upp 1352 55148 - 6@87 Len=1318
98392 15:88:82.784947 18.185.193.156 18.78.8.84 uoP 1352 55148 - H@BT Len=1310
98301 15:88:92.784947 18.185.193.156 18.78.8.84 uppP 1352 55148 - 6887 Len=1318
98302 15:88:82.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6887 Len=1318
98303 15:98:82,784947 10.105.193.156 1@.78.8.84 upp 1352 55148 - B@@7 Len=1318
98384 15:88:92.784947 18.185.193.156 18.78.8.84 uppP 1352 55148 - HBBT7 Len=1318
98395 15:88:02.784947 10.185.193.156 18.78.8.84 upp 1352 55148 - 6BBT7 Len=1318
98306 15:98:902,784947 10.105.193.156 1@.78.8.84 upp 1352 55148 - 6287 Len=1310
A aAART TS SRR TRY TRADAT B Lt TSP SSTAR = RART T EA=13TA

Frame 1332:

178 bytes on wire [142# hits], 178 hytes :aptureﬂ (1424 bits)

[ T A S i L i———————_

Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port:

Data (136 bytes)
Data [truncated]:
[Length: 136]

9800 WLCS| m{Z! 2%

19.185.193.156, Dst: 10.78.8.84
55148, Dst Port: 6087

AddaeE86698el o001 faToR0001000118007E0269c150080808050411003501242 FdedaaTdalRRRaRR20002201 204000380005

Cisco Catalyst Center2| £7% WLCO| @1ZEl Z2t0[AHEof CHE o E 2|71 0| H|O|EE E2{H
Assurance > Dashboards > Health > Application £ O|S &f L|C}.
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—L Catalyst Center Assurance [ Dashboards / Health

CISCO

Overall MNetwork Client Metwork Services w Applications SD-Access Al Analytics
Top Applications by Throughput Top Endpoints by Throughput
LATEST TREND LATEST

|
unknown 26.2Kbps DESKTOP-QSCE4PE 19Kbps

dns 19Kbps

ipvG-icmp 16.3Kbps

http 7.3Kbps

icmp 4.3Kbps

2l oHEE(7Ho[M & &2 CHHF AR SH|
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Crwerall Metwork Client Metwork Services Applications S

) Global/BGL TAC/Shalini_AVC -~ 24 Hours - " Filtar {1}

Time Range
A By default, hourly data is showr

2 3 Hours @ 24 Hours O 7 Days

4: 30
b Start Date
7 [ 17 [ 2024
Hi
po3 Tosl 4 4:23 PM W
End Date
? [ 18 [ 2024
SSID: AVC_testing >
4:23 P W
SUMMARY
13 7.4

Business Relevant Crata Us:
Applications Cancal

AVC SHE EAIE AlZH EEHLICH



Oeeral Memvork Cliemt Metwork Services Applications Sh=,
::_:’ Global/BGL TACShalini_aNC 2 Hours s KT Filter (1) =

S5ID (1/14) Clear Filter
ﬁ By default, hourly data is show
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i ) LM-INTERMAL
0 AVC_tasting

SSID: ANG _testing

AVC SHE EAlI5t= SSID ZE
Q|2 NetFlow Z!E

0/1: Cisco Prime as Netflow Collector

Cisco Prime2 Netflow ZHEZ AIE5t= 22 =& El Netflow HIO|E{E T&5t= HIO|IE| AA R
9800 WLCE =& # /2 9800 WLCO|M T& 3= O|O|E{of [H2F NetFlow BIZEE!0| RIS 2 Z M
AELICH

9800 WLCO|M ==
PrimeS £ X|& X

Hx{oll M o Z 2|70l A HIEL|Z EcfEo CiEr Tlo[E & Cisco

N AR
2 MEstex| &g = et

|O IR}



d B @ RE Qe E‘ESF $§ . = @ Q  FF

M |ip.addr == 10.106.36.22 && udp.port == 9991

Mo, Time Source Destination Fratocal Lengtt Info

- 87 28:50:23.855943 18.185.193.156 18.186.36.22 upp 1786 51154 -+ 9991 Len=128
1453 298:58:24,775945 10.185.193.156 18, 186.36.22 [ 458 51154 - 9991 Len=416
1465 20:50:24,856950 10.185,.193.156 18.186.36.22 UDp 178 51154 - 9991 Len=128
1583 20:50:25,.776952 10.185,.193.156 10.186.36.22 UppP 1394 51154 - 9991 Len=1352
1584 20:50:25,.776952 10.185,193.156 10.186.36.22 UppP 1082 51154 - 9991 Len=104@
1596 20:50:25.857942 18.185.193,156 18.1086.36.22 upp 1394 51154 - 99291 Len=1352
1597 28:508:25.857942 18.185.193.156 18.186.36.22 uppP 1394 51154 - 9991 Len=1352
1598 20:508:25.857942 18.185.193.156 18.186.36.22 uppP 474 51154 - 9991 Len=432
1779 20:50:26.777959 18.1085.193.156 18.186.36.22 upp 1394 51154 - 9991 Len=1352
1788 20:50:26.777959 18.185.193.156 18.186.36.22 UDp 1158 51154 - 9991 Len=1116
1857 20:50:26.858949 18.185.193.156 10.186.36.22 [ 1394 51154 - 9991 Len=1352
1858 20:50:26.858949 16.105.193.156 19.186.36.22 upp 1394 51154 - 9991 Len=1352
1859 208:50:26.858949 10.105.192,156 10.186.36.22 upp 1394 51154 - 9991 Len=1352
1860 208:50:26.858949 10.185,193,156 10.186.36.22 upp 278 51154 - 9991 Len=228
1861 28:58:26.858049 18.185,193,156 18,186.36.22 upp 1394 51154 - 9991 Len=1352
1862 28:508:26.858049 18.185,.193,156 18,186.36.22 upp 678 51154 - 9991 Len=636
2886 20:508:27.778951 18.185.193,156 18.186.36.22 uppP 1394 51154 - 9991 Len=1352
2087 20:50:27.778951 18.185.193.156 18.186.36.22 Upp 1394 51154 - 9991 Len=1352
2088 20:50:27.778951 18.185.193.156 18.186.36.22 [l 534 51154 = 99391 Len=492
2113 20:50:27.85994@ 18.1085.193.156 10.186.36.22 UDP 578 51154 = 9391 Len=536
2287 20:50:28.779958 18.1085.193.156 10.186.36.22 UDP 378 51154 - 9991 Len=336
2295 20:50:28.859940 18.185.193.156 10.186.36.22 [ 1394 51154 - 9991 Len=1352

WAL

s B WS BEANAR

il AAE AN3 ACE

ia RS BIE T

Frame 87: 170 bytes on wire (1360 bits), 170 bytes captured (1368 bits)
Ethernet 11, Src: [N

Internet Protocol Version 4, Src: 1@.185.193.156, Dst: 19.106.36.22

User Datagram Protocol, Src Port: 51154, Dst Port: 9991
Data (128 bytes)

Data [truncated]: @@89000128cbd1e0669932b7000R0004000004000147R06C00RRR0R00A0R0ER000A000C00RR000RETTAZORREER002000RRR8A00L1

[Length: 128
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A Senvices / Application Visibility & Control / Data Sources

~ Device Data Sources
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(XETF]
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Seleciod U Total 1

Sk | Quick Filer

Device Namp Data Source A Type Exporting Device LLast § min Flow Record Rate Last Active Time
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ofl 2: MET}E| NetFlow ZI3E

0| oflof e MEIE| NetFlow Z2IE] [SolarWinds]& At235t04 O Z2|7{|0|M EAHE £EIghLCH
9800 WLC= FNF(Flexible NetFlow)& At&3t04 ofE 2|70 & L E |3 Eci=of CHe Z &%

QI CllO|E{& ™&3t1, 0|2 SolarWindsOll A =& &Lt

WY DASHBOARDS - ALERTS & ACTIVITY = REPORTS = ZETTINGS =

&7 NetFlow Applications Summary

Time Period Flow Direction P Viersion
Last 1 Hours Ingress and Egress IPva and IPvE
Top 10 Applications MatFlow ~ U HELE
E INGRESS AMID EGRESS, LAST 1 HOURS, RATE
]
=
-
-
=
s
= 500.0 kbps
L
T8
SHLD kDps
=
=z 300.0 kbps
=
L.
T8 2000 kbps
=}
g
7] 10000 kbps
Cl
L
0 bps
2:40 PM 250 PM 300 P 3:10 PM 3: 20 Pl 3:30 PR 340 PM
|'-'|
[agen A
L] Eil ]
INGRESS EGRESS INGRESS EGRESS
APFLICATION PERCEMT
BYTES BYTES PACKETS PACKETS
[ | hitp protocol over TLSMSSL [443) 647.7 Kiytes 11.4 Mbytes 2ESK 6.54 k ¥9.47%
Woarld Wide Web HTTP (B0) 19.5 kibytes 1006 Ebytes T4 109 0.25%
[ | Domain Name Server (53) 10.7 kibytes 4.5 kbytes 5B 55 0.12%
LLMMER [S355) 0 bytes o0 kbytes ] a4 00T
[ | HETBICS Mame Service (137) 0 bytes &1 kbytes 0 a8 (L07T%
KETBIOS Datagram Senvice (138) 0 bytes 972 bytes a0 i 0.071%
[ | Palace-4 (995) 618 byt 0 Eryties 5 0 0.0 %

SolarWind 2| Netflow 22 £ 7|

E 2= Ao



E24T Mol WEYD EchTol 35S Balshn Moishs Ol ASEE 715 U HAHUE Zgte
JEiZiLic safe B8 we A= xte 24 Zisgellk Setoldsold Hasls Stz
22 Hoiste Ol AR ElE HIAHUIBYULICH LE YT E2i=ol chst ClolE| S£8 2UIE{Zstn
Dl2] HolE &= MEhol ZMEIH F24510) XIS FFLICH ESHT0| XWE 48 XY 2

2 & ME2 =0 i3!S AAISHHLE SHE CoS(Class of Service) &= DSCP(Differentiated

A= T
Services Code Point) 2t 2 145101 I{Z!E Ol2iE E AR == U&LICH 0= 9800 WLCOH| A
QOSE FHEc =M HHE = A&LICH
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/215441-configure-qos-rate-limiting-on-catalyst.html2 & X504 0|2{8t 14 @A 9| &

S #lolot OHE BTE 27| s T4 Jhs WHS T HoR duiE 4 UBLICH
=X 2

AVC A/ sl 2ol F4 HELIZ oM o Z 2|70l EBEE HEfstH AE, 2R & #tElets
SF2 o

SHE Ao siZsts Aol eI Yiksiel 2X2

AVCO| 7|SOo| dE2 E = UEE Ehd =
EECNE BR, HMA®M = B0 23 27 TEE £ Q&LIC CHZ 2 Catalyst 9800
WLCHIM AVC EXIE sHZe m & 7tx| EhA|Qt 2] AbEILCt.

2o

« AVC Zix|eio|M &l AVC7t WLCH| SHEE2H| 7/ k[0 {1 SHFE WLAN 2
AZA (o] UA=K] =el

- GUIE E3l AVCE MME I KIS S 2 ZE 99957} 7I%Z£9§ stehE|L|CH aL |
HE|E A5t B, NetFlow ECHZof| CHEH Al CHT|SIEE 7 HE ZEE & O_Ion,||:+
ZElE|o| MM UX|SIEE O| ZE HEE ™HESHH 74 oH0I= FL|CEH,

. AP DAl gl 32x e x|} E*&IEH—IEL
« M HELR3T0| AVCE F35t= 529800 WLCL| A8t & XSHAAIL.

A

2343
WLC 21
1. EtHAR T & 2fd3tsto] ZE BHol Cet AlZF HZE 7HE + U&Lch

9800WLC#term exec prompt timestamp

9800WLC#show tech-support wireless

3. avc & Ef 2! netflow SHE &l = &L|Ct.



Eolgh|ct

AVC ZiI|1gio|M AEHE

9800WLC#show avc status wlan <wlan_name>
I% |__||_—_|.

CP(Control Plane)ol CHSt &EHE C|=

FIAE
T= 7/

FNFv9 Z{Z!

9800WLC#show platform software wlavc status decoder

NetFlow(FNF ZHA|) 0l A S|

9800WLC#show flow monitor <Flow_Monitor_Name>
ZE MEIELICE 07| n =

Zt wlanoi| CH&t Top n application usage(& 2] n OHZ Z|710| M AL
olaist|C}.

<1-30> OH%EH'”OIA:' TE =g

9800WLC#show avc wlan <SSID> top <n> applications <aggregate|downstream|upstream>
IZHLICt 047|M n = <1-30> OHEZE|ZH0|M =&

2re 20|35t
=2 "1 —-H-

EtO|FE Q| &%l n OHEE[ZH0|IM AL

Zt =
- =
0|24t |},

= T
9800WLC#show avc client <mac> top <n> applications <aggregate|downstream|upstream>
RUIELICE 047 M n=<1-

EE =0
== =

&2 n ZEt0|UE

9800WLC#show avc wlan <SSID> application <app> top <n> <aggregate|downstream|upstream>

9800WLC#show ip nbar protocol-discovery



4. 22 £ & & debug/verboseZ MA&EFL|CH

9800WLC#set platform software trace all debug/verbose

!l To View the collected Togs
9800WLC#show Togging profile wireless internal start last clear to-file bootflash:<File_Name

11Set Togging Tevel back to notice post troubleshooting
9800WLC#set platform software trace wireless all debug/verbose

5. AVC SH & =Qlst7| 2ls 220I2AE MAC FA0i| CHE RA(Radioactive) =X & &3t LICt

CLIE Sall

9800WLLC#debug wireless {mac | ip} {aaaa.bbbb.cccc | x.x.x.x } {monitor-time} {N seconds} !! Setting ti

9800WLC#no debug wireless mac <Client_MAC>
'IWLC generates a debug trace file with Client_info, command to check for debug trace file generated.

9800WLC#dir bootflash: | i debug



Fo xR CHZ2 ClHO Bl 22 gdstet=2z HHEE =209 280| B7HE | Ct. of =}
A 2 EOE £ + = Mzho| Zo0{ELICH [MEtM EE{ERE MMol 2 ™ &4

# clear platform condition all
# undebug all

GUI Al
1EHA. Troubleshooting(—‘?—X{I 311Z2) > Radioactive Trace(&Ats F£H .
20| Add(F7HE 225t EXIE sHZAE Z2I0|ME Mac FTAE T LICE FXE 048] Mac

FAE FIHE + U&LICH
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- =

ME AEE EHI7t =H start(AlE)E SRIFLICEH LE AR EH, &5 E MAC
|o{ BE M2lof CHEF CIHZE =222 ClA30l 7ISELUCH
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ACHA| 2ME R E5tod

5EHA|. CIHZE! ZF mac A0 CHaH
O FEste 20 otede M8 £+ st

7EHA. Ol%| T+ OIF ol
e HESO REE

RA &7

{04 AVC CIH1E %2

2024/07/20 20:15:24.514842337 {wstatsd_R0-0}{2}:
2024/07/20 20:15:24.514865665 {wstatsd_R0O-0}{2}:
2024/07/20 20:15:24.514875837 {wstatsd_R0O-0}{2}:
2024/07/20 20:15:40.530177442 {wstatsd_R0O-0}{2}:

6. FHEro 2 22t0|YIE MAC FAZ T
E LiE MAC ZE.

_:To

7| 2edLct.

MYCAP
MYCAP
MYCAP
MYCAP
MYCAP
MYCAP

monitor clear
monitor
monitor
monitor
monitor

monitor

capture
capture
capture
capture
capture
capture

buffer size 100

match any

inner mac CLIENT_MACG@
start

EME siiZste{™ Stop= 2

interface <Interface> both

[avc-stats] [15736]:
[avc-stats] [15736]:
[avc-stats] [15736]:
[avc-stats] [15736]:

2 El UHC|= R, 17.1 O|F 0l AFE 7} 8t

3L|Ct. WLC7} NetFlow C|O|E{E of AfCHE

!l Inititiate different application traffic from user

monitor capture MYCAP stop

monitor capture MYCAP export flash:|tftp:|http:..

GUI At
1E2HA.

2EH7Al %! Hxe| o|§E el

3Bl HEE HalFLICHRIE B2).

ATHAH|. A|AEI CPUR EHX|T

Traffic(Mo{ EEHZ TLIE{R)) 2fQlgte MEl?

Troubleshooting(2X 31Z) > Packet Capture(THZ! 4

Z|CH 8XFHK| 518

Clole Eelelez ChA| FUEE

./filename.pcap

ELch

= MEELICH

Ezf

3
Q)
(@
ek
k>
to
=
rm
i

(debug):
(debug):
(debug):
(debug):

Received
Received
Received
Received

stats
stats
stats
stats

%) > +Add(F7HZ O|S &rL|ct.

Il
==

Hote ZEO| ™

record fo
record fo
record fo
record fo

Z210|

HE 248 Monitor Control



5CHA|. I 37|12 XMol&tL|ct. %/cH 100MB7} {2 E/L|C}

6':|'7=|| t5t= CHE 1~1000000% 'H|E &&5t= 717 EE= 1~100000 THZ! HL|E §{E5t= 1
N2 XMEte ¥e |3 LICE.

7TEHA. 2153 Qo| CIEH|0|A S 0|M QE|H O|AE MEHSI D SHAEE MEISI0{ QLB PE 0
=3t |C}
o - .

8CHA|. Apply to Device(C|HO|A0 HE)&E S =IELICEH
OEtH|. ZHXE AlZEF5t2{™ Start(AlZH)E MHEHEHLICE.

10EHA|. HA7L Hol&l st/ x| AR S & = UELICH HXE +S22 SX|stedH SXIE
MEdErLICH

11EtA|. SX|Z|H Export(LHZ L Z]) HE S 25104 HTTP E£& TFTP MU{LL FTP M EE= 24
AMAR StE ClATLE EEHAE Sl 2L HI =0 2 otU(pcap)S CIRZEE & QAQLIEL
AP 21

HES 2 E¥AZE

1. APO| CHEH 2 E Ao o|M MEALE 2 Z2t0|HE SHE EAISHE{™ techE EAIRLICH
2. show avc nbar statistics nbar stats from AP

3. AvVC C|tH{Z

AP#term mon
AP#debug capwap client avc <all/detail/error/event>
AP#debug capwap client avc netflow <all/detail/error/event/packet>

e e

rk

AVC ZHIm|ago|M 7tolE

9800 WLCO|AM £ A[Bt



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/application-visibility-and-control.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/application-visibility-and-control.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215441-configure-qos-rate-limiting-on-catalyst.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215441-configure-qos-rate-limiting-on-catalyst.html
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