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Port Palicy {only priarity quauing with Aulo-QoS) |

Fhysical port

L SSID-Based Folicy |

Clienl-Based Palicy

Access

Network o000 _.

SSID X2 SSIDY APEZ MEE + U&LICH SSIDOM EA 3 0t EXE 7 HE + U&L
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M &8 XIHst7| fla #EIRF FIE £HE = Ue M Holg Z2E FEo| A .
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MEX QoS IES M9 AE HIRE 51 Fof LS £ AU&LICtH
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HA HA 3 HA .

Output-Policy
HAE WY [SHE |AutoQos-4.0-wlan- |AutoQos-4.0-wlan-|SHE [AutoQos 4.0-




g |92 |GT-SSID-Input- GT-SSID-Output- |88 |wlan-Port-
Policy Policy Output-Policy
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MAE S |6 sic ol ST ol atg By v
Aol |etg |atg |7C #E oS W= gig [Man-Port- =
Output-Policy  [fastlane

QUE{= |_ - AutoQos-4.0-wlan- [AutoQos-4.0-wlan-| . AutoQos 4.0-

s |sHE S
2tOI= | e |oia |ET-SSID-Input- ET-SSID-Output- |, o |wlan-Port-
avc |77 "7 |AVC-Policy Policy *= loutput-Policy

O] Z0{ME AHS QoS ZZmtUo| MEE M YYst= Hu|ad ol HE AgE 2of FELICH
Auto QoSE T435t2{™ Configuration(Z1I|22{|0|H) > QoSZE O|S & L|Ct
bttt Cisco Catalyst 9800-40 Wireless Controller R

CI5CO

Monitoring
~ Configuration
Administration
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Licensing

3’ Troubleshooting

QoS HIE=R
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328 A
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Radio Con
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Tags & Profiles
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Add QoS

Auto Qos Macro | voice v | l

Drag and Drop, double click or click on the button to add/remaove Profiles from Selected Q. Search
Profiles

Available (2) Enabled (0)

Profiles Profiles

AutoQoS 4 OH¥

# enable
# wireless autoqos policy-profile default-policy-profile mode voice

O|M| XKtS QoS7t & d3tE|RicE 2 HE A S & elE £ &LICH o] MMoll= ol cHer &
T|zefolM #HE At ol LIAELICH

class-map match-any AutoQos-4.0-Output-CAPWAP-C-Class
match access-group name AutoQos-4.0-Output-Acl-CAPWAP-C
class-map match-any AutoQos-4.0-Output-Voice-Class

match dscp ef
policy-map AutoQos-4.0-wlan-Port-Output-Policy

class AutoQos-4.0-Output-CAPWAP-C-Class

priority level 1

class AutoQos-4.0-Output-Voice-Class

priority Tlevel 2

class class-default
interface TenGigabitEthernet0/0/0

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
interface TenGigabitEthernet0/0/1

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
interface TenGigabitEthernet0/0/2

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
interface TenGigabitEthernet0/0/3

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
ip access-1ist extended AutoQos-4.0-Output-AcT-CAPWAP-C

10 permit udp any eq 5246 16666 any
wireless profile policy qos-policy



autoqos mode voice
service-policy input platinum-up
service-policy output platinum

ap dotll 24ghz cac voice acm

ap dotll 5ghz cac voice acm

ap dotll 6ghz cac voice acm

2EE QoS CLI

MQCE AI85it EaiT! ZRiAE Holstn, EaiT MM(TM o) Musin, Eaie Mg ol
E{H| O|A 0] 12 E = U&LICH EEiE Yoz EciE A0 MEEl= QoS 7150 Z & k|0
°|4=LJEP

AAEH .

Class Map Policy Map Service Policy

Classifies the traffic Bind traffic class to actions Att‘ach pollqy_-ma_\p to‘target
in a specific direction.

MQS CLI ¥ 2 EE

O| of|of A= ACL(Access Control List)2 AtE35t0{ EEEE 2/76t0 CHYE AMgtS M8t &
Mg Hoq FLCL.



Add ACL Setup

ACL Name* server-bw || ACL Type |Pv4 Extended -
Rules
Sequence* ‘ Action permit v '
Source Type any v |
Destination Type any v |
Protocol ahp v |
Log O DSCP None v |
Sequence Y Source Y Destination Y Destination Y Source Y Destination Y
it Action Y Source P Y Wildcard P Wildcard Protocol ¥ Port Port DSCP ¥ Log Y
D 1 permit 192.168.31.10 any ip MNane Mone MNone Disabled
O 2 permit any 192.168.31.10 ip Mone MNone MNone Disabled
1 | 10 v | 1- 2 of 2 items

ACL Z4I|1eio|A

™

ol EHTol #THE CHAB 0| &2 MOfSHT S CHAZ K3t

ACLE At83tod EBfEO| EF &
T &L

Conflguratlon(aﬂllﬂﬂl0|*=|) > Services(AH|2) > QoS ! QoS policy(QoS &) Z o|SgrL|Ct.
ACLZ E2 L{of 9135t kbps EHRI2 & 2 M8 LICH

OlZHE A3 ESI0{ QoSE M3 WM =2 EZ MElELI|Ct SSID == Z2H0|HE ZF0d| CH5H
olag|A/o|laf A BtEFo 2 % o



Add QoS

o s

Paolicy Name* | server-ow

Description |

Y Match Y Mark Y Mark Y Police Value h AVC/User T
Value Type Value (kbps) Drop Y Defined Actions Y

|. 10 w» | No items to display

AVC/User Defined | User Defined

Match O Any

Match Type | ACL

Match Value* | server-bw

Mark Type | Nene

Drop O

Police(kbps) 100




Mark None -
Police(kbps) 20
Drag and Drop, double click or click on the button to add/remove Profiles from Selected Q Search
Profiles
Available (1) Selected (1) (S =SSID, C = Client)
Profiles Profiles Ingress Egress
ﬁ default- policy-profile » os-policy S D C S C]C €«

[ D Cancel J -/ Update & Apply to Device

MQS =2 g

MQS CLI Z4x|12f oM

ip access-1list extended server-bw
1 permit ip host 192.168.31.10 any
|
class-map match-any server-bw
match access-group name server-bw
|
policy-map server-bw
class server-bw

police cir 100000

conform-action transmit

exceed-action drop
exit
class class-default
police cir 20000
conform-action transmit
exceed-action drop
exit
wireless profile policy default-policy-profile
service-policy input server-bw
service-policy output server-bw
exit
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Configuration(Z1Z| 28| 0|M) > Policy(Z*) > QoS & AVCZ 0|S &fL|C}.
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Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

| Auto QoS | None v | Flow Monitor IPv4

QoS SSID Policy Egress | v |
Egress platinum X v | [ Ingress | i |
Ingress platinum-up X ¥ | [ Flow Monitor IPv6

QoS Client Policy Egress | v | a
Egress - | Ingress | v | w
Ingress v | [ ~]

SIP-CAC

Call Snooping D

Send Disassociate O

Send 486 Busy O

#configure terminal

#wireless profile policy qos-policy
service-policy input platinum-up
service-policy output platinum
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Wired PC

IP: 192.168.31.13/24 /

VLAN: 1010 -

MAC: b496.9126.e0a3

Q

Ten 111

9300-48P Switch

9800-40 WLC

M’ Two 0/0/0

'*’ Gig 170717

2
c)
«

©

S,
©

Q AP in local mode 0

K
\y

")

<)

Sniffer D QAP-1
AP
Wireless PC
IP: 192.168.29.30.13/24
VLAN: 1009
MAC: 242f.d0da.afld
LAB EEZX|
Mg 74 24 2 miZ WX ZolE
WLC:
. FM HELZo CiEl Qos HA & Ax|Tg||o|MHMS &2|g L Ct
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£9Ix
. REYITHQAE 45 HYsD ENT 252 HY s st 5 ClutolaLo
. T WA EQIE: ChE ASIK| ZEOIM EBITIS 50 SEE QoS AlRE HEH

<
ﬁ AP
CAPWAP

=E2M LAB EEEX]

QoS I #0|ME ElAES T AE 57| Yall iPerfE AlR 504 Zal0I¢IE S MY 7+ Ealmle
MABILICH O] BB QoS ElAE Q| wtol 2t Mt I 22H0|YE 248 0] 4% HHE|S iPerf
S 412 80|57 st= o A ELCH

EHAE AlLIZ|I2 1: CFRAEZ QoS S
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wireless profile policy qos-policy
service-policy input platinum-up
service-policy output platinum

=p|M EEZZX| 2 CRAEZ! 8H8F0| DSCP L3t

CAPWAP Encapsulated —
Payload bscP 802.1 { DSCP [EVLEt! 802.1([E=le Payload

o T~ — o
<
5 . APWAP e
() Bty -
[ | CO00C0 1QTru Netwark

DSCP CHst ZRIE

SMPCOHM 712 TZ! ZHx. J8{H M PC7+ UDP WZ!E X|HE SHMX| 1P 192.168.10.130]
2I:||'E DSCP OIZI2 4622 L= 748

! ] 514 Fragmented IP pro
IPy4 EF_FHB 1514 Fraopented IP protoco
49383 - 5201 Len=81

Fragmented 1P pro
Fragmented IP pro

CISoZ M PCOH HAAE dala ALX|0MH &8 IHZlE A THE X} AQ|{X|= DSCP Ei1E
Al2|5t04 DSCP Zt2 462 2 BiZA K| K| ok & L Ct




£t 1: Catalyst 9000 Series@| A|x| ZEE= 7|2HMO R AMEE £ Q= HdEIE MHEE L

1gad 81 g 192.168. 31. 3 ] ] 514 Fragm E"ufed IP protocol
1R85 92, 168,31, . 3 0 1 Fraops d IP pro L
1e@n 3 j P ] U 4‘.!3&3 - 5261 Len=8192
A = IE 3 4 Fragmented 1P Protocol

Fragmented IP protocol

ranspart (@)

EPCE

AE3104 72 WLCS| THZ! ZAMHE ZALS HZ!o| ¥d33 AL|x|oM &2t DSCP Ef
14602 TE

04 @
gtLich olZ A st miZlol wicol == e i DSCP otZlo| EEEL|CH.



192.168.

Frug ented IP

WLC EPC CIR2AE R 4E

WLC7} CAPWAP E{2 LHS| APZ
DSCPE +M& £+ A= 528t n
Iz WX E A EZ&LICtH

CAPWAP 2|% #|0]|0{: CAPWAP E{=do| Q|& 7|0|0{= DSCP Ef1E A Qx| B & gt
Ql462 2 E AIEfLICE.

« 802.11 UP Value Inside CAPWAP: CAPWAP E{'d WLC L{o|A-{= DSCP 462 24 Ef
S Sl= 802.11 UP(User Priority) 601 O & & L|C}.

« CAPWAP LH DSCP Z}: Cisco 9800 WLCE EB{AE DSCP 221} &7 & &s35t22
CAPWAP E{d L DSCP Zt2 2|5 DSCP gilojo{Qt SUstH 4622 S X|EILIC}.

H

of

IPva Fragmemted IP protocol
IPvd . 8 Fragnented IP protecal
CAPWAP-Data HB 78 CAPWAP-Data (Fragnent

IPvd 4 Fragnented IF protocol

92.168.39.13

CAPWAP DSCP EA|

JOHCHE AP U213 A QIR ZEOM SYE IS & QIEFLICH




Q|E CAPWAP j|0|0{2]| DSCP Zt2 462 2 S X|EL|CH MAHE 2|5 LIS CAPWAP EEiZl0| &

192,168.3 ] 3 IPvd EF_PHE 164 Fraomented IP pro ol [prata=UDP
192.168.31. 18 192.1638.39.13 Irvd EF PHB 988 Fragmented IF protocol [protosUDP
10.185.68. 108 10.185,68. 158 CAPWAPData EF PHE 1478 ChPWAP-Data (Fragment ID: 16242,

@
>

3t M&EFLICH UP(User Priority) EfZ 2 & QI517]

AP7I T{Z!Eg AlstH TS 3ES
3 A7h AL LI

LI APE &

¥ ofm

AP7tUP Zf 622 Z g MERM&LICH I AP7I DSCP g2 28 Ei=ol| siEst= M-
8t 802.11 UP 2t(6)0ll 252 A o & & LIct

= | Tirna A | Source - | Protocn IS Largth Infa
2861 BE: 1924, 808431 iebidPicdies 24:2F i daialild Cisco_3Tiedies 4 i BBz, 11 IWolce) 971 QoS Data, SN=1952, FH=0

» Frame 2061: 971 bytes on wire 68 bits), 971 bytes captured {7768 bits) on interface en@, id @
Ethernet II, Src: € [34:1 g : da}

» Internet Pro 1 . 18.105. ¢$

» User Datagram Protecol, Src Port: 5555,
AlroPeek/0mniPeek encapsulated IEEE BB2.11
B82.11 radio information

- IEEE BB2.11 Qo5 De

-32e PoRe 2211 A

@111 1818
Frame check s

10 = TID: &
.118 = Prior

= EOSP: Service period

weaa BB
weaa B ype: MSDU
2089 - u-'«r- PS5 Buff ate: @l

» Data (836 bytes)

APO|M 2CI0|1EZ OTA 21X



obx|2t SHA 0| F4M PCOIM IHZ!E AR &LICH F4 PCE DSCP 20/ 462 ZE|E g
Lict.

o Z% DSCP O-Z ol EZEE LtEtACE L2t

Ol |4 PCRE| F4 PCHX| A H&E
YToz SHEA HE LD RXIE=X| HIELICH

DSCP &f 462 QoS HHO| CI2AER W&

|0 HU

= | Tirme A RA | Bourze b s u |BSCP f
2861 BH:19:24.830431 2ciabiebidTicdiel 24:2Figdidaialild Cisco_3TicdieS i idaiaf: IRz, 58 1 971 QoS Data, SN=1952, FH=0

» 1ntc-rngt Fr;t; .;1 \u.-n.;

» User Datagram Protacol, Src Part: 5555, Dst Part
AlroPeek/0mniPeek encapsulated IEEE BB2.11

» B82.11 r.:l:ILu information
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wireless profile policy qos-policy
service-policy input platinum-up
service-policy output platinum

CAPWAP lm

Trust DSCP

| Payload

Frame 241: 834 by
Ethernet II, Src: 24:2f:d@
Internet Protocol W

2108 .... L

~ Differenti ECM: MNot-ECT)

ted Forwarding (46)

1 = 5281 Len=A102

UAER Yol £ PC AR

o
Ol
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Hu
mju

ZtO[AE | M APE 2| OTA ZiA{od| CHaH Lot 7

A

&LCt.




El- Windows £ PCE AF23510{ DSCP 462 2 1z B WH I Windows= DSCP 462
MEXR M &=2|(UP) 2t 5(HIC|2)0d DHEEFLICH 2 OTA ZX{= I3!S H|C|2 EH
Z/(UP 5)2 2 EAIZLICE gLt i3!S iS5 5tH DSCP 22 462 2 s XIElLICt.



: H7T 17.4% E{ Cisco 9800 WLC2| 7|2 S22

Z49JLICH 0|27 5t DSCP 2k 460| WLCOIA B Z &l
oreLict

LS H

CPto UP OHE S=tn} 2t2AEl 2X|7} gh M5 K|

AP =0l 21l 2o| DSCP Zt2 Al
1 AMZ|E|= 2 Windows



‘r QoS Control Field: $0000000000000101
@
@
@ eeeeeea. W00.....
@ Service Peri
P esesasns sesesf0l OP: § - Video
‘.|" 802.2 Logical Link Control (LLC) Header
..@ Dest. SAP: OxAR SNAP
@ Source SAP: OxAM SNAL
ommand : 0x0 Unnumbered Informatior
o o e o In MS Windows, the WMM UP is derived
...@ Protocol Type: O0x0800 TF from the 3 msb of the DSCP value
“.r' IP Header - Internet Protocol Datagram DSCP Ef (46) = [101 110] 9 101 = UP 5
L.@ Version: 4
@ Header Length: 5 20 bytes

11000

= ‘.r' Differentiated Services:%101
e |

Windows UP DSCP OHZ

o
-
o
@)
_|
>
IR
R
=
(e
)
(@)
N
=2}
>
m
Ral

OTA Z{X{= UP(User Priority) 20| 5(H|C|2)2] THZIE E A
ot of 531 miZ) LIS 2| DSCP Zt 2 4622 S X|E/L|Ct.

SA | RA 5 Sostingti Protecal Priarity | Lemgth
24:2f:c0:dazaf:ld ad:bd:30; de:B5 4T H H 882,11 C58 Video (Videa)

Infe
1442 Qo5 Data, SN=1347,

* Ethernet II, Src: Cisco_a7:1a:7f (34:1b:2d:a7:1a:7f), Dst: Apple_f@:82:d4 (bc:d@:74:70:82:d4)
» Internet Protecol Version 4, Src: 19.105.608.158, Dst: 10.233.7.212
» User Datagram Protocal, Src Port: 5555, Dst Port: 5208
» AlroPeek/OmniPeek encapsulated IEEE B8@82.11
* B82.11 radio information
IEEE 802.11 Qo5 Data, Flags: .
Type type: Qo5 Data
» Frame Control Field: 41
.082 2008 9108 1801 = Duration: 73 mic
Receiver addre
Transmitter addre
Destination address:

{24:2¢:d0:da:af:1d)
t number: @

nverified]
@205

. 0191 = TID: §
= Priority: Video (Video) (5)]
. = QoS bit 4: Bits 8-15 of QoS Control field are TXOP Duration Requested
Ack Policy: Norm ck (@ex8)
ad Type
HOP Duration quested: @ (no THOP requested)

HLCIS AP Y33 ZTEO| IjZ! ZX{E 244504 Z!0| AP WLCE O|SE [ DSCP %40l

« Q|2 CAPWAP t|0|0{2| DSCP Zi2 462 2 K X|E/L|C}.
« CAPWAP E{'d LHO|ME DSCP Zt2 4622 R K|ElL|Ct.



RA oe | Destination Protocol DECP Priority Length | Infa
19,185, 68, 1 18. 185,68 19¢ CAPWAP=Dta EF PHE 1498 CAPWAP-Data (Fragment I0:
341b4r3014er85 140 192.168.30.13 152.168.31. 12 IPvid EF PHB Video [Video] 144 Fragmented IP protocol (p
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1o NETITIE WOt ECN-CApaEie 1 SO (B)
ULEZ YOl AP Pplink ZA
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Frame 367: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device\NPF |
Ethernet II, Src: IntelCor_26:e@:a3 (b4:96:91:26:e@:a33), Dst: Cisco _37:cd:f5 (2c:ab:eb:37:cd:f5)
% Internet Protocol Version 4, Src: 1892_.168.31.16, Dst: 192.168.368.13
81ee .... =
... 9181 =

Version: 4
Header Length: 28 bytes (5)

v Differentiated Services Field: @xb8 (DSCP:

EF PHB, ECN: Not-ECT)

1811 1@.. =

Differentiated Services Codepoint:

Expedited Forwarding (46)

G

Explicit Congestion Notification:

Not ECN-Capable Transport (@)

1580
Bx5a74 (23156)

Total Length:
Identification:

4 PC TS 1Y

ot

DSCP 46 Ef27t Q=

mZ!2 DSCP 2(0| CS1(DSCP 8)2l wWLCOf| =2 L|Ct. DSCP 460{| A DSCP 8

Me=217F A <ot &LCH.

> Frame 137: 1518 bytes on wire (12144 bits), 1518 bytes captured (12144 bits)

> Ethernet II, Src: Cisco_37:cd:e5 (2c:ab:eb:37:cd:e5), Dst: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)

» 802.1Q Virtual LAN, PRI: 1, DEI: @, ID: 1009

~ Internet Protocol Version 4, Src: 192.168.31.1@, Dst:
9100 .... = Version: 4

192.168.30.13

. 0101 = Header Length:

20 bytes (5)
Differentiated Services Field: ©x20 (DSCP: CS1, ECN: Not-ECT)
0010 00.. = Differentiated Services Cudepnint Class Selector 1 (8)
.00 = Explicit Congestionm NotificationT Not ECN—Capabile Transport (@)
Tutal Length 1508
Identification: @x5a41 (23105)

L, b | PP ey

WLC EPC, CS1 EA|
o| EtAH|o M= WLC7t APO]| MEH 8

. 9|5 CAPWAP 3l{ol= CS1(DSCP 8)2 Ef217} K| EL|Ct,

« LHE CAPWAP 3|H0 = CS1(DSCP 8)2 Ef 7t K| ElL|CT.

« User Priority (UP)(AF& A} @M &=2{(UP)) 42 BK (Background)(BK(211
Ct.



Frame 148: 164 bytes on wire (1312 bits), 164 bytes captured (1312 bits)
Ethernet II, Src: Cisco_e7:9d:ab (8@:2d:bf:e7:9d:ab), Dst: Cisco_28:35:74 (a4:b4:39:28:35:74)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 31
Internet Protocol Version 4, Src: 10.1085.60.198, Dst: 10.105.60.158
0100 .... = Version: 4
ss. 0101 = Header length: 2@ bvies (5)
~ Differentiated Services Field: @x2@ (DSCP: CS1, ECN: Not-ECT)
0810 8d.. = Differentiated Services Codepoint: Class Selector 1 (8)
i @l Explicit Congestion Motification: Not ECN-Capable Transport (8)
Total Length 146
Identification: @x@608 (@)
Flags: 6x8@
..D 2000 PORD PORO = Fragment Offset: @
Time to Live: 255
Protocol: UDP (17)
Header Checksum: 8x2d@5 [validation disabled]
[Header checksum status: Unverified]
Source Address: 1@.105.60.198
Destination Address: 18.105.60.158
User Datagram Protocol, Src Port: 5247, Dst Port: 5262
Control And Provisioning of Wireless Access Points - Data
[2 Message fragments (1534 bytes): #139(1424), #140(110)]
IEEE 882.11 QoS Data, Flags: -
Type/Subtype: QoS Data (B8x@828)
> Frame Control Field: 0x880@(Swapped)
.000 0PG0 AAO0 00O = Duration: @ microseconds
Receiver address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
Transmitter address: Cisco_4e:85:4f (ad:b4:39:4e:85:4f)
Destination address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
Source address: Cisco_37:cd:e5 (2c:iab:eb:37:cd:e5h)
BSS Id: Cisco_4e:85:4f (ad:b4:39:4e:85:4F)
STA address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
taes asas 2., 000 = Fragment number: @
0000 9Q00 0PQ0 .... = Sequence number: @
~ Qos Control: @x@0@l
sess ssss saaa 0001 = TID: 1
[eeav e2as wuw. @81 = Priority: Background (Background) (1)]
sess ssss sas® ... = EOSP: Service period
. .88. .... = Ack Policy: Normal Ack (@8x@)
asss asss Baas «aas = Payload Type: MSDU
> 000@ ooee .... = QAP PS Buffer State: 0x@@
> Logical-Link Control
~ Internet Protocol Version 4, Src: 192.168.31.1@, Dst: 192.168.38.13
9108 .... = Version: 4
.». 8101 = Header Length: 2@ bytes (5)
v Differentiated Services Field: 8x2@ (DSCP: C51, ECN: Not-ECT)
@010 @0.. = Differentiated Services Codepoint: Class Selector 1 (8)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 1580
Identification: @x5a4l (231@5)

CAPWAP Ez{{Zlof CS1 Ef2 & EAlStHE WLC EPC
I§Z!2 DSCP (0| CS1(DSCP 8)0._I £M pcof| =&HgHL|CH

Frame 613: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device
Ethernet II, Src: Cisco 4e:85:4f (ad4:b4:39:4e:85:4F), Dst: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
v Internet Protocel Version 4, Src: 192.168.31.1@, Dst: 192.168.30.13
eles .... 53
8lel
ECN: Not-ECT)
eale @0. leferentlated
- T Ewp11c1t Congestion Hotlflcatln : Mot ECN-Capable Transport (@)
Total Length: 156

I|azold 277t QoS Zx| e o|ME FEstod
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ALt 2: AP 213 AQ|%|7} DSCP O+Z8 RHEFAEHL|Ct.

O] AlLt2[20l|l A= DSCP OHZ & CHA| 4= AP AZE 7 221X[7F ESiHol OX|= dFS
ZAHEFLICH

« APO{| ¢1ZAEl AQ|X|= DSCP 46 OFZS AP 4213 QIE{H|0|A Q| CIE Zt CS12Z RHEH A5
TS E AMEL|CE.

« I|ZI2 M PCO|A DSCP Ei1 462 2 MSEILICH 22{™ ECf=l0] AA0|AM DSCP 462
2 SHIE2A EAZI=X]| #lgtL|ct

Frame 923: 834 bytes on wire (6672 bits), B34 bytes captured (6672 bits) on interface \Device\NPF_{@@89

Ethernet II, Src: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d), Dst: Cisco_37:cd:e5 (2c:ab:eb:37:cd:e5)
v Internet Protocol Version 4, Src: 192.168.3@.13, Dst: 192.168.31.10

g1ee .... = Version: 4
. 8181 = Header Length: 2@ bytes (5)

v Differentiated Services Field: @xb& (D5CP: EF PHB, ECN: Not-ECT)

1811 18.. = Differentiated Services Codepoint: Expedited Forwarding (46)

...... @8 = Explicit Congestion Motification: Mot ECN-Capable Transpert (@)
Total Length: 82@
Identification: @xcd67 (52583)

L0000 = | Jas sy

M PC Zi%{, DSCP EA| 46

-0

mjZlo| AL|RI|M =2 SHH WLCHIM Zx{7F =~ FL|CH

mZl2 2% CAPWAP 3f|{ DSCP £(0| CS1(DSCP)0| 1 LY
Ct. 57t A%l CAPWAP E{'d Lol Zi&stE EciEle
glct

£ DSCP 2f0| 46 2l wLCO|| =& gfL
25 HJI =0l oledsr ol &

WLCE CAPWAP E{d Li2| DSCP Ef1 & AlZ|5t 1 LIS DSCP Efi17} 4621 R4 PColl EEHEIS
HMEE LT



Frame 1880: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits)
Ethernet II, Src: Cisco_28:35:74 (a4:b4:39:28:35:74), Dst: Cisco_e7:9d:ab (80:2d:bf:e7:9d:ab)
802.10 Virtual LAN, PRI: 1, DEI: ©, ID: 31
Internet Protocol Version 4, Src: 10.185.60.158, Dst: 10.105.60.198
= Version: 4
. 0101 = Header Length: 2@ bytes (5)
Differentiated Services Field: @x2@ (DSCP: CS1, ECN: Mot-ECT)
pA1A AR.. = Differentiated Services Codepoint: Class Selector 1 (R)
Bﬁ = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Tutal Length 13@
Identification: @xe372 (58226)
Flags: @x4@, Don't fragment
..0 0000 OGO PEE@ = Fragment Offset: @
Time to Live: 250
Protocol: UDP (17)
Header Checksum: @x@ea? [validation disabled]
[Header checksum status: Unverified]
Source Address: 18.165.60.158
Destination Address: 10.185.60.198
User Datagram Protocol. Src Port: 5262. Dst Port: 5247
Control And Provisioning of Wireless Access Points - Data
[Z Message Tragments (1534 bytes): #10/9(1448), #108@8(94)]
IEEE 882.11 QoS Data, Flags: ...ueas T
Type/Subtype: QoS Data (0x0028)
> Frame Control Field: ©x8800(Swapped)
.000 0000 0008 0000 = Duration: @ microseconds
Receiver address: Cisco_4e:85:48 (a4:b4:39:4e:85:40)
Transmitter address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
Destination address: Cisco_37:cd:e5 (2c:ab:eb:37:cd:e5)
Source address: 24:2f:d@:da:af:1d (24:2f:d6:da:af:1d)
BSS Id: Cisco_4e:85:40 (ad4:b4:39:4e:85:40)
STA address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
R . 1000 = Fragment number: 8
1000 2081 111@ = Sequence number: 2078
+~ Qos Control: @x0806
SN b . ) T
[ceve wevv waes 110 = Priority: Voice (Voice) (6)1
~200 oooo oool) oooc QoS bit 4: Bits B-15 of QoS Control field are TXOP Duration Requested
ceas sana 200, Ack Policy: Normal Ack (@x@)
Sooo booo Goao = Payload Type: MSDU
poOPO 0000 .... = TXOP Duration Requested: @ (no TXOP requested)
> Logical-Link Control
Internet Protocol Version 4, Src: 192.168.30.13, Dst: 192.168.31.10
@108 .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
+| Differentiated Services Field: @xb8 (DSCP: EF PHB, ECN: Not-ECT)
1011 10.. = Differentiated Services Codepoint: Expedited Forwarding (46)

«eas .80 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Tntal | annth=- 15804

WLC EPC CAPWAP DSCP Zf EA|

mjZlo| R4 PCol|l =&fst0 DSCP 2t 2 462ILICt. WLC7I 22 DSCP 2t¢l 4622 miZ!E SHt
I.

A HEetod g2 M =2 OHEE %XloPE | =elgt

Frame 1@88: 834 bytes on wire (667
Ethernet II, Src: Cisco_37:cd:f5 (2c:a
¥ Internet Protocel Version 4, Src: 192.168.36.13,
@1ee .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
¥ Differentiated Services Field: @&
1811 18.. Differentiated rvices Codepoint: Expedited Forwarding
..28 = Explicit Congestion Notification: Net ECN-Capable Transport (@)
Total Length: 828

2 bits), 834 bytes captured (6672 bits) on interface \Device\NPF
ab:eb:37:cd:f5), Dst: IntelCor_26:e@:a3 (b4:96:91:26:e8:a3)
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<#root>

On the WLC, these commands can be used to verify the configuration.
show run qos

show policy-map <policy-map name>

show class-map <policy-map name>

show wireless profile policy detailed <policy-profile-name>

H* H H W R

show policy-map interface wireless ssid/client profile-name <nane> radio type 2GHz| 5GHz| 6GHz ap nane -«

H+

show policy-map interface wireless client mac <MAC> input|output
# show wireless client mac <MAC> service-policy input|output

On AP, these commands can be used to check the QoS.
# show dotll qos
# show controllers dotllRadio 1 | begin EDCA

4 YHIC|o9 Ze M 2907t £ EBiZo| MU £70| MHlA WSS MBLES o
247 =93 HAlol M YrHE Q
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« Cisco Catalyst 9800 Series Wireless Controller O|3lf 3! EA| sHZ

Cisco Catalyst 9800 Series 743 T84 At

» Cisco Catalyst 9800 Series Wireless Controller Software Configuration Guide, Cisco IOS®
XE Dublin 17.12.x

« VoWLAN(Voice Over Wireless LAN) 24 s{Z 7}0|=

« Windows ZIFE{0{| X DSCP QoS Ei&d At



https://www.ciscopress.com/store/understanding-and-troubleshooting-cisco-catalyst-9800-9780137492411
https://www.ciscopress.com/store/understanding-and-troubleshooting-cisco-catalyst-9800-9780137492411
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/technical-reference/c9800-best-practices.html#WirelessQoSfortheCatalyst9800WirelessController
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/technical-reference/c9800-best-practices.html#WirelessQoSfortheCatalyst9800WirelessController
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_wireless_qos_cg_vewlc1_from_17_3_1_onwards.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_wireless_qos_cg_vewlc1_from_17_3_1_onwards.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_wireless_qos_cg_vewlc1_from_17_3_1_onwards.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_wireless_qos_cg_vewlc1_from_17_3_1_onwards.html
https://www.cisco.com/c/en/us/td/docs/wireless/technology/vowlan/troubleshooting/vowlan_troubleshoot/1_VoWLAN_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/wireless/technology/vowlan/troubleshooting/vowlan_troubleshoot/1_VoWLAN_Troubleshooting.html
https://www.cisco.com/c/en/us/support/docs/quality-of-service-qos/qos-configuration-monitoring/221868-enable-dscp-qos-tagging-on-windows-machi.html
https://www.cisco.com/c/en/us/support/docs/quality-of-service-qos/qos-configuration-monitoring/221868-enable-dscp-qos-tagging-on-windows-machi.html
https://www.cisco.com/c/en/us/support/docs/quality-of-service-qos/qos-configuration-monitoring/221868-enable-dscp-qos-tagging-on-windows-machi.html
https://www.cisco.com/c/en/us/support/docs/quality-of-service-qos/qos-configuration-monitoring/221868-enable-dscp-qos-tagging-on-windows-machi.html
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