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Monitoring(Z2 LIE{ ) &, Wireless(FM) 2 0|E°F CHZ Rogue(H|QI7HE MEHSIH LEE ALS
0 H|QI7} C|HFO|AE B2 £ U&LICE CLIS| B2 show wireless wps rogue ap summary(5
wps H|@I7t ap 29f) BHE ArE5t0d B X|El 2E H|QI7t C|HIO|AE & = U&LICH E= show

wireless wps rogue ap detailed <mac-addr> B2 A& 3504 £ H|QI7} C|HtO|A0| CHE ME H
HE =2 & olA| |0},

AA EH
CH2 2 CLIMIA show wireless wps rogue ap summary &S 3l H|217| C|HIO|A S &2 &2l
s ZAntelL|ct.

9800L#show wireless wps rogue ap summary

Rogue Location Discovery Protocol : Disabled
Validate rogue APs against AAA : Disabled

Rogue Security Level : Custom

Rogue on wire Auto-Contain : Disabled

Rogue using our SSID Auto-Contain : Disabled
Valid client on rogue AP Auto-Contain : Disabled
Rogue AP timeout : 1200

Rogue init timer : 180

Total Number of Rogue APs : 137

MAC Address Classification State #APs #Clients Last Heard Highest-RSSI-Det-AP RSSI Channel Ch.Width GHz
0014.d1d6.a6b7 Unclassified Alert 01/31/2024 21:28:09 1416.9d7f.a220 -85 1 20 2.4

002a.10d3.4f0f Unclassified Alert 01/31/2024 21:17:39 1416.9d7f.a220 -54 36 80 5

002a.10d4.b2e0 Unclassified Alert 01/31/2024 21:17:39 1416.9d7f.a220 -60 36 40 5

0054.afca.4d3b Unclassified Alert 01/31/2024 21:26:29 1416.9d7f.a220 -86 1 20 2.4

00a6.ca8e.ba80 Unclassified Alert 01/31/2024 21:27:20 1416.9d7f.a220 -49 11 20 2.4

00a6.ca8e.ba8f Unclassified Alert 01/31/2024 21:27:50 1416.9d7f.a220 -62 140 80 5

00a6.ca8e.bacf Unclassified Alert 01/31/2024 21:27:50 1416.9d7f.a220 -53 140 40 5

00f6.630d.e5c0 Unclassified Alert 01/31/2024 21:28:09 1416.9d7f.a220 -48 1 20 2.4
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/content/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_awips.html?bookSearch=true
/content/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_awips.html?bookSearch=true

00f6.630d.e5cf Unclassified Alert 1 0 01/31/2024 21:27:40 1416.9d7f.a220 -72 128 20 5
04f0.212d.20a8 Unclassified Alert 1 0 01/31/2024 21:27:19 1416.9d7f.a220 -81 1 20 2.4
04f0.2148.7bda Unclassified Alert 1 0 01/31/2024 21:24:19 1416.9d7f.a220 -82 1 20 2.4
0c85.259¢e.3f30 Unclassified Alert 1 0 01/31/2024 21:21:30 1416.9d7f.a220 -63 11 20 2.4
0c85.259e.3f32 Unclassified Alert 1 0 01/31/2024 21:21:30 1416.9d7f.a220 -63 11 20 2.4
0c85.259%¢e.3f3c Unclassified Alert 1 0 01/31/2024 21:27:30 1416.9d7f.a220 -83 64 20 5
0c85.259%e.3f3d Unclassified Alert 1 0 01/31/2024 21:27:30 1416.9d7f.a220 -82 64 20 5
0c85.259%e.3f3f Unclassified Alert 1 0 01/31/2024 21:27:30 1416.9d7f.a220 -82 64 20 5
12b3.d617.aacl Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -72 1 20 2.4
204c.9e4b.00ef Unclassified Alert 1 0 01/31/2024 21:27:40 1416.9d7f.a220 -59 116 20 5
22ad.56a5.fa54 Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -85 1 20 2.4
4136.5afc.f8d5 Unclassified Alert 1 0 01/31/2024 21:27:30 1416.9d7f.a220 -58 36 20 5
5009.59eb.7b93 Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -86 1 20 2.4
683b.78fa.3400 Unclassified Alert 1 0 01/31/2024 21:28:00 1416.9d7f.a220 -69 6 20 2.4
683b.78fa.3401 Unclassified Alert 1 0 01/31/2024 21:28:00 1416.9d7f.a220 -69 6 20 2.4
683b.78fa.3402 Unclassified Alert 1 0 01/31/2024 21:28:00 1416.9d7f.a220 -72 6 20 2.4
683b.78fa.3403 Unclassified Alert 1 0 01/31/2024 21:28:00 1416.9d7f.a220 -72 6 20 2.4
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Total APs 2 2
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D Addrass Radios Cliants Status Y Last Heard SSID Channed Width Band T Required
1131/2024
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Monitoring = > Wirg| Rogue AP Detail *
Unclassified Frig MAC Address  6cB8d.7793.8340 é';)lrs‘. time Reported 01/31/2024 19:26:49
n
—
Is this radic on wired network? Mo
;ust time Reported 01/31/2024 21:10:49
On
Class Type | Unclassified -
Total APs : 2
status | e
initiate RLOP O
MAG 1 Iz Rogue an impergonator 7 Mo
O address
D 6CBA. 7793 8340 APs that detected this Rogue
O 6c8d.7793.834f
Cha...
1 Base Radio Cha.. from Security Shor RSSI  SNR  Containment
MAC AP Marme SsID Cha. Width Band Ds Radia Policy Preamble (dBm) (dB) Type
dotl1g,
- . r 5 2.4 dedlax -
1416.9d71.a2; 9130  RogueTest 1 20 Yes Open Enabled  -35 60 NIA
GHz - 24
GHz

-] Update & Apply to Device

GUI H|QI7F AP MI& HE

CLI0I M show wireless wps rogue ap detailed <mac-addr> B2 S5l 0| HEE 2 &= Y&LICH
4. 7t 7t77H2 RSSI 2f2 7|22 2 H|QI7} ClHIO| A0 7% 7t 2 HMA ZRIEE B &LICEH
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CH2 WIS show wireless wps rogue ap detailed <mac-addr> B S £245104 AP/WLCO|A{ O]
HIQI7t C|HFO|AE +=4AIEF A2 & RSSI gt = elghLCt.

9800L#show wireless wps rogue ap detailed 6c8d.7793.834f
Rogue Event history

Timestamp #Times Class/State Event Ctx RC

01/31/2024 22:45:39.814917 1154 Unc/Alert FSM_GOTO Alert 0x0

01/31/2024 22:45:39.814761 1451 Unc/Alert EXPIRE_TIMER_START 1200s 0Ox0
01/31/2024 22:45:39.814745 1451 Unc/Alert RECV_REPORT 1416.9d7f.a220/34 0x0
01/31/2024 22:45:29.810136 876 Unc/Alert NO_OP_UPDATE 0x0

01/31/2024 19:36:10.354621 1 Unc/Pend HONEYPOT_DETECTED 0x0

01/31/2024 19:29:49.700934 1 Unc/Alert INIT_TIMER_DONE 0xab98004342001907 0xO
01/31/2024 19:26:49.696820 1 Unk/Init INIT_TIMER_START 180s 0x0

01/31/2024 19:26:49.696808 1 Unk/Init CREATE 0x0

Rogue BSSID : 6c8d.7793.834f

Last heard Rogue SSID : RogueTest

802.11w PMF required : No

Is Rogue an impersonator : No

Is Rogue on Wired Network : No

Classification : Unclassified

Manually Contained : No

State : Alert

First Time Rogue was Reported : 01/31/2024 19:26:49



Last Time Rogue was Reported : 01/31/2024 22:45:39
Number of clients : O

Reported By

AP Name : (C9130

MAC Address : 1416.9d7f.a220
Detecting slot ID : 1

Radio Type : dotllax - 5 GHz
SSID : RogueTest

Channel : 36 (From DS)
Channel Width : 20 MHz

RSSI : -43 dBm

SNR : 52 dB

ShortPreamble : Disabled
Security Policy : Open

Last reported by this AP : 01/31/2024 22:45:39
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No, Tirne Source Destination Pratacel  Length Info

7 2024-92-01 18:59:41, 859345 Cisco_7f:a2:2f Broadcast 862,11 66 Deauthentication, SN=8, FN=8, Flags=........C
53 2024-92-81 18:59:42. 360289 Cisco_Tf:aZ:2f Broadcast 262,11 66 Deauthentication, SN=@, FN=8, Flags=. -
125 2024-82-01 18:59:43.204823 Cisco_7f:a2:2f Broadcast 892,11 66 Deauthentication, SN=@, FN=@, Flags=. wal
134 20Z4-92-91 18:59:43.313382 Cisco_7f:aZ:2f Broadcast 802,11 66 Deauthentication, SN=8, FN=@, Flags s
207 2024-02-01 18:59:44. 071466 Cisco_Tfia2:i2f Broadcast 802,11 66 Deauthentication, SN=@, FN=8, Flags: i
274 2024-82-01 18:59:44.581442 Cisco_7f:a2:2f Broadcast 882,11 3] Deauthentication, SN=8, FhN=8, Flags: M =
311 2024-82-01 18:59:45.0836091 Cisco_T7f:alZ:2f Broadcast 882.11 BB Deauthentication, SN=8, FN=@, Flags walC
353 2024-92-01 18:50:45. 548040 Cisco_TfraZ:z2f Broadcast 882,11 B6 Deauthentication, SN=8, FN=8, Flags ..C
30z 2B24-82-01 18:59:46. 804385 Cisco_Tfea2:2f Broadcast 292.11 BB Deauthentication, SN=8, FN=8, Flags waC
43e 2024-02-81 18:50:46. 485479 Cisco_7fraZ:2f Broadcast 282.11 313 Deauthentication, SN=@, FN=8, Flags: i o
488 2024-82-P1 18:50:46.904051 Cisco_7fraZ:2f Broadcast 882,11 13 Deauthentication, SN=8, FN=8, Flags o o
516 2024-92-01 18:59:47.450453 Cisco_7f:a2:2f Broadcast 902,11 66 Deauthentication, SN=8, FN=8, Flags -0
551 2024-02-01 18:50:47. 884436 Cisco_Tf:aZ:2f Broadcast 282,11 66 Deauthentication, SN=@, FN=8, Flags e -
626 2024-82-01 18:50:48. 395520 Cisco_T7f:a2:2f Broadcast 892,11 66 Deauthentication, SN=8, FN=8, Flags: e =
664 2024-92-01 18:50:48, 841406 Cisco_Tf:a2:2f Broadcast 802,11 66 Deauthentication, SN=8, FN=8, Flags Py
T4 2074-02-81 18:59:49. 3640995 Cisco_TfraZ:2f Broadcast 802,11 66 Deauthentication, SN=@, FN=@8, Flags e =
753 Z024-82-01 18:59:49. 883287 Cisco_7f:a2:2f Broadcast 892,11 66 Deauthentication, SN=8, FhN=@, Flags: s
a7 2024-02-01 18:59:50.331736 Cisco_T7f:al2:2f Broadcast #92.11 66 Deauthentication, SN=8, FN=@, Flags aslC
841 2024-92-01 18:59:50. 810843 Cisco_T7f:az:2f Broadcast 892,11 66 Deauthentication, SN=8, FN=8, Flags .l
16 2024-82-01 18:59:51.647435 Cisco_7f:aZ:2f Broadcast 892.11 BB Deauthentication, SN=8, FN=@, Flags waC
931 2024-92-01 18:56:51. 8200841 Cisco_7fraZ:2f Broadcast 282,11 13 Deauthentication, SN=@, FN=8, Flags: -.C
1881 2024-82-01 18:50:52. 574685 Cisco_7fraZ:2f Broadcast 282.11 66 Deauthentication, SN=8, FN=8, Flags: i =
1123 2024-82-01 18:59:53. 096421 Ciseca_Tf:a2:2f Broadcast 292.11 BB Deauthentication, SN=8, FN=8, Flags waC
172 2024-02-81 18:50:53.527709 Cisco_Tf:aZ:2f Broadcast 882.11 13 Deauthentication, SN=8, FN=3, Flags -.C
1713 FAFA-AP-A1 TA:55:54. A754R5 Cisen Tf:a?:2f Rrnadcast /2.1 AR Deauthentication. SN=A. FN=A. Flans= aal

Frame 7: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Radiotap Header w8, Length 36
B02.11 radio information
PHY type: 882.11a (OFDM) (5)
Turboe type: Nen-turbo (@)
Data rate: 6.8 Mb/s
Channel: 36
Frequency: S5188MHz
Signal strength (dBm): -61 dBm
Noise level (dBm): =97 dBm
Signal/snoise ratio (dB): 36 dB
T5F timestamp: 20832467834
[Duration: 64ps]
IEEE 882.11 Deauthentication, Flags: ........C
IEEE 862.11 Wireless Managemeént
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£ M ZHEE 4 GUIN| A Monitoring(Z LIE{R)) B Wireless(FM)2 0[S 8t CH= Rogue Clients(H| 2!
7t 2ct0|HE)E MEHEILICE E= CLIOM show wireless wps rogue client summary(F41 wps H|
217t ZFEIO|ME 2o EA|) BHE ALE5t0 ZHEEZ{0|M B X[E HIQI7I FEI0|MEE LIYEE +=
°|£=LJE+
AAH .

B Jule Cisco Catalyst 9800-L Wireless Controller Welcome rosalia | @ Y A B &% 0 @ & Q = Feedback | * (b
Menitoring = > Wireless~ > Rogues
Unclassified Friendly Malicious Custom lgnare List Rogue Clients Adhoc Rogues
——
Number of Clients: 48
G MAC Address T H#Datecting Radios T Last SeenOn Status T
D 0021.6a90.b944 1 02/15/2024 17:21:34 Adert
G OckbB.1575.8a5¢c 1 02/15/2024 17:08:14 Alert
O 1a59.510f cael 1 02715/2024 17:20:44 Aert
D 341k, 2461 0083 1 D2015/2024 17:0354 Adert
(m} 62b8.db30.c532 1 02/15/2024 17:08:14 Alert
O 70f3.5a7¢.8f70 1 02/15/2024 17:18:54 Alert
D 7013.5a7¢.9150 1 D2115/2024 171634 Adert
0 70f3.5a7c.9710 1 02{15/2024 17:21:54 Alert
O 70f3.5a7¢ bed) 1 02/15/2024 17:21:04 Abert
G 70f3.5a7c.chd0 2 0215/2024 171724 adert
1 2 3 s E o ow an ~
=5 GUI

9800L#show wireless wps rogue client summary

Validate rogue clients against AAA : Disabled
Validate rogue clients against MSE : Disabled

Number of rogue clients detected : 49

MAC Address State # APs Last Heard

02/15/2024 17:22:44
02/15/2024 17:08:14
02/15/2024 17:20:44
02/15/2024 17:03:54
02/15/2024 17:08:14
02/15/2024 17:18:54
02/15/2024 17:23:04
02/15/2024 17:22:34
02/15/2024 17:22:54
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70f3.5a7c.cbhd0 Alert
70f3.5a7c.d030 Alert
70f3.5a7c.d050 Alert
70f3.5a7c.d0b0 Alert
70f3.5a7c.d110 Alert
70f3.5a7c.d210 Alert
70f3.5a7c.d2f0 Alert
70f3.5a7c.f850 Alert
70f3.5a7f.8971 Alert

02/15/2024 17:17:24
02/15/2024 17:20:44
02/15/2024 17:20:44
02/15/2024 17:16:54
02/15/2024 17:18:24
02/15/2024 17:20:24
02/15/2024 17:23:04
02/15/2024 17:19:04
02/15/2024 17:16:44
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2. Ct2 &3 of ol M= & 1322] 22| AP 913001 2|5 EFX|=l mac &4 0021.6a9b.b944 2| H|Q!
7t 20| EN CHEr ME HEE 204 ELICH OS2 E30| M= AHMEF HEE 204 ELICH

9800L#show wireless wps rogue client detailed 0021.6a9b.b944
Rogue Client Event history

Timestamp #Times State Event Ctx RC

02/15/2024 17:22:44.551882 5 Alert FSM_GOTO Alert 0x0
02/15/2024 17:22:44.551864 5 Alert EXPIRE_TIMER_START 1200s 0x0
02/15/2024 17:22:44.551836 5 Alert RECV_REPORT 0x0

02/15/2024 17:15:14.543779 1 Init CREATE Ox0

Rogue BSSID : 6c8d.7793.834f

SSID : Testing-Rogue

Gateway : 6c8d.7793.834f

Rogue Radio Type : dotllax - 5 GHz

State : Alert

First Time Rogue was Reported : 02/15/2024 17:15:14
Last Time Rogue was Reported : 02/15/2024 17:22:44

Reported by

AP : (C9130

MAC Address : 1416.9d7f.a220

Detecting slot ID : 1

RSSI : -83 dBm

SNR : 12 dB

Channel : 132

Last reported by this AP : 02/15/2024 17:22:44

3. S U8t RL0lA| OTA(over-the-air) ZI%I8 £ T8 & QIBEIX| 42 EBIZTH 2SS I 4
UELICH 04714 HIQIZH Ba0[RIES BEIE|E AUMA ZOIE BSSID 5 8LHE A& tod 2210l
QIE 91732 BaLICH



Frame 7: 395 bytes on wire (3169 bits), 395 bytes captured (3168 bits) on interface wlan@, id &
Radiotap Header v, Length 18
B02.11 radie information

PHY type: B882.1la (OFDM) (5)

Turbe type: Nen-turbo (@)

Data rate: 24.8 Mb/s

Channel: 132

Signal strength (dBm): -64

I{Z!o| RSSI 2t0l E&LICH &, HIQI7F 2Et0[AET} BElEl= HAMA Eol E22Mez bt
ol AU&LILCE.

4. HER|Z0M H|QI7} EEIOIMEE X7HE &= ChE O =I2 MRE HELI L S8X &3S
Moz Ho{FLch

[.I,. -J + DATA PROBES ASSOC AUTH  RTS/CTS  ACKs  NOBEACONS  BEACONS =< 4MUfs
N, Time Source Destination Protocal Channel  Length Inf
T3 8 BH : : 7 i

20"4-&2 15 cE:}Q?!‘l:dh B1 (c6:39:3. Acknowledgement, Flags
2024-02-15 18:13:59.488218 Cisco_7f:az:2f €6:39:31:4b:11:81 882.11 Authentication, SN=@, FN=8, Flugs—..,.
2024-02-15 18:13:59.488220 Cisco_7f:a2:2f (14:16:9d:7. B£02.11 Acknowledgement, Flags=. ao-E

2824-82-15 18:13:59.488226 ©6:39:31:4b:11:81 (c6:39:3. 802.11 Acknowledgement, Flags=.....a..l
2824-02-15 18:13:59,490844 CB:39:31:4b:11:81 Broadcast Basic Format; Type 1 LLC (Class I LLC); Wi

2024-02-15 18:13:59,491943 _7f:a2: 1 . Mknw'l.e{lgelent. Flags=

€6:39:31:4b:11:81 Qos ln‘l'l. 1'un:tion (No dm), su-nu, FN=0,
Acknowledgement, Flag:
2024-82-15 59,493002 Cisco_7f:a2:21 (14:16:9d:7f:a. €6:39:31:4b 802,11 Trigger EHT Basic, F'lag anann
2024-02-15 18:13:59.498011 c6:39:31:4b: 11:81 Cisco_7f:az:2f 882.11 132 313 Action No Ack, SN=B, FN=0, Flags=........
2024-02-15 18:13:59.500196 0.0.8.8 224.0.0.1
882.11 132 2 48  Acknowledgement, Flags=........

2024-82-15 :39:31:4b:11: B882.11
2824-02-15

2024-02-15 18:13:59. :39:31:4b:112 :39:3.. 892.11
20824-82-15 c6:39:31:4b:11: 81 _7fral: B82.11
2024-02-15 139, 139:31: i 239 892,11
2824-82-15 18:13:59, _Tfial: 139:31:4b: £62.11
2824-82-15 . isco_7f:a2:2 :16:9d: B82.11

2024-02-15 Cisco_Tfia2:2f (14:16:9d:7f1a. €6:39:31:4b:11:61 (c6:39:3.

- - O
. H|QI7} ClHIO|A EHE|
- HIQI7} HMA EOIE R
e 80211 BM AL|Z EAM 0l 2x| 514

« Cisco 7| X L CIRZC


/content/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_manage_rogue.html
/content/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_classify_rogue_aps_ewlc.html?bookSearch=true
https://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/80211/200527-Fundamentals-of-802-11-Wireless-Sniffing.html
https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
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