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<#root>
[cTient-orch-sm] [17558]: (note): MAC: 4203.9522.e682
Associ ation received.
BSSID dc8c.37d0.83af,
WLAN cwa

, STot 1 AP dc8c.37d0.83a0, BC-3802
[client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Received Dotll association request. Processing s

SSI D cwa
Policy profile: cwa-policy-profile
AP Nane: BC- 3802

, Ap Mac Address: dc8c.37d0.83a0 BSSID MAC0000.0000.0000 wlan ID: 1RSSI: -46, SNR: 40
[cTient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition:

S COINT -> S CO ASSOCI ATI NG

[dotll-validate] [17558]: (info): MAC: 4203.9522.e682 WiFi direct: Dotll validate P2P IE. P2P IE not pr


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
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<#root>
[dot11] [17558]: (info): MAC: 4203.9522.e682 DOT1ll state transition:

S DOT11 INIT -> S DOT11_MAB _PENDI NG <-- The W.C is waiting for ISE to authenticate the user. It does not

[client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_CO_ASSOCIATING -> S
[client-auth] [17558]: (note): MAC: 4203.9522.e682 MAB Authentication initiated.

Policy VLAN O, AAA override = 1, NAC = 1 <-- no VLAN is assigned as | SE can do that

[sanet-shim-translate] [17558]: (ERR): 4203.9522.e682 wlan_profile Not Found : Device information attri
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Session Start event called from SANET-SHIM
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Wireless session sequence, create context

[auth-mgr-feat_wireless] [17558]: (info): [4203.9522.e682:capwap_90000005] -

authc_list: cwa_authz <-- Authentication nethod |ist used

[auth-mgr-feat_wireless] [17558]: (info): [4203.9522.e682:capwap_90000005] - authz_list: Not present un
[c1ient-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_INI
[auth-mgr] [17558]: (info): [4203.9522.e682:unknown] auth mgr attr change notification is received for
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is recei
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is recei
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is recei
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Retrieved Client IIF ID 0x530002f1
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Allocated audit session id OELE140A0000000
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Applying policy for WlanId: 1, bssid : dc8
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Wlan vlan-id from bssid hdl 0

[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] SM Reauth PTugin: Received valid timeout =
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

MAB aut hentication started for 4203. 9522. e682

[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_AWA
[ewlc-infra-evq] [17558]: (note): Authentication Success. Resolved Policy bitmap:11 for client 4203.952
[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_MAB
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '

MAB_CONTI NUE

' on handle 0x8A000002

<-- | SE server connectivity has been tested, the W.C is about to send the MAC address to | SE

[caaa-author] [17558]: (info): [CAAA:AUTHOR:92000002] DEBUG: mTlist=cwa_authz for type=1
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<#root>
[radius] [17558]:
Access- Request
to
<i se-i p-addr>: 1812
id 0/
28

, len 415

<-- The packet is traveling via RAD US port

[radius] [17558]:
[radius] [17558]:

42039522e682

<-- MAC address that

[radius] [17558]:
[radius] [17558]:

servi ce-type=Cal |

<-- This indicates

[radius] [17558]:
[radius] [17558]:
[radius] [17558]:
[radius] [17558]:
[radius] [17558]:

nmet hod=nmab

(info): RADIUS: Send

H

1812. The "28"

is the

(info): RADIUS: authenticator e7 85 1b 08 31 58

(info): RADIUS: User-Name

(info): RADIUS: User-Password
(info): RADIUS: Cisco AVpair

Check

a MAC filtering process

(info): RADIUS: Framed-MTU

is attenpting to authenticate

[1]

[2]
[1]

[12]

(info): RADIUS: Message-Authenticator[80]

(info): RADIUS: EAP-Key-Name
(info): RADIUS: Cisco AVpair
(info): RADIUS: Cisco AVpair

<-- Controller sends an AVpair w th MAB net hod

[radius] [17558]:
[radius] [17558]:
[radius] [17558]:

(info): RADIUS: Cisco AVpair
(info): RADIUS: Cisco AVpair
(info): RADIUS: NAS-IP-Address

<wm -i p-addr> <-- W.C WM | P address

[radius] [17558]:

(info): RADIUS: NAS-Port-Id

[102]

[1]
[1]

[1]
[1]
[4]

[87]

14

2 E RADIUS AMA& 2 miZle

session ID and it is unique for every

ee 91 - 17 46 82 79 7d 3b c4 30

18 *

25

43
12

26
14

17

1485

18 ...

"audit-session-i1d=0E1E140A0000000C8E?2

"client-iif-id=1392509681"
"vlan-id=1000"

"capwap_90000005"



[radius]
[radius]

[17558]: (info): RADIUS: NAS-Port-Type [61]
[17558]: (info): RADIUS: Cisco AVpair [1]

ci sco-w an- ssi d=cwa

<-- SSID and WLAN the client

[radius]

is attenpting to connect

[17558]: (info): RADIUS: Cisco AVpair [1]

w an- profil e- nane=cwa

[radius]
[radius]
[radius]
[radius]
[radius]

[17558]: (info):
[17558]: (info):
[17558]: (info):
[17558]: (info):
[17558]: (info):

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Called-Station-Id [30]
Calling-Station-Id [31]
Airespace-WLAN-ID [1]
Nas-Identifier [32]
Started 5 sec timeout

32

32
19
6
9

802.11 wireless [19]

"dc-8c-37-d0-83-a0:cwa"
"42-03-95-22-e6-82"

1

"BC-9800"

ot

T: AV 42 ISE0M AR 5= "Attribute-Value"IL|CH. WLCO & & £ Ql= 0|2
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<#root>
[radius] [17558]: (info): RADIUS: Received from id
1812

/
28

<i se-i p-addr>
:0,
Access- Accept

, len 334

<-- The packet is traveling via RADI US port 1812 and is has a session ID of 28 (as a response to the abc

[radius] [17558]: (info): RADIUS: authenticator 14 0a 6c f7 01 b2 77 6a - 3d ba fO ed 92 54 9b d6
[radius] [17558]: (info): RADIUS: User-Name [1] 19 "

42-03-95-22- E6- 82

<-- MAC address of the client that was authorized by |ISE

[radius] [17558]: (info): RADIUS: Class [25] 51
[radius] [17558]: (info): RADIUS: Message-Authenticator[80] 18
[radius] [17558]: (info): RADIUS: Cisco AVpair [1] 31 0"

url -redirect-acl =cwa- ac



<-- ACL to be applied to the client

[radius] [17558]: (info): RADIUS: Cisco AVpair [1] 183 "
url-redirect=https://<ise-ip-addr>:8443/portal /[...]

<-- Redirection URL for the client

[radius] [17558]: (info): Valid Response Packet, Free the identifier
[eap-auth] [17558]: (info): SUCCESS for EAP method name: Identity on handle 0xB0000039
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

MAB recei ved an Access- Accept

for 0x8A000002
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '

MAB_RESULT

' on handle 0x8A000002
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Authc success from MAB,

Aut h event success
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<#root>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<< usernane 0 "42-03-95-22-E6-82">> <-- Processing username received from|SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<< class 0 43 41 43 53 3a 30 45 31 45 31 34 30 41 30 30 30 30 30 30 30 43 38 45 32 44 41 36 34 32 3a 62
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<<Message-Authenticator 0 <hidden>>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<<

url-redirect-acl 0 "cwa-acl"
>>

<-- Processing ACL redirection received froml| SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<<

url-redirect 0 "https://<ise-ip-addr>:8443/portal/[...]"



>>

<-- Processing URL redirection received froml SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< dnis 0 "DC-8C-37-D0-83-A0">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< formatted-clid 0 "42-03-95-22-E6-82">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< audit-session-id 0 "OELE140A0000000C8E2DA642">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< method 0 2 [mab]>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< clid-mac-addr 0 42 03 95 22 e6 82 >>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< intf-id 0 2415919109 (0x90000005)>>
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change not
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

Recei ved User - Nane 42-03-95-22- E6- 82

for client 4203.9522.e682
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

User profile is to be applied
. Authz mlist is not present,
Authc mist cwa_aut hz

,session push flag is unset
{wncd_x_R0-0}{1}: [webauth-dev] [17558]: (info): Central Webauth URL Redirect,

Recei ved a request to create a CWA session

for a mac [42:03:95:22:e6:82]

{wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [17558]: (info): [0000.0000.0000:unknown] Retrieved zone id
{wncd_x_R0-0}{1}: [webauth-dev] [17558]: (info): No parameter map is associated with mac 4203.9522.e682
{wncd_x_R0-0}{1}: [epm-redirect] [17558]: (info): [0000.0000.0000:unknown]

URL- Redi rect-ACL = cwa- ac

{wncd_x_R0-0}{1}: [epm-redirect] [17558]: (info): [0000.0000.0000:unknown]

URL- Redirect = https://<ise-ip-addr>:8443/portal/[...]

{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

User Profile applied
successful ly
for 0x92000002 -

REPLACE

<-- WLC replaces the user profile it had originally created
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<tfroot>

{wncd_x_R0-03}{1}: [mm-client] [17558]: (debug): MAC: 0000.0000.0000 Sending pmk_update of XID (0) to (M
{wncd_x_R0-0}{1}: [cTlient-auth] [17558]: (note): MAC: 4203.9522.e682

MAB Aut hentication success

{wncd_x_R0-0}{1}: [cTient-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi

S_AUTH F_MAB_AUTH_DONE

{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Processing MAB authentication

CO_AUTH_STATUS_SUCCESS

WLC7} 2Et0[2AEo| 212 852 EHLICH

olx| ZztolIETH ISE0 2l QIS EIT SHHE ACLO| MEEIQie =2 WLCE 22to[giEo] 9z
ghg EHLICH oK AHZRHE WEQIT ol A& dZ4E £ QlaLch

<{froot>

{wncd_x_R0-0}{1}: [cTlient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C
{wncd_x_R0O-03}{1}: [dotll] [17558]: (debug): MAC: 4203.9522.e682 dotll send association response.

Sendi ng associ ati on response

with resp_status_code: 0

{wncd_x_R0-03}{1}: [dotll] [17558]: (debug): MAC: 4203.9522.e682 Dotll Capability info bytel 1, byte2: 1
{wncd_x_R0-03}{1}: [dotll-frame] [17558]: (info): MAC: 4203.9522.e682 WiFi direct: skip build Assoc Resp
{wncd_x_R0-03}{1}: [dotll] [17558]: (info): MAC: 4203.9522.e682 dotll send association response. Sending
{wncd_x_R0O-0}{1}: [dotll] [17558]: (note): MAC: 4203.9522.e682 Association success. AID 1, Roaming = Fa
{wncd_x_R0-0}{1}: [dotll] [17558]: (info): MAC: 4203.9522.e682 DOT1l state transition: S_DOT11_MAB_PEND

S_DOT11_ASSOCI ATED

{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682

Station Dot 11 association is successful

|—
N
ro
Ol
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<#root>
{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682

Starting L2 authentication

. Bssid in state machine:dc8c.37d0.83af Bssid in request is:dc8c.37d0.83af

{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C
{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682 L2 WEBAUTH Authentication Successf
{wncd_x_R0-0}{1}: [cTlient-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi

S_AUTHI F_L2_WEBAUTH_DONE

{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682

L2 Aut hentication of station is successfu

., L3 Authentication : 1

olole &2

<tfroot>

{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (note): MAC: 4203.9522.e682 Mobility discovery triggered. C
{wncd_x_R0-0}{1}: [cTlient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C
{wncd_x_R0O-0}{1}: [mm-transition] [17558]: (info): MAC: 4203.9522.e682 MMIF FSM transition: S_MA_INIT -
{wncd_x_R0O-0}{1}: [mm-client] [17558]: (info): MAC: 4203.9522.e682 Invalid transmitter ip in build clie
{wncd_x_R0O-03}{1}: [mm-client] [17558]: (debug): MAC: 4203.9522.e682 Sending mobile_announce of XID (0)
{mobiTityd_R0O-03}{1}: [mm-client] [18482]: (debug): MAC: 4203.9522.e682 Received mobile_announce, sub ty
{mobiTlityd_RO-03}{1}: [mm-transition] [18482]: (info): MAC: 4203.9522.e682 MMFSM transition: S_MC_INIT -
{mobiTityd_R0O-0}{1}: [mm-client] [18482]: (debug): MAC: 4203.9522.e682 Add MCC by tdl mac: client_ifid
{mobiTityd_RO-0}{1}: [mm-client] [18482]: (debug): MAC: 4203.9522.e682 Sending capwap_msg_unknown (100)
{mobiTityd_R0-03}{1}: [mm-client] [18482]: (debug): MAC: 0000.0000.0000 Sending mobile_announce_nak of X
{wncd_x_R0-03}{1}: [mm-client] [17558]: (debug): MAC: 4203.9522.e682 Received mobile_announce_nak, sub t
{wncd_x_R0-0}{1}: [mm-transition] [17558]: (info): MAC: 4203.9522.e682 MMIF FSM transition: S_MA_INIT_W.
{wncd_x_R0O-03}{1}: [mm-client] [17558]: (info): MAC: 4203.9522.e682 Roam type changed - None -> None
{wncd_x_R0-0}{1}: [mm-client] [17558]: (info): MAC: 4203.9522.e682 Mobility role changed - Unassoc -> L
{wncd_x_R0-0}{1}: [mm-client] [17558]: (note): MAC: 4203.9522.e682 Mobility Successful. Roam Type None,
{wncd_x_R0-03}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Processing mobility response f
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS add mobile cb
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-03}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682 ADD MOBILE sent. Client state flag
{wncd_x_R0-0}{1}: [cTlient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C

S_CO DPATH_PLUMB_| N_PROGRESS

{wncd_x_R0-0}{1}: [dotll] [17558]: (note): MAC: 4203.9522.e682



Client datapath entry paranms

- ssid:training_cwa,slot_id:1 bssid ifid: 0x0, radio_ifid: 0x90000003, wlan_ifid: 0xf0400001
{wncd_x_R0-03}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS dpath create params
{wncd_x_R0-03}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-03}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-03}{1}: [avc-afc] [17558]: (debug): AVC enabled for client 4203.9522.e682
{wncd_x_R0-0}{1}: [dpath_svc] [17558]: (note): MAC: 4203.9522.e682

Client datapath entry created

for ifid 0xa0000001

%3 AR HEQIE EFMET| Q6H IP TA7F ZRsHL|CH DHCP Z2MAE HEILICH Al
K74 OOl AR D SHE IP FAE 7|U5ls A< DHCP ZZMAE AL{ELICH AF2XHIHIP
FAE PUE = RE BR 25 MEBXs ¥l ZTHE £ £ U&aLICH OZX| doH S EHAE

HEILICH

1. DISCOVER I{Z!2 Al 7}s58 DHCP AMHHE % 7| 2|5l ¢472 2 2I0|¢EM HEEFHAE
2 M&E Ut

2. At2 7}5 8t DHCP M7} Q= 222 DHCP AMH{= OFFERE SE8fLICt. O] AH|A0 =
A ZCiOo|HEN ST IP T4, 2lA Azt So| ME 7 ZeEUCt o st DHCP AE{0d| A
o2 OFFERE &2 # U&LiCt

3. 2CI0|MEE= M & StLt2| OFFERE 35t MEHSH IP 401 CHE REQUESTZ SH
ghlct

4. OtX|2fS 2, DHCP M= M IP =471 €2 & Zet0|HEd ¢ Al 2Lt

WLCE ZEI0|HETLIP FAE B2 YHES =ZELICH

<#root>
{wncd_x_R0-0}{1}: [cTlient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C

S CO_ | P_LEARN | N_PROGRESS

{wncd_x_R0-03}{1}: [client-iplearn] [17558]: (info): MAC: 4203.9522.e682 IP-learn state transition: S_IP
{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi
{wncd_x_R0-03}{1}: [auth-mgr-feat_dsensor] [17558]: (info): [4203.9522.e682:capwap_90000005] Skipping DH
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface capwap_90000005 on vian 1000

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface capwap_90000005 on vlan 1000

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682
{wncd_x_R0-03}{1}: [auth-mgr-feat_dsensor] [17558]: (info): [4203.9522.e682:capwap_90000005] Skipping DH
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface capwap_90000005 on vian 1000

S| SF_DHCPDI SCOVER



, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522
{wncd_x_R0-0}{1}: [sisf-packet] [17558]:

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info):

SI SF_DHCPOFFER

.e

(info): TX:

.e

RX:

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC:

{wncd_x_R0-0}{1}: [sisf-packet] [17558]:
S| SF_DHCPOFFER,

giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC:
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info):

SI SF_DHCPOFFER

(info): TX:

682

DHCPv4 from interface

682

DHCPv4 from interface

4203.9522.e682

DHCPv4 from interface

4203.9522.e682

RX:

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC:

{wncd_x_R0-0}{1}: [sisf-packet] [17558]:

SI SF_DHCPOFFER

(info): TX:

DHCPv4 from interface

4203.9522.e682

DHCPv4 from interface

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682
(info):

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[auth-mgr-feat_dsensor] [17558]:
[sisf-packet] [17558]: (info):

SI SF_DHCPREQUEST

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522
{wncd_x_R0-0}{1}: [sisf-packet] [17558]:

SI SF_DHCPREQUEST

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info):

SI SF_DHCPACK

.e

(info): TX:

.e

RX:

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC:

{wncd_x_R0-0}{1}: [sisf-packet] [17558]:

SI SF_DHCPACK

(info): TX:

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC:

{wncd_x_R0-0}{1}: [cTlient-iplearn] [17558]: (note):
Client IP learn successful. Method: DHCP

IP: <end-user-ip-addr>

{fwncd_x_R0-0}{1}: [epm] [17558]: (info): [0000.0000

{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203

682

DHCPv4 from 1interface

682

DHCPv4 from 1interface

[4203.9522.e682:
RX: DHCPv4 from interface

4203.9522.e682

DHCPv4 from 1interface

4203.9522.e682
MAC: 4203.9522.e682

capwap_90000005 on vlan 1000

vlan 1000 Src MAC

Tw0/0/0 on

vlan 1000 Src MAC

Tw0/0/0 on

vlan 1000 Src MAC

Tw0/0/0 on

vlan 1000 Src MAC

Tw0/0/0 on

capwap_90000005] Skipping DH
capwap_90000005 on vlan 1000

capwap_90000005 on vlan 1000

Tw0/0/0 on vlan 1000 Src MAC

Tw0/0/0 on vlan 1000 Src MAC

.0000:unknown] HDL = 0x0 vlan 1000 fail count O dirt
.9522.e682:capwap_90000005] auth mgr attr change not

MAC: 4203.9522.e682 IP-learn state transition:

{wncd_x_R0-0}{1}: [cTlient-iplearn] [17558]: (info):
{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug):
| PLEARN_METHOD_DHCP

L3 Q& AlZ

2|5 ABRITHIP FAE HfoDE 13052 st

S_IP

MAC: 4203.9522.e682 Received ip learn response. me

o=z

El
=

X|El CWAR A|ZHE|L|CE



<tfroot>

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[cTient-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Triggered L3 authentication. s
[client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C
[client-auth] [17558]: (note): MAC: 4203.9522.e682

L3 Authentication initiated. CM

XM IP FAEAE

idE A& TIdstedsd ECH0IE T 2712 ARP 2 E & sHof & LICt.

1.CHE ARO[ IP FAE 7HK| 1 UX| t2 K| QIR LICH =|F AFSXE2| IP A0 CHEF ARP 3[4
ol e B B2E P FAULICH

2. HO|ESOo|o HAZEE = Ue=X| &lELICt ol ZCI0|HMET HEKIHM LIL = JUEE 5
7| |8t ZdelL|Cct. ARP 3|A12 HO|E 0|0 A 7FA{2toF &rL|Ct.

<tfroot>

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_RO-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_RO-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_RO-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi
[sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 S
4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP target IP:
[sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 S
4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP target IP:
[sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 S
4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP target IP:
[sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 S
4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP target IP:
[sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 S
4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP target IP: <
[sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 S
4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP target IP: <
[sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 S
4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>, ARP t
[sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 S



ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_RO-0}{1}:

REPLY,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

dca6.32d2.e93f
[sisf-packet]

dca6.32d2.e93f
[sisf-packet]

4203.9522.e682
[sisf-packet]

ARP target MAC: 0000.
(debug): RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug): RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug): RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug): RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug): RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug): RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug): RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

9522.

ARP

9522.

ARP

0000.

ARP

0000.

ARP

9522.

ARP

9522.

ARP

0000.

ARP

0000
from

0000
from

0000
from

0000
from

0000
from

0000
from

0000
from

€682
from

e682
from

0000
from

0000
from

e682
from

e682
from

0000
from

+

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <dhcp-server-ip-addr>, AR
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <dhcp-server-ip-addr>, AR
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S



ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REPLY,

ARP sender MAC:

4203.9522.e682
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

000c.290e.1c37
[sisf-packet]

000c.290e.1c37
[sisf-packet]

dca6.32d2.e93f
[sisf-packet]

dca6.32d2.e93f
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682

ARP target MAC: 0000.
(debug): RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug): RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug): RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug): RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug): RX:

[17558]:

ARP target MAC: dcab6.
(debug): TX:

[17558]:

ARP target MAC: dcab6.

= il 04Z4: 2210|MES} HEQS

0000.

ARP

9522.

ARP

9522.

ARP

0000.

ARP

0000.

ARP

9522.

ARP

9522.

ARP

0000.

ARP

0000.

ARP

32d2.

ARP

32d2.

0000
from

e682
from

e682
from

0000
from

0000
from

e682
from

e682
from

0000
from

0000
from

e93f
from

e93f

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: 10.20.30.17, ARP target I
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: 10.20.30.17, ARP target I
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <dhcp-server-ip-addr>, AR
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <dhcp-server-ip-addr>, AR
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t

O Ao 2T AL XHE MAC FAE S3H ISE0] CHal 2B =|AXIEH of & 25| AS EIX| 2F Y
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QIx|iL|Ct. o] A|&7HR|E ACLO| ALK&
2olo|olEE

LS = I
CoA ZEMAE AIZHStD Z2}0|od
ZH|s}

| x4535ﬂl_
ACLO| { 0| At E|X| et &Lt
22{3tLICH WLCE &8 TS

CHZ 2 WLC 74 9| "CoAo] CHEH X[ 4"
LICt. 2|5 E2I0|¢MEI ZHE 2 o=
ZEZ P|C|2MEE Zd8e 0| 7| 2 UL|Ct ol E2I0|HE =
EE NelEst7| flsh 221" I ASE X3 3HE 2
1 ISEO]| HMEELICH

Fehqoll ool RHEFEIX] 8fR

N

El: CoAE ZE 17002 AISELICH &
<#root>
{wncd_x_R0-0}{1}: [caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER:92000002]

Processi ng CoA request

under CH-ctx.
| SE requests the client to reauthenticate

<- -



{wncd_x_R0-0}{1}: [caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER:92000002] Reauthenticate request (0Ox
{wncd_x_R0-03}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

MAB re-authentication started
for 2315255810 (4203.9522.e682)
<-- | SE requests the W.C to reauthenci ate the CoA

{wncd_x_R0-0}{1}: [aaa-coa] [17558]: (info): radius coa proxy relay coa resp(wncd)
{wncd_x_R0-0}{1}: [aaa-coa] [17558]: (info):

CoA Response Details

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << ssg-command-code 0 32 >>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << formatted-clid 0 "4203.9522.e682">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << error-cause 0 1 [

Success
I1>>

<-- The WLC responds with a sucess after processing the packet to be sent to I SE
[aaa-coa] [17558]: (info): server:10.20.30.14 cfg_saddr:10.20.30.14 udpport:64016 sport:0, tableid:0ide

[caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER]

CoA response sent <-- The WLC sends the CoA response to |ISE

ISEO]| CHEF & Hml 15

ﬂ

= B2 001 A AIEHSHR| 2E&LICH 0|7d0| HEZ CoAS| EIILICH A2 -g A2 g/rE= AV
Eh:'—l% | APRXWW ME £ QlCh A #Hm| Access-Acceptoil M EF2 ACL 2! Z2|C|3M URL2
o4 =B AL Xtol|Hl FAIE[X| & LICEH

WLC7} ISEX| 2™ ™E
WLCE =238t ALKt O|&/H|LHS =& ar &7 ISE0| AH RADIUSAccess- Requestpacket%

S8HLICH 22{8 A MAB @15 0] E2|7En, ISE7} 0l0| Zl0IHEE ¢ 1 Qoo A LM
2ol M ELICHOdl: Access Granted).

<#root>
{wncd_x_R0-03}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '
MAB_REAUTHENTI CATE

' on handle 0x8A000002
{wncd_x_R0-03}{1}: [caaa-author] [17558]: (info): [CAAA:AUTHOR:92000002] DEBUG: mlist=cwa_authz for type:
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Send

Access- Request
to

<i se-ip-addr>: 1812



id 0/
29
, len 421

<-- The packet is traveling via RADI US port 1812. The "29" is the session ID and it is unique for every

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: authenticator c6 ae ab d5 55 c9 65 e2 - 4d 28 01 75
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:

User - Nane
[1] 14 "
42039522e682

<-- MAC address that is attenpting to authenticate

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: User-Password [2] 18 *
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
Cisco AVpair

[1] 25

"service-type=Call Check" <-- This indicates a MAC filtering process

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Framed-MTU [12] 6 1485
{wncd_x_R0-03}{1}: [radius] [17558]: (info): RADIUS: Message-Authenticator[80] 18 ...
{fwncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: EAP-Key-Name [102] 2 %

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1] 43 "audit-session-id=0
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:

Ci sco AVpa

r [1] 12

"met hod=mab" <-- Controller sends an AVpair with MAB net hod

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1] 26 "client-iif-i1d=1392
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1] 14
vlan-id=200"

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
NAS- | P- Addr ess
[4] 6

<wm -i p-addr> <-- W.C WM | P address

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: NAS-Port-Id [87] 17  "capwap_90000005"
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: NAS-Port-Type [61] 6 802.11 wireless [19
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:

Cisco AVpair

[1] 30



"cisco-wW an-ssid=cwa" <-- SSID and WLAN the client is attenpting to connect

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
Cisco AVpair
[1] 32

"w an-profil e-nane=cwa"

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Called-Station-Id [30] 32 "dc-8c-37-d0-83-a0:
{wncd_x_R0-03}{1}: [radius] [17558]: (info): RADIUS: Calling-Station-Id [31] 19 "42-03-95-22-e6-82"
{wncd_x_R0-03}{1}: [radius] [17558]: (info): RADIUS: Airespace-WLAN-ID [1] 6 1

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Nas-Identifier [32] 9 "BC-9800"
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Started 5 sec timeout

ISE7F WLC 2%0f &

ISEE H& X 3|8 =&5tH, A8 ALEX}
SES T WLANO| CHEF E210|0E A e
ISEO| FEE B F7I 72 2/Ees AV A
ElL|cH

U x[5HH ISE= WLCO| CHA|
9_I AEX} O|F 2 gtetgct.
2 Access-Accept0l| E Al

<#root>
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Received from id

1812/ 29

<i se-i p-addr>
:0,
Access- Accept

, len 131

<-- The packet is traveling via RADI US port 1812 and is has a session ID of 29 (as a response to the abc

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: authenticator a3 b0 45 d6 e5 le 38 4a - be 15 fa 6b
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:

User - Name
[1] 14 "
cwa- user name

<-- Username entered by the end client on the portal that was shown

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Class [25] 51 ...
{wncd_x_R0-03}{1}: [radius] [17558]: (info): RADIUS: Message-Authenticator[80] 18 ...
{wncd_x_R0-03}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1] 22 "profile-name=Unknown"



{fwncd_x_R0-0}{1}: [radius] [17558]: (info): Valid Response Packet, Free the identifier
{wncd_x_R0-0}{1}: [eap-auth] [17558]: (info): SUCCESS for EAP method name: Identity on handle OxEE00003
{wncd_x_R0O-0}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

MAB recei ved an Access- Accept

for 0x8A000002
{wncd_x_R0O-0}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '

MAB_RESULT

' on handle 0x8A000002
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Authc success from

MAB, Auth event success

ISEO| M $£=AISH HEO|WLC Z2MA

of

FEHEE ChAl XME[ELICH ISEXM &2 M 2= ArE X0 Cist &= CHE
gfLICH.

WLCE ISEOA =2
REPLACE &g =

r

0%

<#root>
[aaa-attr-inf] [17558]: (info):

<< usernane 0 "cwa-usernanme">> <-- Processing usernane received froml| SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< class 0 43 41 43 53 3a 30 45 31 45 31 34 30 41 30 30 30 30 30 30 30 43 38 45 32 44 41 36 34 32 3a 62
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<<Message-Authenticator 0 <hidden>>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< dnis 0 "DC-8C-37-D0-83-A0">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< formatted-clid 0 "42-03-95-22-E6-82">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< audit-session-id 0 "OE1E140A0000000C8E2DA642">>
{wncd_x_R0-03}{1}: [aaa-attr-inf] [17558]: (info):
<< method 0 2 [mab]>>
{wncd_x_R0-03}{1}: [aaa-attr-inf] [17558]: (info):
<< clid-mac-addr 0 42 03 95 22 e6 82 >>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< intf-id 0 2415919109 (0x90000005)>>
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change not
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change not
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

Recei ved User - Nane cwa- user nane

for client 4203.9522.e682
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

User profile is to be applied.
Authz mlist is not present,
Authc mist cwa_authz

,session push flag is unset



{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

User Profile applied

successful ly
for 0x92000002 -

REPLACE <-- WL.C replaces the user profile it had originally created

L3 Q5 2=

OlA| 2|5 AtEXI7} X|HE CIo|EZ QB ERI&ELICH L3 215 (H 215)0| 2t 2 EIAR&LICH

<#root>
{wncd_x_R0-0}{1}: [cTlient-auth] [17558]: (note): MAC: 4203.9522.e682

L3 Aut hentication Successful

. ACL:[]
{wncd_x_R0-0}{1}: [cTient-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi

S_AUTH F_WEBAUTH_DONE

{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS add mobile cb

{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682 ADD MOBILE sent. Client state flag
{wncd_x_R0-0}{1}: [errmsg] [17558]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE: Username entr

cwa- user name
) joined with ssid (
cwa

) for device with MAC: 4203.9522.e682 <-- End user "cwa-username" has joined the WLAN "cwa"
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute : username 0 "

cwa- user nane

"]

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute : class 0 43 41
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute :bsn-vlan-interface-name 0 "MGMT"
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute : timeout 0 1800 (0x708) ]
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS run state handler

2|3 AHEAE7F WLCOI| M RUN &fEfod| =& &t

Ox|o 2, AF2K}7}F @13 E| T WLANO|| A ZAE L|C},

<ffroot>



{wncd_x_R0-0}{1}: [rog-proxy-capwap] [17558]: (debug):
Managed client RUN state

notification: 4203.9522.e682
{wncd_x_R0-0}{1}: [cTlient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C

S_CO RUN

CWA & 2% - EPC(Embedded Packet Capture)

EPCE= WLCO|AM &I ZHAME £+ Q
IHZ!E EAIEFLICE $X g
LAN Controllerdi A £

2! HMZ M WLCE ShtstHL WLCHIM A dElE 2 E
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3 27 o|HE AESAALL,

)||
i

HH 1z orr
o

X1 gy 473 Z2to|1E S} ISE M

A ! HA™ olOlx|el 1P FATE AKX ER&LICH & 2 EAIFLICH


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture
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Frame 1351 388 Bytes on wire (7504 bits), 388 bytes captured (754 bits)
Ethernet II, Sre: Cisce 55:551ch (f4:bd:0e 156:550eh), Dst: Cisce SBI04174 (42177:6d150184174)
802,10 virteal LAN, PRI: @, DEI: @, I0: 108

Tnternet Pratocsl Wersien 4, Sre: SUURED-addrs Dit: cdestination-i-adde

Urer Datagram Protocol, Src Port: 3247, Dit Port: 2170

Control and Provislening of Wireless Access Polats - Dete

TEEE BO2.11 Qos Duts, Flags: ......F.
Loghcal-Link Control

Internet Protocel Wersien 4, Sroi ini-rmchmd-sddeDstl

Trassmissien Ceatrel Pretocsl, See Port: B8, Dst Port: 5886, Seqr 1, Ak 132, Len: 848
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[HTTP response 1/1]
[Time since request: &.0000NN seconds]

[hequest in frame: 123]
[hequest LAT: hrtps//eaptive. sgple.com/hotspat-denect. htal]

File Bata: 545 bytes
Line-based text dats: text/Mtsl (9 lines)
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ote miZlo| ISEQ} C|HFO|A Ztol mEHEILICEH. E2}0|21E hello, MBE hello 50| 04701 = &H=E]L]
Ct. 047|M ISEE Z2t0IUE| AL} O|F X HILHEZE 251, ISE MM 7 EE ofhof|
SOt}

CoA 27%/CoA &9

AR QEE 2 E 0|EE =5t ISEx= AL Aol HEt 504% B145t7| @IsH HEE2{of
CoA 28 EHLICH NAC 4E, CoA X[ ST Z0o|WLCS| 2E Z0| o 4CHE L HE B2
WLCE CoA £2/(CoA ACK)2 MEELICH K| pfe®™, WLCE CoA H|-& 2/ (CoA NACK) 2
MEE 4 UL B35 CoA ACK E TS 6HX| eteLt.
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952 A|ES=E MAC =
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HEEZ7 MAC ZEIR Z2MAE LIELYZ| 2/5H ISEEZ 2 AV 4
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M Access-Accept THZ! £ 44

1. =1 o| O|& LLCt.

2. EAE ZTEHO|M =E Zto|HE T} Ql2dst AR K} 0|5,
EMI stH ZCI0IHENM MER Z 28 A HAETI S™ELICH ECI0|HE T} QIE{U 044
S sol3iom O|N| ZEHS &= 4 QL

E_II_I\I\—I_ =22 =2

SLICHAIE st EX[ol el ZHE KIS22 HE & US).
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