WLC(Wireless Lan Controller) 9800 !
ISE(Identity Services Engine)= CWA(Central
Web Authentication) =Xl sHZ&

=Rt
|
HHZd M-

QlH}X40| EM-: }\|:27;|:7|: 270l I O|X|2 2|C HAE| K| oF& || EI:-
1 - =4 B RADIUS O|50.| A-l_T'_%HQL‘U

2-WLC7t Zc[3M URL 2/ ACLE AL

3- 2lc|2iM ACLO| F=tstL|t?

4-ZCl0oQEJI YOS HE ZOZ O|SE[/USLII?

5- WLCO|AM DHCP 2! DNS EZHES &{&FtL|7}?

6 - DHCP A7} DHCP Discover/RequestE £ AISHLITE?

7- K= 2lC|EMo| S8 (72
8
9

- 2etexo] 2391 Ho|X|7t & AE|X| oF& L2

10 - 2321 H0|X|7} 04FS| 2EEE|X| I ELIT?

11 - OIE}\jE OlgH Eol- O: H}Q H}-Aﬂgth ole= =lo-lol|_7)|:?
12-HAE 230I0f| AMufstL (72

13- 2739212 MZ S X|0F RUNSZ O|S35HX| A& LI?

14 - COA Aluj?

o

b

)|

0| 2 Mol = WLC 9800 & ISE0 A CWA(Central Web Authentication)2| EX|E A5 Wi
off CHaH AdEELICt.

HiE %

02

X 7HQ! HR|7H 4R Lg* I M HMA Eotg 3= HET 2R
St FM UHERZE MENEHLICH

ol EMoME CWAS| 5ELE XMoo 2 MT{ELICE O|E Ciscool ¥&E O|x|E YOI &2
Aol EE—IE#%'OH T 20| ot

Ol ZZMAC| AUtxQl uhed CWALL BT 218 £El6te W, o33t
Efjz 522 =0lst7| /s WLCOH| & %:r I BRE S Rste wHe AnEL o

rr
1o
M
2
|0
!
0
2
>
i
Pl
oo



CWAE AL XI7H 7HQl & XI(BYODEILE &8 AL&stod BlAL IE Q0] A

A OIC 2 ;I.h
= T AAL=T O
Z|ALo| 7HE UBtA Q1 Lot
2 E UHES3 ZEIR7F TAC 70|12 E &7 Mol EME sidsto| fls =& = JUs iHd Yy
2 EX 2 Ao Aol [A&LICEH
ChE2 CWA mZ! & lLct
Client AP WLC DHCP Server DNS Server ISE

| | | |

B

).
s
E=]
2
m
o
o
cC
w
o
o



DHCP Server DNS Server

Client

=1 #Hrl 934 2 RADIUS @IF

DHCP Server DNS Server ISE

HE=|
=

ol

5%
Y
o
ro
ro
mju
o
o
e
[m
n
o
o
[>
Ho
02
=
tR
rr
i
Tl
40
Rl
2
x
Of
S
Hl
um
om
Ral
i

A&3tod &

0:

EY Qo CH3 HTTP GETE s&SIES AFM T2 21U E CHFO|A OS7F U&LICH

0

- Apple = captive.apple.com
. 9FE 2 0|E = connectivitycheck.gstatic.com
- Windows = msftconnectest.com

i
o

HetRXME & i o]l AALE &L



» Chrome = clients3.google.com
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WLC VLAN 2! switchport EE 3 74| a0l DHCP MEUIE & elgfLCt.

WLC1#show vian [ Server Manager
AN ) P -
VLAN Name Ports (€))~  Server Manager * DHCP
1 default active Gi2, Gi3 =
g Shwis nctive Dashboard T! SERVERS
3 e - I# Dashboar servers | 1 tota
11 mgmt active i Local Server e
Wi All Servers
WLC1#show ip int br i@l ADDS
nEert - 3 d Stat % =
I.. .er.lue 1P .-\d-dres.s OK? Method Status Protocol i DHCP
GigabitEthernetl unassigned YES unset up up a
GigabitEthernetl unassigned VYES unset down = DNS
GigabitEthernet3 unassigned YES unset down
Vlanl unassigned YES NVRAM diown
Vian2 198.19.2.2 YES NVRAM up up
Vlan3 198.19.1.2 YES NVRAM up up
Vianll 1598.19.11.18 YES NVRAM up up

— If DHCP server is on different subnet
we need ip helper address on SVI

Current configuration : 189 bytes

interface Vlan3
description guest
ip address 198.19.1.2

no mop sysid
end

VLAN, AQ|x|ZE 2l DHCP MEU!

VLAN 30| WLCO| /2 VLAN 301 CHEt SVIE UX|ZFDHCP M IP FAE &0lg e ClE M
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Edit Policy Profile

k.
WLCl#show run int vian 3
Building configuration...
Adtvanced
Current configuration : 141 bytes WLAN Timeout Fatrc Pratie O
! Timeout ( 10 Lk u]

interface Vlan3
description guest

ip address 198.19.1.2 el ¢ N
l ip nelper-address 198.18.133.1 ] " 0 e User Defined (Private) Notwork
s LA e O _

N (m]
no mop sysid ) o ) o
end =] DMS Laywr Security
! v A 198.18.133.1
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Am ;@ ERBEce=EFiSEaaqD
iy 3 dhsplay fiter ¥ =11+
Ho. Time: Destraton Prosscl  Leng® Info 3 Frame S: 355 bytes on wire (2040 bits), 355 Bytes captured (2050 bits)
1 328100 WE.IE.265, 155 DR 438 DHCP Dlocover . Teamihctisn ID BxICaadne ? Ethernet &I, Srci were f "' (0 “ 17:00:83), D5Ti Cisco
195, 155.255. 155 DWCP ¥52 DHCP Discover » Transaction ID @xdcsadrc » B350 Vieteal Lin, PRI
198,18,233.1 PP 143 DP Discover - Transaction T2 BICHITC » Internet Prototol versios 4, 91 156, u 10,1, Dit: 199.19.1.2
198.12.233.1 L 143 DHCP Discover - Tramiaction ID Sxdcsdnnc * wier betagrem Frotecel, Sne Perti 67, 0% Porti 67
| 190.19.2.2 DecP 355 DHCP Offer - Transaction I Gxicaarc || ¥ Exacibealesaipuatan(ersberol i )
1982802 P 355 DCP Gifer - Tremsaction I exBCITC hetsage type: Boot meoly (1)
190.19.1.10 DecP W5 DHCP Offer - Tramiaction ID Bxdcsdne Herdware Typt: Echernet (R}
198.19.3.21 P Il WP Offer  « Tramgaction ID GxICeTc Hicdabre paseiL L 6
95,355.255.255  DP 49 DoCP Reguest - Transaction Io exiceNRc Wops= @ )
96,755,255, 155  DeCP 62 [WCP Reguest - Trangactisn ID Gxicaainc Transactien To: s
S2T549, 354076 39,09 0.2 198,38,300.3 o 153 DRCP Reguest - Trampacticn ID GxICHNTC "“‘“: Elspiet: &
Ti40, IEEMED AN ED.1.3 HIRTHTIEY (23] FES PP Reguest - Tranpaction ID SxicaNITc » Booto flagi: W (walchit}
13 1923-01-13 17517549, 16981 199, 1901933 P WSS DMCP ADE - Trassaction ID @xicsaie Glie=t TP dreds: @,
14 JII-01-10 1751754, 155990 199, 199,38.3.2 P WSS P ACK - Tramiactisn ID @IS ¥ewr [elieAt) IP addfeRi: 198.19.1.11
15 32I-01-10 1TIIToAN. ISEATE 199, 198.39.3.13 P S5 DHCP ALK - Trassaction ID @xiceadTc WXt B IF B2ar: 18,2031
16 123-01-10 17527549, 156975 199.19.1.2 199,193,110 P &T1 P ADE - Trassactisn ID @xicsaITe Relay ageet TP addre 37,23

Cliest Mag pddress: S7:RA06R (F2:8410157 184:60)
CREet Rarduare address paddicg: POPIPMIRISIIRIIOIN
HHEer POiT ras RSt Ehvin

Bt file nise Aot given

Full DHCP exchange and DHCP
server offering IP and DNS servers

ragic cookie: pecP
Optisa: ($3) O=CP Matiape Type (odfer)
Lengeh: 1
pcr: offer (2

: (33 subeet mask (295.395.355.9)
(58] Renewal Tise valew

i59) mebinding Tise valet

(51) IF addreds Leddie Tis

&
H

i (3) mowrer

g

! (4} Damain NaBE Sefved
Length: ¥
Domain mam Server:
Demalin Wadet Sefver: 199,

> option: (1) Domein Neme

b+ optise: (386) nd
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™ Source Protocal % Freme 311 170 bytes on wire (1368 Bits), 171 bytes captured (1363 bits)
31 39T1-81-10 1710434004508 190.15.1.01 s uEry A - a= » EUnernet II, Sro: wesare_f7iDeied [ee: F7:00:0d), Oot: Clsco_@4:06:Ff (Mileiféiesa
T 34, 004505 195.19.1.11 [ 53 STndnd query Sabdls A cosmectivitycheck.gitatic.com > §92.19 ViFtusl LW, PRI 8, DEI
' 34585 198.19.1.11 s 156 StANGArd query BxTisb A www, poogle.con » Internet Protocol versios 4, Sre: 2, e.l 51 91, Dit: 198.19.11.18
H 34586 158.15.1.51 BB s 78 Skandard query Ex¥iab A wew.google.con 3 User Dstagrom Protocol, Sec Port: 5256, Dit Parts 5247
-l— 195.19.1.11 o 109 SEandied query response Gubdla A comertivEtycheck.gstatic.com A 142.151.163.9¢ [| 7 Contrel sad Frovisioning ﬂ‘.'ﬂﬂl‘“ Access Peints - Data
- 190.39.3.11 oo 175 StAndird quEry FeSPORSE BBA1S A CoRMeCTIVETYCheck.gRTATIC.C0M A 142,251,363 ,94 [ ¥ EOKE 882.31 Qo Data, Elags: .......T
198.39.2.11 s 174 Standard query resposie BTIh A wew.pocgle.con A 172.251.51.047 A 172.253.63.9 | 7 Logicel-Link costrol
198.19.1.11 s 240 Standerd query responte WTlsb A wwd.poogle.tom A 172.363.61.147 A 171.153.63.99 » Enbernet Protocel version 4, S BREAR.LL, D3t 4-!-l-8
b iser Batagrem Frotecol, Src Port: 3P4, Bst Port:
» Bosaln wame Systes (guery)
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Z20|MEJI TCP SYNS ZE 8022 M&s5 1 WLCYE 0|2 7I2/MEX| &QlgtLct.
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Lengt 1ok 1[> Frome 687 156 bytes on wire (3248 Bdts), 456 bytes captured (1248 bits)
9.1.11 156 Standerd query Bmilie A& www,poogle.com > Ethernet II, Src: Vsre_fTibeied (89 iEfTEbeced), Dst: Chsco_:ee:ff (Mecle:fe od
91,11 78 Standerd query @midbe A w, foogle.com B2, Virtwal LN, PRI: 9, REI: 8, 1
9.1.11 171 Stiabrdl ery Refed A St tycheck. pitatic.com Ieternet Protocol version 4, S «67.57, Bst: 196.19.11.08
93 Standard query Bxafcs A comnectivitycheck.gstatic.con = ey Lt g s Lo
170 Stand S5t A aiet, shimgrisienclond, con » Gomtrol And Provisioning of wireless dccess Points - Dats
32 Stand ¢ BBS A iset.semdenprisionclond. com } TEEE 03,11 66 BACA, Flags: . T

174 Standerd query response Exelbe A waw.google.com A 1721.151.63.185 A 172.153.63.184 | © Legical.Link Lontral
Internet Frotocol versiom 4, Snci 198.19.1.13, Dsti 142.151.163.34

: : Transaission
199 Standard query response Seafcd A cormectivitycheck,prtatic.com A 142,350, 163.84 contral Frétocel, Src Ports 4558, OSt Porti 3, Seai & Lens 9
175 Standard query response Safcd & Connectivitycheck. ETatAC.com A 14251 163,34

.
265 Standerd query response nlESf A msset.ssmsungvisionclovd.com CHAME Siwdebutlodcd
158 Standerd guery Bx¥IS4 A mtalk.goog)
B0 Standard query Bx3I54 A stalk.peogh
164 Standerd Guery Bxiac A 2.android.posl.et
86 Standard qutry Bxiac & 2.androld.posl.
125 Standerd query response WS4 A mtalk.google.com CulE mobile.gtal
.google. com OuME mobile-ptal

198,08, 403
L5858 153.19.1.51

333333333333333335

198, 1%, 111 143,151,163 34 156 45480 + B3 [SYN] Seqed Wi

R
y/

153,159,381 116 STANGerd Guery response @

So many retransmissions
S SERE TR e | O pOrt 80 without
interception from WLC??

@ g1t '8 !
189 3033-81.1F 1 1422383, 10 34 TP 156 453EL + B [5Y] 1«:-9 WineGESXE un.a FES=1258 SALE_FERR THvals 3*'“3!1! ruu.

2023-91-13 1898139, 384574 198,15, 111 172.353,63. 196 156 55348 + B [SYN] Seqel WAneG55H5 Lened FG5«1358 SAOC_FERM TSvalsJ173B24558 Tieors

FSES BX| oD TCP MTEE

Mod 741|718 0]4d0i M ip http server W2 AL 5L 7{L} parameter-map 12301 A webauth-http-
enable BB E ALS3H0F LT

WLC1#shem run | 1 http WLC1®show run | b parameter-map type webauth global
redirect for-login http://portal thewifilab.org/login.htal paramster-map type webauth global
gnrallment url Attp://158.19.11.19:80 type webauth

virtual-ip 19;\-1 192.8.2.1 virtual-host vip.thewifilab.org

" J 1ab.org.pFx
ip nttp secure=server
ip http secure-trustpoint _.thewifilab.org. pfx
ip nttp timecut-policy idle 600 life 86400 requests 25
ip http session-ldle-timeout 1209

destination transport-sethod http

wcie]

WLC1®

T r
Enter configuration cosmands, one per line. End with CNTL/Z.
WLC1(config)#ip hitp server

“PLCILCONTIC ToE

how run | L http

r'ed-reﬂ for-login hittp://portal.thewifilab.org/login.htal
ttp:/r198.19.11.108:808

local

ation local
ip nttp secure-server
ip nttp secure-trustpoint _.thewifilab.org.pfx
ip nttp out-policy idle 680 life 86408 requests 25
ip htep session-idle-timesut 1200
destingtion transport-sethod hitp

http 7t2xH7| BH

H2I 5 WLCE TCPE 712D CHAN IP TAE AZII5lof 22lo|MEN| L8 stD 2lC|2 ML

I Aam @ P . Eaqemn
N [kcp.stream eq 3 ] bl .2
™y Troe s Frame 601 164 bytes on wire (1152 BALS), 144 byles Coptured (1152 bits)
£ 3020.02.13 46136 + BY [SVN] Seded WIReSEIE Lifed MIS.A200 SASK PERM TSvlaJSONIAYTI0 TSierd Ethermet II, Src: Clsco_bimd: il Osk: Ve f7ib0:0d (#0:0c
0 2020:02:10 B0 % 44161 [ 57N, ACK] Sege ACksY) WifGATIN Lo RES1060 SACK PEMN Tovalazsanyy | ° Ioternet Pratocol versien 4, Srci 19.29.11.38, D5t 1.82.67.57
9230110 46106 + B0 [ACK] Se0=1 ACk=] WIN=455)6 LEN=9 TSVEL=DOOIAMDE THCr=2511R0470 Ves® Datagrem Pratacel, Brc Partt K67, Dot Park: B
AL-1D GET fpenerate_304 WTTP/LA Cortrol asd Provisioeing of Wireless Access Polnts . Date
.13 198.19.1.1 30+ 46136 [A0K] Segel Ad WARSEA51T Lensd TEvaLs2SIMAIEEN TSetrsbOE141806
01.13 190.19.1.11 1.1 200 0C (text/ntal)
4113 19 9 - 418 [ T3 Agks 13l Winef4Bil Lered TEval=I500106HH ThecrsDoid
0110 19 46106 + 9 SMDAINE Thecrs25 101609
0113 19 46106 + B0 ACKeB74. Wina67SB4 Lemwd TivalsMOSIYMT TSecrszsil
S00-10 19310148, MIED 142,251, 160.94 80+ 44136 [ACK] SeqeBT8 ACKe2TP WIRe$4512 LineR TEvale2510107011 THeCr-DoRiadm
] Cestinetion ssdress: fiim
2 Vhare_f7ib0

Sidk a. SO - Frageeit tusber: §
PO0) OO 000 ... = HIENCE MRmDer! @
Qo3 Control: Cxedd
Logical-Link control
Ieterset Protocel Verslen 4, Tror 143.301.303.94, Dit: 198.19.3.11

Transadssion Control Protocel, Src Port: B8, OOt Port: 46106, 3eq: @, Ack: 1, Len: @
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