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Wi-Fi 6E = ot
WPA3
g ME: WPA3 2E

Cisco Catalyst Wi-Fi 6E AP
E.Eto O1E K|§ EoF A%

T4
HE23 ctolo{724

WPAS3 - AES(CCMP128) + 2 &

WPA3 - AES(CCMP128) + Zgt =2 QI5t 2t

WPA3-7H91 - AES(CCMP128) + SAE

WPA3-7§Q1 - AES(CCMP128) + SAE + FT

WPA3-IE{Z 2} 0| & + AES(CCMP128) + 802.1x-SHA256 + FT
WPA3-YIE{Z 20| & + GCMP128 23 + SUITEB-1X
WPA3-QIE{Z 2} 0| & + GCMP256 2% + SUITEB192-1X
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» Cisco WLC(Wireless Lan Controller) 9800
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+ |IEEE EZ& 802.11ax.
« 7 Wireshark v4.0.6

Ol EMe| HE= Chg 2ZEY o A stESo{ HHE 7[gte =z FLCH

+ 10S® XE 17.9.30| Z & &l WLC 9800-CL
« AP C9136, CW9162, CW9164 %! CW9166.
- Wi-Fi 6E 22}0|¢E
- Lenovo X1 Carbon Gen11(Intel AX211 Wi-Fi 6 & 6E 0{EHE{, =2} 0|t HHH
22.200.2(1).
- Netgear A8000 Wi-Fi 6 &! 6E Adapter with driver v1(0.0.108);
- Android 130| = FCOHE Z 4 63;
- FOi M35 A S23 OFEZO|E 13.
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2 Wi-Fi 6(802.11ax) M E& 2 6GHz M Fut CHHS 2 & &st ZJLct

Wi-Fi 6EE Z|&! Wi-Fi i_*._—’-.f-o.J Wi-Fi 68 7|8t = FFE|X[BF Wi-Fi 6E & x| & ol EZ|7H[0]MBt
6GHz LM 2 S =+ U&LICH
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Wi-Fi 6E 2 ¢t

Wi-Fi 6E= Wi-Fi Protected Access 3(WPA3) 2! Opportunistic Wireless Encryption(WISE)2 2 &
o2 MB35t 7HEE & WPA2 E ot} @35 B 0| i&LCt.

O|A| Wi-Fi 6E /50 WPA3 & Zr& =l 7t Eeto| E 0|0 Wi-Fi 6E0 = AP & 22| 0[24E i A

. WlSE SAE it = 802. 1X SHA256E AME3t= WPA3 L2 Eot
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- PMF(Protected Management Frame)= FLIFHAE W HECIHAE 22| ZHJS EZ35t0
SLFHAE 2| Zde ¢S stEfLich &, 4 & B x| & 24 F U A|AH
snowe= Z2H0|ME HME M5t F At CHl(brute-force) & A0 M&LICEH

. SAE(SimuItaneous Authentication of Equals)= H|Z#HE (g 215 L 7| & ol HFHLIEES &

M3tELICH Ol FAME Y SZFSE2RE ESELCH

- HME 2E= WPA2E ALE350{ WPA3E X|§5tX| et= 2E0|HEE Hdste 8 ZEY

L|Ct.
WPA32 X|&XQl Eot 7He 2l MMt o5 2ol 28t ZJLct.
WPA3(WPA22t S )2 X|H5t= HE 47t gigLict WPA32 AKM/ZE I&/PMF 2§ o2

MOo|FL|ct.
9800 WLAN Z1I|18y|0|MollME 4702 MZ CHE WPA3 53t d2|E S AIEE = U&LC

0|= GCMP(Galois/Counter Mode Protocol) & CCMP(Counter Mode with Cipher Block Chaining
Message Authentication Code Protocol)& 7|82 2 & L|Ct. AES(CCMP128), CCMP256,

GCMP128 & GCMP256:

WPAZ /WPA3 Encryption
AESICCMP128 CCMP256 D
GCMP128 O GCMP256 O

WPA2/3 &5 5t M
PMF
PMFE &448}5t7 WLANOIA PMF 7} & M3HElLICt

ZIEMe =z 802.11 22| Zoi|2 IBLX| gfeez AF TS ZRH EE XX ef&LCH

=

MFP(Infrastructure Management Protection Frame) &! 802.11w PMF(Protected Management
Frame)= O|2{3F 32 & AtEHEfLICH



Protected Management Frame

FrF Required
Association Comeback Timer*® 1
SA Query Time* 200
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ClE 7| |
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Auth Key Mgmt
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SHAL D

Antt Clogaing 1hreshold™ 1500

Max Retrigs® 5

Retransmit Timeout® 400

'SK Format AL v
*SKE Type Unencryptea v
Pre-Shared Key®

SAE Password Element @ Soth H2E and HnP ¥
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KM &M
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OWE(Opportunistic Wireless Encryption)= T4 O|C|0{(IETF RFC 8110)2| &%
IEEE_802.112] & lL|Ct. OWE 7|E @I& 0| SX2 AP2} EE+0[|1E 7to| 7 Ao Pt GHK]
oI2 M dAE 1lst= WULICH. OWEE Cryptography 7|8H2] Diffie-Hellman € IE2|&E AFS
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Hellman 7| m &2 &35t 1 4-way SHEM 0|32 ZT} PMK(pairwise master key) $ & AIS 8L
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https://tools.ietf.org/html/rfc8110
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STA AP

Authentication Request (Open)

Authentication Response (Open)

“
Association Request (RSNIE,OWE-DHIE) ] -
> : This is used to generate
< Association Response (RSNIE,OWE-DHIE) E PMK on AP and client
M1 (ANonce) N '
- M2 (SMNonce,MIC,RSNIE)
M3 (ANonce MIC,RSNIE,GTK) B e
o M4 (MIC)

WPA32 Simultaneous Authentication of EqualsZt= {22 215 4 7| 2| HFHLIES AFS &L
Ct. O] HI7LI& 2 SAE H2E(Hash-to-Element)E AIE 304 S FAHEILICE.

WPA3 & Wi-Fi 6E0I| M= H2EE A& 6= SAE7I E=LCh.
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STA AP

SAE Authentication (Commit) E
» This is used to
' & ] generate
SAE makes brute force SAE Authentication (Commit) PMK on AP and client
attacks inefiective. With | «
SAE D ase e R E SAE Authentication (Confirm)
exposed. : >
! SAE Authentication (Comfirm)
_ «
Regular Association. The | Association Request (RSNIE) -
link between AP and STA - ! e
bk beicii peitadilichen | : < Association Response
M1 (ANonce) > -
> M2 (SNonce, MIC, RSNIE)
M3 (ANonce, MIC RSNIE,GTK) . e
M4 (MIC
< A4 (MIC)

SAE Z2{d wm#t
Hash-to-Element(H2E)

H2E(Hash-to-Element)= AH22 PWE(SAE Password Element) HIAMEQILICt O &540i| M, SAE
Z2EZ0M AL 5= HIZY PWEE HIZHEZRE M EICH

H2EE X|35t= AE|O|AM(STA)O| AP2 SAEE A|ZHE [ AP7} H2EE I%6+EXI grolstct CHE
O "0oi"el B AP= H2EE AF&35104 SAE Commit HIA|X[0] MZ HO|El dEf ZE ZtE AHE5H0q
PWEE THA[ZiLIC.

STAZ} HnP(Hunting-and-Pecking) & A& 35T T&|| SAE exchange= HAEE|X| e &LICEH

H2EE Al235t= S PWE ItM2 CHE +4 @A 2 LHELICE
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1: 6GHzE= Hash-to-Element SAE PWE HIA{EBF X|28FL|C}.
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STA AP RADIUS Server

Beacons

-~

Frobe Req

L 4

Probe Resp

A

802.11 Authentication Request

Y

802.11 Authentication Response

A

Association Reguest (RSNIE)

Regular Association. The
link between AP and STA —
has been established.

L J

Association Response

A

EAP Process (EAP-TLS) : Access Request

Y

Y

\_ Exchange of creds with
] ‘ RADIUS server

EAP Success Access Accept

F

Pt

-~

M1 (ANonce)

h J

‘ M2 (SNonce, MIC,RSNIE)

A

4 Way Handshake ~ ; M3 (ANonce,MIC, RSNIE,GTK)

v

M4 (MIC)

¥

WPA3 QIE{Z2}0|= ClOlo{O™ 5 &

Bl ME: WPA3 2E

« WPA3-7H2l

n

g
- WPA3-7HQl Mgt 2=
- 7o 73 AP0l A WPA2-PersonalO| #4432 m{otct WPA2-Personal 118 2=
oM 2SS E HElX7F BAMZ RKIHEK| ot= 8 WPA3-Personal Tt
DER J|BHez g/dstE|o{oF FLICH

« WPA3-RIE{Z2}0|=

- WPA3-E{Z20|= HE ZE
- BE WPA3 dZoi Cisll PMFE &g LICH.

- WPA3-IE{ZE0|= Mt 2E
- PMF= WPA3 242 & <|sH &4 & Lt
- WPA2 438 PMF(EH ALE)

- WPAS3-Enterprise suite-B "192H|E" 2 E - CNSA(Commercial National Security

Algorithm)
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- WPA3 192H|E Eo+2 EAP-TLSO{ HHEFX{0|0{0F & L|Ct. EAP-TLSOIAM = AIERE
2l RADIUS M 2 50i Q15 A7} E8rL|ct.

- WPA3 192I:||E QIE{Z 2} 0|XE AFE5tE{T™ RADIUS ME{7} CHS & 5L 8
T EAP &3 & AtE38HoF gFLCt.

TLS_ECDHE_ECDSA _WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

garowdE Hot $2tAd OlEZIAE Z 85104 Cisco WLANS| WPA3 340]| CHEt AFAMIBH LIRS
WPA3 & 710|E

Mission Critical,

Ideal for Small to Medium-sized deployments Best In Class, Flexibility ey

& = 2
— = &

i
CW9162 CW9164 CW9166 C9136
. 2x2 + 2x2 + 2x2 . 2x2. 4x4, dxd + dxd + 4x4 + 4x4 (XOR 5/6) + x4, 8x8, 4x4 (or) 4x4, 4x4=4x4,
S Enoolie ool el * SGuES TG . éﬁil 5 Gbps mGig, active fail over
. Eower Options: PoE, DC » Power Options: PoE, DG = Power Options: PoE, DC Power . PoE Reduné&ncy '

ower Power + loT ready + Bluetooth 5.x - loT ready
+ loT ready + Bluetooth 5.x * loT Ready + Bluetooth 5.x  « Environmental Sensor * Bluetooth 5.x
» Partial iCAP + Partial ICAP + Full Packet Capture (iCAP) » Environmental Sensor
+ USB-45W « USB-45W + Zero-Wait DES* = Full Packet Capture (iCAP)
« USB - 45W » Zero-Wait DFS*

¥ Available with I0S-XE 17.9.2

» USB - 9w

Full radio capability (6 GHz @ LPI) on single 30W PoE+ “Available in Future

Dedicated Radio for CleanAir Pro | Same Bracket, Industrial Design AP Power Optimization

Wi-Fi 6E HAMA ZQIE

5-E|-O|C.’_‘|E x|$.| Hol A%
WiFi Alliance & HO|X| MZ & 7|2 AF235104 WPA3-EnterpriseE X|&5lE MBS 32 = &L
ct.

Windows C|HFO|A0{| A= "netsh wlan show drivers" & & A& 35104 0{EHE{0| M X|HSt= E Ot

dYo| Foielx| gelg = &L

Cl2e Qe AX2112| &24Q]L|C}.


https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/wpa3-dep-guide-og.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/wpa3-dep-guide-og.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/wpa3-dep-guide-og.html
https://www.wi-fi.org/product-finder-results?sort_by=certified&sort_order=desc#advanced_filters
https://www.wi-fi.org/product-finder-results?sort_by=certified&sort_order=desc#advanced_filters
https://www.wi-fi.org/product-finder-results?sort_by=certified&sort_order=desc#advanced_filters

C:\Users\tantunes>netsh wlan show dri
Interface name: Wi-Fi
211 168MHz

Provider

INF file : oeml51.inf
Type : Native W Driver
Radio types supported : 862.11b 802.11g 802.11n 802.11a 862.1lac 862.1lax
FIPS 140-2 mode supported : Y
BO2.11lw Management Frame Protec
:d network supported : No
ation and
Non
WEP-48b
WEP=10Ubit
WEP
TKIP
CCMP
3 TKIP
WPA-Personal CCHP
WPA2-Enterprise TKIP
WPA2-Enterprise CCMP
WPA2=Personal
WPA2-Personal
Open
WPA3=Personal
Vendor defined

nterprise
Number of supported bands

[ ® MHz
[ ® MHz

IHV service present
pter O

lity DLL path: A WS\ DriverStore\FileRepository\netwtwée.inf_amdéd_edadT79fbdedeadsu\IntelIHVRouterl2. dl1

17104 A8000:



Interface name:

AZBBB_METGEAR

briver

vendor

PEOY1I0ET

Cate

version

INF file

TYRE

Radio Types SUpported
FIFS lud-2 mode supported

Hid.llw Mamhgement Framée Protectian ‘.'ulli.l_'.ll:l:".l.'d

Hosted network supported

METGEARE
MHETGEAE Ine
HediaTek,

11,38/2833
1.6.8.188
aem®. inf

Mative Wi-Fi
882
L -

inc.

Mo

ApBee Wi1F1 6

J-l I':-r J‘Iﬁl‘ll!t T

Driver

116 B63.1l1a &82.1lg BEZ.11n E62,.llac HE

Yes

Authentication and cipher supported in infrastructure mode:

Humber of supported bands

IHV
IHW

fervice prefsent
agapter OUI

dpen
Open
CgiEn
LpEn
WPA=Enterprise
WrRA=-Enterprise
WFAI-Personal
WE
WPA-PeTSEnal
WRA-Personal
WA
WHAL
WEA L=
WRAZ-
3

2.0 GHz

o GHE

b GHE

Yesg

[68 88 Ba]

chAterpTrise
EALErprise
Personal
Personal

8 MHr
i FHE
H MHI

None
WEP-dabit
WEP=-1Gib1t
WEF

TKI#

COHP

COHP

CCHP

TEIP

CCHP

THIRP

COHP

TEIR

;]
iy
i

[ea]

l1lax

type:
C-\WINDDWS \systemn2ymtkihvux  dll

{aBRAAARR-A8ER-AARR-AGAR-AGABRAAARARE !
IapfkAfaRR-BaaR-AaAR-AaAR-AaAGRARE ARG §
yef [(Graphics Driver: Yes, Wi

extensibility OLL path:
IHV UI extensibility CLSID:
IV diagnostics CLSI

Wireless Display Sipported

IHV

Fi DEFiver: Yes)

Android = Al 6a:






https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217737-configure-enhanced-open-ssid-with-transi.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217737-configure-enhanced-open-ssid-with-transi.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217737-configure-enhanced-open-ssid-with-transi.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217737-configure-enhanced-open-ssid-with-transi.html
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