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HEEHM AFSELICE
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<—| DHCE Discower, OF a1, Ak |——)— A

[THE Susry cepeive.speie oo P | This URL for connectivity
check wvaries depending on
the clisnt 05

I agdrass 17. -5.207

WLC Intercepts

TCP connection

and redirects
client

If the Redirect URL contains
i What ip can I use for the Web Server hoscnaze ]——) web server hostname, the client
| must resclve it via DNS

IS Responas: Web Scrves hosiname i7 4% X.X.X.% | l

areas ) ). ﬂ Here, if the WebServer URL
is HPPTS, then a TLS/SSL
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warning.
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000000

9800 WLC
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Web Server

mch-§

2 Oh7) 4 ME T

127, Configuration(Z1Z|22|0|M) > Security(E£ 2t) > Web Auth(® Q15)Z 0|85t T of 7K
o= S MEHFLICEH M 2|C3M 7|Ss2 MB5t7| s 7H4 1IPv4 =4 & AME| X|™Ho| +AE
o U=X| &elgtct,
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Configuration~ > Security~ > Web Auth Edit Web Auth Parameter L

-

General Advanced
Parametar-map name global
Parameter Map Name
global Banner Type @® Mone O Banner Text O Banner Title O File Name
Local-Web Maximum HTTP connections 100
b 0« Init-State Timeout(secs) 120
Type webauth v
| Virtual IPvd Address 192.0.2.1 ‘
‘ Trustpoint CISCO_IDEVID_SU... »
Virtual IPvd Hostname
Virtual IPv6 Address
‘Wb Auth intercept HTTPs C.
‘Watch List Enable
‘Watch List Expiry Timeout(secs) 600
v
Cancel .
CLI T%:
<#root>
9800#

configure term na

9800( confi g) #

paraneter-map type webauth gl oba
9800( confi g- par ans- par anet er - map) #
virtual -ip ipvd 192.0.2.1

9800( confi g- par ans- par anet er - map) #

trust poi nt Cl SCO_| DEVI D_SUDI

9800( confi g- par ans- par anet er - map) #

secur e- webaut h- di sabl e

9800( confi g- par ans- par anet er - map) #

webaut h- htt p- enabl e

- EH XA
A~

2CHA|. 2|2 MHE 7I2|7|= M Oij7Hed4 2ol 0|EE
o2 Z2o|HEJ} M7 Aof =|cH HTTP €15 &

g £ Ae AlZh(E)E FEFRLICH

£7H+ Add)E M5t TAIBHLICH M
T %4 U Beto|IE T A O1F MEHE

=

=0
o
T



Create Web Auth Parameter

Parameter-map name* EWA-Guest

Maximum HTTP 1-200
connactions

Init-State Timeout(secs) 60-3932100

Type webauth

= Close + Apply to Device

i SAGTBJAGN|

3CHA. General(eh) & LHOIAM A2 MAE Of7HHs S MBS T Type(R8) ESCIR S50
MRIE 8 Fdg ULt

Edit Web Auth Parameter x

General Advanced &

Parameter-map name EWA-Guest

Banner Type ® None O Banner Text O Banner Tite O File Name
Maximum HTTP connections 100

Init-State Timeout(secs) 120

Type consent v

Turm-on Consent with Email

r . N
Type | webauth - |

% Close

Captive Bypass Portal |

webauth

authbypass

=

Disable Success Window

consent

Disable Logout Window

webconsent

Disable Cisco Logo |

djes @AgORIEIL|

Sleeping Client Status

Sleeping Client Timeout (minutes) 720

¥ Cancel ol Update & Apply




« Parameter-map name = WebAuth OH7}i24> “”0“ g E Ol
« Z[CHHTTP & &= = 2EI0|AUETI MQE|7| ™ CIE Muf X
* Init-State Timeout(X) = 22I0[AUE7| & 21E HEjol| US = U= AlZHE)

OS54 — £ = O S
'rr°o='—'EJ!o|_|3 ?5'

=
Hels authbypass =g Y S9
20| ET}
SSIDE At85t04 IP FA8 7HA
2 C}Z 9800 WLC
banner login
MAC %Si7|- © Accept
Username: [ bannerl
O|(7|') © Accept © Don't Accept
P( o ;.‘ : O |
assword: ) © Don't Accept Username:
@ HE®S|3, cHE Ol "of"el Z< Of ||
= = Password: |
=
A HENTL ofld B2
&ote & edgLct
(8 Q1522 Eotutx| ot3)

47| Advanced(Z2) oM S M AFOIE URL ¥ IP FAZ 2t2 2301 2 & |PV4
of CH3t 2lc|2iMeS RAISH|C}.



Edit Web Auth Parameter x

~

General Advanced

Redirect to external server

Redirect for log-in http://172.16.80.8/w

Redirect On-Success

Redirect On-Failure

Redirect Append for AP MAC Address ap_mac

Redirect Append for Client MAC Address client_mac

Redirect Append for WLAN SSID ssid

Portal IPV4 Address 172.16.80.8 i
=1

Portal IPV6 Address KIKIXIXX §
:ED'.

Express WiFi Key Type --- Select --- v éﬁ

Customized page

Login Failed Page F4

v

% Cancel J ol Update & Apply

2,3, 4EtA|o| CLI A x| 8{lo]M:

<#froot>

9800(config)#

paraneter-nmap type webaut h EWA- Guest

9800( confi g- par ans- par anet er - map) #

type consent

9800( confi g- par ans- par anet er - map) #

redirect for-login http://172.16. 80. 8/ webaut h/ |1 ogi n. ht m
9800( confi g- par ans- par anet er - map) #

redirect portal ipv4 172.16.80.8

5ctA. (ME ALE) WLCE #El EAtEE S8l 71 0i7ifH+-& HM&E = U&LICH 0l= 98002
MEIIE| o|F ZEN} 585 |TE 67| sl Zdt BRIt at&LICH "Redirect Append for AP

MAC Address", "Redirect Append for Client MAC Address" 2! "Redirect Append for WLAN SSID"
ZEE ME5IH MEXE X|H 0|F 2 AHE5H0od EIC|ZM ACLOY| =7 OH7H#H-& FIte == &L



Ch A{Z2 MM E of7lHs e MEIE T Advanced(L2) B2 Z 0|5 35t0{ =8t oi7iEd42o| 0|5
2 FHELICH A 7tsE Of7f He= ChEak Z &L

« AP MAC 24 (aa:bb:cc:dd:ee:ff £ 4l)
« 220|21E MAC F2:(aa:bb:cc:dd:ee:ff EA)

SSID 0|5
Edit Web Auth Parameter x
General Advanced

Redirect to external server

Redirect for log-in | http:H'I?ZJS_BD_E!we‘

Redirect On-Success | ‘

Redirect On-Failure | ‘

Redirect Append for AP MAC Address | ap_mac ‘
Redirect Append for Client MAC Address | client_mac ‘
Redirect Append for WLAN SSID | ssid ‘
Portal IPV4 Address | 172.16.80.8 ‘
Portal IPVE Address | XXX ‘
Express WiFi Key Type | --- Select --- v |

Customized page

(&)

Login Failed Page

O
Laogin Page ‘ |? =
o
o
Logout Page ‘ |? %
u -
=
=

&)

Login Successful Page ‘ |

CLI 74

<{froot>
9800(config)#

paraneter-nmap type webaut h EWA- Guest



9800(config-params-parameter-map)#

redi rect append ap-mac tag ap_nac

9800(config-params-parameter-map)#

redi rect append w an-ssid tag ssid

9800(config-params-parameter-map)#

redirect append client-mac tag client_nac

O| oflof M ZEEto|IHER HM&E 2IC|RMH URL2 CHSat 242 A& ZefgfLch.

http://172. 16. 80. 8/ webaut h/ consent . ht ml ?swi tch_url =http://192.0. 2. 1/1 ogi n. ht M &p_nac=&ssi d=&cl i ent _nac

N 2D e Pva T2 HES 7150 2 2210/91E0| HTTP & HTTPS E2iZlE 518
EACLO| AtS2 2 2F & IF Mol FILE2Z FI71AMM 15 ACLE 748E 227t
&LICE 04 IP FA& £ = URLE &8st B9 &5 +dst7| ol X|IEE URLE LR
SH= IP7H 518 EIZS URL TEIS TAI6ts 2440t ALICH URL TEIE ALS5HR| ohi 8t
E 0| Z=H IPFAE HMo 2 FIIE = QlgLIch

P
.l

n:O ol

Y A Mod ofuleds Se JHA IPv4 2 IPve =4, Webauth 7FE 7| HTTP, 4 HO|ZHA
ZE LA SE M5 U ZUA SE =2 AZEAE A2 MHolg £ Qe st MlL|ct.

CLI 7+ @9k

22 2 M

parameter-map type webauth <web-parameter-map-name>
type { webauth | authbypass | consent | webconsent }
timeout init-state sec 300

banner text ACbanner loginAC

Q| Al M

parameter-map type webauth <web-parameter-map-name>
type webauth



timeout init-state sec 300
redirect for-login <URL-for-webauth>
redirect portal ipv4 <external-server's-IP

max-http-conns 10

AAA HE T4

o| ZAm|a oM MM webauth EE= webconsent 215
gruct

1&t7|. Configuration(Z1I| 22| 0| M) > Security(2 2t > AAAER 0O|S

HAS 22)8 Hes
24&rL|Ct. o|O|X[ofl EAIE CHE Type(-,‘-?-oo

Configuration = > Security = > AAA |ShowM(‘ How »

+ AAA Wizard
Servers |/ Groups AAA Method List AlA Advanced
Authentication
+ Add
Authorization
Group
Accounting Mame « Type « Type Group1 ~  Group2
default dotlx group radius N/A
alzlab-rad-auth dotlx group alzdab-rad MNIA
1 10 »

Quick Setup: AAA Authentication x

Method List Name* local-auth
Type* login 6]
Group Type local v D)

Available Server Groups Assigned Server Groups

' radius G)
ldap -
tacacs+ <)
alzlab-rad [»]
fgalvezm-group |E|

V& MEEILICH M 2 S22 AT + Add(RTHE MYt D S
)0l "login(2 121’02 M Elof | eIz

F30l chsll 7 &E o7 2o

~ Group3d « Groupd
NiA WA
NiA NIA

|2

<) (<] >

h% Apply to Device

oF Z|lo
-l

- =

ﬂq%mmmwmuwMA
g NHEAMEES

E

2EHA|. Authorization(T8H £ 04)
. olO|x|oll EAIE! CHE Type($

oII fjo

3)2 network(IES3)Z 7|& 0|8

0

MENSHCHS + Add(F7HE MdEistod M HIME

o= XI""°"L_||:|-



21 WLAN 2[0]0{ 3 2ot Ziu|Teio|M & ZHEE {0l o|sf k|2 2. Local Login
Method List(2Z4 221 &t S5)7} 25 35t2{8 C|HO| A0 'aaa authorization network
default local' ZAL|22|0|M0| U EX| EHQISHAAR. &, 24 ¥ Q52 SH 2 #4452
M I7|2USE 0|2 4= Het o W S5 Holslof &LICt ol Moz o] &
Het 2o gy S5 gL

ol

AAA Method List

Authentication

o | —
Name Type Group Type Group1 Group2 Group3 Groupd

Accounting
network group alzlab-rad MfA NfA MiA

wem_loc_serv_cert credential-download  local [TES MIA NS M

1 10 »



Quick Setup: AAA Authorization x

Method List Name* default |

Type* network v | &)

Group Type local v | ®

Authenticated

Available Server Groups Assigned Server Groups

radius ~ ) ~
Idap
tacacs+

Al v

alzlab-rad

&) [¥) |

fgalvezm-group

i) (<) o) [

1EtA|2t 2EHA Q| CLI ZAxZ[ e 0] 44:

<#root>
9800( confi g) #

aaa new nodel

9800( confi g) #

aaa authentication login |ocal-auth |ocal

9800( confi g) #

aaa authorization network default |ocal

N &7 9/ RADIUS 915 0| =

S8t 742 9800 WLCS| RADIUS Mt 74 | 120144(9800
WLC2| AAA 5"'JLIILEHOI*")J—P HE O X[EE HFXRSHAAIR. 15 W S50 dot1x CH
A fEo2 MHYE "login"0| U=X| EHQlIstAAIL.

3EHA|. Configuration(Z11| 28| 0| M) > Security( &£ ) > Guest User(HIAE AF&XHZ 0|5 & LICH.
+ Add(F7HE MEHG T HAE MEX 07I2E ME HEE T MHFLICH


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7

Add Guest User x

General Lifetime
User Name* guestuser Years* 1 -
Password* sssssnee 7 Months* 0
Generate password
Days* (1]
Confirm sssssses
Password* Hours* 0
Description® WebAuth user Mins* 0
AAA Attribute list v
No. of 0
Simultaneous —
User Logins* Enter O for unlimited users
[ O Cancel | =] Apply to Device

CLI 7+ 4:

<#root>
9800( config)#

user - nane guest user

9800( confi g- user - nane) #

description "WebAuth user"

9800( confi g- user - nane) #

password 0 <passwor d>

9800( confi g- user - nane) #

type network-user description "WbAuth user"” guest-user lifetinme year 1
If permanent users are needed then use this commuand:

9800( config)#

user nane guestuserpermprivilege 0 secret 0 <password>

ATHA|(MEY ALE OH7HE s B o] Al & 7H2] ACL(Access Control List)0| At 22 MAEIL|CH
Ol248t ACL2 ¥ MHZ Q| 2lC|HME EE|HE Ecieln S0tV 518 &l= Ecf=E S Holst= O



ArZELICH o2 & M IP T4 = URL ZEQ 22 & 2F ME0| U= B Configuration
> Security > ACL select + AddE 0|S3504 ER3t #38 HolgLICt deny BEE0| S0t EEiY
£ Holdt= ¢ permit BEEO| 2IC|HMEEL|Ct

sz MME|lE ACL 722 Ch21t Z&Lch

<#root>
alz-9800#

show i p access-1li st

Extended IP access 1list WA-sec-172.16.80.8
10 permit tcp any host 172.16.80.8 eq www
20 permit tcp any host 172.16.80.8 eq 443
30 permit tcp host 172.16.80.8 eq www any
40 permit tcp host 172.16.80.8 eq 443 any
50 permit tcp any any eq domain

60 permit udp any any eq domain

70 permit udp any any eq bootpc

80 permit udp any any eq bootps

90 deny ip any any (1288 matches)

Extended IP access list WA-v4-int-172.16.80.8
10 deny tcp any host 172.16.80.8 eq www

20 deny tcp any host 172.16.80.8 eq 443

30 permit tcp any any eq www

40 permit tcp any host 192.0.2.1 eq 443

SEEEESE
1E7A. Configuration(Z1Z| 22{|0|A4) > Tags & Profiles(Ei1 2! = 2 &) > WLANs(WLAN)Z 0|5 35}
1+ Add(F7HE MEH5t0o] Al WLANS M EHLICEH General(Eh B0l ZT 210t 2/ SSID 0§,
SENE ™MolFrLICH



Add WLAN x

General Security Advanced
Profile Name™ | EWA-Guest ‘ Radio Policy | All v |
S5ID* | EWA-Guest ‘ Broadcast SSID
WLAN ID* | 4 ‘
Status

2EHA|. Air 233 HFHLIE 0| A Layer 2 215 0| ER5HX| 2t 2 Z Security(22t) RS ME4

Ls— oOT =

Layer 2 2152 None(i2)2 2 M EFLICE Layer 3(2410]04 3) E{0{ A Web Policy(f Z%H) &XE

H o 1) o
MEstm SECHR Mol TH7HH4 S M3t O}g SECOHR HiRolM 215 288 Mgt

=
Ct. MEfMo 2 A& X} X|H ACLO| O|Fof Ho|El A2 Show Advanced SettingsE MEiStT EF
Ct2 M7l 2Est ACLS MEIELICH

= —-"1H-d



Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Lobby Admin Access 0
Layer 2 Security Mode MNone v

Fast Transition | Disabled v |
MAC Filtering O

Over the DS 0

OWE Transition Mode o
Reassociation Timeout

O

diaH 2RI

N | Update & Apply to Device




Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Show Advanced Settings >>>
Web Policy =)
Web Auth Parameter Map ‘ EWA-Guest v ‘
Authentication List ‘ local-auth v ‘ @

For Local Login Method List to work, please make sure
the configuration ‘aaa authorization netwaork default local”
exists on the device

O

diaH 2RI

S | Update & Apply to Device

CLI #+/:

<#root>
9800( config) #

w an EWA- Guest 4 EWA- Guest

9800( confi g-w an) #

no security ft adaptive

9800( confi g-w an) #

no security wpa

9800( confi g-w an) #



no security wpa wpa2

9800( confi g-w an) #

no security wpa wpa2 ci phers aes

9800( confi g-w an) #

no security wpa akm dot 1x

9800( confi g-w an) #

security web-auth

9800( confi g-w an) #

security web-auth authentication-list |ocal-auth

9800( confi g-w an) #

security web-auth paraneter-map EWA- Guest

9800( confi g-w an) #

no shut down

3EHA|. Configuration(Z41| 12| 0|4d) > Tags & Profiles(E{1 & Z 2 Zl) > Policy(H2)Z 0[S 35t +
Add(F7HE MENgrL|CH H2 0|8 2 AEHE ™ O|BfLICt WLAN Switching Policy(WLAN A Q{3
Z*H) ot2{ 2| Central(5 ?) A0l Local(2Z) 2= APO CH5H Enabled(& 48t IX| #elghLcH
. olO|x|ol ZA|E! CHE Access Policies({A|A %3%H) 10| VLAN/VLAN Group(VLAN/VLAN 18)
EECH2 HwollA SHHE VLANS MEiFHLCH



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Narme™ ‘ Guest-Policy ‘ WLAN Switching Policy

Description ‘ Policy for guest access| ‘ Central Switching
Status Central Authentication
Passive Client Central DHCP
Encrypted Traffic Analytics Central Association
CTS Policy Flex NAT/PAT
Inline Tagging o

SGACL Enforcement o

Default SGT 2-65519




Add Policy Profile X

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
. 0
HTTP TLV Caching IPvd ACL | v ‘
DHCP TLV Caching o
IPvE ACL | v ‘

WLAN Local Profiling

URL Filters
Global State of Device @
Classification Pre Auth | v ‘
Local Subscriber Palicy Mame | v

Post Auth | v
VLAN
VLAN/VLAN Group | VLANZE21 - ‘
Multicast VLAN | Enter Multicast VLAN ‘

CLI 7 44:

<#root>
9800(config)#

wireless profile policy Guest-Policy

9800(config-wirel ess-policy)#

description "Policy for guest access”

9800(config-wirel ess-policy)#

vl an VLAN2621

9800(config-wirel ess-policy)#

no shut down

47|, Configuration(Z1Z|12{|0|44) > Tags & Profiles(Ei1 &
Policy(3 %) & L0 M + Add(F7HE MEigLICt EfT Ol 2
Maps(WLAN-POLICY #)0|lAM + Add(F7HE MBSt 1 O[T
Z20Y)E F7HE

Z) > Tags(Ei2)2 0|S35t
o|st Ct& WLAN-POLICY
At WLAN 2! Policy Profile(% 24

lz=2
x4
S

AH
S



Add Policy Tag x

Marme® | EWA-Tag |

Description | Enter Description |

Vv WLAN-POLICY Maps: 0

-+ Add

WLAN Profile ~  Policy Profile ~
0 | 10 | tems per page Mo items to display

Map WLAN and Policy

WLAN Profile* | EWA-Guest v Policy Profile” Guest-Policy v

RLAN-POLICY Maps: 0

CLI 7 44:

<#root>
9800(config)#

wireless tag policy EWA-Tag

9800( confi g-pol i cy-tag)#

w an EWA- Guest policy Guest-Policy

5EH7|. Configuration(ZA1I| 2121 0|4) > Wireless(F ) > Access Points(HM|A ZQIE)E 0|S3st1
O| SSIDE EEEIHAES= Ol ALz APE MEIELICEH Edit APAP =) M|+ 2| Policy(%32H)
CEECR HwollM ME SMHE EfTE MHEILICH



Edit AP x

AP Name*

‘ C9117AXI-lobby

Location™

Base Radio MAC

Ethernat MAC

Admin Status

AP Mode

Operation Status

Fabric Status

LED State

LED Brightness
Level

Tags

A Changing Tags will cause the AP to momentarily
ging lag

‘ default location

0cd0.f897 .aeb0

Ocd0.f894.5c34

| Local

Registered

Disabled

| 8

lose association with the Controller. Writing Tag Config
to AP is not allowed while changing Tags.

Policy

‘ EWA-Tag

Site

[aTad

‘ default-site-tag

| Arfanbr _rf_tam

Primary Software Version 17.3.3.26
Predownloaded Status M/A
Predownloaded Version MNIA

Mext Retry Time M/A

Boot Version 1.1.2.4
105 Version 17.3.3.26
Mini 105 Version 0.0.0.0
IP Config

CAPWARP Preferred Mode  IPvd
DHCP IPv4 Address 172.16.10.133

Static IP {IPv4/IPv6) 0]

Time Statistics

Up Time Odays 0 hrs 19
mins 13 secs

Controller Association Latency 2mins 7 secs

-

O

diaH 2RI

=] Update & Apply to Device

0421 APol| SAlol| E{Z & X|HsHoF st= B2

=M A. Configuration(7%3) > Wireless Setup(

Start Now(X|& A|ZHE MEiS0{ M4 O

O}O|2 2 MEIStH, Join(Z Q) HEHS| ZE AP
APs(Eil1 AP)E MEHS}I 1,

F 7Rl 2dE AI8E + U&LICH

7 S52 EAFLCH Tag APs(Eil 1 AP) 20|

£M MH) > Advanced(LZ)ZE OIS ELICH 07|M

Ol =2 &2
AAL—- 171

Eio| IA|E|_T'_ -\-l-|Oo|- APE _9_I-O|o|- |:_|.I=I +Tag

EL__I'—!— D'”'ITO'"A‘I ggil Po“cy Tag(x'IXH EH:)E A-lEH°I'L—|L__|'




Wireless Setup Flow Overview

This screen allows you to design Wireless LAN Configuration. It involves creating
Policies and Tags. Once the design is completed, they can be deployed to the
Access Points right here.

DESIGN PHASE

Tags & Profiles

WLAN Policy Site Policy Radio Policy
(Mandatory) (Optional) (Optional)
| WLAN Profile | AP Join Profile | RF Profile
| Folicy Profile | Flex Profile | RF Tag ¥
| Folicy Tag & | Site Tag &
DEPLOY PHASE
Apply to APs
I[Mani:!amw]l
| Tag APs

Select APs and push configuration to them

TERMINOLOGY ACTIONS

Tag

Go to List View
WLAN Policy, Policy Profile

Site Policy - AP Profile, Site Profile
| Create New

Radio Policy - Radio Characteristics



7t R EIREX] Holg = US), 2M=R(A7H S
Holgf Lok

Associate Tags to AP x
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Rule Mame* | Guest-APs ‘ Palicy Tag Name | EWA-Tag x| v |

AP name regex* | co17-* ‘ Site Tag Name | '|

Active YES . RF Tag MName | v |

Pricrity* | 1 ‘
D Cance =l Apply to Device
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<#root>

9800#

show runni ng-config w an
9800#

show runni ng-config aaa
9800#

show aaa servers

9800#

show ap tag sunmmary

9800#

show ap nane <ap-nane> config general

9800#

show ap nanme <ap-nane> tag detail

9800#

show Wl an [summary | id | name | all]

9800#

show wi rel ess tag policy detailed <policy-tag nane>



9800#

show wirel ess profile policy detailed <policy-profile name>

show ip http server status(show ip http server 2EH)E AF235104 http AH{ & E & 7187
L|Ct.

<tfroot>
9800#

show ip http server status

HTTP server status: Enabled

HTTP server port: 80

HTTP server active supplementary listener ports: 21111
HTTP server authentication method: Tocal

HTTP server auth-retry 0 time-window O

HTTP server digest algorithm: md5

HTTP server access class: 0

HTTP server |Pv4 access class: None

HTTP server |Pv6 access class: None

[...]
HTTP server active session modules: ALL
HTTP secure server capability: Present

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server ciphersuite: rsa-aes-cbc-sha2 rsa-aes-gcm-sha?2
dhe-aes-cbc-sha2 dhe-aes-gcm-sha2 ecdhe-rsa-aes-cbc-sha?2
ecdhe-rsa-aes-gcm-sha2 ecdhe-ecdsa-aes-gcm-sha2

HTTP secure server TLS version: TLSv1l.2 TLSvl.1

HTTP secure server client authentication: Disabled

HTTP secure server PIV authentication: Disabled

HTTP secure server PIV authorization only: Disabled

HTTP secure server trustpoint: ClSCO | DEVI D_SUD

HTTP secure server peer validation trustpoint:
HTTP secure server ECDHE curve: secp256rl
HTTP secure server active session modules: ALL

jo
I

ro
€]



CHE BHEE AE5t0{ 20| E Mol CHEF ACL plumbE & I LICE.

9800#

show platform software wirel ess-client chassis active RO mac-address <Cient nmac in aaaa. bbbb.cccc forne

ID : 0xa0000002

MAC address : aaaa.bbbb.cccc
Type : Normal

Global WLAN ID : 4

SSID : EWA- Guest

Client index : 0
Mobility state : Local

Aut hentication state : L3 Authentication

VLAN ID : 2621

[...]
Disable IPv6 traffic : No

Dynanmic policy tenplate : Ox7b 0x73 Ox0Ob Oxle 0x46 Ox2a Oxd7 Ox8f 0x23 Oxf3 Oxfe Ox9e Ox5c 0xbO Oxeb Oxf

9800#

show pl atform sof tware cgacl chassis active FO

Template ID
Group | ndex

Lookup ID Number of clients

0x7B 0x73 Ox0B Ox1E 0x46 Ox2A OxD7 Ox8F 0x23 OxF3 OxFE Ox9E O0x5C 0xBO OxEB OxF8 0x0000000a

0x0000001a 1

9800#

show pl at form software cgacl chassis active FO group-idx <group index> acl

Ac1l ID Acl Name CGACL Type Protocol Direction Sequence

16 IP-Adm-V6-Int-ACL-global Punt IPv6 IN 1

25 WA-sec-172.16.80.8 Security IPv4 IN 2

26 WA-v4-int-172.16.80.8 Punt IPv4 IN 1



19 implicit_deny Security IPv4 IN 3
21 implicit_deny_v6 Security IPv6 IN 3
18 preauth_v6 Security IPv6 IN 2

WLC 98002 ALWAYS-ON £X 7|58 N3 gLICt o|ZEA 5tH 2 E
A U A2 £F HAIXI7F XEHMoz Z2Z2E|0, Al == ol 2h

S oz guE 2a0) lo2 B AlZtolM AR Sotz 4 L

[
T
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rII

7|12Xo 2 9800 WLC7t =Z&l8t £ H{HH SSH/ELE S35 9800 WLCO| 94285t CtS EHA|
£ 2i2 4 aLICMMS HAE Thof 2ZsHok B

1EHA|. 2RI7H L AS m7tRIe) AlZtol 208 88 4 T2 HEBR HA| AlZHS I8
Ct.

<tfroot>

9800#

show cl ock

2CHA|. A AE] x| ago|Mof k2t HEEE] HIH EE= 2[F syslogl A syslog& == &gFLICt. Of
2 tH A|AE AEH U 27T QU= B O|E WEH =g = U&LCH

<#root>
9800#

show | oggi ng

<#root>
9800#
show debuggi ng

| OSXE Condi ti onal Debug Confi gs:
Condi tional Debug G obal State: Stop



| OSXE Packet Tracing Configs:

Packet |Infra debugs:

I p Address Por t
______________________________________________________ [ ——

N #nzHg LP 15tH, EH3LE ZH(mac T4, IP T4 5)0| Mt 2E TZHA9| C
B Bleof £xo| 2Z=E o|O|giLICh 0|2 Qs 29| 280| ZS7IELICH et 55
Mo Z CIHZSHK| 2 e 2E X2 X|*= Wo| E&UCH

4THA. Eﬂéé S mac FAIF3EAH S TS 2 LIAE[X] eiACHE 7HE. &8 MAC F A0 CHE
always-on &2 e FMZ +~FELICH

<#root>

9800#

show | ogging profile wireless filter [mac | ip] [<aaaa.bbbb.cccc> | <a.b.c.d>] to-file al ways-on-<Fl LEN/
MMe| 2HXE EAletHL LS 2F TFTP Aol SAHE +~ l&LICH

<#root>

9800#

nore bootfl ash: al ways- on- <FI LENAME. t xt >

or
9800#

copy bootfl ash: al ways-on-<FI LENAME. t xt > tftp://<a.b.c.d>/ <pat h>/al ways- on- <FI LENAME. t xt >

AR CIHZY U PM Y 55
A FH 7|50M AL B2 X2 ECHE &elsty| fla S8 HEE MSstx| gt 82,
R CIHEE dststn A(Radlo Active) X2 M = Q&LCh JedH x|EEl =A(0|
AR ZLI0|E mac FA)1 45 &Z5tE ZE T2 A A0 Cift Cle{ gl FXo| M3 Eulct

ZUF CIHZ S gdstetcd™ OHE BAIE A2,

18204 & d3tE ClHa =740| QleX| #lghL|ch

<#froot>
9800#

clear platformcondition all
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<ffroot>
9800#

debug wirel ess mac <aaaa. bbbb. cccc> {rmonitor-time <seconds>}

~ £t 8 ol & o|& el EEI0|MEE 2 LIE{R 2™ mac FAY debug wireless mac B
2 Adect

N amEE 2o s 2 4 UEE LIERo2 HIRE|D2 2M 2210|9E &0 E
Old MlMol| EA|Z|X| f &Lt

3EHA. BLIERE EXL SE S RFELICH

4EHA|. 718 Ee FEE 2LIE AlZto]l ELt7| ol EX|7t RizkElE 32 CIHaE SKIgLCH

<tfroot>

9800#

no debug wirel ess nmac <aaaa. bbbb. cccc>

2LIEE Alzto| BatetHL FM ClH7F SHE[T 9800 WLCE CHE 22 O0|§ 2 2Z
= gt

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

5CHA|. MAC =4 &89 g £ EELICH. RAFM JogE 28 MBO| SAHSHAHLE £ 5
S o

<{froot>

9800#

dir bootflash: | inc ra_trace

ItUE 2F Mol S AL



<ffroot>

9800#
copy bootflash:ra_trace_MAC aaaabbbbcccc_ HHMVES. XXX ti nezone_DayWeek _Month_Day_year.log tftp://<a.b.c.d:

BHx

Al:

rH
FH

<ffroot>

9800#

nore bootflash:ra_trace_MAC aaaabbbbcccc HHMVSS. XXX _ti nezone_DayWek_ Mont h_Day_year. | og

6ErA. 22 2Qlo| ot X B st x| 2 F2? ClHa Bl 238 o XAMS| EodF= UF 238

I_I_I_ o

SEBLICH 0] WL ol0| £EE/0f IR MR KMEE CIHI 218 MI322 Set0/EE
ChAl CIHZE TRt giasLin

<#root>

9800#

show | ogging profile wireless internal filter [mac | ip] [<aaaa.bbbb.cccc> | <a.b.c.d>] to-file ra-inter
N 210l W s2e nE zE A0 BE 27 BlHol Cist FRS BHatetn ATHs] wryE

z s
LICt O|qst £xg L2 EME 4= QUL = Cisco TACOH| 22|t A A2,

<tfroot>

9800#
copy bootflash:ra-internal -<FILENAME>. txt tftp://<a.b.c.d>/ra-internal - <Fl LENAME>. t xt

FEIX EA|
<ttroot>
9800#

nore bootflash:ra-internal - <FI LENAME>. t xt

7EA|. ClHa =742 MAHFLICEH
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9800 ZEEHE 7IEMeZ HZlE AL|1EE & U&LICH [etM ZEE EoiQ WiZ! %2 7HA
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1B, I5hs EBITIS LEIYE ACLS HOIBtLICH o 2150 B9 S2HO0IET} Q1T APOIA
=

<tfroot>
9800( confi g) #

i p access-list extended EWA-pcap

9800( confi g- ext - nacl ) #

permt ip any host <web server |P>

9800( confi g- ext - nacl ) #

permt ip host <web server |P> any

9800( confi g- ext - nacl ) #

permt ip any host <AP | P>

9800( confi g- ext - nacl ) #

permt ip host <AP I P> any

JolgtLich HEE Ea9 ETo| FWHOZ S EIUEX

2EHA. BLIE| TR DiHHAE
S 7EEeo 221 €YIE JtATLICH

=
FHOIgLICH QEmolaE HE

—

<tfroot>
9800#

nmoni tor capture EWA buffer size <buffer size in MB>

9800#

nmoni tor capture EWA access-list EWA-pcap

9800#

nmoni tor capture EWA control -pl ane both interface <uplink interface> both



<ffroot>
9800#

show nonitor capture EWA

Status Information for Capture EWA
Target Type:
Interface: Control Plane, Direction: BOTH

Interface: TenG gabitEthernet0/1/0, Direction: BOTH
Status : lnactive

Filter Details:

Access-list: EWA-pcap

Inner Filter Details:

Buf fer Details:
Buf f er Type: LI NEAR (default)

Buffer Size (in MB): 100

Limt Details:

Nurmber of Packets to capture: 0 (no limt)
Packet Capture duration: O (no limt)

Packet Size to capture: 0 (no limt)
Packet sanpling rate: 0 (no sanpling)

3EHA|. BLIE ZIR{E ARt RIS AFHELICH

<#root>
9800#

nonitor capture EWA start

Started capture point : EWA

4B 2L BXE SXlstn L2 HL(cH

<tfroot>
9800#

noni tor capture EWA stop

Stopped capture point : EWA
9800#monitor capture EWA export tftp://<a.b.c.d>/EWA.pcap



I E GUIMIM 4% E Ct2 2 =8t 1 Troubleshooting(E 24

=TT o
0|o Bt Ot T+ E 2R Export(LHELHZ)E MEAEILICH HTTPE Safl ®ote EEHE HXME
CHREZE35tE{H EECHR: HF0A Desktop(HIATE)S MEHELICY.
> Packet Capure 4 Need help on what logs to callect for various scenarios?

gelolE s BA 2
H 218 WLANS 2t0|HE SEhoi o|ESIH, Ol 7IHte 2 Z2}0] = S XA UHEE
HolE 2520 22 Helg AlHst= o L& LICH
HAR E2t2X 24 54
Mozilla Firefox & Google Chromezt 22 B2 |4 HEt K= & o E2|7A0|MH &5 =& S C|H
dste 2€ MUA =7 E NMSELICH HAR I Y2 ECI0|HE-MHE 435 HE9| BT E0H 2
a8 MEGEIH, 48 ZE, Oi7litds S) &7 HTTP &= 2&9| EtletelE MBS ehLict
HAR It 2 Z2}0|HE HelRXMHM LHEW D 7 2ME2 |5 CHE EE —?—X-ICHIA‘I 71X = U
&LICt. o] 2 Mol AME Mozilla Firefox0ll A HAR IS £ ElslE W2 7HEfstH AH@etL|ct.

1EtA|. Ctrl + Shift + |2 Web Developer Tools& @7{Lt, HEIR XM LI Lo OIRA LEZE HE

= A{EHNS}

2 =3
= = 1=

25t 1 InspectE L|CF.

HAE|

) > Packet Capture(ZHZ! Zi%x{)2




C Q search with Google or enter address
& |dentity Services Engine &% Cisco Prime Infrastruc... @ 2504-fgalvezm @ 3504-jesuherr s Software Download -

| o You must log in to this network before you can access the Internet. Open network login page

[
« > C ks

~
J
Save Page As...
Select All
View Page Source
Inspect Accessibility Properties
Inspect (Q)
Amazon eBay 8.8.8.8 172.16.15.18
Sponsored Sponsored

2EHH|. Network(HIEQ|T)E 0|S5t0d 2E Y FES AXSZ{H "Al(ZF)"0| MEAZ[R=X] 2f
QIgtLICE Z7]o{ o}O|2 & MEHEI T Persist Logs(21 | X|) Lol stat £ 7} QK| &elgtLch 2%
Xl ete® £l #HF0| EE[74E wotct 21 30| X[ ELICH.

0 O ispector [ Console O Debugger {} Style Editor (7Y Performance  {F Memory [E) Storage 1 Accessibility 58 Application g - X
E] 7 1 Q &I'.‘n‘l_ C55 JS MHMR Fonts Images Media WS Other  [[] Disable Cache Mo Throttling ¥ Ee

Iz
. . . . ' Per
« Perform a request or  Reload  the page to see detailed information about network activity. sist Logs

. . Import HAR File
» Click on the 0 button to start performance analysis. (3 o

O Norequests ‘

3Bl EXME MEst L EetXMI 2ZE QEE 7ISoteX| HAFLICH EXM7E AHEEH HE Y

3 2Zg X8t CtS ELIdF ofo|20lM MEHSI T Save All As HAR(ZF HARZ X{Eh)S MEH
grLich.

® © inspector [ Console [ Debugger T Metwork () Style Editor () Performance {0 Memory [B) Sterage T Accessivitity 838 Application 01 0] X
E . Il Q & Al HIML €55 JS XMR Fonts Images Media WS Other  [[] Disable Cache Mo Throtiling $ {ﬁ
éS'..JI.a Method Daenain File Initistor Type Transferred Sk w Persist Logs
: GET B 1Tzaes0.2 dogument himl TEE R so3e I
| GET 172.16 favicondes C cached Impaort HAR File
|em GET consenttmifsuitch_url = httpy/192.0.2.1 Aoginhtm|iap_macs Dcd:f8:04:58:¢ document Rt 3.02 KB 276 KB
| auphtr b nent - cached 1 KB Copy All As HAR
202 w FavieonLoaderjsm:191 (ime
| € POST 192020 loginhirml consenthimb37 (dogument]  hirmd 2,33 KB 2,18 KB | ELLE

| G 18 requests 565.21 KB [ 28589 KB transferred Finizh: 19.18 2 DOMContent Losted: 382 2




Zcto|HE
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T2 2%

Windows EE£ MacOSet 22 0OS7t U F4 ZCIo|HEE F4M 7= O{-HE{0|M TZIE AL|E
g 4= Q&LICH OTA(over-the-air) IiZ! X E = CHAStE 742 OfL|X|PH MEHRQI ¢l 015 &
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DNS 3

o
n
1E
B
mlo
ﬁ
P

7| TCP HEM|O|=Z & HTTP GET:

444 2021-89-27 21:53:46... 172.16.21.153  52.185.211.133 TCP 66 54623 » 443 [SYN] Seq=0 Win=64240 Len=8 MS55=1460 WS=256 SACK_PERM=1
445 2021-89-27 21:53:46... 172.16.21.153  96.7.93.42 HTTP 205 GET ffiles/vpn_ssid_notif.txt HTTP/1.1

446 2021-@9-27 21:53:46... 96.7.93.42 172.16.21.153  HTTP 866 HTTP/1.1 206 OK (text/html)

447 2021-69-27 21:53:46... 172.16.21.153  96.7.93.42 TCcP 54 65421 » 80 [ACK] Seq=303 Ack=1625 Win=131072 Len=@

Q2 MHete| TCP $HEMo|=:

11099 2023-09-18 06:44:07.872937  172,16.23.133 e 66 £320% = B9 [5WN] $19e0 Minef4240 Lensd MSS=1409 WEe256 SACK PERM=1
11090 2072-09-28 06:44:07. 5IM94 172, 16.50.8 e o B0+ 63209 [N, ACK] Seqed acked WlmeB132 Lened MSSe1I30 WEeZH6 SACK_PORe1
11991 2031-99-18 BEra4187. BEOO4T  171.16.21.153 R 54 E5205 = B9 [ACK] Seqel Ackel Kinel31872 Lensd

QI8 M{ofl CHEH HTTP GET(E4 ZH 2%):

166 30%1.00. 38 :4d:88 524181 172.14.31 183 HET 543 +//188.8.3. 17 1ogin . htlBap_maceie:db: 08: 07 : an:608c] lont_mace34:35:87 :8c26b: Fissldetild - Susstlredirectehttp: fume.ms
11107 302100 £ 172.16.80.8 e s

11112 1921 -8 .50.8 TR 1504 #n=1190 [TCF segment of & resssestled POU]

INLLD 22199 2500 TGP L Acks510 Min=66048 Len=1259 [TCP sepment of o resssestled POU)

11114 392199 7 120,153 TP 4 (A Acke2501 WineR31872 Lensd

14115 3001-95-38 B6rddidd. TETESY  172.16.B8.8 HTTR 42 HTTRIL.1 208 oK

11116 20210918 B6r44:108,EI4606  172.16.21.153 TR 54 55203 = 88 [AK] 10 Ack=1095 Win=130550 Lend

173.16.31.133
44350, 648688 192.0.2.1
T44I50, 649166 172,16.21.150 ] Seqel Ackel Winel31072
x X 172.16.21.153 WT ! - form-ur Lencoded)

Lennd

B Len=$68 [TCP segment of & rrassesbled POU]
138 Lemed60 [P sepment of & reassesbled Fou)

-89 !a D6184750, 681261 HTTP £ HITP/1.0 200 0
8-05-38

13342 2020-09:28

. 172.16.21.153
12353 2023-09-28 06:44:50. 749048 172,16.21.253

Tep 58 52359 = 88 [40X]
e 56 31358 = 8 [AK]

O|= Radio Active £& oA HB8t A2 Az o] E=24lL|Ct. g|ojof 3 | 215 SSIDo|| @45t
= 2cl0|eIEQ| E2I0|UE MM EHAIE AlHSE Y| 28t HXZE AL ELICH

802.11 215 & AZ:

<tfroot>

2021/09/28 12:59:51.781967 {wncd_x_R0O-0}{1}: [client-orch-sm] [26328]: (note): MAC: 3423.874c.6bf7 Asso
2021/09/28 12:59:51.782009 {wncd_x_R0-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

Recei ved Dot 11 associ ati on request.
Processing started,
SSID: EWA-Guest, Policy profile: CGuest-Policy

, AP Name: C9117AXI-1obby, Ap Mac Address: 0cd0.f897.ae60 BSSID MAC0000.0000.0000 wlan ID: 4RSSI: -39,
2021/09/28 12:59:51.782152 {wncd_x_R0O-0}{1}: [client-orch-state] [26328]: (nhote): MAC: 3423.874c.6bf7 C



2021/09/28 12:59:51.782357 {wncd_x_R0-0}{1}: [dotll-validate] [26328]: (info): MAC: 3423.874c.6bf7 WiFi
2021/09/28 12:59:51.782480 {wncd_x_R0O-0}{1}: [dotll] [26328]: (debug): MAC: 3423.874c.6bf7 dotll send a

Sendi ng associ ation response with resp_status_code: 0

2021/09/28 12:59:51.782483 {wncd_x_R0-0}{1}: [dotll] [26328]: (debug): MAC: 3423.874c.6bf7 Dotll Capabi
2021/09/28 12:59:51.782509 {wncd_x_R0-03}{1}: [dotll-frame] [26328]: (info): MAC: 3423.874c.6bf7 WiFi di
2021/09/28 12:59:51.782519 {wncd_x_R0-03}{1}: [dotll] [26328]: (info): MAC: 3423.874c.6bf7 dotll send as
2021/09/28 12:59:51.782611 {wncd_x_R0-0}{1}: [dotll] [26328]: (note): MAC: 3423.874c.6bf7

Associ ation success. AID 1

, Roaming = False, WGB = False, 1llr = False, 1llw = False
2021/09/28 12:59:51.782626 {wncd_x_R0O-03}{1}: [dotll] [26328]: (info): MAC: 3423.874c.6bf7 DOT1ll state t
2021/09/28 12:59:51.782676 {wncd_x_R0-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

Station Dot 11 association is successful.

AHE 2 el AHFIURELICE

<tfroot>

2021/09/28 12:59:51.782727 {wncd_x_R0-0}{1}: [cTient-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7 Sta
2021/09/28 12:59:51.782745 {wncd_x_R0-0}{1}: [client-orch-state] [26328]: (nhote): MAC: 3423.874c.6bf7 C
2021/09/28 12:59:51.782785 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7

L2 Authentication initiated. method WEBAUTH

, Policy VLAN 2621,AAA override = 0

2021/09/28 12:59:51.782803 {wncd_x_R0-0}{1}: [sanet-shim-translate] [26328]: (ERR): 3423.874c.6bf7 wlan
[...]

2021/09/28 12:59:51.787912 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
2021/09/28 12:59:51.787953 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
2021/09/28 12:59:51.787966 {wncd_x_R0O-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

L2 Authentication of station is successful., L3 Authentication : 1

ACL E{1 H:

<tfroot>

2021/09/28 12:59:51.785227 {wncd_x_R0-0}{1}: [webauth-sm] [26328]: (info): [ 0.0.0.0]Starting Webauth, |
2021/09/28 12:59:51.785307 {wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [26328]: (info): [0000.0000.0000:
2021/09/28 12:59:51.785378 {wncd_x_R0-0}{1}: [webauth-ac1] [26328]: (info): capwap_9000000b[3423.874c.6

Applying I Pv4d intercept ACL via SVM nane: WA-v4-int-172.16.80.8

, priority: 50, IIF-ID: O
2021/09/28 12:59:51.785738 {wncd_x_R0-0}{1}: [epm-redirect] [26328]: (info): [0000.0000.0000:unknown]

URL- Redirect-ACL = WA-v4-int-172.16.80.8

2021/09/28 12:59:51.786324 {wncd_x_R0-0}{1}: [webauth-ac1] [26328]: (info): capwap_9000000b[3423.874c.6

Applying I Pv6 intercept ACL via SVM nane: |P-Adm V6-Int-ACL-global, priority: 52



, IIF-ID: O
2021/09/28 12:59:51.786598 {wncd_x_R0O-0}{1}:

URL- Redi rect-ACL = | P- Adm V6- 1 nt - ACL- gl oba

2021/09/28 12:59:51.787904 {wncd_x_RO-0}{1}:

<{froot>

2021/09/28 12:59:51.799515 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:51.799716 {wncd_x_R0O-0}{1}:

|P-learn state transition:

2021/09/28 12:59:51.802213 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:51.916777 {wncd_x_R0O-0}{1}:
[...]

2021/09/28 12:59:52.810136 {wncd_x_R0O-0}{1}:

Client |P learn successful

2021/09/28 12:59:52.810185 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:52.810404 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:52.810794 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:52.810863 {wncd_x_R0O-0}{1}:

|P-learn state transition:

glojo13 elE A

<{froot>
2021/09/28 12:59:52.811141 {wncd_x_R0-0}{1}:

L3 Authentication initiated. LWA

2021/09/28 12:59:52.811154 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:55.324550 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:55.324565 {wncd_x_R0O-0}{1}:

HTTP GET request

2021/09/28 12:59:55.324588 {wncd_x_R0-0}{1}:
[...]
2021/09/28 13:01:29.859434 {wncd_x_R0O-0}{1}:

POST rcvd when in LOG@ N state

2021/09/28 13:01:29.859636 {wncd_x_R0O-0}{1}:
2021/09/28 13:01:29.860335 {wncd_x_R0O-0}{1}:

[epm-redirect] [26328]: (info): [0000.0000.0000:unknown]

[client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client

[client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7 C
[cTient-iplearn] [26328]: (info): MAC: 3423.874c.6bf7

S IPLEARNLINIT -> S_| PLEARN_| N_PROGRESS

[cTient-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
[sisf-packet] [26328]: (debug): RX: ARP from interface cap

[cTient-iplearn] [26328]: (note): MAC: 3423.874c.6bf7

Met hod: ARP I P: 172.16.21. 153

[epm] [26328]: (info): [0000.0000.0000:unknown] HDL = 0x0
[auth-mgr] [26328]: (info): [3423.874c.6bf7:capwap_9000000
[auth-mgr-feat_wireless] [26328]: (info): [0000.0000.0000:
[cTient-iplearn] [26328]: (info): MAC: 3423.874c.6bf7

S | PLEARN | N_PROGRESS -> S_| PLEARN_COVPLETE

[client-auth] [26328]: (note): MAC: 3423.874c.6bf7

[client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c
[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-acl1] [26328]: (info): capwap_9000000b[3423.874c.6
[webauth-acl1] [26328]: (info): capwap_9000000b[3423.874c.6



2021/09/28 13:01:29.861092 {wncd_x_R0O-0}{1}: [auth-mgr] [26328]: (info): [3423.874c.6bf7:capwap_9000000

Aut hc success from WebAut h, Auth event success

2021/09/28 13:01:29.861151 {wncd_x_R0-0}{1}: [ewlc-infra-evq] [26328]: (note): Authentication Success.
2021/09/28 13:01:29.862867 {wncd_x_R0-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7

L3 Aut hentication Successful.

ACL:[]
2021/09/28 13:01:29.862871 {wncd_x_R0-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7

Client auth-interface state transition: S _AUTH F_WEBAUTH PENDI NG -> S AUTH F_WEBAUTH_DONE

Al MEHE B
<tfroot>

2021/09/28 13:01:29.863176 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7 ADD MOB
2021/09/28 13:01:29.863272 {wncd_x_R0-0}{1}: [errmsg] [26328]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADDED_

Usernane entry (3423.874C. 6BF7) joined with ssid (EWA-Guest) for device with MAC. 3423.874c. 6bf7

2021/09/28 13:01:29.863334 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute :bsn-v
2021/09/28 13:01:29.863336 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute : time
2021/09/28 13:01:29.863343 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute : url-
2021/09/28 13:01:29.863387 {wncd_x_R0-03}{1}: [ewlc-qos-client] [26328]: (info): MAC: 3423.874c.6bf7 Cli
2021/09/28 13:01:29.863409 {wncd_x_R0-0}{1}: [rog-proxy-capwap] [26328]: (debug):

Managed client RUN state notification

1 3423.874c.6bf7
2021/09/28 13:01:29.863451 {wncd_x_R0O-0}{1}: [client-orch-state] [26328]: (nhote): MAC: 3423.874c.6bf7

Client state transition: S CO L3 _AUTH IN PROGRESS -> S CO RUN
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