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Client

ME AL HEETE ST 7IBULE SH-2FYO0

ol0| #8xlof !z 7| 20]4 gi0| Day Zero AILIE|2 2 CHA| O|S3ted= B Ct

DAQ2#write erase

Erasing the nvramfilesystemw Il renove all configuration files! Continue? [confirnj
[ K]

Erase of nvram conplete

Sep 7 10:09:31.141: %BYS-7-NV_BLOCK_INIT: Initialized the geonetry of nvram
DAQ2#reload

System configurati on has been nodified. Save? [yes/no]: no
Rel oad command is being issued on Active unit, this will reload the whol e stack
Proceed with rel oad? [confirni

Sep 7 10:10:55.318: %BYS-5- RELOAD: Rel oad requested by consol e. Rel oad Reason: Rel oad Conmand
Chassis 1 reloading, reason - Rel oad comand

Z7| 78 oiHA 23]
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HAEEp| 2elo| 2Z = W K| 7|ch2lL|c}.

Instal |l ati on node is | NSTALL

No startup-config, starting autoinstall/pnp/ztp...

Autoinstall will terminate if any input is detected on console
Aut oi nstall trying DHCPv4 on G gabitEthernetO

Aut oi nstall trying DHCPv6 on G gabitEthernetO

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/ 0: kernel: nte: [Hardware Error]: CPU O:
Machi ne Check: 0 Bank 9: ee2000000003110a

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: TSC O
ADDR f f007f 00 M SC 228aa040101086

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: PROCESSOR
0: 50654 TIME 1631009693 SOCKET 0 APIC 0 mi crocode 2000049

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/ 0: kernel: nte: [Hardware Error]: CPU O:
Machi ne Check: O Bank 10: ee2000000003110a

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: TSC O
ADDR ff007fcO M SC 228aa040101086

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/ 0: kernel: nte: [Hardware Error]: PROCESSOR
0: 50654 TIME 1631009693 SOCKET 0 APIC 0 mi crocode 2000049

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/ 0: kernel: nte: [Hardware Error]: CPU O:
Machi ne Check: 0 Bank 11: ee2000000003110a

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: TSC O
ADDR f f007f 80 M SC 228aa040101086

*Sep 7 10:15:01.936: % OSXE-0- PLATFORM Chassis 1 RO/ 0: kernel: nte: [Hardware Error]: PROCESSOR
0: 50654 TIME 1631009693 SOCKET 0 APIC 0 mi crocode 2000049

Aut oi nstall trying DHCPv4 on G gabitEt hernet0, VI anl

Aut oi nstall trying DHCPv6 on G gabitEt hernet0, VI anl

Acqui red | Pv4 address 192.168. 10. 105 on Interface G gabitEthernetO
Recei ved fol |l owi ng DHCPv4 opti ons:

dommi n-name : ci sco.com

dns-server-ip : 192.168.0.21

XK to enter CLI now...
pnp-di scovery can be nonitored wi thout entering enabl e node

Entering enable node will stop pnp-discovery
Guest shel | destroyed successfully

"Enter" 7|2 F27 &7| CHst A R0] "no"S Q1245
L|Ct.

]

% Pl ease answer 'yes' or 'no'.
Whul d you like to enter the initial configuration dialog? [yes/no]: no

Wuld you like to terminate autoinstall? [yes]: yes



Press RETURN to get started!
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DE MAMo| A2 g4 Config ZEMAM LIS Eo{gn, TETEE

E C}2 enable 2! config HHES AFgFLICH 01| EH O Z&Lct
W.C>enable

W.CHconfig

Configuring fromternminal, nenory, or network [terminal]?
Enter configuration conmands, one per line. End with CNTL/Z.
WLC( confi g) #host name control | er-nane

Z7| Cldtola #HmagolM & o 2| edF

FAHDC0|M CHS TS ASELICH 22 7|12 M8t £ SSHYI Al EEE

MEe S=uUoh

host nanme [ WLC_NAME]

int gio

ip add [OOM | P] 255.255.255.0

exit

iproute vrf Mgmt-intf 0.0.0.0 0.0.0.0 [ OOM GN

no i p domain | ookup
usernane [ADM N] privilege 15 password 0 [ PASSWORD]
ip domai n name [ DOVAI N_NAME]

aaa new nodel

aaa aut hentication |login default |ocal
aaa aut hentication | ogin CONSOLE none
aaa aut horization exec default | ocal
aaa aut horization network default | ocal

line con O

privilege | evel 15

I ogi n aut henticati on CONSOLE

exit

crypto key generate rsa nodul us 2048
ip ssh version 2

end

M= At - CDP #d3}

2he S YELICH ol EME

74
=

EE &0

EA|5tE{H "Enter" 7|18 +

x| ago|M

T8 BE0|M CHA| 1245t 10 O E-EE AFE & LICH 9800-CLL| A< Te0/0/0 2! Te0/0/1 QIE{H|

O|AE Gi1 L Gi2Z HiEL|Ct.

cdp run
int te0/0/0



cdp ena
int te0/0/1
cdp ena

9800-CL - AF&| AH 2lEM 4d

O|= 9800-CL ZAEE 0| MEt =& T/ AP CAPWAP ZQlof CHaH o{Z2+0|dA 2 E=(9800-80,
9800-40, 9800-L)0il= E 23 X| of&LICH.

wi rel ess config vw c-ssc key-size 2048 signature-al go sha256 password 0 [ CHANGEPASSWORD]

VLAN MM

T DM ER EF t2 Z2+0|ME VLANE BHE 1 WMI(Wireless Management Interface)|
SHEStE VLANS BHELICE.

Zt 274 o] &k
3 ALt 2|2

r|r )

20| AILHZIQ0IM 712 VLANDH HAE HNAE 913t SEH0IHE VLANO| 2
740| QbEQILICH T ZP £ JHo| MZ CHE VLANS ZZH 4 /= of

MIVLAN2 CHEE2o| fa| T2 EZT EEZ X|of CHEt AEE 0] HMASHE X|IHO0|0H, AA|
ZQIE0|M CAPWAP E{d2 MMgtLct

I>§

vl an [ CLI ENT_VLAN]
nane [ VLAN_NAME]

vlan [WM _VLAN|
nanme [ W RELESS MGMTI_VLAN|

o5 QIE{H|o]A T - o{&EEto|HA

9800-L, 9800-40, 9800- 80°| 2 du|ado|ld ZEofM CHE HHEE ALEst0{ H|0|E EH 2lE
H 0| A0f CHEH 7|2 7|52 A "%* = U&LICE o] oM F ZE EFoM dHE ML 50|
A= LACPE X1|°._F°*L—|EP.

£9/%| S0l M I3 EEZXIE A ol BRELIC

0l 4ie EE2 T2 2= IS NBSHE Zool 12 NBE ofFlol UnI2 HRd 2oz
HZE LISl A 4 2l MMRULICH MBS HESHAAIR.

IlInterfaces. LACP if standal one or static (channel-group 1 node on) on if HA before 17.1.
interface TenG gabitEthernet0/0/0

description You should put here your switch nane and port

switchport trunk allowed vlan [ CLI ENT_VLAN], [ VWM _VLAN|

swi tchport node trunk

no negotiation auto

channel -group 1 node active

interface TenG gabitEthernet0/0/1

description You should put here your switch nane and port
switchport trunk allowed vlan [ CLI ENT_VLAN], [ VWM _VLAN|
swi tchport node trunk

no negotiation auto

channel -group 1 node active



no shut

int pol

switchport trunk allowed vlan [CLI ENT_VLAN], [ WM _VLAN]
swi tchport node trunk

no shut

Il Configure the sane in switch and spanning-tree portfast trunk
port-channel | oad-bal ance src-dst-m xed-ip-port

4o g2l elEjmola 7

T8 220 oS BHEE AHE5t0d WMIE BHELICE Ol D1 S8 BAYLIC

int vilan [ VWM _VLAN|
ip add [WM _IP] [WM _MASK]
no shut

iproute 0.0.0.0 0.0.0.0 [WM _GWN

'l The interface nanme will nornmally be sonethng |ike VIan25, depending on your WM VLAN I D
wi rel ess managenent interface Vl an[ W _VLAN|

EE& AlZtcH U NTP 5718 74

NTPE 0t FM 7|50l 02 S8 Lict ZI|Te ol REAM CHE BHEE AEsto dHE L
CH.

ntp server [NTP_IP]

11 This is European Central Time, it should be adjusted to your local tine zone
clock timezone CET 1 0

clock sumer-tinme CEST recurring last Sun Mar 2:00 last Sun Cct 3:00

VTY HAA al Z7|E} 2Z MH|A

D AEE MEX, GUI HMA EXIE S XI5HT| s FIHVTY 2
At&stod 2E| QIE{H| oA 0f CHEF TCP MM MEIE JHME &= JU&LICH

service tinmestanps debug datetinme nsec
service tinmestanps | og datetine nmsec
service tcp-keepalives-in

service tcp-keepalives-out

| oggi ng buffered 512000

line vty 0 15
transport input ssh

line vty 16 50
transport input ssh

Radius x| gy|o]M

O|=H| 5t2 ISE Mol CHEt RADIUS S4l2 &'dg3tste 718 Mol MLt



radi us server |SE

address ipv4 [RADIUS_ | P] auth-port 1645 acct-port 1646
key [ RADI US_KEY]

aut ormat e-t est er username dummy probe-on

aaa group server radius | SE_GROUP
server name | SE

aaa aut hentication dotlx |SE group | SE_GROUP

radi us-server dead-criteria tine 5 tries 3
radi us-server deadtine 5

MEf ALY - O 7 e

Hot4o| 0|} 2 47 TFTP Auoll C#t XSt El U AT I0lM ol BAsE 4 s
Ct.
ar chi ve

path tftp://TFTP_I P/ | ab_confi gurati ons/ 9800- confi g. conf
time-period 1440

e

O] MMoj M= WPA22} Preshare Key, WPA2 2! 802.1x/radius, Central Webauth 2! Local
Webauth 2| 7P‘* QUBE{Ol ZBHS CHRE CHFH WLAN R39 oS AmE L 150f 028 B
£ 7|50 Z&E NeR oo ElX| 2t =2 Eof mat AM7stT =%sHok & L|Ct.

1EE7} An|ago|ME "&t2"2 EAISIEd™ country B S MHSHoF §HLICH HIE x|t &
SIEE I71 S5 dsHok gLct

B

ap dot 11 24ghz cl eanair
ap dot 11 5ghz cl eanair
no ap dotl1l 5ghz S

'l nportant: replace country list with to match your | ocation
11 These commands are supported from 17.3 and hi gher

wireless country ES

wireless country US

ME] A E - 2 AR

O|E Safl HEQIZ7I CtSnt 22 72Xl 2 M E §FE + U&LICH

ML EOIEE 2H 7 BHS THid5t7| QIsh SSHE BAESIT, 712 K2 BHO| ot
X174 5 2 syslogE AL EILICH Ol 7|2 AP 71l TR TS AFBSHE 2oz M #=g
FI1Y B2 RAT WZ AYE NS0 L

ClutolA 27 248, HESIT0 7T 2at0lolE 88 &7

ap profile default-ap-profile
ngmt user username [ AP_ADM N] password O [ AP_PASSWORD] secret 0 [ AP_SECRET]

ssh
sysl og host [AP_SYSLOG

device classifier



WLAN 4 - WPA2-PSK

\0

| WLANS CHE

+E L4 MYoZ HhELCH o]l fY
2 = of A EL|CT.

10| 10T & %|E X|&st=

CHE 22

AE{ZEto|= AlLt2[20 CHal M= AbE ILIC

w an Wl an_psk 1 [ SSI D PSK]

security wpa psk set-key ascii 0 [ WLANPSK]
no security wpa akm dot 1x

security wpa akm psk

no shut down

WLAN 4 - WPA2-QIE| LB} 0| =

RADIUS 215 & AF83tE
A

WPA2 WLANZS| 7+ UHH={Q

w an Wl an_dot 1x 2 [ SSI D- DOT1X]
security dot1lx authentication-list |ISE
no shut down

WLAN &9 - 24 8| 2158 M83t= H4LE

ISE HAE K| Q0| . ZHEE HAE MM A0 AFR

Ao et & Hal of7fHs WS s [ STE &2 + 2
AlAlO
= —_.

paraneter-nmap type webaut h gl oba

yes ! this may not be needed depending on the version
virtual -ip ipv4d 192.0.2.1

virtual -ip i pve 1001::1

aaa aut hentication |ogin WEBAUTH | oca
aaa aut horization network default |oca

w an Wl an_webaut h 3 [ SSI D- WVEBAUTH]
peer - bl ocki ng drop

no security wpa

no security wpa wpa2 ci phers aes

no security wpa akm dot 1x

no security ft

no security wpa wpa2

security web-auth

security web-auth authentication-list WEBAUTH
security web-auth paraneter-map gl oba
no shu

WLAN &9 - & 8l I8 M8ste HAE

ISE HAE X|ol At

aaa aut hentication network default |oca
aaa aut horization network MACFILTER group | SE_GROUP

2 740l e

2l AlLtE[2

A& LICH Al

3, B

L|Ct AE{Zzlo|=

gt AlLt2|2

stE4 ol(yes)2
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aaa accounting identity |ISE start-stop group | SE_GROUP

aaa server radius dynami c-aut hor
client [RADIUS | P] server-key [ RADI US_KEY]

ip access-list extended REDI RECT
10 deny icnp any any

20 deny udp any any eq boot ps

30 deny udp any any eq boot pc

40 deny udp any any eq domain

50 deny ip any host [RADI US_I P]
55 deny ip host [RADIUS_ | P] any
60 pernit tcp any any eq www

wan W an_cwa 5 [ SSI D- CWA]
mac-filtering MACFILTER

no security wpa

no security wpa wpa2 ci phers aes
no security wpa akm dot 1x

no security ft

no security wpa wpa2

no shut down

' we will create two policy profiles, to be used later depending if the APs are |local or flex
node

wireless profile policy local _vlanclients_cwa

aaa-override

accounting-list |ISE

i pv4 dhcp required

nac

vl an [ CLI ENT_VLAN]

no shut down

wireless profile policy policy_flex_cwa

no central association !!Ensure to disable central-assoc for flexconnect APs
no central dhcp

no central swtching

aaa-override

accounting-list |ISE

i pv4 dhcp required

nac

vl an [ CLI ENT_VLAN]

no shut down

24 3= APO]| CHet 3 Mo

24 ZCE APE YEtMo 2 ST HEXHIE S5l Catalyst 9800 ZHEE 22t SUT = 21X 2R
ofl = APILICH.

O|AN| 7|2 C|HtO|A ZAHI|apio|Mo| ZEE HEZ22 048 WLAN Z2Io| MMEQleooE,
O|Ml M& == &1} &4 0| 2E C|HIO|AE A5t O|2{8t SSIDE EZEIHAESHOF St Y
NA ZQIEo| Ef1E Eal ME& xFa|Lict

AEMIEE L€ 2 Understand Catalyst 9800 Wireless Controllers Configuration Model(Catalyst 9800
SMZAEES] Hu|ad oM ZE o|ah)E & ESHAMAIL.

wireless profile policy policy local _clients
description |l ocal _vlan

dhcp-tlv-caching

http-tlv-caching


https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html

radi us-profiling

session-timeout 86400 !!Ensure to not use 0 since O neans no pnk cache
idle-timout 300

vl an [ CLI ENT_VLAN]

no shut down

wireless tag site site_tag_| ocal
description | ocal

wireless tag policy policy_tag | ocal

description "Tag for APs on | ocal node"

'l Include here only the W.ANs types from previous sections, that you have defined and are
interesting for your organization

'l For guest WLANS (CWA/LWA), it is comon to use a different policy profile, to map to a
di fferent VLAN

w an Wl an_psk policy policy policy_local _clients

w an wl an_dot 1x policy policy policy_local _clients

w an Wl an_webaut h policy policy policy_local _clients

wlan Wl an_cwa policy policy_local _clients

Flexconnect Z.E AP0 CHEF 242 M A

Flexconnect ZE HMA ZOIEE= Qdtxdo 2 ZHEZ 29 AP 72| ¢1Z40| WANS S8 =& =! |
([h2kM AP Zte] &= X4 AlZto]| B7teh FE EEZX|E O|RZ Qs 22t0|HE ECfZI0| AP
ZEO|AM Ea"E A ZEIE|0{0F §tH HAEE ] QIEHO| A LI ERIZE S23517| {I5H
CAPWAPE &3all Y k| X| ofofof &LC.

Zu|aefold2 24 =8t HIR X 2Ho|M 221FE EEfE0|
INESL= A= )

A=o=z Zejavt

rir
e
Ik

wireless profile flex flex_profile_native

acl - pol i cy REDI RECT

central -webaut h

ar p- cachi ng

1l Replace 25 with the VLAN native on your AP L2 topol ogy
native-vlan-id 25

vl an- name [ VLAN_NAME]

vl an-id [ CLI ENT_VLAN

wireless tag site site_tag flex
flex-profile flex_profile_native
no local-site

wireless profile policy policy_flex_clients

no central association !!Ensure to disable central-assoc for flexconnect APs
no central dhcp

no central sw tching

dhcp-tlv-caching

http-tlv-caching

idle-timout 300

session-tineout 86400 !!Ensure to not use 0 since O means no pnk cache

vl an [ CLI ENT_VLAN|

no shut down

wireless tag policy policy_tag_flex

description "Profile for Flex node APs"

'l Include here only the WLANs types from previous sections, that you have defined and are
interesting for your organization

'l For guest WLANS (CWA/LWA), it is comon to use a different policy profile, to map to a
di fferent VLAN



w an Wl an_psk policy policy_flex_clients

w an Wl an_dot1x policy policy _flex_clients
w an Wl an_webaut h policy policy_flex_clients
w an Wl an_cwa policy policy_flex_cwa

25 - HHA ZQIEO Ejl7 XHE

OFX|2 EFAl0MHE Holst EfaE ZF HMA ZIEo| M8l oF gLct ZF APQ| O|HY! MAC &
E C[Hio|A0f U= MAC FAZ WA|SHOF g L|CH

11 Tag assignent using static nmethod. Replace mac with your device
ap F4DB. E683. 74C0

policy-tag policy_tag | ocal

site-tag site_tag | ocal

AP MAC 4 SE2 7I1Me 9y

Lof SR} HIZE AP 222 V2 £ UL

ol

show ap summary HEE AIS

d adi usl#sh ap summ
Nurmber of APs: 1

AP Nanme Sl ots AP Mddel Ethernet MAC Radi o MAC Location Country |IP Address State

9130E-r 3-sw2-g1012 3 9130AXE 0c75. bdb6. 28¢c0 0c75. bdb5. 7e80 Test 123 ES 192. 168. 25. 139 Regi stered

THE e{7|
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/content/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://developer.cisco.com/docs/wireless-troubleshooting-tools/
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