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9800 WLC(Wireless LAN Controller) 741|220 4
LAP(Lightweight Access Point)

9|82 ¥ MH ISE(Identity Services Engine)2
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« 9800-40 WLC Cisco IOS® XE, ™ 17.18.4a(APSP1 ol APSP2)
« ISE(ldentity Services Engine) % 3.2.0.542
. Cisco® Wireless 91721 Series Wi-Fi 7 Access Point, 71 17.18.4.202

Ol 2ol B S5 M 270l ClHolAE ECHZ SHAEIUALICH Of M0 AFSE ZE Clut

=
OlAE %7I3HE(7]8) HIIBOIMS R AlRtEIALICH BA LEXDTL &5 B2 39 =&
Hao| AAIRIQ! WS OlE| SEI5HAI7] HHErLICH

ol O|=
H L-O

# Q15 AAE AHBRITH LIESIT0l HMA B 4 TS sh= Blojof 3 2ot Tl Lin

0l 7I52 AF8Rt Z2 g Y LR 90| 2
SSEE MAEIRSM, Bilojo2 0o WEnt = &A AHRE ?/\'ﬁl-—ll:l-.

{0

4 Q150 =X Eot HFHLERLE 7 8E & U= HLAE WLANE Sl AZE + gi= ClHIo]

I



AH2E)7H MEHE HEQIT HHA HEtoz HEQIo| HMASEE 58
O &4 E|X| AL & t= HWULICH HAE ALEX7L HEL|Fof HMA &
X QI QIE sffof &Lt &, HERZ 0| HMHA & = JUALE SHIE RAHE B
(Acceptable Use Policy)of| *é.* &t oF gFL|C}.

sto e 2ot
TS sh2iDd 4
%

SIES = °|'7‘||-—|' AUP

A
T
(m g
o

2 QIZ2 ABA SHTE £0IT, ALE ABAITF SO e HUZHS F4FHES S,
0l WERY DRE £+ AUTS 57| WSl 7 /ol AH KBt
HOIES TR HAE ZH W B0 ME|EE YAIS Tetshok BLICH £ 7hK| Yl
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webauth authbypass consent webconsent
banner login
O Accepl
Username: :":‘vrl G
Accept )
Usemame:
Password: Don't Accept
Password:
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Client AP 9800 WLC DHCP Server

B (=

|A550ciation Request|

|Association Response|

DHCP Proces:

v

|DN5 query msftconnecttest.com

DNS Server

DNS response msftconnecttest.com IP address 199.191.50.184

AJ

|HTTP GET to received IP addre55|

Intercept!

HTTP 200 OK and redirect URL|

HTTPS GET to Wic virtual 18 g

Welcome to the Clsco Web-Authentication network

Cisto is pleased 1o prowde web-authentication rirastncture

|WLC sends web portal (login page)| for your Retark. Fisess logh

A

Accept AUP
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Client AP 9800 WLC DHCP Server DNS Server RADIUS Server

W

Association Request]

BHCP Pro-:esa

v

[DNs query msftconnecttest.com]

|DNS response msftconnecttest.com IP address 199.191.50.184'

Lacal Web
Authentication
|HTTP GET to received IP add resﬂ
‘ Intercept!
‘ Welcome to the Clsco Web-Authentication network
JHTTPS GET to WLC virtual 1F] Gincs st s wes-tertc s ekascies
User Name
|\VLC d 5 = (I - _}l Password
sends web portal (login page [
|Enters username and password|
WLC checks credentials y
against RADIUS
IRADIUS Access Requesd
External
RADIUS Access Accept/Reject] Authentication
[authenticates/Deletes client|
T
|

LWA-EA EE2

74

HIE9/3 choloi 12



RADIUS 9800 WLC
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AAA MEH 2 M 18 74

9800WLC> enable

9800WLC# configure terminal
9800WLC(config)#radius server RADIUS
9800WLC(config-radius-server)#address ipv4

auth-port 1812 acct-port 1813
9800WLC(config-radius-server)#key cisco
9800WLC(config-radius-server)#exit
9800WLC(config)#aaa group server radius RADIUSGROUP
9800WLC(config-sg-radius)#server name RADIUS

9800WLC(config-sg-radius)#end

ELIC} Flex Local Switching 71
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9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#aaa new-model

9800WLC(config)#aaa authentication Togin LWA_AUTHENTICATION group RADIUSGROUP
9800WLC(config)#aaa authorization network LWA_AUTHORIZATION group RADIUSGROUP
9800WLC(config)#end

Configure Parameter Maps

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)# parameter-map type webauth global
9800WLC(config-params-parameter-map)#virtual-ip ipv4 192.0.2.1
9800WLC(config-params-parameter-map)#trustpoint

9800WLC(config-params-parameter-map)#end

WLAN E ot of7Hds 24

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#wlan LWA_EA 1 LWA_EA
9800WLC(config-wlan)#no security wpa
9800WLC(config-wlan)#no security wpa wpa?2
9800WLC(config-wlan)#no security wpa wpa2 ciphers aes
9800WLC(config-wlan)#no security wpa akm dotlx
9800WLC(config-wlan)#security web-auth
9800WLC(config-wlan)#security web-auth authentication-1ist LWA_AUTHENTICATION
9800WLC(config-wlan)#security web-auth parameter-map global
9800WLC(config-wlan)#no shutdown

9800WLC(config-wlan)#end

MMz A



9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#wireless profile policy POLICY_PROFILE
9800WLC(config-wireless-policy)#vlan

9800WLC(config-wireless-policy)#no shutdown

9800WLC(config-wireless-policy)#end

AR B A

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#wireless tag policy POLICY_TAG
9800WLC(config-policy-tag)#wlan LWA_EA policy POLICY_PROFILE
9800WLC(config-policy-tag)# end

APOf| H& Ej 7 &

9800WLC> enable
9800WLC# configure terminal
9800WLC(config)#ap

9800WLC(config-ap-tag)#policy-tag POLICY_TAG

9800WLC(config-ap-tag)#end

ISE S0i|M ZHm|apfo|Me 2t23524H ISE Configuration(ISE Z1I|28j|0|M) MMo Z 0|5
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[e][]
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9800 WLCS| AAA T4
1E+A. 9800 WLC ZAI|2 20| M0 ISE MHHE F7I&LCt.

Configuration(Z1I| 22| 0| M) > Security(:2 ) > AAA > Servers/Groups(AH/Z1&) > RADIUS >
Servers(MH) > + Add(F7HE 0|S stz o|0|X|oi| EA|E! CHE RADIUS M HEE =gt}

Create AAA Radius Server x

General RadSec )
Show Me How »

Name* RADIUS Support for CoA (&) ENABLED .

Server Address* 192.0.2.30 CoA Server Key Type Clear Text v

PAC Key 0 CoAServerkey @ | v

Key Type Clear Text v Confirm CoA Server Key rene]

Key* @ | e VRF (7
Confirm Key* | we- Automate Tester O

Auth Port 1812

Acct Port 1813

Server Timeout 1-1000

(seconds)

Retry Count 0-100

9800 WLCS| AAA A4

2EHA|. RADIUS M &8 F718huct.

Configuration(Z1I| 12| 0| M) > Security(:2 ) > AAA > Servers/Groups(AH/1&) > RADIUS >
Servers Group(AHH I &) > + Add(F7HE 0|55t RADIUS M O & MEE =gLct



Create AAA Radius Server Group b

Name* RADIUSGROUP ‘l
f l Show Me How »
Group Type RADIUS ‘
MAC-Delimiter none - w
MAC-Filtering | none v
Dead-Time (mins) 5 ‘

Load Balance @ oisasLed

IPv4 Source Interface v ‘ ®
IPv4 VRF v J
IPv6 Source Interface v ] @
IPV6 VRF ' v @
Available Servers Assigned Servers
pr—
a |RADIUS| &

AEMEE
(<] (<] ] o]

O Cancel (=] Apply to Device |

RADIUS Mt 18 %7}
3EHA. 215 YWY S5 ddELch

Configuration > Security > AAA > AAA Method List > Authentication > + AddZ 0|5 &L|C}:



Quick Setup: AAA Authentication x

Method List Name* . LWA_AUTHENTICATION ‘l
Type* ‘ login v ‘ ®
Group Type | group v ‘ ®
Fallback to local D
Available Server Groups Assigned Server Groups

1

radius a RADIUSGROUP A -

Idap I

tacacs+

v v
= Apply to Device
. @ @ @ 4

ol
—

ol

Hie 22 0ts 7|
oH 7 =2

4THH. M3 Rof W S22 MugBLCH

Configuration(Z1I| 2184 0| M) > Security(£ ) > AAA > AAA Method List(AAA HME S5) >
Authorization(T 8t £04) > + Add(F7HZ O|S &rLCt.



Quick Setup: AAA Authorization

Method List Name* LWA_AUTHORIZATION |

Type* network - |.| ®

Group Type group v |®

Fallback to local D

Authenticated D

Available Server Groups Assigned Server Groups
radius a '|RADIUSGROUP a
Idap
tacacs+

v v

=
rot
ir
2

L
1%
i
o
o
i
N

Of7Hed s S ME5HHLE HEELICH R82 webauthZ MEREFLICE. Virtual IPv4 Address(7H4f
IPv4 FA)E IP FA SE2 YXIsH7| /s HEK/I M ASEX| b= F4040k 5t MZ| XK

Configuration(Z1Z| 184/ 0| M) > Security(£ ) > Web Auth(& 218) > + Add(F7HZ 0|5 5t7L} Oi
i~ R E MEREFL|CE



Configuration = > Security= > Web Auth Edit Web Auth Parameter

General Advanced A
Parameter-map global virtual IPvé Address 192.0.2.1
Parameter Map Name MName
glabal 4 Banner Title Trustpoint TP-self-signed-9474%...
! 10 Virtual IPd
. Hostname
ESERF TR @ Nane O Bamner Text Virtual IPv8 Address e
O File Name
Maximum HTTP 100 e Dp‘;‘“th intercept
connections
Init-State 120 Enable HTTP server

Timeout(secs) kLol

BT e
Captive Bypass Portal

Disable Success Window

Dizable Logout Window

Disable Cisco Logo

. Cancel
J

WebAuth 744

WLAN T4
1EHA| WLAN 24,

Configuration(T4J) > Tags & Profiles(EfZ ! Z 21} 2l) > WLAN > + Add(+ £7HZE 0|56t E
Qo et HERXIE FgLict

Add WLAN x

General Security Advanced
Profile Name* ‘ LWA_EA Radio Policy &
SSID* ‘ LWA_EA Show slot configuration
6 GHz

Status enaslen [ 5 GHz

Status enaste [

Broadcast SSID

Wi-Fi 6E Compatibility T — Status ENABLED -

2.4 GHz

WLAN ID* ‘ 1 Status o

802.11b/g | 802.11b/g v
Wi-Fi 7 Compatibility requirements met 3 bands enabled Paolicy ) d

WLAN A



2CHA|. Security(F2.2t) > Layer2(2110]0{ 2)2 0|S 3t Layer 2 Security Mode(21|0[0{ 2 2ot 2=
)0l A None(8i&)2 MEHEFLIC.

Add WLAN ®

General Advanced

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP @ None

MAG Filtering O
OWE Transition Mode C]

Lobby Admin Access O

WLAN HE OF A A

3. Security(E ) > Layer32 0|53t Web Policy( Z%)0ll A Web Auth Parameter Map(!

01 i7§44: )0l A Df7HEd 4 O|F-2 M=5tT Authentication List(R15 S2)0il Al OfFofl 44
3t 015 228 MEHSHL|C}.

=



Add WLAN %

General Security Advanced

Layer2 Layer3 ABA

Show Advanced ::;C'Tfil'lgﬁ =2
Web Policy
Web Auth Parameter Map global v |
Authentication List LWA_AUTHENTIC... v |

For Local Login Method List to work, please make sure the

configuration ‘aaa authorization network default local' exists
on the device

WLAN QI& =5 44y

= Apply to Device

WLANO| WLAN SE0f EA|ELICH

Configuration = » Tags & Profiles~ > WLANs

-+ Add

Selected WLANs : 0

(] Statuz Name Y D Y ssiD Y  2.4/5 GHz Security Y & GHz Security T

0O © wwaEA ¥ 1 LWA_EA [open],[Web Auth]

MM L2 Ljof A CHE M7 S0 22H0IHES BT HE VLANS Meig £ 9/



718 MM 22012 AFSS L M T2 S MAE £ UaLic

1CHA| A X3 = 2 mlele AHAISHL|C)

Configuration(ZZ| 12 0|44) > Tags & Profiles(E{1 & T2 ) > Policy(H2) 2 0S3t0f 7|2
M2 LS LML A Z2ES pHELCH

[kl

Z2ntelo| gd=tk|ofof gLt

Add Policy Profile X

'y

& Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced
Name* POLICY_PROFILE WLAN Switching Policy
Description Enter Description Central Switching enaBLED [}
Status ENABLED - Central Authentication ENABLED .
Passive Client |. DISABLED | Central DHCP

[

P
IP MAC Binding Flex NAT/PAT @ oseeLep
Encrypted Traffic Analytics . DISABLED

JURSL:!

o

|H
0x

24

2CHA| VLANS MEHSHLICE

t1 ESCH20{A VLAN O|§& B4t 7L VLAN IDE

o

Access Policies( M A Z%H) EHo 2 0|8
T8O = QgL



‘

Add Policy Profile

a
A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Paolicy profile.
General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Caching O _—ye ( o
DHCP TLV Caching O

IPvE ACL v @
WLAN Local Profiling

URL Filters O]
Global State of Device Disabled (3)
Classification Pre Auth v B
Local Subscriber Paolicy v B Post Auth v 8
Name y
VLAN
VLAN/VLAN Group .VLANM32 x v |®
Multicast VLAN Enter Multicast VLAN

VLAN AdEH

A ET LR O|ME SSIDE MM Z2otelnt 44
policy EHIE MEE & U&LICH

o|o|X|oll EAIE! ZdT} ZH0| Configuration(Tt4d) > Tags & Profiles(E{

> Policy(H2) 2 o|sSstm ERoi et M2 FIt+e

MES + T}

LICH.

=l Apply to Device

BtLCt M X2 Ef 72 AMAISH7LE default-

u}l) > Tags(EH)



Add Policy Tag X
Y

Name™ [ POLICY_TAG ‘

Description l Enter Description ‘

v WLAN-POLICY Maps : 0

+ Add

D WLAN Profile Y  Policy Profile Y

No records available. Y

M 4 » M 10 1 items per page

WLAN Z2 10U E Hete HA =20t dof dZ2ELICH

Add Policy Tag X
+ Add a
(O WLAN Profile Y  Policy Profile T
Mo records available. :
4 4 » ¥ ( 10 ] items per page 0 - 0 of 0 items

Map WLAN and Policy

WLAN Profile* |LWA_EA x v |@ Policy Profile* POLICY_PRO.. X ¥

RLAN-POLICY Maps : 0




AP StLtol EHOE &
E) > AP Name(A

Configuration= > Wi

% All Access Points

Total APs :3

AP Name
d
CWa172I-LAB aha Lt N
CO130AXI-E-LAB & % Ll
AP280ZI-E-LAB i Ll
4
1 10
6 GHz Radios
5 GHz Radios

2.4 GHz Radios

Dual-Band Radios

o
2
u
LJ
ot
ol

ISE 7+ M

POIS)>
E I:II 7“‘7(|O-|| x4 % % Ié|=| |__||:|.

&3t24™ Configuration(T4d) > Wireless(F M) > Access Points(A|A Z QI

General Interfaces

General

AP Name*
Location™®

Base Radio MAC
Ethernet MAC
MLD Base MaC (D)
Admin Status

AP Mode
Operation Status

Fabric Status
LED Settings

LED State

Brightness Level

Flash Settings

"D Cancel

ISEO0{| 9800 WLC F7}

1EHA. o|O|x|oi| E A
Network Devices(U|

General Tags(4t Ef1)2 0|55t ER

High Availability

CW91721-LAB

default location

ensseer [

Local
Registered

Disabled

enaten [

8

o.|| |I|'E'_|' o|'|:|‘o|- |:|.<=> o-I[_-_.||o|

N Edit AP x

Geolocation ICap Advanced Support Bundle =
Tags
A Changing Tags will cause the AP to momentarily lose
association with the Controller. Writing Tag Config to AP is not
allowed while changing Tags.
Policy POLICY_TAG v B
Site default-site-tag v B
RF default=-rf-tag v B
Write Tag Config to AP @
Version
Primary Software Version 17.18.4,202
Predownloaded Status N/A
Predownlpaded Version N/A
Mext Retry Time MN/A
v

[ PR .

|2 231+ ZH 0] Administration(Z 2l) > Network Resources(HIE |3 BlAA) >
E 9|3 C|Hto|A)E o|SELICH



x Cisco ISE () What page are you looking for?

' Dashboard

Operations dolicy Administration

System Network Resources pxGrid Services

Netw: Dav

ISE0{| 9800 WLC =7}

2EHA|. +AddE Z=IEtL|Ct.

Network Devices Network Device Groups Network Device Profiles External RAD

Network Devices

Default Device Network Devices

Device Security Settings

. -
- Add L) Import Export

HES|/3 ClHFo|A 7}

AEE 22 0|F, AZES o] HX, dE L ClHIO|A RYE, /IR EEE WLCE 7[gez ot &Y
HIER{Z ClHol& T &0| & + JA&LICH

3CtH7 I o|O|X[ofl EAIEI CHZ 9800 WLC A S QI=dBILICH WLC S0 M M4 Al Ho|El A
ot St RADIUS 7|E€ =EtLIC O® CHS Submit(K[£)2 E=I§Lc.



Network Devices

MName | 93800-WLC |
Description

IP Address . *IP: 192.0.2.20 I 32
Device Profile & Cisco v o®
Model Mame v
Software Version W

Network Device Group

Location All Locations » Set To Default
IPSEC Is IPSEC Device N Set To Default
Device Type All Device Types g Set To Default

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

IShared Secret = - I Show

9800 WLC A%

47|, Administration(2 2|) > Network Resources(HIE |3 2|2 2A) > Network Devices(HIE 3



ClHFO[A)2 O|S ot HESIF ClHto|A S 50| EAIELICH

Network Devices

Selected 0 Total &

|:| Name IP/Mask Profile Name Location Type

O & Cisco All Locations All Device Types
O &% Cisco All Locations All Device Types
O & Cisco All Locations All Device Types
)] WLC 192.0.2.20/32 %5 Cisco All Locations All Device Types

FEEEREIES

ISEOIAM Af AFS R} A4

1E-A|. Administration(22l) > Identity Management(ID £ 2|) > Identities(ID)Z 0| & & LIC}.

%) Cisco ISE

Q) What page are you looking for?

Dashboard

Administration

System Network Resources pxGrid Services

Network Devices

Feed Service

Profiler

Threat Centric NAC
Shortcuts

Third
Identity Management

Identities

ISE 22| - ID

257, Users(AHERHZE 0|S 3104 +Add(F7HE S =IFLICH



= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings
Users
Network Access Users

Latest Manual Network Scan Res...

+ Add «' Change Status L Import Iy Export ij Delete
Status Username ~  Description First Name Last Name Emi
NN
= == =| f ~\ o s
3THAL HLE ALK ALEXt 0|F X HIZHS E 235t T Submit(ME)S E=ILICH
sers List » Mew Network Access User
~ Network Access User
* Username guest
Status Enabled
Account Name Alias
Email
v Passwords
Password Type: Internal Users ~
Password Lifetime:
© With Expiration
Password will expire in 60 days
() Never Expires
Password Re-Enter Password
* Login Password =t Generate Password 0]
Generate Password 0

Enable Password

ISEOI A M ALS R} 4



AELA|. Administration(Z 2l) > Identity Management(ID & 2l) > Identities(ID) > Users(AF& XHZ 0
S5 A SEE 2 = UELICH

Network Access Users

Status Username Descripti... First Name Last Name Email Address User Identity Groups Admin

Enabled § guest

HEST AMA AER F5

e £0{ Z2 0t MM

M2 z 20l of7iHs(MAC T4, A1 58, A2 E WLAN §)E 7|tteZ 2210|HEN &d
El AnFlL|Ct. VLAN(Virtual Local Area Network), ACL(Access Controls List), URL(Uniform
Resource Locator) ZIC|EM So| §H dHE g€ E = JU&LICh

O| EHAHIIMHE= ECIO|MEE QI8 THZ CIC|AMee O st e 2o{ T2 0 MMSHE
e Ho{EL|CH %4l H{FQ] ISEO|= Cisco Webauth #8t 504 Z17t o|O| /& LICt. o47|of
M WwLCo| A48t 740t x|t E ZIC|HM ACL 0|22 £HSIEE WEE £ &Lt

1Et7|. Policy("3%H) > Policy Elements(& 2 Q 4) > Results(Z1H) 2 O|S§ LIt

x Cisco ISE Q. What page are you looking for?

Dashboard

Context Visibility Operations i Administration

Recent Pages
Policy Sets Profiling

Posture Client Provisioning

Policy Elements

Dicti

ISE 2 - 21t

2EHA|. Authorization(T 8 £ 04) > Authorization Profiles(T 8t £0{ Z 21} )2 0|S&FL|C}. #st



Fo{ Z2m g Hdste{H+AddE S 2IFLICH

= Cisco ISE Policy - Policy Elements
Dictionaries Conditions Results
Authentication >

Standard Authorization Profiles

Authorization o

For Policy Export go to Administration > System > Backup & Restore = Policy Export
Authorization Profiles

Downloadable ACLs

rr
12
x
|>

3CHA|. Het Bo{ =21 LWA_EA AUTHORIZATION% MAMBLICH S48 M8 HE
Y=ACCESS_ACCEPTO{0f &fL|Ct. Submit(ME)Z2 S=!gfLICt

d

New Authorization Profile

Authorization Profile

* Name

LWA_EA_AUTHORIZATION

Description

* Access Type
ACCESS_ACCEPT v

Network Device Profile &k Cisco W@

Service Template

O

Track Movement O

Agentless Posture 0O®
O

Passive Identity Tracking

4THA. Policy("3&) > Policy Elements(3 2 2 4) > Results(Z 1) > Authorization(T 8t §£04) >
Authorization Profiles(T48 04 T2 1) 2 0|55t0{ Mt H0o{ Z2M U2 & = UYU&LICH

Jo



Dictionaries Conditions
Authentication b
Authorization v

Authorization Profiles

Downloadable ACLs

Profiling >
Posture >
Client Provisioning >
Het Roj R =5
= -
olE 71 74

Results

Standard Authorization Profiles

For Policy Export go to Admir

O Name Profile

D 00-admin-priv &k Cisco

D 9800-helpdeskuser-priv & Cisco
O hZ-Gu &k Cisco (7)
O AuthZ_Guest-Redirect ak Cisco

O hZ | s Cisco

O s_Access = Cisco

D Cisco_IP_Phones &= Cisco
O ( ) yoral_Onboz #k Cisco

O isco | &4 Cisco (1)
(Il I _AUTHORIZATION &5 Cisco (7

1EHA|. Policy("82) > Policy Sets(&& &ghHE oS Lct.

%) Cisco ISE

Dashboard

Recent Pages

Q) What page are you looking for?

Context Visibility Operations

Policy Sets Profiling
Posture

Client Provisioning

Policy Elements

| Results

Administration




|+ 7|2 & MEN5t 0 =4 ZI8F LWA_EA_POLICYS| O|§ &€ &l24&fLICt Conditions(Z=7d) &

2EHA
£ =gt

= Cisco ISE Policy - Policy Sets @ &
Policy Sets reset Policyset Hitcounts
D Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits  Actions  View
A

D Select from list {@} »

}

SEA. AT HIERIZ HMAE MEJEILICEH S-0iM AHEXL O|F 2 MEiELICH

Conditions Studio

Library Editor
MNetwork Access-UserName
@ 0aleRDFE R ECLOE®T
Select attribute for condition
5a Q o e | & F | 2 & O C R S - = ¥
Catalyst_Switch_Local_Web_Auth Dictionary Attibite D Infe
entication
Atrbute L

Switch_Local_Web_Authentication -

=] Metwork Access Device |P Address
Switch_Web_Authentication

Q Metwork Access ISE Host Name
Wired_802.1X = MNetwork Access NetworkDeviceMame
Wired MAB L Network Access Protocol

k3 Network Access
Wireless_802.1X

Network Access [[] UserName
7|2 HEST AN
=AY = E: =2 =
AEHA|. Equals(Z )8 M5t HIAE AXHof guest(E 2| > ID #2| > ID > AL Kol HOlEl AHS
H4Z

At 0|5)E UM LICH HE AL E MY sEAH MY (Save)S S 2IELICH

Pl



(€3]

Network Access-UserName

omlols[en[mlreprlec/s]o]te £

Equals w guest

Catalyst_Switch_Local_Web_Auth
antication NEW AND OR

Switch_Local_Web_Authentication

Switch_Web_Authentication

Wired_B802.1X

Wired_MAB

Wireless_802.1X

Wireless_Access

Wireless_MAB

5. Policy(%4) > Policy Sets(&2H &lgh) 2 OIS ELICH ddet H2 o M Allowed
Protocols/Server Sequence(F1 &l ZEEZ/AMH A|3H2A) Bof A Default Network Access(7 |2
HEST HMA)E MHEHEFLICH

= Cisco ISE Palicy - Policy Sets o @ 52 &
Policy Sets Reset Reset Policyset Hitcounts Save
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence I Hits Actions View
)]
-
-] LWaA_EA_POLICY A Metwork Access-UserName EQUALS guest Select fram list g {:\g} >
® New Policy Set 1 Allowed Protocols o @} >

Default Network Access

oz
2
igal
L]

67 Save(ME)E E=iotod HE AIEE MY LICH

e Fo{ 73 74

et 0 732 ZE0|UE| ofEH HeH(TE Fod T2 ) AN E ML K| AYsts g2



1EHA|. Policy("32) > Policy Sets(H 2 £EHE O|S&LICH A8t M2 MEoi|M 54 E ol0|22

eI

Default Network Access 4'(’_,}

» EQUALS guest

L Network Access-UserName

o
12
mx
0
ton
ket
ke

1= M) I 0| X|of| A o|O|X|oi EA|E! CHE Authorization Policy(T&H £
Z'_s

2CHAH|. S LBt Policy set( 2 M
of M=) E E&ELICH T2 E WollM DenyAccessE AHAI5HT LWA_EA_AUTHORIZATIONS
JtErLIch HE A E XMEstedH XHEE FELUCH

» Authentication Policy (1)

» Authorization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

 Authorization Policy (1)

Termg Ok ‘
Conditions \uth iecurity Groups Hits  Actions

Status Rule Name

v
Select from list 3 {é‘}

e
i
ir
2
0%
B

HAE 2E0|ME A7

15HAH|. AFE/TE 7|0 Wi-Fi HIEQIZ 2 0|S3t1 SSID LWA_EAE &2 & Connect(1@)E

MEfE L



& Wi-Fi &

Other people might be able to see info you
send over this network

D Connect automatically

- OcSach

)

wh Ofc8de

)

HAE ZEI0|¢E A4

2EtA. 230! "o|X|7F ZAIE a2t X FO| LIEHELICH E[C|3M URLE URL &AHol /e,
| E2{=0l HAMASE{T ALEXF O|F 2 HIZMZ E ={ol{oF BfLICH. O3 S Submit(M&)S
MEREF LT

Authentication Proxy Login Page X -+ v B o .

- ) G ~ Jhttps/1 92.0.2.1/login.htmi?redirect=http:/fdetectportal firefox.com/redirect @ Sign in ﬁ

Welcome to the Cisco Web-Authentication network
Cisco is pleased to provide web-authentication
infrastructure for your network. Please login,

User Name guest

Password |aeennen

2|C[3EM URLO| = 222! HO|X]

e

Ol

Ho| 2H2™ 215 &3 o[ X7} LIEHELICH



Authentication Proxy Success Page X + g = o

+
Q

@ NotSecure 52 O 192.0.2.1/login htn B & @ signin 3

Authentication Successful !

You can now use all regular services over this network

DOMNE

oI5 848 212l Ho|x|

~ 1 MAIE URL2 WLC01IA-| Xﬂ%? &LICt. of7]od= wLC 7+4 IP & Windows 212 HA
E URLO CHEF 2|C|3Mo] 28 E|o] AU&LCH.

3EH7|. Operations(2%) > RADIUS > Live Logs(2H0|E 21)Z 0|S & L|C} 215 & #e Hoi o
L 3tH 15 E ZE0|YME ClHIO|AE & + U&LUTt

= Cisco Operations - RADIUS

Live Logs Live Sessions
Miscenfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Respending Repeat Counter
0 0 0 0 Z
- t
Time Status Dotalls  Repeat.. Identity Endgecint ID Endpoint Prefile  Authentication Policy Authorization Pallcy Authorization Profiles IP Address
it a
a a
-] a
Last Updated: Fri Sep 18 2026 11:00:54 GMT+0100 (Hora de verie da Eurapa Ocidental) Records Shown: 3
Radius 20|22 21
|:|.22 O[Sk ||___|.
A= 71 L—-H-
T80| SHEAH| St=X| FQlotc{™ o] MM E & EstAlAl
30 HI =7 or=X %roI_IOEII:l_:'o —-I!Ada %I-oo |=!A9—

Show WLAN Summary

<tfroot>

9800WL C#show wlan summary

Number of WLANs: 1

®



ID Profile Name SSID Status 2.4GHz/5GHz Security

1 LWA_EA LWA_EA UP [open], [ Wb Auth]

9800WLC#

show Wl an nane LWA_EA

WLAN Profile Name : LWA_EA

Identifier : 1

Description :

Network Name (SSID) : LWA_EA

Status : Enabled

Broadcast SSID : Enabled

Advertise-Apname : Disabled

Universal AP Admin : Disabled

...

Accounting list name :

802.1x authentication 1list name : Disabled
802.1x authorization 1list name : Disabled
Security

Web Based Aut hentication : Enabl ed

OWE Transition Mode : Disabled
Conditional Web Redirect : Disabled
Splash-Page Web Redirect : Disabled
Webauth On-mac-filter Failure : Disabled

Webaut h Aut henti cation List Nane : LWA_AUTHENTI CATI ON

Webaut h Aut hori zation List Nane : Disabl ed

Webaut h Paraneter Map : gl oba

...
Security-2.4GHz/5GHz

802.11 Authentication : Open System

Static WEP Keys : Disabled

W -Fi Protected Access (WPA/ WPA2/ WPA3) : Disabl ed



OSEN : Disabled

PMF Support : Disabled
...

Band Select : Disabled
Load Balancing : Disabled
...

Show Parameter Map Configuration

9800WLC#show running-config | section parameter-map type webauth global

parameter-map type webauth global
type webauth

virtual-ip ipv4 192.0.2.1
trustpoint TP-self-signed-123456

Show AAA Information

<ffroot>

9800WL C#show aaa method-lists authentication

authen queue=AAA_ML_AUTHEN_LOGIN

name=LWA_AUTHENTI CATI ON val i d=TRUE i d=BD000005 : st at e=ALI VE : SERVER_CROUP RADI USGROUP

authen queue=AAA_ML_AUTHEN_ENABLE
authen queue=AAA_ML_AUTHEN_PPP
authen queue=AAA_ML_AUTHEN_SGBP
¢...)

9800WL C#show aaa method-lists authorization

author queue=AAA_ML_AUTHOR_SHELL
author queue=AAA_ML_AUTHOR_NET

name=LWA_AUTHORI ZATI ON val i d=TRUE i d=90000006 : st at e=ALI VE : SERVER GROUP RADI USGROUP

author queue=AAA_ML_AUTHOR_CONN
author queue=AAA_ML_AUTHOR_IPMOBILE
author queue=AAA_ML_AUTHOR_RM

C...)

9800WL C#show aaa servers



RADIUS: id 2, priority 1, host 192.0.2.30, auth-port 1812, acct-port 1813, hostnane RADI US

State: current UP, duration 8421s, previous duration Os

Dead: total time Os, count O

Platform State from SMD: current UP, duration 8421s, previous duration Os
SMD Platform Dead: total time Os, count O

Platform State from WNCD (0) : current UP

...

. OIS M EA.

. 2IC|¥M URLO| 2S5t K| f&LICEH

- HAE ALERHE HAE WLANO| @448 £~ iaLch

o MBX7HIP FAE 7HMLK| eb&L

 Web Authentication Log in(® /& £22°¢!) I o|X|Z 2[C||
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. QB0 MTE & HAE ABRHE QB HMAT £ AL

CHE 7Hol=0lME X a2 EAH|ofl CHatl REMIS] DdEELICH

. 2l ol=of CHEt 2BHxQl 22X 512
. Ep{E4EIS 7B AS

Z7E CIHE #9385t RA(Radio Active) X2 XM = &L ct OJ2H XI™E =7(0|
742 Z2I0|HE mac FA)I} A5 AIREE RE T2 A Iéol CHEF Cl T 2l =0 M3 Lct
EHE CIHOE g4ststei™ Jtole, =74 ClHH 2! RadioActive FX{0| EHAH|E AFSBFL|CY.

EPC(Embedded Packet Capture)& =& £k Q&LIC
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i

ozl AA mZ! LWAS| DHCP, DNS, HTTP GET IiZ!g 2 £ 9 = I3 2% 7I“°'LIE+ OIEM
X = WiresharkE AI83lod 2 Z 20l EMg I8l LHEH & &LICt o] ghedol| CHSH RFAISH B
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-troubleshoot-common-issues-for-web-authentication.html
https://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/wlan-security/115951-web-auth-wlc-guide-00.html#anc26
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc11
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc11
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc17
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc17

‘d&st A2 o

RADIUS MHHE AL85HE HAE SSIDO| AZE MEfoM /015 Z2MA Al Z BHAHE HBMoz AlH
7| I8t RA_traces2| &24Q]L|C}.

802.11 @1Z&/215:

[client-orch- sm] [17062]: (Bf11): MAC: 08be.ac3f @122 EFt&LICH BSSID cc70.edcf.552f, WLAN
LWA_EA, £% 1 AP 2ce3.8eb4, CW9172I-LAB

[client-orch-sm] [17062]: (C|EH1): MAC: 08be.ac3f Dot11 2 RS A& LICH ®E[7} AF &L/
SSID: LWA_EA, M =2 Zl: {2 = 2 & AP O|&: CW9172I-LAB, Ap Mac 24 : 2ce3.8eb4BSSID
MACO000.0000.0000wlan ID: 1RSSI: -49, SNR: 46

[client-orch-state] [17062]: (£ 11): MAC: 08be.ac3f 2C0|Q1E AEj MEH: S_CO_INIT -> S_CO_oiZ4
[dot11-validate] [17062]: (HE): MAC: 08be.ac3f Dot11 ie= ext/supp ST E &QIELICH X|HEE=E
(radio_type 2)0il CHEt AZ S1}

[dot11-validate] [17062]: (& &): MAC: 08be.ac3f WiFi C}O|ZE: Dot112 P2P IEE & QIgtL|Ct. P2P IE7}
&LCt.

[dot11] [17062]: (E|H{1): MAC: 08be.ac3f dot110{M @12 SE 2 EHLIC} resp_status_codeE AFSEH T
goldodd 8H:0

[dot11] [17062]: (CIEH1): MAC: 08be.ac3f Dot11 7|5 HE HIO|E1 1, HIO|E2: 11

[dot11-frame] [17062]: ("HE): MAC: 08be.ac3f WiFi C} 0| E: P2P IEE A& 3104 Assoc Resp 2 E 74145
7| Wifi & XIK-I K-IxH A|.9_ O|- l%:I-

[dot11] [17062]: (BE): MAC: 08be.ac3f dot110M 012 SEE
130(resp_status_code Z&): 0, DOT11_&El: DOT11_&E|_ &S
[dot11] [17062]: (B 1): MAC: 08be.ac3f 212 4. AID 1, 2! = False, WGB = False, 11r = False, 11w =
False W& Z U = False

[dot11] [17062]: ("HE): MAC: 08be.ac3f DOT11 &fEf T&: S_DOT11_INIT -> S_DOT11_ASSOCIATED
[client-orch-sm] [17062]: (CIEH1): MAC: 08be.ac3f Station Dot11 217301 M3 & LICEH

EELY P

[client-orch-state] [17062]: (Bf11): MAC: 08be.ac3f 22+0|HE ArEf TE:
S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LEARN_IN_PROGRESS

[client-iplearn] [17062]: (H£): MAC: 08be.ac3f IP-learn & EH Z&F: S_IPLEARN_INIT ->
S_IPLEARN_IN_PROGRESS

[client-auth] [17062]: (HE): MAC: 08be.ac3f E2}0|21E 215 QIE{m|0|A AE] HE:
S_AUTHIF_L2_WEBAUTH_DONE ->S_AUTHIF_L2_WEBAUTH_DONE

[client-iplearn] [17062]: (Ef11): MAC: 08be.ac3f 20| E IPO| CHEH ot2 k& LICt &id: DHCP IP:
10.14.32.109

[client-iplearn] [17062]: (H£): MAC: 08be.ac3f IP-learn &'Ej &+ S_IPLEARN_IN_PROGRESS ->
S_IPLEARN_COMPLETE

[client-orch-sm] [17062]: (CIE{1): MAC: 08be.ac3f ip learn SES 2Ff&LIC}H Eh:
IPLEARN_METHOD_DHCP

cilolod 3 2I5:

[client-orch-sm] [17062]: (CIE{1): MAC: 08be.ac3f EZ|7{El L3 QI&. &Elf = 0x0, M=
[client-orch-state] [17062]: (& 11): MAC: 08be.ac3f 22I0|HE ArE] HEH
S_CO_IP_LEARN_IN_PROGRESS ->S_CO_L3_AUTH_IN_PROGRESS

[client-auth] [17062]: (& 1): MAC: 08be.ac3f L3 @15 0| A|ZFE[A&LICEH LWA
[client-auth] [17062]: (HE): MAC: 08be.ac3f E2}0|21E Q1F QIE{m|0|A AE] MEH:
S_AUTHIF_L2_WEBAUTH_DONE -> S_AUTHIF_WEBAUTH_PENDING

[webauth-httpd] [17062] (A £): capwap_90000004[08be.ac3f][ 10.14.32.109]2 2! HEHL ] =4l 27
[webauth-httpd] [17062] (HE): capwap_90000004[08be.ac3f][ 10.14.32.109]HTTP GET 7

F

ol

2LcH 4 SE((ZHOol) 27l



[webauth-httpd] [17062] (HE): capwap_90000004[08be.ac3f][ 10.14.32.109] 7 & £ GET, src
[10.14.32.109] dst [10.107.221.82] url [http://firefox detect portal/]

[webauth-httpd] [17062] (HE): capwap_90000004[08be.ac3f][ 10.14.32.109]217| &t =: parse_request 2t
Ets

[webauth-io] [17062]: (HE): capwap_90000004[08be.ac3f][ 10.14.32.109]56538/219 10 AEH 17| -> A
7|

[webauth-io] [17062]: (B E): capwap_90000004[08be.ac3f][ 10.14.32.109]56538/219 10 &E{ 47| -> 2]
7|

[webauth-io] [17062]: (&
[webauth-io] [17062]: (&
x| EHIE
[webauth-httpd] [17062] (I E): capwap_90000004[08be.ac3f][ 10.14.32.109]2 12! AEfL [} POST 4l
gllofo{ 3 @& 0l 3 5tH ZEt0[HEE RUN 4 EfZ O|SFLICH

FEIXH [17062]: (‘HE): [08be.ac3f:capwap_90000004] 08be.ac3f E2I0|21E0f CiEt AFE Xl 0|5 HA
A&t
[215 #E[X}H [17062]: (HE): [08be.ac3f:capwap_90000004] auth mgr attr 7}/ 2 2{0| attr auth-
domain(954)0| CHaH = A& LICH
[215 2| [17062]: (HE): [08be.ac3f:capwap_90000004] HIME webauth7} 4 EfZ 'Running' 0l A 'Authc
Success'Z #HZAELICTH
[C15 #E|XH [17062]: (B E): [08be.ac3f:capwap_90000004] HHEIAE 74 ME{7| AR S'0fM 215 832

): capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218 10 AFE{ A -> 2]7|
): capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218 17| O|HIE M| A

I-II I-II

=] "E ru

2t2|XH [17062]: (B E): [08be.ac3f:capwap_90000004] auth mgr attr £7}/#47Z3 22l0| attr HIAM =01 CH
I El(757)

pr
af =2
il
]

[Q1Z BE|&H [17062]: (KE): [08be.ac3f:capwap_90000004] O|#HIE AUTHZ_SUCCESS (11)
[215 #E[XH [17062]: (HE): [08be.ac3f:capwap_90000004] HHEIAE 473 MEf7} 'OIF HI'0M CIE ¥
'S F

[® 215 acl] [17062]: (HE): capwap_90000004[08be.ac3f][ 10.14.32.109]SVME S35l IPv4 210} ACL

Mg, 0|&: IP-Adm-V4-LOGOUT-ACL, M #=¢2|: 51, IIF-ID: 0

[webauth-sess] [17062]: ("HE): capwap_90000004[08be.ac3f][ 10.14.32.109]Param-map At&: 22

[webauth-state] [17062]: (HE£): capwap_90000004[08be.ac3f][ 10.14.32.109]Param-map AtS: 22

[webauth-state] [17062]: (HE): capwap_90000004[08be.ac3f][ 10.14.32.109]4E}f AUTHC_SUCCESS ->

AUTHZ

[® 215 M 0|X[] [17062]: (HE): capwap_90000004[08be.ac3f][ 10.14.32.109]Webauth A& H O|X| EL}7|

[webauth-io] [17062]: (B E): capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218 |0 &El QI& -> A

7|

[webauth-io] [17062]: (HE): capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218 10 HE{ A 7| > &

[webauth-httpd] [17062] (HE£): capwap_90000004[08be.ac3f][ 10.14.32.109]156539/218 10 ctxE X745t
1 A7 id [99000029] & 7|

[client-auth] [17062]: (B 11): MAC: 08be.ac3f L3 2!5 &3 ACL:[]

[client-auth] [17062]: (HE): MAC: 08be.ac3f E2}0|P1E Q15 QIE{m| oA AE] ME:

S_AUTHIF_WEBAUTH PENDING -> S_AUTHIF_WEBAUTH_DONE

[webauth-httpd] [17062] (H£): capwap_90000004[08be.ac3f][ 10.48.39.243]156538/219 10 ctxE X745t

1 A7 id [D7000028]E E&LICH

[2F HIAIR]][17062]: (‘SE): %CLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE: RO/0 wncd:

MACO| != C|HtO|A 9| ssid(LWA_EA)0f| A E ALE Xt O|F = (HAE): 08be.ac3f

[aaa-attr-inf] [17062]: (HE): [ & FE §/d: bsn-vlan-interface-name 0 " VLAN0039" ]

[aaa-attr-inf] [17062]: (HE): [ M8 F &4: Alzt =1t 0 1800(0x708) ]

[aaa-attr-inf] [17062]: (HE2): [ M E E4: url-redirect-acl 0 " IP-Adm-V4-LOGOUT-ACL" ]

[ewlc-qos-client] [17062]: (B E): MAC: 08be.ac3f 22I0|21E QoS Al AEf X2|7|


http://detectportal.firefox.com/canonical.html

[rog-proxy-capwap] [17062]: (CIH2): #2|%l= 20| E RUN A Ef 2 2l: 08be.ac3f

[client-orch-state] [17062]: (& 1): MAC: 08be.ac3f 22+0|1E A E| ™ME: S_CO_L3_AUTH_IN_PROGRESS
->S_CO_RUN

e HE

rk
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https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
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