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Cisco 2008 WLC
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Guest-WLAN

2800 Router

Infermal-WLAN

Management Iinterface: 172.16.1.50/16
AP-Manager Interface: 172.16.1.51116
LAP

it 17216181116 Internal Wired

Network
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X | BAlE wLeoll & 7Hel 8 QIEH0|AE Ydst= AULICH stLts HAE MAEXRI0|T
CHE StLteE LR AFSAHLICH

ol EMel ool M= S QIE{m|o|Aol CHal CHS OH7HEH s & 2k S AFSELICH

Guest-WLAN Internal -WLAN
VLAN Id : 10 VLAN Id : 20

IP address: 10.0.0.10 IP address: 20.0.0.10

Netmask: 255.0.0.0 Netmask: 255.0.0.0

Gateway: 10.0.0.50 Gateway: 20.0.0.50

Physical port on WLC: 1 Physical port on WLC: 1

DHCP server: 172.16.1.60 DHCP server: 172.16.1.60

ChS EAHE 225t MA2.

1. WLC GUIOI|A{ Controllers(Z4E &21) > Interfaces(2IE{H 0| A)& M=48tLICt Interfaces % O
LIEFELICH Ol #olle ZE B 2o T4E lEfm 0|47} LIFEILICH0f7 (ol 22| QIE{m 0]
£, ap-manager 2/E{H 0|4, 7ty QIE{H[O|A & ME|A ZE QIEHO|A, AHEX Bl 8X
OIE{m0|A QI 7|2 QIE|H 0| A7} ZEHEL|C

Swve Configurabon  Ping  Logowt Eefresh

:lstu L:.: 08  WLANs CONTROLLER WIRELESS  SECURITY '.'__.‘._‘;l SEMENT '_;Ilhlll:ll__::_ "E-=:'
Controller Interfaces | New...
General
Inventery Inkerface Name WLAN ldentshier 1P Address Interface Type Oynamic AP Management
Interfaces LNy e wrtiged LT M5 Stebe Enabled
: aan e 173442
Multicast e urtagged .TT244.204  Stabe Net Suppcrted
Tails N = L il N
- A 1. > Mok Sepeorted
b Internal DHCP Server =% - e b S

b Mobility Management
Ports
NTP

b COP

b Kdvanced

2. M 8 QIE{H|O|AE H5t2{™ New(MZ BHS7))E S2IFLICH

3. Interfaces(2/E{H 0| A) > New(MEZE EHE 7]) Zoll M Interface Name(2/E{H|0|A 0|&) &
VLAN Id(VLAN ID)E 248t CtZ Apply(HE)E &=ELCH 0] oflofl M S3 QIE{H|0|A 9] O]
£ 2 Guest-WLANO| 1 VLAN IdE 10]L]C}



Save Corhguratoe P Logoat  Babresh
alli e REWY s e

CISCO MONITOR  WLAMS COMNTROLLER W[RELESS SECURI MANAGEMENT  COMMANDS
Controller Interfaces > New coack | apply |
General Interfoce Name [oerst-wikl
Inventory
loterlaces VLAN 1d T
Multicast
4. Interfaces(2IE{H| 0|A) > Edit(=7d) ZolMd X QIE{m|0|A 9| a2 P F4, MU 0tA3
2l 7|12 Ho|EQ0|E adgtLict.wLce| 22X ZEof &% 5t DHCP M2 IP FAE

LIt O O S M8 FRFUCLOS2 01I9=!L—IEP

Interfaces > Edit <pack | apply |

General Information

Interface Name Guest-WLAN

MAC Address 00:0b: B5:48: 5320
Configuration

Gisest Lan C

Carantine r

Physical Information

Port Humber j?
Backup Port 1

Ackive Paort

[=]

o
Enable Dynamic AP Management [

Interface Address

WLAN Identifier |10

1P Address W
Netrmask W
Gateway W

DHCP Information

Primary DHCP Server |1?E' 16.1.60

LHT WLANO]| CHEH SX QIE{H 0| AE MAIstEd™ SUSH MR E 2t ZsHok gLCt
5. Interfaces(QIE{H| O|A) > New(A 2 BHET|) Z 0l A LHE AHEXtS| S5 QIE{TH O A0d| CHSH
Internal-WLANS /245t 11 VLAN ID0f 202 /245t CH2 Apply(X12)E S=|8LcH



i

C15C0

Controller interfaces > New conck | gy |
General Interface Name internal- wiAN
Inventory
Inferfates VLANId [NI
Multicast

6. Interfaces(2/E{m|0|2) > Edit(=H) oM S QBB 0|A2| B2 IP F4, MEH OtAT
ol 7|2 AHO|EQI0|E Y=gt LICt.wLCe| EE2IX ZEof| &5t DHCP Mol IP FAE
R LICL O ChE M&2 2=IF U

‘Interfaces > Edit cBack | Apply |

General Information

Irterface Name intermal-wlan

MAC Address 00:0b: 854 8: 5320
Configuration

Guest Lan r

Quaranting r

Physical Information

Port Number [:_
Bacloyp Port |El_
Active Port z
Enable Dynarmic AP Management [

Interface Address

VLAN [dentifier o

1P Acdress W
Netmask 55000
Gateway W

DHCP Information

Frimary DHCP Server Il 7216140

= ol S5 QIE{m|0|A T} MAMEIHO B2 Interfaces(QIEIH 0]2) &ofl ZEE2{of 448
QIE{E| 0| A S 0| 2otElLICt




Cordrofler nterfaces e
o]

Gemeral Interface Mame VLAY Identifier [P Address Interface Type Dynamic AP Mamagement
Inwentary - FLIAEL ITTIM0T  Stake Erabled
ikt wlyn 10 10.000.10 Draraem: DCunabled ]
Multicast rprral-ls 0 10.0.0.20 Diyugme Dl abdad ]
network Rowtes gnggement ok et 1077 2 Db Stabc Not Supported
Intemal DHCP Server ARLL N/ e e ¥ | Stake Not Supporied
b Mability Masagement tid WA Stk Not Supporied

HAE 5! 48 A+ X0l CHEF WLAN A4

ChS EHl= ALE ASA 2 WS ALEA0] Cight WLANE 485t S5 QB 0| A S WLANO
o &5t ZdL|ch 8t 71I/\E 2 FM AEKE QSste ol A8 EIE

== =

LICHCHS BHE 2t =25t AIL.

1. WLANE MA5l24H HEE8 GUIOIMH WLANsE 228 LICHWLANs & 0| LIEFfL|CH o] &
o= HEEe{o| * M= WLANO| Lt&dELCt.
2. M WLANS T’835t2{™ New(MZ BHET)E 2! LICH. 0] 0ol WLANS| O|& 2 GuestO|

WLANS > New

Type WLAN -
Profile Name {Guest
WLAN SSID {Gaest

T WLAN ID& 2¢]Lct.

3. 2LEZ 2ol M ApplyE Z=2IEfLICH

4. ChEt B0| & E WLAN > Edit 8t 0| LIEFE LICH HIAE WLANS| General( 2 ) &4 of 24
9| Interface Name(Q/E{H| 0| A O|F) =0 A guest-wlan=2 MEHEILICE.Ol= WLAN HAE
of O|™of| MHE X QEH O0|A AAE-wlan2 OB ELICH WLANS| HEN7I #ESHE A=
x| gelgLct



WLANS > Edit

General ; Security | Qo5 Advanced

Profile Name et
Type wLAN
551D et
Status W Ensbled
Security Pokces Web-Auth

(Modficabons done under secunty tab will appear after applying the changes.)

Radio Pobcy |i|| ﬂ
Intarface |quest-wlan =]
Broadcast SSID M Enabled

Hol Eie
2|3t L|Ct 0] WLANS| 42 Web Authentication a Layer 3 29t H|7{L|&0| 22I0|HEE QI
°|"_ ol AFS ElLICh.2tA Layer 2 Security Z = oF2i0od| A None2 AMEHSILIC} Layer 3

Security ZE0{|A{ Web Policy(#l %)) 4 XH& M=45t1 Authentication(21%) S48 =g

WLANSs > Edit

 General | Security || QoS | Advanced

Layer 2 [ Layer3 | ARA Servers

Layer 3 Securdy  |None j

F o web Policy

g Auhenteabon

T passthrough
ek, mrby 2D 9 oIS of et xkAIE
LH& 2 Wireless LAN Controller 2 15 71T|12f|0|M of & FHESHAMAIL ApplyE E=IEL

Ct.

5. LHE AFXHE 28 WLANS A EHLICHWLANs(WLANSs) > New(M) Z 0l A Internal(Li5) S
245t 1 3(3)& MEHSIo] LIS AL Aol CHEt WLANS MAMBLIC O s M2 228
L|C}.

6. WLANSs > Edit(=%) & 0| L}EFZ LICHGeneral( 2/2F) B49]| Interface Name(QIE{H|0|A 0]F)
ZI= oflM internal-wlan2 AE4EHL|CH O|Z | 512 O|Z0f WLAN LEEof 2438t S QIE{m|
OlA Li¥-wlanO| DHEELICH WLANO| & M3 E[F= K| &HolstL|Ct
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WLANSs > Edit

‘General | Security | QoS | Advanced

Profile Name [riternal

Type WLAY

S510 [rrtermal

Status ¥ Enabled

Security Pokicies [WPAZ][ Auth{802.1%)]

(Modfications done under securdy tab will appear after applying the changes.]

Radio Palicy |.|1|| j
Interface ||nl;:rna|=w|an "I
Broadeast $510 ¥ Ensbled

EAP QI52
LH—r WLAN AFE XA AFR |2 2 Layer 2 Security M2 7|27t 802.1x2 ELICH

WLANs > Edit
 General | Security || QoS | Advanced

Layer2 | Layer3 | AAA Servers

Layer 2 Security |802.1% =
[T MAC Filtering

BO02.1X Parameters

B02.11 Data Encryphon Type Key Size

* WEP |1mum+|

7. AppIyE F2I$LIct WLAN EO| LiEtLE D M E WLAN S 50| EA|IELICt

WLANs WLANS Entries | - 2 off 2
v WLAN: Cuarresl Filter:  None [Changs Fivgr] [Clear Fier] m Ca
" =

b Advamced

r WLAN Adman

e} Type Predile ~ame WLAN SSID $latun  Securly Policies
Ci WLAN e Gurrt Duabled  web-Auth
Cz WLy Irbernal |l Enabled  [Weaz [ auth(s02.14))

#1: WLCE AI835104 EAP 7|8 WLANE T3t &dof CHst REMISH LI 2 WLAN HE
EZ{(WLC)E S& EAP 215 ZAL|T20|M | & B ZFHAAIL.
8. WLC GUIM|A{ Save Configuration(Z11|12i[0|4 X{&)2 &=/t CI=S Commands from the
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controller GUIE 228 LICHCHZ S 2, Reboot(MFE &) M2 MEISI0{ & 215 0| MEEE
g WLCE AEEELCt

Saye Configurahon Png  Logeut Fefresh

alialn

CISCOo MOMITOR  WLAMe (O ER  WIRELESS SECURITY MEMAGEMENT  COMMANDS
T ppp—— G npda e il I
Lommands System Reboot Reboot |
Download File
Uipload File Rebootmg the Controlier will cause al operations of

this Controller 1o stop. This session will be broken
and you will have 10 log i agam after the Controlier
Resel te Factory Default  has rebooted. If there are unsaved changes, you
will be prompted ether 1o Save and Reboot or

Set Time Eeboot without Save
£ 11: Save Configuration(ZdL|22f|0|M X{E)S E=istod MFEE Al AmazolMdE MEH
LICH

WLCH EET ZEE HZASIE dojo{2 A% ZE 74

WLC7+ gl0]o] 2 ARIx|of @1ZAE|0] Qe B2 WLCOH| TA4=! 042 VLANS X|HSIEE AR X
FAI5H0F SHLICHARIX| ZEE 802.1Q EEHa TEZ FAI5Hof gfLC}.

Zt ?_EEH TE 91242 802.1Q EZHI 0| W 0|t AL x|0lAM ol EHZZ FAI5H0F BFLICH
.Cisco 22| x|0flM 802.1Q E&E T 2| WIO|E[Z VLAN(0H: VLAN 1) Ef27} X|HE|X| ot 2 MENZ
%XIE'LIEHEPEPH H| 0|t Cisco AL/ %|0J A HIO|E|E VLANE AI2SIEE ZHAEE1 9| QIE{H| 0|
AE FHote 49 HEED Q| QIHI[0|AE EHOE|X| &t He 2 Fda{ok &Lt

VLAN A& XP(ControIIer > Interfaces &0l A)0fl CHEt 0 2f2 QIEm|O|ATF B 27t XIHE[X] §ERUS
£ 2|0 |§. LICt. 0| 22| ofloil A AP-Manager & 2| QIE{H|0|A = E 7} RIHEIX| f2 7|82
VLANS 2 M ElL|Ct

ZHEED] QlEm0|A7L 00| ot Zfo 2 HMHE B2 A2X|2e] HIO|E|E VLANO| EfZ K| eLotok
5t AL X|0|M VLANE 3{&3loF g LICt.Of 01|0'||A‘| VLAN 602 ZHEE2{0| HZL|= 29X =
Eo|AM 7| VLANS 2 T =ElL|C}

WLCOH| EE|= AR2|x| ZE Q| AT o[MEL]Ct

interface £0/12

Description Connected to the WLC
switchport trunk encapsulation dotlg
switchport trunk native wvlan 60
switchport trunk allowed vlan 10,20,60
switchport mode trunk

no ip address

CHES2 etREo EEa ZEZ HZstE £A9(x| ZE Q| x|z o[ML|Ct.

interface £0/10

Description Connected to the Router
switchport trunk encapsulation dotlg
switchport trunk native vlan 60
switchport trunk allowed vlan 10,20,60
switchport mode trunk

no ip address



LAPO|| 4= AR ZEO| AL BO|MULICEO| ZEE HMA ZEZ FEELICH

interface £0/9

Description Connected to the LAP
Switchport access vlan 60
switchport mode access

no ip address

T WLANO] Cligt 2t 2E 34

Ol M2 ofoflM 2811 EIRElE H& APQKPE °|E4‘-*'01I 47 8P LIS {4 MEXRE WFE F
M AEXRtoAH A LICHESF DHCP AMHIAE MSot=S 2t REE FdsHoF &LCH

B E{0 A 2= VLANO CHEH A x|l EET ZEO| 94Z35t= FastEthernet Q/E{H| 0| A of2Ho]
5t QIE{H O|AE B LICHSHE VLANOY 51| QIE{H|O|AE &8T5t 248 MEHNMIP =4
£ F Mgt

£ 2t E Zu|TeolMe| ged 228 X™E e A Hr|agolM2 MBS K| f&Lct

:

O|l= 2tRE{0lAM o] 2tdE st ol 2 eh Hu|a ol dL|ct

CHS2 2t RE oA DHCP AMH|AE T d5tedT A&lslof ot = B LICE

1

ip dhcp excluded-address 10.0.0.10

I-—— IP excluded because this IP is assigned to the dynamic !--- interface created on the WLC.
ip dhcp excluded-address 10.0.0.50 !--- IP excluded because this IP is assigned to the !--- sub-
interface on the router. ip dhcp excluded-address 20.0.0.10 !--- IP excluded because this IP is
assigned to the dynamic !--- interface created on the WLC. ip dhcp excluded-address 20.0.0.50 /-
-- IP excluded because this IP is assigned to the sub-interface on the router. ! ip dhcp pool
Guest !--- Creates a DHCP pool for the guest users. network 10.0.0.0 255.0.0.0 default-router
10.0.0.50 dns-server 172.16.1.1 !--- Defines the DNS server. ! ip dhcp pool Internal network
20.0.0.0 255.0.0.0 default-router 20.0.0.50 !/--- Creates a DHCP pool for the internal users. !

ClE WA 2 FastEthernet QE{H| O| A A A& E|0{0F A% o Al:

1

interface FastEthernet0/0

description Connected to L2 Switch

ip address 172.16.1.60 255.255.0.0

duplex auto

speed auto

! --- Interface connected to the Layer 2 switch. ! interface FastEthernet0/0.1 description Guest
VLAN encapsulation dotlQ 10 ip address 10.0.0.50 255.0.0.0 !--- Creates a sub-interface under
FastEthernet0/0 for the guest VLAN. ! interface FastEthernet0/0.2 description Internal VLAN
encapsulation dotlQ 20 ip address 20.0.0.50 255.0.0.0 !--- Creates a sub-interface under
FastEthernet0/0 for the internal VLAN. !

Cte& &QlIBtL|Ct.

Ol MAdg AHR5H04 Z4T|T2|0440| RICHZ SHS3HE K| SHQIBHLICE

ZAx|agio|Mol M CHZ S5t X| ZlSH7| 218 Al
|dentifier)Guest)2t LIS At&XHSSID Internal Z &) 1

AH& XH(SSID(Service Set

E
F FM 2Cto|UEE AZFLICH
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Stets MIAIRIZH EAIEILICHAIAE AFSR7E R &8 ALSA} O1B/HI UM S 8 2121513 WLCE |
AE NBRHE QBT HEXI(QIES A TH5)0l CHEE HHAE SSELICH TS ool A
ASRITF £ 4l5t 2 Q15 &1k HF O QIBof et H2i8 2od L

3 Logout - Micrasoft Imernet Explo... E@E

e [dt View Pgeorber Tock  heb t
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Y r.l' ol
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Weab Authentication

Login Successid |

o can niw uSE 3l rsguldr Rtk SEmcos
ovie B wireless needwirk

Please netdin Fs Small logoul window in onder
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sl i Solowing LIRL b redrigwe this page

hiting.Y.1.1.1A000s M
L

] bone D) & irternet

Ol of 2] LHE WLAN® 802.1x 21& 2 <lall T+ E LIt LS WLAN Z2+0|HE 7t LtEFLIEH Z2}O|
HE = EAP Q52 ASELICHLEAP 2152 2/ EEI0|HEE FM5t= BEdol| CHEt AtMIE LIS
2 Cisco Aironet 802.11a/b/g Wireless LAN Client Adapter(CB21AG 2! PI21AG) Installation and
Configuration Guide 2| Using EAP Authentication(EAP 215 At&) MM E X 5HAAI2.2150 4
35t AL At LR HE I AMAE = AU&LICHLHS 0dlof M= LEAP(Lightweight
Extensible Authentication Protocol) 2|52 AtE5t= LIE T4 Z2I0|IEE Eo{ELICt
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Enter Wireless Network Password x|

Fleaze enter your LEAF usermame and pazsword to log on to the wireless
tiebwark,

User Marne : ABL

Password | S

Logon ko

Card Mame : Cizco Arronet B02.11a/b/g Wirelezs Adapter
Profile Marme : EAF-Authentication

Q. I Cancel |

LEAP Authentication Status

Card Mame: Cizco dironet 302,11 a/bdg Wirelezs &dapter
Profile Hame: E&P-Authentication

Steps Status

1. Starting LEAP Authentication Success
£. Checking Link. Status Success
3. Renewing IF address Success
4. Detecting |P= Frame Type Success
5. Finding Diamain Controller Success

[T Show minimized next time

X 4

EExE HA

ol dMoiM= Hu|aelolM BXE side = U&LICH

dulaefoldol ¥z 2 Sotx| YoM Chs HHE 225t AIL.

1. WLCO| 2=l B E VLANO| WLCO]| AAE ARIx| ZEONM HEEIEK]
2. WLCS Bl RE{0f| HAAEIE AR ZEJEHI TEZ LML YEX

3. AF2E VLAN ID7} WLCS} BFRE{0|M S EHX| = olgtL|Ct.

4. 2EtO|AE 7L DHCP MO DHCP FAE F4lst=X| & lEL|ct J% K|

2 =101 %]

Cancel

ok Ik

FLCE.




DHCP M7} SHIE2H 2 HEIF=X| &QIELICH 20| E EX| ol CHE REMIEH LI

2 Cisco Unified Wireless Network2| 22I0|HE EX| SHES & IFHAAIL.
Y ASM RF Y MslE X & stLbe # 215 Ho|X|2 SIC|AME|= 20| & &35HX| oS
QULICHECIRME A M AFEXIE ¢ 215 ’E‘J% £ £ gi&aLchoiAl P%KUP
https://1.1.1.1/login. htmlg SO = sl of & 21E Fof HMAEYE &= U&LICEO|= DNS = 5|
QF o] e, ¢ 215 HOo|X[Z ZC|AME|7| Mo 2 S350k &L F M ZCI0|¢E 9 '='EP
X & O|X[0oi| A _'.:_IHIO._' O|E2 7I2l7IE B2 ECIo|HET AL |H M3 X2 Z nslookup 2
+&sHoF 2lC[& Mol ZHSEHLICE

L8 3.2.150.10 O|H HHTME A™dst= wWLCe| B2 & QI50| HSste Y42 oifd SSID2| ALE
Rp7F QIE{Hlof| AMAE Al=E M ZHEEEHS ‘-FE| °|E-|111|0|*01|k| URLOI KEEX| Eel57| £
i DNS #2[& s#8ELICLRESH F URL2 74 QIE{HO|A IP A7} Qe TEt Fof I O|X|
E EAFLUCLAEAI M3Mo2 20l5tH ¢l 20| F2EH0|HEN CHA| HEE

C}.Ol = Cisco {7 ID CSCsc68105(S 22l 245t ST WS ULICH. RLAIEH LIS
WLC(Wireless LAN Controller) M 2 21&5 22X sHES XA,

24 sid EH

11 debug BB E ArEst7| Toi| Cl{ HE5oi| Cf

o
i
FO
02!
HT
M
it
B
gh
>
>
Fo

CHS debug BHEE A& Stod AI|azfoldE EBle#EE + JU&LICH

- debug mac addr <client-MAC-address xx:x:xx:xx:xx:xx> - 22+0|1E0f CiEt MAC =4 C|H
ZE FEgLch

- debug aaa all enable - 2= AAA HIA|X|Q| CIHHOE FMHELICEH

. debug pem state enable - =3 22X} AEH A|ARIO| CIHOE F AT LICH

- debug pem events enable - = t2[X} O|HIES| C|HOE T LICH

- debug dhcp message enable - DHCP £2}0|1E & &0f CHst C|HZ HEE E A5t DHCP
mjZlo| A EfE ZLIE{Z5tE{™ O] WA S AASELICH

. debug dhcp packet enable - DHCP THZ! il HE & E Al5t2d™ O] BHES AFS g LCH.

. debug pm ssh-appgw enable - OiZ Z|7i|0|M HO|EQ|0|e| C|HIE F4I8HLCH.

- debug pm ssh-tcp enable - 2 #Z|X} tcp 22| CIHE FA4ELICH.

Ct22 Ct= debug BWHEO| HE £=24]LCt.

A3 UE £29 21012 Z7F O|RZE Q6 & vim| o 2 BE A& LICE

(Cisco Controller) >debug dhcp message enable
Fri Mar 2 16:01:43 2007: 00:40:96:ac:e6:57 dhcp option len,
including the magic cookie = 64

Fri Mar 2 16:01:43 2007: 00:40:96:ac:e6:57 dhcp option: received DHCP REQUEST msg
Fri Mar 2 16:01:43 2007: 00:40:96:ac:e6:57 dhcp option: skipping option 61, len 7
Fri Mar 2 16:01:43 2007: 00:40:96:ac:e6:57 dhcp option: requested ip = 10.0.0.1

Fri Mar 2 16:01:43 2007: 00:40:96:ac:e6:57 dhcp option: skipping option 12, len 3
Fri Mar 2 16:01:43 2007: 00:40:96:ac:e6:57 dhcp option: skipping option 81, len 7

Fri Mar 2 16:01:43 2007: 00:40:96:ac:e6:57 dhcp option:

vendor class id = MSFT5.0 (len 8)

Fri Mar 2 16:01:43 2007: 00:40:96:ac:e6:57 dhcp option: skipping option 55, len 11
Fri Mar 2 16:01:43 2007: 00:40:96:ac:e6:57 dhcpParseOptions:

options end, len 64, actual 64

Fri Mar 2 16:01:43 2007: 00:40:96:ac:e6:57 Forwarding DHCP packet

(332 octets)from 00:40:96:ac:e6:57

-- packet received on direct-connect port requires forwarding to external DHCP server.


//www.cisco.com/en/US/products/ps6366/products_tech_note09186a00809d45a2.shtml
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/products/ps10315/products_tech_note09186a0080a38c11.shtml
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

Next-hop is 10.0.0.50

Fri Mar 2 16:01:43 2007: 00:40:96:ac:
including the magic cookie = 64

Fri Mar 2 16:01:43 2007: 00:40:96:ac
Fri Mar 2 16:01:43 2007: 00:40:96:ac:
Fri Mar 2 16:01:43 2007: 00:40:96:ac:
Fri Mar 2 16:01:43 2007: 00:40:96:ac
Fri Mar 2 16:01:43 2007: 00:40:96:ac:
Fri Mar 2 16:01:43 2007: 00:40:96:ac:
Fri Mar 2 16:01:43 2007: 00:40:96:ac
Fri Mar 2 16:01:43 2007: 00:40:96:ac:
Fri Mar 2 16:01:43 2007: 00:40:96:ac:
options end, len 64, actual 64

(Cisco Controller) >debug dhcp packet

e6:57 dhcp option len,

:e6:57 dhcp option: received DHCP ACK msg
e6:57 dhcp option: server id = 10.0.0.50
e6:57 dhcp option: lease time (seconds) =86400
:e6:57 dhcp option: skipping option 58, len 4
e6:57 dhcp option: skipping option 59, len 4
e6:57 dhcp option: skipping option 81, len 6
:e6:57 dhcp option: netmask = 255.0.0.0

e6:57 dhcp option: gateway = 10.0.0.50

e6:57 dhcpParseOptions:

enable

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 dhcpProxy: Received packet:

Client 00:40:96:ac:e6:57 DHCP Op: BOOTREQUEST (1), IP len: 300, switchport: 1,
encap: 0Oxec03

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 dhcpProxy: dhcp request,

client: 00:40:96:ac:e6:57: dhcp op: 1, port: 2, encap Oxec03, old mscb

port number: 2

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 Determing relay for 00:40:96:ac:e6:57
dhcpServer: 10.0.0.50, dhcpNetmask: 255.0.0.0, dhcpGateway: 10.0.0.50,
dhcpRelay: 10.0.0.10 VLAN: 30

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 Relay settings for 00:40:96:ac:e6:57
Local Address: 10.0.0.10, DHCP Server: 10.0.0.50, Gateway Addr: 10.0.0.50,

VLAN: 30, port: 2

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 DHCP Message Type received:

DHCP REQUEST msg

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 op: BOOTREQUEST, htype:
Ethernet,hlen: 6, hops: 1

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 xid: 1674228912, secs: 0, flags: 0
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 chaddr: 00:40:96:ac:e6:57

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 ciaddr: 10.0.0.1, yiaddr: 0.0.0.0
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 siaddr: 0.0.0.0, giaddr: 10.0.0.10
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 DHCP request to 10.0.0.50,

len 350, switchport 2, wvlan 30

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 dhcpProxy: Received packet:

Client 00:40:96:ac:e6:57 DHCP Op: BOOTREPLY(2), IP len: 300, switchport: 2,

Oxec00
2 16:06:35 2007:
switchport 2

encap:
Fri Mar

DHCP Reply to AP client:

00:40:96:ac:e6:57,

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 DHCP Message Type received: DHCP ACK msg
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 op: BOOTREPLY, htype:

Ethernet, hlen: 6, hops: 0

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 xid: 1674228912, secs: 0, flags: 0
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 chaddr: 00:40:96:ac:e6:57

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 ciaddr: 10.0.0.1, vyiaddr: 10.0.0.1
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 siaddr: 0.0.0.0, giaddr: 0.0.0.0
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 server id: 1.1.1.1

rcvd server id: 10.0.0.50

(Cisco Controller) >debug aaa all enable

Fri Mar 2 16:22:40 2007: User userl authenticated

Fri Mar 2 16:22:40 2007: 00:40:96:ac:e6:57

Returning AAA Error 'Success' (0) for mobile 00:40:96:ac:e6:57

Fri Mar 2 16:22:40 2007: AuthorizationResponse: 0Oxbadff97c

Fri Mar 2 16:22:40 2007: structureSize....... ... iiiiiiiininnnenenn.. 70

Fri Mar 2 16:22:40 2007: resultCode. .. ...ttt ittt teieeeeennn 0

frame lendl2,



Fri Mar 2 16:22:40 2007: protocolUsed. . . u i i ittt ittt ittt e e eeeeennn 0x00000008
Fri Mar 2 16:22:40 2007: proxyState............... 00:40:96:AC:E6:57-00:00

Fri Mar 2 16:22:40 2007: Packet contains 2 AVPs:

Fri Mar 2 16:22:40 2007: AVP[01l] Service-Typ€............ 0x00000001 (1) (4 bytes)
Fri Mar 2 16:22:40 2007: AVP[02] Airespace /

WLAN-Identifier...... 0x00000001 (1) (4 bytes)

Fri Mar 2 16:22:40 2007: 00:40:96:ac:e6:57 Applying new AAA override
for station 00:40:96:ac:e6:57
Fri Mar 2 16:22:40 2007: 00:40:96:ac:e6:57 Override values for station
00:40:96:ac:e6:57
source: 48, valid bits: 0x1
gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1
vlianIfName: '', aclName:
Fri Mar 2 16:22:40 2007: 00:40:96:ac:e6:57 Unable to apply override
policy for station 00:40:96:ac:e6:57
- VapAllowRadiusOverride is FALSE
Fri Mar 2 16:22:40 2007: AccountingMessage Accounting Start: 0xa62700c
Fri Mar 2 16:22:40 2007: Packet contains 13 AVPs:

Fri Mar 2 16:22:40 2007: AVP[01l] User-Name..........oo.... userl (5 bytes)
Fri Mar 2 16:22:40 2007: AVP[02] Nas-Port............. 0x00000001 (1) (4 bytes)
Fri Mar 2 16:22:40 2007: AVP[03]

Nas-Ip-Address....... 0x0ad4df4d2 (172881106) (4 bytes)

Fri Mar 2 16:22:40 2007: AVP[04]

NAS-Identifier...... 0x574c4331 (1464615729) (4 bytes)

Fri Mar 2 16:22:40 2007: AVP[05]

Airespace / WLAN-Identifier.............. 0x00000001 (1) (4 bytes)

Fri Mar 2 16:22:40 2007: AVP[06]

Acct-Session-TId. .. ..ottt 45e84f50/00:40:96:ac:e6:57/9 (28 bytes)
Fri Mar 2 16:22:40 2007: AVP[07]

Acct-Authentic. ... ...ttt i it i, 0x00000002 (2) (4 bytes)

Fri Mar 2 16:22:40 2007: AVP[08]

TUNNE L~ T YD s v v v et e e e e e e e ettt e e e eeeeen 0x0000000d (13) (4 bytes)

Fri Mar 2 16:22:40 2007: AVP[09]

Tunnel-Medium-TyYPe . v v vt vttt e e e e e eeeeennn 0x00000006 (6) (4 bytes)

Fri Mar 2 16:22:40 2007: AVP[10]

Tunnel-Group-TId. .. . c v ittt it e et e eeeen 0x3330 (13104) (2 bytes)

Fri Mar 2 16:22:40 2007: AVP[11]

ACCE-StatuUs—TyPe. ¢ i vttt et e e e et et e e 0x00000001 (1) (4 bytes)

Fri Mar 2 16:22:40 2007: AVP[12]
Calling-Station-Id.......c.uuiiiieennnnnn. 10.0.0.1 (8 bytes)

Fri Mar 2 16:22:40 2007: AVP[13]
Called-Station-TId........ccuiiiinenenn.. 10.77.244.210 (13 bytes)

when web authentication is closed by user:

(Cisco Controller) >Fri Mar 2 16:25:47 2007: AccountingMessage
Accounting Stop: 0xa627c78

Fri Mar 2 16:25:47 2007: Packet contains 20 AVPs:

Fri Mar 2 16:25:47 2007:

AVP[01l] USer-Name. . . v vttt ittt ettt tteeee e e eeeaenn userl (5 bytes)

Fri Mar 2 16:25:47 2007:

AVP[02] NaS—POTt .. ii ittt ittt ettt eeeeeeennn 0x00000001 (1) (4 bytes)

Fri Mar 2 16:25:47 2007:

AVP[03] Nas-Ip-AddressS . .o v i ittt ittt eeeeeann 0x0ad4df4d2 (172881106) (4 bytes)
Fri Mar 2 16:25:47 2007:

AVP[04] NAS-Identifier.......... ..., 0x574c4331 (1464615729) (4 bytes)
Fri Mar 2 16:25:47 2007:

AVP[05] Airespace / WLAN-Identifier.............. 0x00000001 (1) (4 bytes)

Fri Mar 2 16:25:47 2007:

AVP[06] Acct-Session-Id............... 45e84£50/00:40:96:ac:e6:57/9 (28 bytes)

Fri Mar 2 16:25:47 2007:
AVP[07] Acct-Authentic........iiiiiiiinnnennnnn. 0x00000002 (2) (4 bytes)



2 16:25:47 2007:
TUNNE L - T YD . v i v et e e e e e e et eeeeean
2 16:25:47 2007:
Tunnel-Medium-Type
2 16:25:47 2007:
Tunnel-Group-Id. ... ...

2 16:25:47 2007:

Acct-Status-Type
2 16:25:47 2007:
Acct-Input-Octets
2 16:25:47 2007:
Acct-Output-Octets
2 16:25:47 2007:
Acct-Input-Packets
2 16:25:47 2007:
Acct-Output-Packets
2 16:25:47 2007:
Acct-Terminate-Cause
2 16:25:47 2007:
Acct-Session-Time
2 16:25:47 2007:
Acct-Delay-Time. ... v v it e vt eeeennn
2 16:25:47 2007:
Calling-Station-Id
2 16:25:47 2007:
Called-Station-Id

Fri Mar
AVP[08]
Fri Mar
AVP[09]
Fri Mar
AVP[10]
Fri Mar
AVP[11]
Fri Mar
AVP[12]
Fri Mar
AVP[13]
Fri Mar
AVP[14]
Fri Mar
AVP[15]
Fri Mar
AVP[16]
Fri Mar
AVP[17]
Fri Mar
AVP[18]
Fri Mar
AVP[19]
Fri Mar
AVP[20]

(Cisco Controller) >debug pem state enable

..... 0x00000004 (13) (4 bytes)
..... 0x00000006 (6) (4 bytes)
..... 0x3330 (13104) (2 bytes)
..... 0x00000002 (2) (4 bytes)
..... 0x0001820e (98830) (4 bytes)
..... 0x00005206 (20998) (4 bytes)
..... 0x000006ee (1774) (4 bytes)
..... 0x00000041 (65) (4 bytes)
..... 0x00000001 (1) (4 bytes)
..... 0x000000bb (187) (4 bytes)
..... 0x00000000 (0) (4 bytes)
..... 10.0.0.1 (8 bytes)

..... 10.77.244.210 (13 bytes)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Change state to START (0)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
AUTHCHECK (2) Change stateto L2AUTHCOMPLETE (4)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
L2AUTHCOMPLETE (4) Change state to WEBAUTH_REQD (8)
Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOMPLETE (4)

Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:19 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Change state to WEBAUTH_NOL3SEC (14)
Fri Mar 2 16:28:19 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_NOL3SEC (14) Change state to RUN (20)

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOMPLETE (4)

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0
L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOMPLETE (4)

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0
L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:25 2007: 00:40:96:af:a3:40 40.0.0.1
DHCP_REQD (7) Change stateto RUN (20)

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0



START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOMPLETE (4)

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0
L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:34 2007: 00:16:6f:6e:36:2b 30.0.0.2
DHCP_REQD (7) Change stateto WEBAUTH_REQD (8)

(Cisco Controller) >debug pem events enable

Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 START (0) Initializing policy
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 L2AUTHCOMPLETE (4)
Plumbed mobile LWAPP rule on AP 00:0b:85:5b:fb:d0
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 WEBAUTH_REQD (8)
Adding TMP rule
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 WEBAUTH_REQD (8)
Replacing Fast Path rule

type = Temporary Entry

on AP 00:0b:85:5b:fb:d0, slot 0, interface =1

ACL Id = 255, Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenID = 1506
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 WEBAUTH_REQD (8)
Successfully plumbed mobile rule (ACL ID 255)
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 WEBAUTH_REQD (8)
Deleting mobile policy rule 27
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 Adding Web RuleID 28 for
mobile 00:40:96:ac:e6:57
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 WEBAUTH_REQD (8)
Adding TMP rule
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 WEBAUTH_REQD (8)
ReplacingFast Path rule

type = Temporary Entry

on AP 00:0b:85:5b:fb:d0, slot 0, interface =1

ACL Id = 255, Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenID = 1506
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 WEBAUTH_REQD (8)
Successfully plumbed mobile rule (ACL ID 255)
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 Removed NPU entry.
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 Added NPU entry of type 8
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 Added NPU entry of type 8
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