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1EHA|: Configuration(Z1I| 2|0 M) > Security(2 2F) > AAA > AAA Advanced(AAA I.2)2 O|S &
L|Ct.

iedll Cisco Catalyst 9800-L Wireless Controller

Configuration = > Secuwity = > AMA] snow e dow  (E)

ol Conhg

FALNLES Pl

Hutritarte: L Mama

2CHA|. Device Authentications(C|HFO|A QIB)E MEHSI T Add(F7HE MEAEFLICH

Global Config
MAC Address Senal Number

MAC Address T Attribute Li

RADILS Fallback

Attributa List Name

Authentication |:| Mone

(| =

3EA. wLCol =218 AP2| Base Ethernet MAC A E I24FHLICH. Attribute List Nameblank(S
M =5 0|§)E HI¥ 51 Apply to Device(C|HHO| A0 )& MEAFFLICEH



MAC Address® T cBaT259h
Afnbate List Mams Mg » H
Description

WILAN Profie Mam + [
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1EHA: Conflguratlon(9‘|lL|:LE{|0|*=|) > Security(2 ) > AAA > AAA Method List(AAA & S 8) >

1B5)2 2 0|85t Add(F7tH)E MEHFFLICH

Authentication(2!

AdA Method List AAL Advanced

Servers [ Groups

Configuration = > Security = > AAA Show Me How °

Authentication
Add I
Authorization
C S8 0|2 YolgtLCh [f8* EELCIRM M dot1xE MBSt [ & S0 CHal
Au|agolMde X% sEdH Apply to DeviceE MEHS!LIC.
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17| Configuration(Z1I| 22| 0| M) > Security(2 ) > AAA > AAA Method List(AAA & S 8) >
Authorization(T48t £0{)2 2 0|53t Add(F7hHE MEHFLICH



Configuration~ » Security~ > AAA Show Me How e

+= AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

Authentication
Add
Authorization
Name Y Type
Accounting
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onfiguration~ > Wireless~ > Mesh

Global Config Profiles

~ Add

2EFA: General(YEF) R0l M HA| Z=utelo| o| ot B (M= AHE)E HolgLIoh

General Advanced
Name* MESH-Profile
Description Enter Description
Range (Root AP to Mesh AP) 12000
Multicast Mode In=0ut -

IDS (Rogue/Signature Detection) O

3EHA: Advanced(L&) B0 A Method(& ) ZEE EAPZ MH$H OIS EECHR HFlAM O™
of 4+det Authorization & Authentication(215)& Z=2EE MENEILICH OFX|ZH 22, Ethernet
Bridging(O|HY! E2|%) &felEtg & 435}5l 1 Update and apply(ICI0IE & M&)E MEHgL|C}.



General Advanced

Security
Method EAF v
Authentication Method MESH v
Authorization Method MESH-Authorizati.. «
Ethernet Bridging
VLAN Transparent D
Ethernet Bridging

AP ZQl =2 ujal

1EtA|: Configuration(Z1I|212{|0|M) > Tag & Profiles(Ef2 2! = Z &) > AP Join(AP Z=2I) >
Profile(Z2E)Z 0|55t Add(F7HE Z=IgfLct.

onfiguration~ > Tags & Profiles~ > AP Join
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AP Join Profile Name
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General Client CAPWAP AP Management =
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Name™* ‘ Mesh-AP-Join \
Description Enter Description
Country Code IN - (i)
Time Zone ® Not Configured
Use-Controller
Delta from WLC
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AQx| ZE HI|ad o|M

interface GigabitEthernetl/0/4
switchport trunk allowed vlian 100
switchport mode trunk

end

F E APO{ CHEF HIA| AP 2472:

#show wireless mesh ap summary
AP Name AP Model BVI MAC BGN AP Role

Ethisrrast Pt Confguntion

Li

AP34B8.8314.A204 C9124AXI-ROW 34b8.8314.a204 Default Root AP
APC828.E536.D47C C9124AXI-ROW c828.e536.d47c Default Mesh AP

Number of Flex+Bridge APs : 2
Number of Flex+Bridge RAPs : 1
Number of Flex+Bridge MAPs : 1

#show wireless mesh ap tree

i

=1

AP Name [Hop Ctr,Link SNR,BG Name,Channel,Pref Parent,Chan Util,Clients]

[Sector 1]




AP34B8.8314.A204 [0, O, Default, (36,40), 0000.0000.0000, 5%, O]
| -APC828.E536.D47C [1, 68, Default, (36,40), 0000.0000.0000, 6%, O]

Number of Bridge APs : 2
Number of RAPs : 1
Number of MAPs : 1

HAl APS| 220|HE AZA:

#show flexconnect client

Flexconnect Clients:

mac radio vap aid state encr aaa-vlan aaa-acl aaa-ipv6-acl assoc auth switching key-method roam key-pro
52:95:C7:EE:B7:E5 0 O 1 FWD AES_CCM128 none none none Local Central Local Other regular No Yes No O

#show controllers dotllRadio 0 client

mac radio vap aid state encr Maxrate Assoc Cap is_wgb_wired wgb_mac_addr
52:95:C7:EE:B7:E5 0 0 1 FWD AES_CCM128 MCS92SS HE HE false 00:00:00:00:00:00
#show flexconnect client aaa-override

Flexconnect Clients:

mac vlan qos acl ipv6-acl vlan-name avgdtds avgrtdtds bstdtds bstrtdtds avgdtus avgrtdtus bstdtus bstrt
52:95:C7:EE:B7:E5 none none none none Bridge-VLAN 0 0 0 0 0 0 0 O

HIAl HMA ZIE(MAP)2| EEHE 0| Y23 A2|x|0 2Y HE|X|Z|o| RE HMA ZRIE
(RAP)E Tili L|Ct.

<#root>

DHCP!
May 30 04:25:21 APC828. E536. D47C kernel : [*05/30/2025 04:25:21.2883] [ 62081:607119] [ APC828. E536. D47C]

[U C DHCP_REQUEST : Transld 0x3bcbOa7b

May 30 04:25:21 APC828. E536. D47C kernel : [*05/30/2025 04: 25:21.2884] chatter: dhcp_req_l ocal _sw nonat: !

May 30 04:25:21 APC828. E536. D47C kernel : [*05/30/2025 04: 25: 21.2885] [ 62081: 607245] [ APC828. E536. D47C]

[UC DHCP_REQUEST : Transld 0x3bcbOa7b



May 30 04:25:21 APC828. E536. D47C kernel : [*05/30/2025 04: 25: 21. 2885] chatter: dhcp_reply_nonat: 17485791

May 30 04:25:21 APC828. E536. D47C kernel : [*05/30/2025 04: 25:21.2943] [ 62081: 613080] [ APC828. E536. D47C]

[D:C] DHCP_ACK : Transld 0x3bcbOa7b

May 30 04:25:21 APC828. E536. D47C kernel : [*05/30/2025 04: 25:21.2943] [ 62081:613123] [ APC828. E536. D47C]

[D:W DHCP_ACK : Transld 0x3bcbOa7b

ARP:

May 30 04:31:44 APC828. E536. D47C kernel : [*05/30/2025 04: 31: 44.0572] [ 62464:537183] [ APC828. E536. D47C]

[UUW ARP_QUERY : Sender 100.0.0.2 Targlp 100.0.0.1

May 30 04:31:44 APC828. E536. D47C kernel : [*05/30/2025 04: 31:44.0572] [ 62464:537219] [ APC828. E536. D47C]

[UC ARP_QUERY : Sender 100.0.0.2 Targlp 100.0.0.1

May 30 04:31: 44 APC828. E536. D47C kernel : [*05/30/2025 04: 31: 44. 0573] chatter: ethertype_cl1l: 1748579504.

May 30 04:31:44 APC828. E536. D47C kernel : [*05/30/2025 04: 31: 44.0628] [ 62464:542842] [ APC828. E536. D47C]



[D:C] ARP_REPLY : Sender 100.0.0.1 HwAddr c4:44:a0:a2:61:d1l

May 30 04:31: 44 APC828. E536. D47C kernel : [*05/30/2025 04: 31: 44. 0629] chatter: frondevs_arp_resp: arp ref

May 30 04:31:44 APC828. E536. D47C kernel: [*05/30/2025 04: 31: 44.0629] [ 62464:542971] [ APC828. E536. D47C]

[D:C] ARP_REPLY : Sender 100.0.0.1 HwAddr c4:44:a0:a2:61:d1l

May 30 04:31:44 APC828. E536. D47C kernel : [*05/30/2025 04: 31: 44.0630] [ 62464:543018] [ APC828. E536. D47C]

[D:W ARP_REPLY : Sender 100.0.0.1 HwAddr c4:44:a0:a2:61:d1l

May 30 04:31:45 APC828. E536. D47C kernel : [*05/30/2025 04: 31: 45.4301] [ 62465:910100] [ APC828. E536. D47C]

[D:A] ARP_REPLY : Sender 100.0.0.1 HwAddr c4:44:a0:a2:61:d1l

| CVP:

May 30 04:32: 09 APC828. E536. D47C kernel : [*05/30/2025 04:32:09. 3059] [ 62489: 785903] [ APC828. E536. D47C]

[UW |COW_ECHO : Id 39016 Seq 0

May 30 04:32: 09 APC828. E536. D47C kernel: [*05/30/2025 04:32:09. 3059] [ 62489: 785938] [ APC828. E536. D47C]



[UC ICW_ECHO : Id 39016 Seq 0

May 30 04:32: 09 APC828. E536. D47C kernel : [*05/30/ 2025 04:32: 09.3104] [ 62489: 790444] [ APC828. E536. D47C]

[D:C] | CMP_ECHO REPLY : Id 39016 Seq 0

May 30 04:32: 09 APC828. E536. D47C kernel : [*05/30/2025 04:32:09. 3105] [ 62489: 790534] [ APC828. E536. D47C]

[D:C] | CMP_ECHO REPLY : Id 39016 Seq 0

May 30 04:32: 09 APC828. E536. D47C kernel: [*05/30/2025 04:32:09. 3105] [ 62489: 790583] [ APC828. E536. D47C]

[D:W | CVMP_ECHO REPLY : Id 39016 Seq 0
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