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- ISE(ldentity Services Engine) % 2.7
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EAP-TLS 2 &

N W T T —_— e RADIUS: = = = = = = = -
Suppli Authentication
upprcant AP Cisco WLC Ser’vur
1 EAP Type=EAP-TLS
|__EAP Request | Start bit set, no data
2.
EAP-type=EAP-TLS .
l {TLS client_hello) ‘ | AP Response |
EAP-Type=EAP-TLS
a TLS server_hello
| EAPRequest | TLS certificate
TLS server_key_exchange
EAP-Type=EAP-TLS TLS certificate _reguest
TLS certificate TLS server _hello_done
TLS client_key_exchange a4
TLS certificate_verify | EAP Response | -
TLS change_cipher_spec
TLS finished EAP-TypesEAP-TLS
> | EAPRequest | s ‘h_?”mgfrf':hf’r—s“c
IS e
& .
| EAP-Type=EAP-TLS l | EAP Response | -
7
PMIK ) | Pk |
g 9
- { EAP success ] | EAP success |

EAP-TLS &9 EHA|

FM ZEH0|ME T HMA ZIEAP)O| AZAELICH AP= E2H0|HE 7} O] A|ZH0i|AM Cl|0|E
E MESIEE 385X oo 215 ¥ 2 E-LIct 22{™ A& X7 EAP-Response IDE

— LS —
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Response& CHA| 2'HL|Ct
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TLS server_hello
handshake nessage
certificate

server _key_exchange
certificate request
server_hel | o_done.
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Certificate - Server can validate to verify that it is trusted
client_key_exchange

certificate_verify - Verifies the server is trusted
change_ci pher _spec

TLS fini shed
5.2CI0|METI HB3Mo 2 215 LM RADIUS ME{E= "change_cipher_spec" & =
HIAIX|E E& 3= Access-challengeZ SEf&FLICE.
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Cisco Wireless LAN Controller

18 X ™ B A £ Cisco WLCOIAM RADIUS MHHE T d8tE ZdLICH RADIUS MHHE F7¢
54T Security(E£ 2+ > RADIUS > Authentication(218)2 2 OIS & LICt. o|0|X|ofl ZAIE CHZ
New(MZ 2HE

7|)E E.EIoI-L“:'.

MOMITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP User:admin{ReadWrite) A

security RADIUS Authentication Servers _ Apply | m
e Auth Called Station 1D Type | AP Name=551D
Use AES Key Wrap ] (Designed for FEPS customens and reguines a key wrap compliant RADILS server)
MAC Delimiter Colon
Framed MTU 1300
Metwerk Tunmel Server
User  Management Proxy Index Server Address{Ipvi fTpvé) Part IPSec Admin Status
0 0 0 138.77.0.84 1812 Disabled Disabled a
O O 138.77.0.83 1812 Disabled Disabled [+]
0 (] 136.77.97.20 1812 Disabled Disabled -]
0 0 0 138.77.57.21 1812 Disabled Disabled a
e O 0 O s v mann 1812 Disabled Enabled -]
b Local EAP 0O 0 O s * 10.100.120:41 1812 Disabled Enabled -]
Advanced EAP
¥ Priority Order
b Certificate
b Access Control Lists
' Wireless Protection
Policies
b Web Auth
b TrustSec
Local Policies
¥ Umbrella
b Advanced
2CHA|. 07| M ISELQ| WLCE AB5t7| fle AABEl= IP T4 37 &E <password>E 212351 of

gfLICH olOlx|oll ZAIE CHE A&

524 ApplyE 2=/gLct.
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clisco

MONITOR — WLANs

COWNTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Save Configuration  Ping  Logout Refresh

User:admin(Readwrite) f Home

Security RADIUS Authentication Servers > Edit _ <tack | m
b Server Index 7
Ganery
« RADILS Server Address{lpvd s} 10.106.35.67
Ahatints ‘Shared Secret For ascll
Accounting i =
Auth Cached Users “Shared Secret
Falback
poee Confirm Shared Secret
e
» TACACS 4 Key Wrap [ (Designed for FIPS customers and requires: a key wrap compliant RADIUS server)
LDap
Local Net Users Apply Cisco 1SE Default settings U
MAL Filtering pply Cisco ACA Default settings

» Disabled Chants

User Login Policies eet Rmmtee
e Server Status Enatied v
Pasyword Policies
Support for CoA Disabied v
b Local EAP
Berver Timeout 5 conds
Advanced EAP
Network User Enable
b+ Priority Order
Management I Enatie
b Certificate
Management Retransmit Timesut 5 seconds
b Access Control Lists 'S
Tunnal Proxy L Enable
y Wireless Protection Rasten List
" Policies o
Nt PAL Provisioning ) Enatie
IPSec O Enabie
b TrustSec .
Cisco ACA L Enable
Local Policles
b Umbrella
b Advanced

3EtAl. RADIUS 2152 28t WLANE - gfLct.

M A WLANS MM5t10 WPA-QIE{ZEI0|= REE AIRSIEE 7445104 2150{ RADIUSE A}

AU&LICH

4>

Z MIF0lAH WLANsE ME3t 1 Create New(AMZ BHE7|)E MEHEH

User: sdmin{Readwrite) i Home

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Entries 1 - 15 of 15

WLANs WLANs

EOWLANS Current Filter:  None [Change Filter] [Clear Filter] .
WLANS _m

¢ Advanced

WLAN 5510 Admin Status Security Policles

[ wian 10 Type Profile Mame

5t A WLAN EAP-TLSC| O|F 2 XI’d&Lct. o|o|x|ofl ZA|E CHE H &5t24™ ApplyE £ 3

g LICH

Save Configuration  Ping  Logout Refresh

User:admin(ReadWrize) M Home|

<t || noww |

CIsCo MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANs WLANs > New
* WLANs

1 WIAN v

WLANs e
[ AP

¥ e Profile Name EAP-TLS

S50 EAP-TLS

D 3 v

Status(4 EH) 7} Enabled (& &3t E)IX| gtolgtL|ct 7|2 2oF

6':F71I General(dBh=2 225t
2 WPA2lL|C}.

2 o|0|x|oi EA|=E 802 1X els gl



cIsco MONITOR WULANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANS WLANs > Edit 'EAP-TLS' _<mack | Mgy |
v WLANs
oy General | Securlty | QoS | Policy-Mapping | Advanced
b Advanced
Proile Name EAPTLS
Type WLAN
SsiD EAPTLS
Fes I |
Security Policies [WPAZ][Auth(802.1X))

(Modifications dene under security tab will appear after applying the changes.)

Radia Policy Al v
]G'.Tp:;f e management
Multicast Vian Feature ] Enabled
Broadcast SSI0 Enatied
HAS-[D none

1a Status Enabled

Lobby Adrmin Access [

72HAl. OlA| Security(E.2F) > AAA Servers(AAA AH{) Bi2 2 0|S3lo{ o|0|X|ofl EAIE CHE &3
T A8t RADIUS A{HHE MEAEHLICE

i Save Cofguration. Ping  Logout. Refresh

CISCO MONITOR  WLAMs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP User:adenin{Readwrite) A Home
WLANs WLANs > Edit 'EAP-TLS' _sback |
gy | General | Security | QoS | Policy-Mapping | Advanced
b Advanced Layer 2 | Layer3 | AAAServers

Select AAA servers below to owerride use of default servers on this WLAN

RADIUS Servers
RADIUS Server Overrite interfoce [JEnabled
Agply Cisco ISE Default Settings [ Enabied

Authentication Servers Accounting Servers EAP Parameters
Erabled Enabled gate  [J
Server 2 | None ¥ | Moo ”
Server 3 | None L v
Server 4 | None ¥ | Nose -
Server 5 | None ¥ | Nore «
Sarver 6 | Nome v Meme M
harization ACA Server Mccounting ACA Server
(] Enabled [ enabled
Server  None v Nore v

23 Hl&5H7] ol WLCO|AM RADIUS Aol 4288 £ I=X| &2lst= Zd0| E&LICH.
RADIUSE= (2152 <ldll) UDP ZE 18128 AESIEE 0| EZ{ZI0| HER{F 2| 0{= 0 A
T AEHE|X| ot = 2 Sl of ghuct.

Cisco WLCE Al 83l ISE

EAP-TLS A&



M2 W B MMM AFRY 4 Qs T2EZ 222 BHE0{of FLICH dotix HHO| B4
ElooE M 7o YHo| M3 518 ElS EAP R8S XIME LI

J|22te AsHE Ze, S5 EAP SR80l CHEt HMAES Eutof ste Ze MEEX| ot QB0
e £ ol EAP R &S si8E LI

1E-A|. olO|x|of| EAIE! CHZ Policy(&3) > Policy Elements(&2{ 2 4) > Results(Z@}) >
Authentication(2!%) > Allowed Protocols(H&E Z2E Z)Z 0|&35t 1 Add(F7HE S=IgfLc.

il Identity Services Engine Home » Context Visibility » Operations icy » Administration » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning | + Policy Elements

Dictionaries » Conditions = Results

Allowed Protocols Services

7 AT For Policy Export go to Administration = System = Backup & Restore = Policy Export Page

Allowed Protocols
Edit ofAdd [f5Duplicate Delete
[] Service Name 4 Description
[ Default Network Access Default Allowed Protocol Service

¥ Authorization
+ Profiling
» Posture

¢ Client Provisicning

B2 ol218 &+ et o] B9

2CHA[. Of Allowed Protocol(31EE ZEEZ) SH0M S 52 N
7h MEHE|X| O%I-A

0 2
o|O|X|oll ZAIE! CHZ Allow EAP-TLS(EAP-TLS 3{&8) & XI7} MEHZ| 1 C}E A&}
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csco  ldentity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Authentication  Authorization  Profiing Posture  Client Provisioning = ~ Policy Elements

Dictionaries  » Conditions  + Resulls

o
- Alloved Protocols Services List > New Allowed Protocols Service
= Authentication
Allowed Protocols
Allowed Protocols ® Name [EapTiq
» Authorization Description
» Profiling =

w Allowed Protocols
» Posture

Authentication Bypass
¢ Client Provisioning

O Process Host Lookup i
Authentication Protocols

Allow PAFIASCI
O anow cHaP

O Allow MS-CHAPY
O siow ms-CHARP2
O  allow EAP-MDS

- Allow EAP-TLS

O Allow Authentication of expired certificates to allow cerlificate renewal in Authorization Paolicy (i

L Enable Stateless Session Resume

Session licket time to 2 *

live

Proactive session ticket update will occur after | 10 % of Time To Live has expired
O alow LEAP

v O aiowpeap

PEAP Inner Methods
¥ Allow EAP-MS-CHAPVZ
¥l Allow Password Change Retries| 1 | (Valid Range 0 to 3)
Allow EAP-GTC
Allow Password Change Retries 1 (Valid Range O to 3)
Y1 Allow EAP-TLS

Allow Authentication of expired cerlificates to allow certificate renewal in Authorization Policy

1

Require cryptobinding TLV

ISEC] WLC MH




I°" Identity Services Engine Homa » Context Visibility » Operations + Policy = Administration

» Systam ¥ Idenbty Managemant = Network Hesourcas * Dovice Portal Managemant pxlanid Seneoes b Ford Sanreoe *# Threat Ceniric NAC

w Metwork Devices  Metwork Device Groups . Network Device Profiles External RADIUS Servers RADIUS Server Sequences  NAC Managers
—
[ ]
Neabwork Davicas LIst = How Netwoerk Gevics
Nebwork Devices

PRtwOrk Davicas

Dafault Davice
® Mama | Bharki-WLC
Drevica Security Satlings
Deseription |

| IP Address +| =w: | 10.106.35.67 | ¢ 3=

* Device Profle |2 Cisco | »

Software Verson -

* MWetwork Device Group

Location [ Locations ) Sat To Default |
IPSEC [1s 1PseC Dewice @ | | SetTo Default |

| | Set To Default |

Device Type [a)l Device Types

[+ rADILS Authentication Sotings

RADIUS UDP Sattings
Prodocol  RADIUS

External MO

I * Snarod Secret [ ..

aaas | [ Show |

Uss Secand Shared Secrst [
| Show

Cad, Port | Set To Dafaulk

RADMUS DTLS Settings §

ISEHIM M AFS X} 444

1EH7|. o|O|x|od| EAIE! 231t ZHo| Administration(& 2l) > Identity Management(ID #2|) > ID >

Users(AF& Xl > Add(F7HZ O|S & LICt.

£ - = Dussrysien FNine LN | el e o dnant ot fr



"Gy Identity Services Engine L Y Sl - Administration

» System | = ldentity Management = » Metwork Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ldentities  Groups  External Identity Sources  Identity Source Sequences  » Settings
I
<]
Metwork Access Users List > New Network Access User
Users

» Network Access User
Latest Manual Network Scan Results

*Name | bharti

Status Enabled =
Email ' -

w» Passwords

Password Type Internal Lisers ¥

Password Re-Enter Password

* Login Password

ssssssnns ] Generate Password | i

Enable Password | | | Generate Password | G

w» User Information

First Name . - |

Last Name | === |

» Account Options

Description [

Change password on next login O

w Account Disable Policy

[J  pisable account if date exceeds 2018-02-17 (yyyy-mm-dd)

w User Groups

|Se|ect an item

ISEQ| RIF M &=

1Et7|. Administration(Z 2[) > System(A|A &) > Certificates(2!& A1) > Certificate Management(2!
&M #2l) > Trusted certificates(MEE = Ue QIS AM)E O|SELICE.

QIEMB ISEE 7}X{ 24T Import(7H K42 7I)E 2|&LICH ISE0M WLCE F7I5t10 AHEXIE
MAMSIH EAP-TLSOIM 7HE 528 &2l ISE°I OIS ME AZ|5HoF & LICt O|& I3l CSRE M
d3sHoF ghLCt.

2EtA|. o|O|X[ofl E A|E! CHZ Administration(22l) > Certificates(2!& A1) > Certificate Signing
Requests(2!1& A A 2%) > Generate Certificate Signing Requests (CSR)(CSR(2IE5M HE 2
HH¥)= olsELICt



éﬁ',.';!; Igentlly SendcesEngine  Fome CorteVislly  » Operaions  » Polky  JIRETUITSEN) Lcerse Waring A

=System | b iderttyManagamen b Network Recources ¢ Device Poral Managemen!  pwGrd Senvices b Feed Senvie  » Thveal Cantic NAC

Decloyment  Licensing  wCerficales  » Loggng  » Malmenace  Upyadz b Backup S Resiors b Admn Access b Seflngs

(]
AT T Certificate Signing Requests
Trusted Cerificates A Cerificate Signirg Requests (C3Rs) must be sért i and signad by an extemal auonty. Click “aper” 1o dowrioad ona or e CSRs 50 ak they may be siged by a7 exlemal authority, A%er a reques! has been signed, clck "and" 1o bind T2 reguest io e
shyed centfieate ssued by that uronly, Once & CSR s mound, Hwl e remives fram s st
OCSP Cient Prerile
Ceic Siing Requests Pren Beme | Xoske | Bnd Cetfcte s 7
Certriane Pariodc Check Sati . [ Frendly Nama Cenificat Subject Keylengh  Poral grouptag  Timastamp » Hast
¥ Gertifcate Authorty o data vl able

3CtAHl. CSRE ‘d+d5t2{™ Usage(M&)2E 0|53t Certificate(s) is used for drop(21E M(s) is
used for EECH2 SM0lA o|O|x[ol EA|IE! CHE EAP Authentication(EAP 21&)& 4AEigL|Ct.

“asca  Mdentity Services Engine Home ¢ CortewiVibliy  » Operstions  # Poley WRECUUCTC G * Work Ceners Licenge Waming &

wSycham b Wenlty Management v Metwork Resources Device Porial Management  pwGric Senvices  » Feed Service  » Throal Cenlrie MAC

Deplymenl  Licanging  ~Celifcatss  » Logging  » Mainlenanse  Upgrade  + Backup SRestoe  » Admin Acosss b Sellings

-]
= Cerlificats Management Certificate Signing Request
Cerificata types wil raguirs diferent extended key usages. The [l below oulines which exnended key usages are ragquined for sach perfiicate type:
G AT ISE |denity Certificates:
e B + MuliUge (bmin, EAR, Portal, i) - Clisel ang Sarves Aubericaion
DCEP Client Profile + Ralim i - Server duthentiton
P —re—m— » EAP Authenticalian - S=rver Authentication
+ OTLS At e Ao
Centficale Periodc Check Set... + Poral - Server Authenicanon
« pilGrid - Cient and Server Authentication
+ Cortificate Authority + SAML - SOML Skyring Cerificaty

1BE Cortificie Autherity Cestificates:

o |5E Rool CA- This is rot @ signing requess, but an abiity b generate a hrand new Riet CA perficass for fe 1SE CA fanctionaliy,

+ I5E s CA - This B an il CA Sigring Raquesl

o Rerew SE DCSP Resoonder GeAMcates - This i nola signing request, bul an abilty 1 ren this GCSP respondes cerincate hat i signed by T
ISE Rool CALSE |nlermedizie CA

Usage

Cerdficate(s) will be used for | EAP Authestication z

Ak Wikicard Certificares [ 1

Nede(s)
Gergrate CER'S for these Nedes:

Hode CER Friendly Name

IabisetEAP Autrenicaion

4EHA| ISEIM W EE CSRE & + A&LICE olO|X|ofl ZAIE CHE View(27()E S=IFLICH
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| =-==BEGIY CERTIFICATE REQUEST=-—
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=-—END CERTIFICATE REGUEST-~-

Microsoft Active Directory Corfificate Services — fixer-WIN-87Q5HOKPSIG-CA.

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over
the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA cedificate, certificate chain, or CRL

6CHAH. CIBSMHE &5IH o|O|X|ofl EAIEI CHE AKX CISM 2 12 IS A 8o st SMHE
d1n g EM ¥2 Z=gLIct

Microsoft Active Directory Certificate Services — fixer-WIN-87Q5HOKPSIG-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit anjgdvanced certificate reques

7E7|. Base-64 212 Eékl YoM HHE CSRE BoidaUrt 15 HESM =50
2 SMHoM & MHE =4St D o|O|X|of EAIE CHE Submit(M&)S 2 =IFLICH




i

W Microsoft Active Directory Cartificate Services — fixer-WIN-G7Q5HOKPSIG-CA -

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web
server) in the Saved Request box.

Saved Requost:

Basa-B4-ancoded
certificate reguest
(EMC or
| PKCS #10 or
PKCS &T): i

Cartificate Template:

Wb Server q

Additional Attributes:

Attributes:

Submit >
8. Submit(KME)2 22/5tH Q1B M FES =5 T Base-64 encoded(Base-64 Ei =HhE M
Efst CH= 22l Z 0| Download certificate chain(2I8 M ®|QI CIREE)S 225t S MO0 M3
ELict.

Microsoft Active Directory Certificate Services - fixer-WIN-87Q5HOKPSIG-CA

Certificate Issued

The certificate you requested was issued to you.

'DER encoded or [&@Base 64 encoded |

:.Ei Download certif_'lcate
=={Download certificate chain

9EHA|. ISE MO L8t QIS M CHR2E7t 2R EIRELICH CIBME FEE £ oM, 215 Mo
£ F Mo Q1B M, dtLtol RE QIZEAM L CHE 7t IS A7t EEFEII—lEF 0|E||7<|01| EAE CHZ
Administration(Z2l) > Certificates(2!5 A) > Trusted certificates(2 2/& = Q= IEM) >
Import(ZFx{ 7))ol R E CIBME 7tX2 = &Lt

=Syste™ ¢ idontily Managemend  » Network Rescurces  » Dovice Portal Management gk Services.  » Feod Service  + Thveat Coniric NAG
S Click here 10 o wirsierss sefup and visibility sstep Do not show fis sgain

Depioymant  Licorgmg  =Cortfcates b Logging  » Marsanance  Upgrade  » Backup & Resior & ADmin Access & Sottngs




aleil. Identity Services Engine Home » Context Visibility » Operations » Policy ~Administration » Work Centers
~System  » |dentity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings
I

o
~ Certificate Management Import a new Certificate into the Certificate Store
* Certificate File ~ Choose file  No file chosen
System Certificates
Friendly Name 5 i
Trusted Certificates i I ol !
OCSP Client Profile Trusted For: ;
EelRaleS Uy antes = Trust for authentication within 1SE
Certificate Periodic Check Setti...

O] Trust for client authentication and Syslog

+ Certificate Authori
e oy [ Trust for authentication of Cisco Services

[ validate Certificate Extensions

Diescription |

] e

10CEHA|. Submit(ME)& 2=2I5tH QB M7t AMEE =
QISM7t HRE olgE 1

2 = QIEM S=of ZIHELICH 8 B
203t 20| CSRI} BHIZI5H7| I MLICE

*System ¢ ldentity Management  » Metwork Resounces ¢ Device Portsl Management  pwGrd Services ¢ Feed Serdce i+ Threat Centric NAG

Click here 19 00 winslass setup and visiblity ssup Do not show INis again
Deployment  Licering = Cenificales  » Logging  » Maimenance  Upgrade  » Backup & Restore  » Aomin Actass  » Semings

(]
= Cartificats Mansgemeat Certificate Signing Requests
Syataen Cortficatin. Genermte Certficate Signing Requests (TSR]
Trusted Cerificates A Cersficate Signing Requests (CSRs) must be sent 10 and signed by an extamal authority. Click "sxpon™ o downicad one or more CSRs 8o that they may be signed by an extemal authority. Aler & nequest has been signed, click “bind™ 1o bind the request 1o the
signed cartficats srued by Tt suthorty. Once & CSR is bound, it wil be nemoved fram this kL
OCSP Cliertt Profile
Centficaln Sigring Requests Jvew @Epon X Delere Show | Al | %a
Certificals Pariodic Check Setd... [ Friendly Name Certificate Subject Key Length Portal group tag  Timestamp & Host
+ Cartificate Authority B REAP Authantication CH=ish..00m e Maon, § 2l 2018 L |

11EtA|. Bind certificate(1& M HIRIE)E 22/5tM AT F0l| MEE 1B M mtds MEIFE = Q!
&Lict 7t Q15 ME ot o|O|x|ofl ZAIEI CHZ Submit(ME)S 228t

“tuey Identity Services Engine Home  »ContextVisbilty  » Operations  » Policy Rt * Work Centers
~System b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services b Feed Service  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

<]
~ Certificate Management Bind CA Sigrled Certificate
SyeE Duiioane * Cerlificate File = Choose file | No file chosen
Trusted Certificates
7 OCSP Client Profile Friendly Name | i

Certificate Signing Requests
i Validate Certificate Extensions  [] i

Certificate Periodic Check Setti...

» Certificate Authority .

EAP Authentication: [Jse cerificate for EAP protocols that use SSUTLS tunneling

EnrT

12E7A|. Q1Z ME E24™ o|0|X|oi| & A|El CHE Administration > Certificates > System
CertificatesZ O|S & L|C}.



EY LSS ¢ Work Ceninrs

LiosnssWaming & ©. ® 4
~Syseen | b identty Management  » Notwork Rescrces  + Devics Porial Maragernent.  pxGnd Senvices  » Feed Service  » PasstvalD » Trveat Ceniric NAC
Depioyment  Licensing  =Cartficatss  » Lopging  » Mantwnance  Upgrado  BOckup & Resions  » AMn Accoss & Softngs
L]
= Cortificate Managemant System Certificates Foir CEBBELIY FOCORAIRY It 15 FOCSATYTHRnG0 1 Gt COMTCats BN pAVEND Koy DS of B SYENm comcates.
Cnren /' Edit | el Generite Seif Signed Certificate | (= Import | b Boot | (0 | View
Systom Canicates Friongty Namo Usod By Portal group tag 55000 o
ndpoint Certifics
Trusied Certifcates 2
CCEP Clont Py o m 2018 = -]
Cartificate Signing Roquests

Cortificate Periodic Check Set

¥ Certificate Authority

EAP-TLS& &#El0|HE
FHO|IHE HFEofl AAE X} QIS M CHREE(Windows CIAIE)

1EH74|. EAP-TLSE Sl FM ALK E 2lEstedH 22I0IUE ABME M3l ok FLcH AMeof
HMAE = UEF Windows AFEIE HIEXTof AZELICH & HE+°JHE 9D OIS FTAS

el24stL|C}. https://sever ip addr/certsrv—

2CHA|. CAE ISEX| CHal QIBEMHE CHREEF dut SUaH{ok &Lt

0| 42 AMHE QB MHE CIREESHE O AFE 8 A1t SUE CA HHE Fotof &LCH Y&
A0+IA'| oo —1‘—%?_* Jdx{H Request a certificate(2lEAM RBNE Z =& LIt 22 Lt o|Hol=

olO|X|ofl EA|E! %™ Certificate Template(QIE A HES)2 2 User(AA-EXHE MEHSHOF & LICH


https://sever ip addr/certsrv---

Microsoft Active Directory Certificate Services — fixer-WIN-87Q5HOKPOIG-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC
server) in the Saved Request box.

Saved Request:

EzAIVKdOPEONKC=BT/3glJecM]l ZgxnL.7BVISPIry
aF4l12alpmDFplPEVEIVaPela/ mej3IXh0RFxBUII
welh0e+V+ehT7ljeTgiwzEEGr /fceYTIakocoSzLijgR

S3ase-b4-encoded
~ertificate request

I:FMC or dD7LeuikxFl93SwvLTKLDIq+00VEAhrxlplPyDZ 3

KCS #10 or ieC/XQshm/0ryD1XuMF 4xhg52ZWo loDOJHE L g+dKX
PKCS#7): |aeeee END CERTIFICATE REQUEST-—---- .
Certificate Template:

Liser E
Additional Attributes:
Attributes: Y
Submit =

3EF7Al 27 CFE AeHoll CHal o|Fol ==t QIS M Ml Ct2== & =g LCH

Q1% A

7tx ™ 2 B0l 2 Windows EE HAFE{0|M QB MHE 7S LIt
AEHA|. Q1B MHE 7HX{ 22424 MMC(Microsoft Management Console)0i| A M| A 3HoF gHL|C}.

.MMCE Lti™ A%t > &l# > MMCE O|S&fLCt

. File(Z+Y) > Add/Remove Snap In(A" Q! F7H/A|7{)2 2 o|SgrLct.

. Certificates(IEM)E 5 H S =IgrLC}t.

. HHE AEE ML=

.2 HFE > OrF M=

Aol #2 ZR5te{™ #olg =gt

. Certificates(2/& A) > Personal(7§2!) > Certificates(21FA) ol = [+]8 2 =/ELICt

. Certificates(QIBM)E 0l A 2LEZ HESZ 22|51 All Tasks(ZE &) > Import(7+xd
Q7|)E MEiFLCt

9. Next(CH&)E =& LICt

10. Browse(& 0t £7|)E & =2/grL|C}.

11. 7} .cer, .crt EE .pfixE ME{ELICH

12. ¥7|E =gt

o ~NOO O WN -~



13. Next(Ct&)& 2=/8Lct.

14. QIE Mol sl met AASSE QUSM HEAE MEEhLCE

15. Finish(OF&) ! OK(&2)& 2 =2|gfct.
RIBEM 7tK 27|74 &t 2 E|H EAP-TLSO| CHEt £ 22+0|HE (0] 0d|of M= windows CIAT&E)E
T A43HoF .

EAP-TLS £ Z 21} ¢J

|k

1EtA|. ool PEAP(Protected Extensible Authentication Protocol)0d| CH3H 24448t £ M
H4Z85t0{ EAP-TLSE CHAl AFSEFLCt EAP £ 21l E &= §rLch.

Zoty

mjo

2EHA|. Microsoft M&: A0LE 7t= &= 7|E IZME =45t T o|0|X[of| EAIE OK(EQNE 2
2{gfLch.



EAP Wireless Network Properties

Connection Security

Security type: WPAZ2-Enterprise v

Encryption type: AES v

OUSE g TIELVVUIT R dULTIE]] alion _meLtnod.

Microsoft: Smart Card or other certificate

/| Remember my credentials for this connection each
time I'm logged on

Settings

Advanced settings

OK

3CHA|. e 2251 o|O|X|ofl EAIE CHE CA MHOIM LU ZE FE QISME




1 '
Smart Card or other Certificate Properties

When connecting:
(O Use my smart card

(@) Use a certificate on this computer
Use simple certificate selection (Recommended)

v/| Verify the server's identity by validating the certificate

Advanced

|_] Connect to these servers (examples:srvi;srv2;."\.srv3\.com):

Trusted Root Certification Authorities:

Entrust.net Certification Authority (2048) A
Equifax Secure Certificate Authority

h
| ] GeoTrust Global CA
GeoTrust Primary Certification Authority
GeoTrust Primary Certification Authority - G3
GlobalSign

GlobalSign
GlobalSign Root CA v

< >

View Certificate

T i

ATHA|. Advanced Settings(L 2 A&H)E 225t o|0|x|of EAIE 802.1x M E40{l M User or
computer authentication(AH& Xt £ HFE| 2IF)S MEHELICH.



\dvanced settings

802.1X settings  802.11 settings

v

5EtAH. O|x|

Specify authentication mode:

ser or computer authentication v Save credentials

Delete credentials for all users

Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds): 10 =

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

M UHERZ 0 CHA| 214 6H HAAR. 2HE Z=2 (0] ool M= EAP)

ffo
|'>-
_]I'ﬂ

T AFFLICE ololX|of EAIE CiE F4M HIEXZ 0| AZEFLICH

[o][]



EAP
Connected, secured

blizzard-legacy
Secured

blizzard

Secured

= intemet
Open

dot1x_test
Securnsd

lioPrivateMet
Secured, Hotspot 2.0

mac_filter

Secured

Metwork & Intermat settings

susch as making & connection mefered

e Ll
hobile
Airplane mode  hatspot

CtE& &gk

80| 2HEH X Sst=X| Flste{H o] MMEE HESHAAIL.

I

Lict. ol= Z2to|UETL Q1B

1EH7|. 2210|1E A 22|} AEf= RUNSZ FE A|E|o{of .
= HI7} £|9A=2 2 olo|gfLct.

20 IP TAE Ao o|O|X|of EAIE EpjEIE M

J
[
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fonitor

»
3

4

4
»

2
3

2
o)

Summary
Access Points
Cisco CleanAir
Statistics

CDP

Rogues
Redundancy
Clients
Sleeping Clients
Multicast
Applications
Lync

Local Profiling

2IgrLICt.

Clients > Detail

Max Number of Records

10+  Clear AVC Stats

General | AVC Statistics

Client Properties AP Properties

MAC Address 34:02:86:96:21:b7 AP Address 00:d7:8f:52:db:al
IPv4 Address 10.106.32.239 AP Name Alpha2802_3rdfloor
IPv6 Address feB0::2818:1524:659:842, AP Type 802.11bn

AP radio slot Id o

WLAN Profile EAP

WLAN SSID EAP

Data Switching Central

Authentication Central

Status Associated

Association 1D 1

802.11 Authentication Open System
Client Type Simple IP

Reason Code 1
User Name Administrator

Status Code 0o
Port Number 1

CF Pollable Mot Implemented
Interface management

CF Pgll Request Mot Implemented
VLAN ID 32

Short Preamble Mot Implemented
Quarantine VLANID 0

PBCC Not Implemented
CCX Version CCXvl

Channel Agility Not Implemented
E2E Version Not Supported

Re-authentication timeout 1682
Maobility Role Local o .
Mobility Peer IP N Remaining Re-authentication timeout 0
Address WEP State WEP Enable
Maobility Move Count O
Policy Manager State RUN Lync Properties
Management Frame No -
Protection Lync State Disabled
UpTime (Sec) 146 Audio Qos Palicy Silver

CtA|. EE3F o|0|X|of| EAIE CHE Z2to|UE MFALE m|Oo|X|of A WLCL| SHHE EAP &S

st
=



Security Policy

Completed ves
Policy Type RSN (WPA2)
Auth Key Mgmt 802.1x

Encryption Cipher CCMP (AES)

EAP Type EAP-TLS

SNMP NAC State Access

Radius NAC State RUN

CTS Security Group Not Applicable

] Tag
AAA Override ACL one
Name
AAA Override ACL ‘
Applied Status Unavailable
AAA Override Flex
ACL none
AAA Override Flex _
ACL Applied Status Unavailable
Redirect URL ——
IPvd ACL Name none
FlexConnect ACL _
' I
Applied Status Unavailable
ot I_PV4 Eeen Unavailable Pt

3EtA|. ChE2 ZHEED{2| CLIVA 2EI0IHUE MEAZ ULICHER ).

(Cisco Controller-Standby) >show client detail 34:02:86:96: 2f: b7

Cient MAC AdAress. . ...t 34:02: 86: 96: 2f: b7
Cient Username ............. .. Adm ni strator

AP MAC AdAress. .. ... e e 00: d7: 8f : 52: db: a0
AP NamB. . . . Al pha2802_3r df | oor
AP radio slot Id........... ... . ... . . . . 0

Adient State....... .. Associ at ed
Wreless LAN Id............ ... .. . .. 5

Wreless LAN Network Nane (SSID)................. EAP

Wreless LAN Profile Nanme........................ EAP

Hot spot (802. 11U). ...ttt Not Supported

BSSI D. .. e 00: d7: 8f : 52: db: a4
Connected FOr ........ .. ... 48 secs

Channel . ... ... . . 1

I[P Address. ... e 10. 106. 32. 239
Gateway Address. . ... ... 10.106.32.1

Net mBSK. . ... e 255. 255.255. 0
Policy Manager State.............. . ... ... .. RUN

Policy Type. ... WPA2

Aut henti cation Key Management.................... 802. 1x



Encryption Cipher........ ... ... . . . . . . . CCVP- 128 ( AES)

Protected Managenment Frame ...................... No
Managenment Frane Protection...................... No
EAP TypE. . ot EAP- TLS

ACHA|. ISEOI A o|O|X|of| E AIE! CHZ Context Visibility(Z{=I A E. 7}A|4d) > End Points(RIEZQIE
) > Attributes(84J) 2 0|S&fLC}.

‘Sl Identity Services Engine Home [EEIESAUETEENEN + Opersions  » Polly  » Administmlion  » Work Canters

Encpoints | Network Devices
Emdpairts 34:02-B6:08:2F BT

34:02:86:96:2F:B7 Oz H

MAC Andness J4:02:86:96:1F .87

Usamame: AdministratoniEfizer.com
| Endpaint Profile: inted-Dovice
_E Curment 1P Asdness

Locanen:
Alribunes ALTNBMTEAION Thrsals Vulrmarabiites
Ganeral Anributes
Dascription
Sxatic Assignmant talsa
Endpoin| Policy In - Darvics

static Group Assignmant falen

Idently Group Assignmeni  Profied

Custom Afiribubes
¥ Fizgr = - B
Altribute Nama Attributa Valua
o ANFnTE MAS Atirinubs Vi

Mo data found. Add cusiom alRnbutes hans

Othor ARribubes

B Soreer 12

Al Bl ea Toos 9800 8ac 26 58 10 6T, 58: 43 T e -boooliBd: 57 bd
Araspaco-Wvian-id &

AythganticabonidentdySiom Irdprnal Lisors

Agtrenticatiorddntnng uEE PRI



BY 0D Regiairathon
Callad-Station-1D
Calling-Siation-10

Diays to Explry
Destination|PAddrass
Destination Por
Dietailedinfo

Dewvice IP Address
Device Port

Devica Typa
DiwvickRegisirationSiaius
ElapsedDays

EnablaFlag
EndPointMACAddress
EndPointPolicy
EndPaimProfilerSarver
EndPointSource
Extanded Key Usage - Mama
Exiended Ky Usage - OID
FallureReasaon
IdentityGroup
InactiveDays

IsThirdPartyDeviceFlow

ILimikon oswm
00-dT-Bf-52-db-al:EAP
34-02-B6-98-21-07

363

10.106.32.31

1812

Invalid usemame or password specified
10.106.32.223

32775

Devica Type#All Davica Typas
MotRegistered

i

Enabled

34-02-B6-06-2F-B7
Intel-Device

. 5, COATY

RADIUS Probe

130, 132, 138

1.36.1.6.6.7.3.2, 1.361.5657.34, 1.3.6.1.4.1.311.7

CH=figar-WIMN-8FQSHOKPAG-Ca), DC=Twer, DC=¢

fixer-YWIN-9TQSHOKPOIG-CA

Issuar - Domain Componeant

fixer, com



" Locaton Location®All Locations i

MACAddress 34:02:86:96:2F.BT
MaichedPolicy Intel-Device
MessageCoda 5200
HAS-IP-Address 10,106,532 223
NAS-identifier HA_Pri
MAS-Fort 1
MAS-Por-Type: Wireless - [IEEE 802.11
Netwark Device Profile Cisco
NetwarkDeviceGroups Location®All Locations, Device Typefall Devios Types
NitwarkDaviceMama HA_Pri
NetwarkDiavicaProfilild 4A03eaBle-Ta2T-41c3-800b-2THE405 1a08d
NetworkDavicaProfilehame Cisco
1 o imel Corporate
OpenSSLEmorMessage E:h:mmm;;ﬁ;ml sounce=iocal | type=Tatal \; message="Linknown CA - error unable bo gat
OpenSSLErorStack ;ﬁ;ﬁﬁgﬁmmuﬂmw:ﬂ routings 5303 _GET_CLIENT_CERTIFICATE:rd crtificati
Policy\ersion 0
PostursApplicable i
PoslutiAssassmeniSiaius HotApplicabie
RadiusFlowType Wirsless802_1x
RadiusPackelTypa AncessRagquast
551D 00-d7-8f-52-do-al-EAP
SelectedAccassSarvica Default Metwork Access
SalectedAuthorizationProfles PermitAccess
. Serial Number 10 28 41 T8 00 00 0000 00 11—,

=X st
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