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Broadcast 802,11 251 Beacon frame, SN=3969, FH=0, Flags= BI=i8¢, SSID=PHF[Malformed Packet]

T capabilities (802.11n D1.10)
= Tag: RSW Information
Tag wumber: RSM Information (487
Tag length: 26
RSN version: 1
2 Group cipher Sulte: 00-0f-ac (IeseB02l) AES (CCM)
Pairwise Cipher Sufte Count: 1
W Pairwise Cipher suite List 00-0f-ac (Ieeed021) AES (CCM)
Auth Koy Management CAKM) Suite Count: 1
% Auth Key Management (akM) List 00-0F-ac (TeeeB0Z1) wra (SHAZ5S)
= RSN CapabiTities: Ox00es
..0 = REN Pre-auth capabilitfes: Transmitter does not support pre-authentication
0. = RSH NGO Pafrwise capabilities: Transsitrer can Support WeP default keéy O simultanesusly with pairwise key
SN PTKSA Replay Counter capabilities: 4 replay counters per PTHSASGTHSASSTAKeySA (0x0002)
RN GTKSA Replay Counter capabilities: 4 replay counters per PTRSA/GTKSASSTAKeySA (0200020
Management Frame Protection Reguired: True
Management Frame Protection capable: True
Poerkey Enabled: False
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Filter: wian_magt.ssid == "PMF" - Expression... Clear v Sawe

Channel Offset: FCEFilter: | &1 Frames Nome E| Wireless Settings... Decryption Keys...
Mo, Tirre Source Destination DSCP  Protocol WLAN Length [Info

o021

108 2.0718%800 Cisco_21 = 291 Beacon frame, SN=3969, FN=0, Flags , BI=102, SSIb=PMF[Malformed Packet]

GG I T
¥ Tag: HT Capabilities (802.11n 01.100
Tag: RSN Information
Tag Wumber: RSW Information (48)
Tag length: 26
REN version: 1
Group Cipher suite: 00-0f-ac (Ie2eBO021) AES (CCM)
Group Cipher suite QuI: 00-0F-ac (IeeeS021)
Group Cipher Suite type: AES (CCM) (4)
Palrwise cipher suite Count: 1
= Pairwisze Cipher suite List 00-0f-ac (Ieee8021) aEs (COM)
rairwise Cipher suite: 00-0f-ac (IeeeBOZl) AES (CCM)
Pairwise Cipher suite ouI: 00-0f-ac (Ieee8021)
Pairwise Cipher suite type: AES (COM) (4)
Auth Key Management (akM) Suite Count: 1
auth Key Management (AKM) List 00-0f-ac (IeesB021) WPA (SHA25E)
REN Capabilities: oOx00e8

-

RSH Pre-Austh capabilities: Transmitter does not support pre-authentication

RSN No Palrwise capabilities: Transmitter <an support wEP default key 0 simultaneously with Palrwise key
RSN PTESA Replay Counter capabilities: 4 replay counters per PTKSA/GTESASSTaKeysa (Ox0002)

RSN GTESA Replay Counter <apabilities: 4 replay counters per PTRSA/GTESASSTakeysa (0x0002)

Management Frame Protection kequired: True

Management Frame Protection Capable: True

Feerkey Enabled: False
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# Tag: qBSS Load Element 802.11e CCa version
# Tag: HT capabilities (802.11m 01.10)
Tag: RSM Information
Tag Humber: RSN Information (481

Tag length: 20
REN version: 1
5 group cipher swite: 00-0f-ac (TeeeBiil) A5 {ooM)
Pairwise cipher Suite Count: 1
# Pairwize ciphar Suite List 00-0f-ac (IeesB021) AES (CCM)
auth Key Management (akM) Sufite Count: 1
§ AuTh Ky MANAQEmEnt (AKM) LTSt 00=0F=3c (TeeeBOZL) WPA
RSN Capabilities: Ox00a3
tire maas vees saa0 m BSH Pre-auth capabdlities: Transmitter does not support pre-awthentication
e . « «.0, = BEN Ho Palrwise capabilities: Transmitter can support weP default key © simultaneously with Pairwise key
- . 1b.. = RSN PTESA Replay Counter capabilities: 4 replay counters per PTRSA/GTRSA/STAKEySA (0x0002)
S . & .... = RSN GTHSA Replay Counter capabi 'I ities: 4 replay counters par PTESA/GTHSA/STAKeySA {0x0002)
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Saye Configuration

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP F
WLANs WLANs > Edit 'PMF' < Back aAp
- wu:m. General | Security | QoS | Advanced |
b Advanced LayerZ | Layer3 | AAAServers

Layer 2 Security 8 | WPA+WRAZ
MAC Filtaring®
Fast Transition
Fast Transition
Protected Management Frame

EMF | Disablad ¥ |
Disabled
WPAIWPAZ Parameters | gutignal L
Wi policy ﬁ.u quired — —1
WPAZ Policy o
WPAZ Encryption #AES THIE

Authentication Eey Management

8021 ¥ Enable
COKM Enshle
FSK Ensble
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MONITOR WLANS ONTROLLER WIRELES! SECURITY  MANAGEMENT COMMANDS HELP FEEDRACK
WLANS WLAMs > Edit "PMF" < Back Apply
RRUEANE | General | Seeurity | QoS | Advanced
b Advanced Layer 2 | Layer3 | ARA Servers

Layer T Security § | whA+WRAZ
MAC Filtaring®
Fast Transition
Fast Transiticn
Frotected Management Frame

PMF Required ¥

Comeback timan(1- h —

20msec) i

54 Query Timeout{100- -

sO0msec) 29 S~
WPA+WPAZ Paramotors

WRA Palicy

WRAZ Policy -

WRAZ Encryption 7 aes THIF

Authentication Koy Management
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FEEDBACK

SECURITY MANAGEMENT  Co

MONITOR  WLANs  CONTROLLER ~ WIRELESS

WLANs = Edit "PMF'

WLANS
LA General | Security | QoS | Advanced |
|
Storn 200
WPA+WPAZ Parameters
WRA Policy
WPAZ Folicy o
WPAZ Encrypiion *aES TEIP
Authentication Key Management
0214 7 Enable
CCOKM Enable
L Enable
FT 802.1% Enable
FTPSK Enable
PMF 802.1% ¥ Enable = ::_-‘\:
PMF PSE Emable
;‘;Log-ronunm-n Disable *
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« 1w 7|58 &8st HLE B g&stedH O EE

config wlan security wpa akm pmf 802.1x enable/disable

config wlan security wpa akm pmf psk enable/disable

oS &dstst AL HIE dstsicd® O
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config wlan security pmf optional/required/disable

config wlan security pmf 11w-association-comeback

« SA FE| CHA| Al AlZh =1t A7:

config wlan security pmf saquery-retry-time
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(wlc)>show wlan 1

Wi-Fi Protected Access (WPA/WPA2)............. Enabled
<snip>

802 . dX e ittt i i e e e e a e Enabled

Y Disabled

COKM. . e i sttt e et e, Disabled
FT-IX(802.11r) . i vt i it e st e ennenns DisabTed
FT-PSK(802.11r) .. v ittt ittt i eanennnnnns DisabTed
PMF-1X(802.1IW) . vttt i it i et e e ennennns Enabled
PMF-PSK(802.11w) .. i vttt ittt ennennenns DisabTed

FT Reassociation Timeout................... 20

FT Over-The-DS mode..........cciiiiiiunn.n. Enabled
GTK Randomization...........cciiiiiinnnnnnn Disabled
<snip>

PMF . e e e Required
PMF Association Comeback Time................. 1

PMF SA Query RetryTimeout.........oovuuuuunnn. 200
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0|2{# debug B2 WLCOIA 802.11w EXIE siZsHs ol AHS

* debug 11w-pmf events enable/disable
* debug 11w-pmf keys enable/disable
* debug 11w-pmf all enable
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