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AAA server
(RADIUS)
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(Cisco ZAE &) >test aaaradiususername
password
wlan-id
apgroup

server-index

of

<tfroot>

test aaa radius usernane admi n password ci scol23 W an-id 1 apgroup default-group server-index 2
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apgroup

server-index

<username>
<password>
<wlan-id>
<apgroup-name>
<server-index>

(optional)
(optional)

---> Username that you are testing.

Password that you are testing

WLAN ID of the SSID that you are testing.

AP group name. This will be default-group if there is no AP group co

The server index configured for the radius server that you are tryin
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<{froot>

(Cisco Controller) >

test aaa radi us usernane admn

Radius Test Request
Wlan-id....cooiiiinininn..
ApGroup Name
Attributes

User-Name
Called-Station-Id
Calling-Station-Id
Nas-Port
Nas-Ip-Address
NAS-Identifier

password ciscol23 wan-id 1 apgroup defaul t-group server-index 2

default-group

admin
00:00:00:00:00:00:WLC5508
00:11:22:33:44:55
0x0000000d (13)
10.20.227.39

WLC_5508



Airespace / WLAN-Identifier
User-Password

Service-Type

Framed-MTU

Nas-Port-Type

Tunnel-Type
Tunnel-Medium-Type
Tunnel-Group-Id

Cisco / Audit-Session-Id
Acct-Session-Id

test radius auth request successfully sent. Execute
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<ttroot>

(Cisco Controller) >

test aaa show radi us

Radius Test Request

ApGroup Name. .. ..o i i it i ittt e e e eanennens

0x00000001
ciscol23

0x00000008
0x00000514
0x00000013
0x0000000d
0x00000006
0x00000051

€D

(®
(1300)
(19
(13)
(6)
(81)
ad14e327000000c466191e23

56131b33/00:11:22:33:44:55/210

AISHEHOF EFLIC}H test aaashow radius. O] Z 2 RADIUS A{H{0]|
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Server INAdeX. ..uu''eeeee e anneeennnreennnneenns 2

Radius Test Response

Radius Server Retry Status

10.20.227.52 1

Success

Authentication Response:
Result Code: Success
Attributes
User-Name
Class
Session-Timeout
Termination-Action
Tunnel-Type
Tunnel-Medium-Type
Tunnel-Group-Id

O| BHO| Oi? F &8 FT2 radius A{H{0{| A ._EPEIE
URL & ACL(Access Control List)d &= Q&LICH € &

Values

admin

CACS:rs-acs5-6-0-22/230677882/20313
(30)
)
(13)
)
(81)

0x0000001e
0x00000000
0x0000000d
0x00000006
0x00000051

CWA(Central Web Authentication) E2= VLAN HE 9| 74-?—
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'test aaa show radius'

default-group
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<#root>
(Cisco Controller) >

test aaa show radi us

Radius Test Request

Wlan-id. ... i ettt 1
ApGroup Name. . ... oui 't ii ittt e st tana e annnns default-group
Server INdeX. .. oo oo einnnnnnnnninnnneens 2

Radius Test Response

Radius Server Retry Status

10.20.227.52 1 Success

Authentication Response:
Result Code:

Aut henti cation failed

—————— > This result indicates that the user authentication will fail.
No AVPs in Response
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<#root>
(Cisco Controller) >

test aaa show radi us

previous test command still not completed, try after some time
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<#root>

(Cisco Controller) >

test aaa show radi us



Radius Test Request

Wlan-dd. ...t e e e 1
ApGroup Name. ... .o i ittt e e st e enanns default-group
Server IndeX. .....eein it ieine i eain i ieananennns 3

Radius Test Response

Radius Server Retry Status

10.20.227.72 6 No response received from server

Authentication Response:
Result Code:

No response received fromserver

No AVPs in Response
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SSID(Service Set Identifier) Of2H0{ 0{21 RADIUS A7} A E|0{ Q!1 7|& RADIUS A7t SE
5tX| ot2 AR WLCE TAE B X RADIUS MHE AIE&fLCH ol & #Hml radius AME{7F &
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<#root>
(Cisco Controller) >

test aaa show radi us

Radius Test Request

WTaN-Td. .t e, 1

ApGroup Name. ... .o i ittt e e et e e aaans default-group
Radius Test Response
Radius Server Retry Status
10.20.227.62 6

No response received fromserver

10.20.227.52 1

Success

Authentication Response:
Result Code: Success

Attributes Values
User-Name admin
vl
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https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
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