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1.12t 7. Configuration(Z1I| 22| 0|4) > Tags & Profiles(E{ 2 & = Z El) > WLANs(WLAN)Z 0|5
FLICH Add(F7HE =gt Z2n Y 2 SSID 0|§ & YUMFLICH M8 FEFLICH

GUI:



General Security Advanced

Profile Name* ‘ WGB | Radio Policy ®

SSID* ‘ WGB | Show slot configuration
6 GHz

WLAN ID* ‘ 6 | Status @ oisesLeD

Broadcast SSID

2.4 GHz
Wi-Fi 6E Compatibility 1/2 requirements met Status . DISABLED

802.11b/g | 802.11b/g v |
Wi-Fi 7 Compatibility 0/3 requirements met 0/3 bands enabled Policy B

Wilan Z1I|22j| 0| M

CLI:

config t

wlan WGB 6 WGB

radio policy dotll 5ghz
no shutdown

1.2Et7A[. SSID 2ot o7& 87 LICH PSK
Apply(H&)E =gt

MEHSI T PSK H|WUHS & |245H OIS

GUI:



Edit WLAN x

General Security Advanced

Layer2 Layer3 AAA

® WPA + WPA2 O WPA2 + WPA3
MAC Filtering (]

Lobby Admin Access (]

WPA Parameters
WPA Policy O WPAZ Policy
GTK Randomize O OSEN Policy
WPAZ2 Encryption
AES(CCMP128) CCMP256
GCMP128 O GCMP256

Protected Management Frame

PMF | Disabled

Wlan &0t

CLI:

config t

wlan WGB 6 WGB

shutdown

no security ft adaptive

00

00

v

security wpa psk set-key ascii 0 12345678

no security wpa akm dotlx
security wpa akm psk
no shutdown

Add To Policy Tags

O WPA3

O Static WEP

Fast Transition

Status

Over the DS

Reassociation Timeout *

Auth Key Mgmt (AKM)
802.1X A ]
802.1%-SHA256 ()
PSK A |

PSK-SHA256

PSK Format

PSK Type

O

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

O None

|' Disablad v |

O

E |

FT + 802.1X
CCKM A
FT + PSK
Easy-PSK

0000

| ASCII v

|. Unencrypted v |

Pre-Shared Key™

1.3t A|. SSIDA| M AironetlEE T3 & LICH Advanced(ZL =) B2

v
[=] Update & Apply to Device

2 0|S35l04 CCX Aironet IEE &




GULI:
Edit WLAN x
'
A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.
General Security Advanced Add To Policy Tags
Coverage Hole Detection Universal Admin (]
CCX Aironet IE OKC
Advertise AP Name (] Load Balance (]
P2P Blocking Action | Disabled v | Band Select (]
Multicast Buffer IP Source Guard (]
Media Stream Multicast-direct (] WMM Palicy | Allowed v |
11ac MU-MIMO mDNS Mode | Bridging v |
Wi-Fi to Cellular Steering O Off Channel Scanning Defer
Wi-Fi Alliance Agile Multiband
Defer Priarit Oo O O:
Fastlane+ (ASR) @& /
mE O s
Deny LAA (RCM) clients (]
e 0O~
6 GHz Client Steering (]
Scan Defer 100
Latency Measurements (] Time
Announcements
Assisted Roaming (11k)
Max Client Connections
Prediction Optimization O
Per WI AN n v
[=] Update & Apply to Device
Aironet IE
CLI:
<#root>
config t
wlan WGB 6 WGB
shutdown

ccx aironet-iesupport
no shutdown



2EHH|. WLAN-Policy Z2El2 FA8tLct.

2.1E+A|. Configuration(Z1Z| 22| 0|M) > Tags & Profiles(Ei1 & Z 2 E!) > WLANS(WLAN)Z 0[S
gLICH Add(F7HE 228 LICt 0|§2 = LICt Enable the Status and Passive Client2 T4
gLCh O™ ChS ApplyE 228Ut

GUL:

Add Policy Profile

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

I| General Access Policies QOS and AVC Mobility Advanced

Name* ‘ PolicyWGB ‘ WLAN Switching Policy
Description ‘ Enter Description ‘ Central Switching
Status Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging O

O

SGACL Enforcement

Default SGT 2-65519

WLAN %434

CLI:




<#root>
config t
wireless profile policy PolicyWGB

passive-client
no shutdown

2.2, Access Policies(AM|A HE) 2 O|S & LICE VLAN/VLAN Group(VLAN/VLAN 118)2 2
2|5t WGB vLANS MEAEHL|CH

GUI:

Edit Policy Profile q

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Caching (] vt ACL | ==
DHCP TLV Caching (] - :
IPv6 ACL | v |@
WLAN Local Profiling
URL Filters ®
Global State of Device Disabled (3) . '
Classification Pre Auth | A |
Local Subscriber Policy | v Post Auth | v |
Name : ’ - /
VLAN
VLAN/VLAN Group |VLAN3246 x v |@
Multicast VLAN ‘ Enter Multicast VLAN |

Note : Selecting a VLAN Group is a valid config only for Central
Switching 5510s. Do not use with 5510s enabled for Flex Local
Switching

[=] Update & Apply to Device

Vlan Z4xI| 220l



CLlI:

conf t

wireless profile policy PolicyWGB
shutdown

vlan VLAN3246

no shutdown

3. MM E1E A5 T WOBYH (I EE AMA ZOIEAP)O| MHEELICH

3.1E+7l. Configuration(Z4X|280]4) > Tags & Profiles(Ef1 & Z 2 L) > Tags(El1)2 OIS EfL
EP Pollcy(é*’%”E 22|38t Ot S Add(R7HE S=IELICH Name(0|8)2 =48t Ch2 Add(F7HE
2IstL|Ch SSID & MAM =2 ulele MEIsHL|CH M8 Z 2L},

GUI:

Add Palicy Tag

Name* | WGBTag ‘

Description | Enter Description ‘

v WLAN-POLICY Maps : 1

-+ Add
(O WLAN Profile Y  Policy Profile T
0O wes PolicyWGE

] 4 1 (S - 50 v . items per page 1-10of 1Items

Map WLAN and Policy

v

Ei1




CLI:

<#root>
config t

wireless tag policy WGBTag
wlan WGB policy PolicyWGB

S

It

3ag =2 x|

o] Mo e WGBL| Z1x| 23| o|4d0]
30i @445t vVLAN32462 E6H| A23E = A&

CLI:

configure ap hostname WGB1

CHal B LICH o] ZHI|agoldE Sl WGB
LiC

t1:SSIDE HECIHAESE BE HMA ZQIE| XA Ej70f =235H0F & L|C}.

[T
L
m
P

configure ap address ipv4 static 10.10.246.4 255.255.255.0 10.10.246.1
configure ap management add username admin password POsswOrdl23! secret POsswOrdl23!
configure ssid-profile WGB ssid WGB authentication psk 12345678 key-management wpa2

configure dotllRadio 1 mode wgb ssid-profile WGB
configure dotllRadio 1 enable

0| Mol A VLAN32482| 241 2210|919} VLAN3246 2H0| Q142 51851 = NATE 745

£ dHol chsh dBefLCt

VLAN32482 2t E{0f|2t 2 F st WLC Flof /e HERH3

EHRE= vLAN32482| 41 2CI0|HE EEj|
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1: WGB Flol e EtREol AZE f41 ZEt0|UE S| F2 vLANOA AZEE & X|st
7| #lsfl X El= HmTefold2 NATELICEH vLAN ZF 2t 82 X[ EX| S &LCh

1CHA|. Blolo4 2 Blelof| A vLAN 3246 2/ vLAN 32482 FA48tL|C}.

conf t
vlan 3246
exit

vlan 3248
end

2EHA|. Bt RE{|M WGB2| ZEE FELICH.

conf t

interface Wlan-GigabitEthernet 0/1/4
switchport trunk native vlan 3246
switchport trunk allowed vlan 3246
switchport mode trunk

3CHAl WGB vLAN 2! £ ZE2}0[2E vLANS| SVI(Switched Virtual Interface)E 43 LICt.

3.1EHH. WGB SVI A2 0|M IP T4 10.10.246.12 WLC Fl2| &0]01 3 AL %ol A=
VLAN 32468 HO|EHO|LICt 2tRE{2| O| SVIE AIE 7ISEHCIS IP A E AFEELICE

config t
interface Vlan3246
ip address 10.10.246.2 255.255.255.0

3.2CHA|. M ZEI0|HE = vLAN A2 QIE{H O|AEL|CH BIRE{e| M 2EI0|HE = VLAN
32482 At2¢EtL|Ct o] 2EI0|MHEE 0| BtRE{0Tt 9loe2 2 0| SVIE &M Z2to|HE Q| HO|IE
2o|lL|ct. o] sviof CHal| TR 8 MAC FAE FA8HLICE

config t

interface V1an3248

mac-address 6c13.d53f.aabb

ip address 10.10.248.1 255.255.255.0



ZFO|:SVIHZE 1R8 MAC TAE FMHELICH 7IBMO R BIRE{= 2 E SVIo| CHsH S
LSt MAC TAE AIBFIEE O] RN SE0| Y AHE = U&LICH

config t
ip access-Tlist extended NATACL
10 permit ip 10.10.248.0 0.0.0.255 any

5EF7l ACL & WGB QIE{H|0]A e AUX[etE S2 MES FHELICH

conf t

route-map WGBACL permit 10
match ip address NATACL
match interface V1an3246

Al NAT

6.1CHAH|. SVIOIA NATE T ASFLICE SVI 32482 LIS NATO|1 32462 2|58 NATRILICE.

config t

interface V1an3248
ip nat inside

exit

interface V1an3246
ip nat outside

6.2EHA|. 2FRE{0] NATE FAELICH route-map2 AA R AR EfLICEH O] AI|ZBolME ALE 6t
2 vLAN32482| R4 2EI0|HE 7 WLC F|ofl %= vLAN32462| HIER T et ¢1Z2E &= U&LICH

config t
ip nat inside source route-map WGBACL interface V1an3246 overload

6.3CHAH| O] EtH|= MEH ALEHO|H, vLAN32462] WLC Fof /&= C|HFO|A 0l A vLAN32482| WGB
Flol U= C|HIO| A0 HMABHOF SH= AR NATE S8l +HE = U&LICE.



& £0{, EAIE AT o|MolAE vLAN32462| WLC Floll d= C|dHt0|A 0] A RDP(Remote
Desktop Protocol)E& S35 IP 4 10.10.248.102 AF&35t04 2FE{ Foil = C|HO|A 2 WGBO|
CHEE HMAE F M5 WS EoiFLICH.

rr

vLAN 32482| B} E{ Fof = CIHFO|A A HAM[ASHOF I
ol 2t EElXlE 28 ZEE AI8E £ U&LICH

&= (SSH, Telenet, RDP, HTTP S

vLAN32462| C|HIO| A0 A RDPE &3l 10.10.248.10 C|HIO|A0f| KM ASHE{H EI<EH
(10.10.246.2)01| 2= 3246 VLANS| SVI0{l RDP ©4Z30| A% Z|o] Q/o{of BLICH O] 2l
Verify(2 Q1) MME 2 QIS A AL,

config t
ip nat inside source static tcp 10.10.248.10 3389 interface Vl1an3246 3389

m
ke
m
1]
1l
0

9.'—'
T
il

7EHA|. 2FRE{2] vLAN 324801 M Z2}0|2

config t

interface GigabitEthernet0/1/0
switchport mode access
switchport access vlan 3248

vLAN 32482| 4 ZEI0|HEE AT

ool Am|asoldoMdE DEIP =4I /UE
o= Q&L

LICI. DHCP7} 8t B2 EIE0AM 74 E

M ECI0|UE R LIYEE vLAN 32462 WGBE2H SVIL| @128 & QIghL|CH =8k vLAN 32482| &
M EeO|HET HERXF o 4|0 U=k =2lstT WLC F ol = vLAN 3246 HO|E9||0|2
ping=2 EHLICt

WLCO| M 2t E{0f #4El vLAN 32462| WGB 2! SVIZt 41 2Et0|HE S&oi ZAIE=X| =l
Lch.

GUI:



I, itoring ™ » Wireless ™ » CIiEI‘IISI

Clients Sleeping Clients
£~
~ P}
Selected 0 out of 2 Clients
Clent MAC
D Addrass IPvd Address t IPvE Address 3 AP Name : SkaD® : |SSD i WLANID © |Chent Type :| State
O sct3dsatieis & | 10.10.248.2 MjA CO124AXI-B 1 WGE [ WLAN (WGB Wired) | Run
O es62.c491790f  # ]10.10.246.4 feB0::af5a:a6 1 7:9ed 7 edbe C8124AXI-B 1 WGB 6 WLAN (WGE) Run
4 »

WGB 2 WGB ZZ0|E

CLI:

<ffroot>

9800L#

show wi rel ess client sunmary

Number of Clients: 2

MAC Address AP Name Type ID State Protocol Method Role
6c13.d53f.f8f4 C9124AXI-B WLAN 6 Run 1lac None Local
e462.c49f.790f C9124AXI-B WLAN 6 Run 1lac None Local
9800L#

show wi rel ess client sunmary det ai

Number of Clients: 2

MAC Address SSID AP Name State IP Address VLAN BSSID Auth Method Protocol Ch
6c13.d53f.f8f4 WGB C9124AXI-B Run 10.10.246.2 3246 5c64.fl71.6eae [PSK] 1lac 3
e462.c49f.790f WGB C9124AXI-B Run 10.10.246.4 3246 5c64.fl71.6eae [PSK] 1lac 3
9800L#

show wi rel ess wgb summary

Number of WGBs: 1
MAC Address AP Name WLAN State Clients

e462.c49f.790f (C9124AXI-B 6 Run 1



aag =HelX|

WGB7t SSIDM| A E "o 2 EAIE[=X| =QIFLIC.

<tfroot>

WGB#

show wgb dot 11 associ ati ons

Uplink Radio ID : 1

Uplink Radio MAC : E4:62:C4:9F:79:0F
SSID Name : WGB

Connected Duration : 0 hours, 7 minutes, 9 seconds
Parent AP Name : C9124AXI-B
Parent AP MAC : 5C:64:F1:71:6E:AE
Uplink State : CONNECTED

Auth Type : PSK

Key management Type : WPA2

Dotll type : 1llac

Channel : 36

Bandwidth : 20 MHz

Current Datarate : 104 Mbps

Max Datarate : 286 Mbps

RSSI : 41

IP : 10.10.246.4/24

Default Gateway : 10.10.246.1
IPV6 : ::/128

Assoc timeout : 5000 Msec

Auth timeout : 5000 Msec

Dhcp timeout : 60 Sec
Country-code : US

WGB = 2|X| E|0|E20{ A=l vLAN 32462| SVIE &rQlgfL|C}.

<#froot>

WGB#

show wgb bri dge

***Client ip table entries***

mac vap port vlan_id seen_ip confirm_ago fast_brg
6C:13:D5:3F:F8:F4 0 wired0 0 10.10.246.2 28.112000 true
5C:64:F1:71:6E:AF 0 wbridgel 0 0.0.0.0 1064.320000 true

e E



S E{0f| A vLAN324801| A vLAN32462| WLC Fofl 9l= HIEQ3ZE ¢

et
I.

EolgrLct.

<#froot>

Router#
pi ng 10.10.246.1 source vlan 3248
100-byte ICMP Echos to 10.10.246.1, timeout 1is 2 seconds
round-trip min/avg/max = 4/7/8 ms

Type escape sequence to abort
Packet sent with a source address of 10.10.248.1

Sending 5
1
Success rate is 100 percent (5/5),
NAT BH42t0| SHI2H| EAlZl=X| &QlghL|Ct.
<#root>
Router#
show i p nat translations
Pro Inside global Inside local Outside local Outside global
icmp 10.10.246.2:12 10.10.248.1:12 10.10.246.1:12 10.10.246.1:12
Total number of translations: 1
NATS| MEA™ ZAI|Te oM HAHE AL&SHE B vLAN324604 A vLAN32482| C|HO|AZ RDP
HNEst=X| #elguot
EEZS MEE = &Lt
5t04 VLAN32482| Bt E Flol /&

Q10|
RDP= O] 2M9| oflof| M AFRE|X|BHCIE = 2
LAN32462| SVIE A}

EHoll #+M8E v

10.10.246.221 2}
10.10.248.100{| A RDPE& £=&igfL|C}



‘-,.. Eemote Deskiop Connection

D’f Remote Desktop

»¢ Connection

%

Computer | 10.10.246.2 v] I

Username: MNone specified

Youwill be asked for credentials when you connect

f | Show Options Connect Help

RDP ¥4 C|H}O|A
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